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                    Awareness Raising
                    
                      [image: Awareness Raising]
                      ENISA aims to raise cybersecurity awareness and promote behavioural change

                      
                        Subtopics:

                        	Awareness Campaigns
	SME Cybersecurity
	AR-in-a-Box


                        Explore topic
                      
                    

                  
	
                    Certification
                    
                      [image: Certification]
                      The European Union through ENISA is developing EU cybersecurity certification which provides evidence of compliance to a given level of trust.

                      
                        Subtopics:

                        	Cybersecurity Certification Framework
	From Candidate to Certification Scheme


                        Explore topic
                      
                    

                  
	
                    Cloud
                    
                      [image: Cloud]
                      ENISA has written a number of papers on Cloud Computing Security and recently focused on Big Data security.

                      
                        Subtopics:

                        	Cloud Security
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                    COVID19
                    
                      [image: COVID19]
                      ENISA shares its cybersecurity recommendations and resources to deal with the changes imposed by the outbreak of Covid-19.

                      
                    

                  
	
                    Critical infrastructure
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                      Securing key infrastructures across the Union.

                      
                        Subtopics:

                        	Telecom sector
	Energy sector
	Health sector
	Finance sector
	Maritime sector
	Rail sector
	Aviation sector
	Internet Infrastructure
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                      [image: Cryptography]
                      In cooperation with the European commission, Member States and other EU bodies, ENISA engages with expert groups to address emerging challenges and promote good practices on the implementation of cryptographic solutions, with a major focus on post-quantum computing.

                      
                    

                  
	
                    Cyber Crisis Management
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                      ENISA pioneers the development of proper mechanisms and consistency for cyber incident and crisis management.

                      
                    

                  
	
                    Cyber Threats
                    
                      [image: Cyber Threats]
                      Monitoring, analysing and reporting on the cybersecurity threat landscape is essential in order to understand what is happening in the cybersecurity ecosystem, take strategic informed decisions, conduct risk management and prioritise resources.

                      
                        Subtopics:

                        	Threat Landscape
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                      [image: Cybersecurity Policy]
                      Supporting the implementation of Union policy and law regarding cybersecurity

                      
                        Subtopics:

                        	Policy Observatory
	NIS Directive
	eIDAS
	European Electronic communications Code
	Data Protection
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                      [image: Education]
                      The immense gaps in cybersecurity skills indicates a new pathway for ENISA to support a systemic approach on cybersecurity in education.

                      
                        Subtopics:

                        	European Cybersecurity Challenge (ECSC)
	International Cybersecurity Challenge (ICC)
	European Cybersecurity Skills Framework (ECSF)
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                      ENISA keeps abreast of the fast-paced digital evolution and the emergence of novel and innovative technologies, which highlight the importance of strategic foresight on emerging and future cybersecurity challenges.
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                        	Internet of Things (IoT)
	Artificial Intelligence (AI)
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                      Incident reporting supports the understanding and analysis of the EU cybersecurity ecosystem.

                      
                        Subtopics:

                        	For Telcos
	For Trust Providers
	For Digital Service Providers (NIS Directive)
	Cybersecurity Incident Report and Analysis System – Visual Analysis
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                      [image: Incident response]
                      ENISA supports the prevention, detection and resolution of incidents through a network of Computer Security Incident Response Teams (CSIRTs).

                      
                        Subtopics:

                        	EU CyCLONe
	CSIRTs Network
	CSIRT Maturity
	Cooperation with CERT-EU
	Situational awareness
	CSIRT Inventory
	Glossary
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                      [image: Market]
                      Cybersecurity market analysis is a topic that plays an important role in regulation (Cybersecurity Act (CSA).

                      
                        Subtopics:

                        	Annual cybersecurity market analyses
	Cybersecurity Market Analysis Framework
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                      In a constantly changing cyber threats environment, EU Member States need to have flexible and dynamic cybersecurity strategies to meet new, global threats.

                      
                        Subtopics:

                        	National Cybersecurity Strategies Guidelines & tools
	National Cybersecurity Strategies (NCSSs) Map
	Public Private Partnerships (PPPs)
	Information Sharing and Analysis Centers (ISACs)
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                      Promoting targeted R&I of cybersecurity technology and solutions that actually meet the needs and priorities to protect the Union from cyber threats.

                      
                        Subtopics:

                        	R&I Roadmap
	R&I observatory
	EU funding in cybersecurity
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                      Risk management remains an important tool for classifying and assessing current risks and threats.
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                      [image: Standards]
                      ENISA supports the promotion of a single market for cybersecurity products and the securing of all elements of their supply chains.
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                      Contributing to building well prepared and tested capabilities with the appropriate capacity to deal with the evolving threat environment across the EU.
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                        	Cyber Exercises
	Trainings for Cybersecurity Specialists
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                  Custom-made Awareness Raising to enhance Cybersecurity Culture

                  The European Union Agency for Cybersecurity (ENISA) empowers organisations by publishing the updated version of the ‘Awareness Raising in a Box’.

                  Published on April 10, 2024. Read more
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                  Press Release
                  Skills shortage and unpatched systems soar to high-ranking 2030 cyber threats

                  The European Union Agency for Cybersecurity (ENISA) publishes the executive summary of this year’s ‘Foresight Cybersecurity Threats for 2030’ presenting an overview of key findings in the top 10 ranking.

                  Published on March 27, 2024. Read more
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                  Press Release
                  New chapter begins as ENISA celebrates 20 years of strengthening cybersecurity

                  Greek Minister of Digital Governance, Dimitrios Papastergiou joined the European Union Agency for Cybersecurity (ENISA) on the occasion of celebrating the 20 years since its establishment and the ENISA Management Board voted to extend a second mandate to Executive Director, Juhan Lepassaar.

                  Published on March 21, 2024. Read more
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                  Navigating through Challenges and Opportunities of Cybersecurity Standardisation

                  On 5 March, the European Standardisation Organisations (ESOs), CEN, CENELEC and ETSI, joined forces with ENISA, the European Union Agency for Cybersecurity, to organise their 8th Cybersecurity Standardisation Conference.

                  Published on March 07, 2024. Read more
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                  Press Release
                  Safeguarding EU elections amidst cybersecurity challenges

                  Preluding 2024 EU elections, the NIS Cooperation Group with the support of the EU Agency for Cybersecurity (ENISA), the European Commission and the European External Action Service updated the compendium on elections cybersecurity.

                  Published on March 06, 2024. Read more
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                A Trusted and Cyber Secure Europe

              

              
              
                
                  Activities

                  Ten operational activities and two corporate activities have been identified to support the implementation of the mandate of the European Union Agency for Cybersecurity (ENISA) in 2023.

                  Single Programming Document 2023-2025
                

                
                  What we do

                  The European Union Agency for Cybersecurity (ENISA) contributes to EU cyber policy, enhances the trustworthiness of ICT products, services and processes with cybersecurity certification schemes, cooperates with Member States and EU bodies, and helps Europe prepare for the cyber challenges of tomorrow.

                  More about ENISA
                

                
                  Mission

                  The mission of the European Union Agency for Cybersecurity (ENISA) is to achieve a high common level of cybersecurity across the Union in cooperation with the wider community.

                  ENISA Strategy
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                    Cyber Resilience Act Requirements Standards Mapping - Joint Research Centre & ENISA Joint Analysis
                  

                  
                    Published on April 04, 2024
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                    Foresight Cybersecurity Threats For 2030 - Update 2024:  Executive Summary
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                    [image: Telecom Security Incidents 2022]
                  

                  
                    Telecom Security Incidents 2022
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                    Remote ID Proofing - Good practices
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                More publications
              
            
            
              
                
                  
                    Upcoming events
                    
                          4
                    
                  
                

              
              	
                  
                    [image: 2nd ENISA Cybersecurity Policy Conference]
                  

                  
                    2nd ENISA Cybersecurity Policy Conference
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                      Brussels, Belgium
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                      Thon Hotel Bristol Stephanie, Brussels, Belgium | Online
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                    ENISA Telecom & Digital Infrastructure Security Forum 2024
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                    Annual Privacy Forum 2024
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                    European Cybersecurity Skills Framework (ECSF) - Introduction
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      The European Union Agency for Cybersecurity (ENISA) is the Union's agency dedicated to achieving a high common level of cybersecurity across Europe.

      ENISA contributes to EU cyber policy, enhances the trustworthiness of ICT products, services and processes with cybersecurity certification schemes, cooperates with Member States and EU bodies, and helps Europe prepare for the cyber challenges of tomorrow.
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