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Cybersecurity in Healthcare

1. Awareness

Share information with healthcare staff. Brief them
on the ongoing situation and ask them to disconnect
in the case of infection. Raise awareness of the
increase in cyber scams and the importance of
cybersecurity for every individual.

2. Disconnect

Freeze all activity if your system has been
compromised. Disconnect the infected machines
from others and from any external drive or
medical device. Go offline from the network and
immediately contact the national CSIRT.

3. Data backup and restore
O Effective backup and restore procedures

ensure business continuity. Have a plan in
place to deal with a system failure that may
disrupt core services.

4. Medical Devices

If medical devices have been impacted, coordinate
incident response with the manufacturer and
collaborate with vendors.

5. Network Segmentation

Consider network segmentation to improve your
organisation’s cybersecurity. Segmentation can
control the flow of traffic and limit how far an
attack can spread.
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