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training material

Main Objective

Presentthe trainees various methods gfotentially malicious artifacts
acquisitionmethodswith emphasis on artifastcollected through span
monitoring Teach how toset up spam collecting environment an
artifacts repository. The eercise also provides knowledge how
modify and patch eated system to better sugnvironmentneeds

Targeted Audience

The execise is dedicated to CERT staff involveakw threats detection
and analysisThe exercise should be also helptin CERT staff involve
in malicious artifacts analysis as it presents how to create and
artifacts repository.

Total Duration 4.5 hours
Introduction to the exercise 0.5 hours
Task 1Spam trapconfiguration and usage 1.0 hours
Time Schedule ;z;zéfeneral methods for building the storage for 1.5 hours
Task 3Spam content analysis methods 1.0hours
Summary of theexercise 0.5 hours

Frequency

LGQa | RZA a S RrainingwhenM&n teak Bnénbengfad e
involved in threaidetection or malicious artifacnalysis joira CERT.

Pagel



* x x Processing and storing artifacts
Artifact analysis training material

November 2014

1 General description

The aim of this exercise is to show participants diffen@ethodsof collecting, sorting and storing
artifacts. During the exercisgainees will obtain artifacts from spam emaiésd then store them in
the configured storage.

In the first phae, participants will configur8hiva honeypdt which will be used taollect unwanted
electronic mail. Nextstudentswill test the spam trap by startingthe provided script. If everything is
working participantswill create and testa simple artifacts repository based dhe VipeP project.
Then students will learn how to modify Viper and Shiva code to extend their functionality.

In the second phase, when Shiva and Viper are configured, students widl staipt to generatgpam
messages. Then students will carry out analysikefeceived enails.

In this exercise students will learn:

a) How to configurea spamtrap based on Shiva honeypot
b) How to createan artifacts repository using Viper

c) How to extend Shiva and Viper functionafity

d) How to analyse spam messages cadddy Shiva

Artifacts Viper
E-mail spam /B/ repository

Shiva Shiva
Receiver Analyzer

Shiva results
Local storage (MysQL)

Figurel: Architecture of the system which will be buitfuring this exercise.

4 https://github.com/shivaspampot/shiva
5 http://viper.li/
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2 Task 1¢ Spamtrap configuration and usage

In this stepthe participants instaland configure Shiva honeygptvhich isa high interaction SMTP
honeypot specifically designed for spam collection and analysis. Shiva consists of two primary
modules: shivaReceiver and shivaAnalyzer. The first one acts as a typical SMTP server allowing to
receive and store-enails containing spanThe g£cond module performs preliminary spam analysis to
detect similar messages (based on fuzzy hashmgwell as extraictg any attachments ouniform

resource locatos (URL¥$contained inthe spam messages.

2.1 Installing Shiva dependencies

Shiva honeypot ia Python project using Lamson Python Mail Server as a backend. Shiva also depends
onan Exim4 mail server to relaymaails (not used ithe exercise) ané MySQL database to stotke
results.

First stop InetSim service:

e ———— e —————————

Stopping INetSim

1
1
1
[ ot i el ~ el yyyinyiyte S,

$ sudo service inetsim stop

1
1
1
iy S

Next install basic Shiva dependencies required by its installation script:

I Installing Shiva dependencies

I $sudoapt - getinstall g++ make automake autoconf python - devpython -

i_y_i[t_u_ql_e_rl\_/______e_>§i_rp_4__—_daemon— light libmysqglclient - dev libffi - dev

Then install ssdeep 2 from packages specially bdir this exercise default ssdeep version e
Ubuntu repository is too old andoes/ Qi 62 NJ SAGK { KA QI ®

' $ cd /home/enisa/enisa/packages/extra i
i $sudodpkg -i libfuzzy* ssdeep* i

Install MySQL database which is used by Shiva to 8teranalysed spam-enails. When asked fa&
YySo LI aag2NR LI SFAS LINPOARS LI aag2NR aSyAraléo Li

i_$ sudo apt - get install mysq|l - server i

6 https://github.com/shivaspampot/shiva
7 http://jessekornblum.com/presentations/htcia06.pdf
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Package configuration

{ Configuring mysql-server-5.5
wWhile not mandatory, it is highly recommended that you set a password
for the MysSQL administrative "root" user.

If this field is left blank, the password will not be changed.

New password for the MySQL "root" user:

Figure2. Setting root password for MySQL database [enisa].

configuration

Configuring mysgl-server-5.5

Repeat password for the MySQL "root" user:

Figure3. Confirming MySQL root password [enisa].

At thetime of the writing of this document{ KA @I K2y S& L2 i R2Say Qi LINRBOJARS
and analyse stored results. All results are stored in the databasmaKeviewingthe resultseasier
installphpMyAdminWhen asked to automatically reconfigutee web serverchoose apachez@ect

W|th space)When asked foa new phpMyAdmin passwordetthe passwordod Sy A & | ¢ @
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enisa@styx: enisa/packages/extra

Package configuration

{ Configuring phpmyadmin }

Please choose the web server that should be automatically configured to
run phpMyAdmin.

Web server to reconfigure automatically:

[*] apache2
[ ] lighttpd

Figure4. phpMyAdmin configuration choosing web server [apache?2]

enisa@styx: enisa/packages/extra

Package configuration

{ Configuring phpmyadmin |

The phpmyadmin package must have a database installed and configured
before it can be used. This can be optionally handled with
dbconfig-common.

If you are an advanced database administrator and know that you want to
perform this configuration manually, or if your database has already
been installed and configured, you should refuse this option. Details
on what needs to be done should most likely be provided in
/usr/share/doc/phpmyadmin.

Otherwise, you should probably choose this option.

Configure database for phpmyadmin with dbconfig-common?

Figure5. phpMyAdmin configuration automatic database configuration [Yes]

x
* Artifact analysis training material
" November 2014
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enisa@styx: enisa/packages/ex

Package configuration

Configuring phpmyadmin |
Please provide the password for the administrative account with which
this package should create its MySQL database and user.

Password of the database's administrative user:
ey | |

<Ok > <Cancel>

Figure6. phpMyAdmin configurationg providing MySQIldatabase root password [enisa]

Pac

enisa
kage configuration

{ Configuring phpmyadmin |}
Please provide a password for phpmyadmin to register with the database
server. If left blank, a random password will be generated.

MysSQL application password for phpmyadmin:

<Cancel>

Figure?7. phpMyAdminconfiguration¢ setting up phpMyAdmin root password [eBa]

x * x x Processing and storing artifacts
* Artifact analysis training material
B November 2014
x *
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enisa@styx: ~/enisa/packages/extra

Package configuration

Configuring phpmyadmin

Password confirmation:
e | I

<Ok> <Cancel>

Figure8. phpMyAdmin configurationg confirming phpMyAdmin password

Then configure Apache webserver to listen only on eth2 interface (192.168.561if))s way no
unauthorized persomor any malware running othe Winboxmachinewould be able to accesthe
local phpMyAdmin instance.

$ cd /etc/apache?2
$sudosed -i's/ Listen .*/Listen 192.168.56.10:80/' ports.conf

$ sudo apachectl resta rt

Then check if phpMyAdmin is working by startingeb browser irthe host/native system and going
to the address http://192.168.56.10/phpmyadmin. To login to phpMyAdmin use root username and
the previously provided phpMyAdmin password (enisa).

Page7
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€ & 1921685610/ phprmyadmin ¢ 8- P R TTHE - 8 =

php
Welcome to phpMyAdmin

Language

English 'q

Log in &
Username:

Password:

Go

Figure9. phpMyAdmin login screen (http://192.168.56.10/phpmyadmin/)

PhpMyAdminis agraphical user interfac&ontend to the MySQL database where Shiva honeypot
stores theresults.PhpMyAdmirallows to managéhe database as welisto viewthe data stored in
the databaseThe sudents will use it later in the exercise to view results createdheyShiva spam
honeypot.

After successfully installing all dependencibg InetSim can be started again. InetSim and Apache2
will now Isten on two separate interfaces (10.0.0.1, ethllinetSim and 192.168.56.10, ethQ
Apache2).

Pt e Tt

Starting INetSim

1
1
1
emm e e

1 . . .
| $ sudo service inetsim start !

e ————————

2.2 Installing Shiva honeypot

Copy and unpack Shiva source code to /opt/ directory and thentsimimstallation.You need tassue
chmod +xommand toinstallation files prior the installation

' Copying Shiva code
$ cd /opt/
$sudocp -a’/homel/enisa/enisa/ex2/source/shiva .
$ sudo chown 1R enisa:enisa shiva
$ cd shiva
| $.finstallsh

During the installationyou will be asked whether to store ansdyl data inthe databaseg answer
Y SaQo
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Figurel0. Shiva installation database question [Yes]

Depending on the machine and system resouytieis process might take up to a few minutés.
everything goes finegyou should se@ message informing you thdhe installation is complete and
you can start usinthe Shiva honeypot.

[+] Setting up Shiva Analyzer done!

[*] Creating necessary folders and updating configuration

files.....

[+] All done - phew!!l. Refer to User Manual to further customize

exim MTA, shiva.conf configuration file and starting honeypOt

In case of any errors duringhe installation remove the newly created shiva directory
(/opt/shiva/shiva), resolve any problems and start installation script again.

2.3 Shiva configuration

After installation go to the newly created shiva directory and opée shiva.conf configuration file

with your favaurite editor (vim, nano).
AR At o it

i Shiva configuration
[Eetebdbtliils ® bt LR
1

1

$ cd /opt/shiva/shiva
$ $EDITOR shiva.conf

1

1

Changghef AaiSyAy3a Kz2ald FyR LB2NI 2F (KS aKAZFIwSOSAQS
whichthe main SMTP process will be listening for incoming spam messages. For the purpose of the
exercise you can leave 127.0.0.1 as a lisighost but otherwise it should be set to the external IP

Disable spam relaying. In normal situation (as it was explained in exercise introdaatissr) might
decide to relay certain spam messages. By default Shiva aldiwised number of emailsto redirect

Page9
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in each time period. For the purpose of the exsecrelaying should be disabled;S R2 y Qi
relay any span messages to the outside world

e T e e e e e
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Setthe scheduler time to 5 minuted his isa time period at which scheduler starts arsahy new e
mails and then pushes results to the databasea ormal case situatiorto optimise performance,
you may conisler setting this time longer. Th©sK SRdzf SNJ aK2dzZ Ry Qi oS
to certain race conditions in Shiva sourceleo

1
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D |
< |
N |
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1
1
1
1
1
1
1
1
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1
1
1
1
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Configure database accesdlie [database] section. By default Shiva honeypot uses Myfa€@lbase
and created twdnstances oflatabases. One for temporary results (ShivaTemp) andantee final
database $hiva).

Fe—————— et e e

1
|shiva.conf
i [database]

! localdb : True

i host : 127.0.0.1

user : root

1 . .
| password tenisa______

Disable additional notifications anle hpfeeds sharing feature.

[hpfeeds]
enabled : False

[notification]
enabled : False

After savingthe configuration file the last step is to setup DB scheme and reconfigure |lotail

g1y

asSi

transfer agent (MTAService (exim4). It can be done with dbcreate.py and setup_exim4.sh scripts.

o S o e

| Setting up DB and exim4 |
$ cd /opt/shiva/shiva
$ python2 ./dbcreate.py
confpath: /opt/shiva/shiva/../shiva/shiva.conf
Temporary database created.
Main database created.

$ sudo ./setup_exim4.sh

* Stopping MTA for restart [ OK ]

| * Restarting MTA [OK]

2.4 Running Shiva honeypot

Shiva consists of two distinotodules shivaReceiver and shivaAnalyzer. Tinst bne is responsible

for receiving spam whilthe secondone doessome basic spam analysis and stdiesresults inthe

Pagel0
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RIGFolFraSe Ly y2N¥YI{ 2 iSdilksiekc@pfirasituation® vher@ySuicailecti 2  NXzy
spam in distributed environments wherecertain hosts are intended to collect spam only while other
hosts perform analyses

To start shivaReceiver:

$ sudo su

# cd /opt/shiva/shiva/shivaReceiver/
# source  bin/activate
(shivaReceiver)# cd receiver/
(shivaReceiver)# lamson start
(shivaReceiver)# deactivate

# exit

'$cd lopt/shiva/shiva/shivaAnalyzer/
$ source bin/activate
(shivaAnalyzer)$ cd analyzer/
(shivaAnaIyzer)$ lamson start
(shlvaAnaIyzer)$ deactivate

enisa@styx: $ ps ax | grep shiva
16551 2 sl 0:00 fopt/shiva/shiva/ RHCPlJ“r bln/python /opt/shiva/shiva/shivaReceiver/bin/lamson start

16572 ? sl 0:00 Jopt/shiva/shiva/ v Andlyznr/bln/pytkon /opt/shiva/shiva/shivaAnalyzer/bin/lamson start
16589 pts/0 S+ 0:00 grep --color=auto va

Figurell. Checking if Shiva processes are running.

2.5 Testing Shiva honeypot

To test if Shiva was properly configured and is workdrggecial script should be used. Toésipt will
senda test email to the Shiva local port and then students will view in loga filew message was
processed and was correctly added to the database.

First open two additional console windows in your host system and connect in both of th8tgxo
using ssh. If you are familiar withe screen toojinstead of opening two new windows you can start
the screen and open two new tabs.

' Connecting to Styx VM with ssh on H@xily port i
i
1

r $ cd /opt/shiva/shiva/shivaReceiver/receiver
| $ tail i f logs/lamson.log

Pagell
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enisa@styx: /opt/shiva/shiva/shivaReceiver/receiver

enisa@styx:~$ cd pt/shiva/shiva/shivaRecel

enisa@styx:
: INFO -
INFO - ' y arted on 127.0.0.1:25.
INFO - : —

INFO - o

INFO - SI : ~ started on 127.0

Figurel2. Viewing shivaReceiver logs.

In the second additional windoywiew Shiva Analyzer logs:

S

<
®
=3
=}
Q
>
>
o
<
N
@
<)
Q
7

| $ cd /opt/shiva/shiva/shivaAnalyzer/analyzer
! $ tail i f logs/lamson.log

Figurel3. Viewing shivaAnalyzer logs.

Whenthe preview of Receiver anfinalyzerlogs is openstart the test-shiva scriptin the primary
window to sendhe test emails.

| Sending test enails

[$ /home/enisa/enisal/ex2/scripts/spam - script/test - shiva

At the same timeobservethe Receiver andinalyzerlogs. In both windowshere should appear
information about new messages being processed.
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