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information about ENISA and its work can be found at www.enisa.europa.eu.
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1 What you will learn

In this exercise you will gain an overview of data visualisation approaches. Based upon AbuseHelper
(see also exercise 14 Proactive Incident Detection), the visualisation provided by Kibana (and related
tools) will be introduced in more detail.

The necessary material for the exercise is located in the folder /usr/share/trainee/28_VCT of the
ENISA virtual appliance.

The commands for setup are to be found in the file ‘Commands for VCT exercise.doc’ and will not be
repeated in this document.
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Figure 1: Kibana web interface

2 Introduction

During the introduction the trainer will familiarise you with the topic of data visualisation, different
solutions and implementations of visualisation and the tools used in the main section of the
exercise.

Your main tool will be Kibana, which provides a web interface implementing the Apache Lucene
syntax.

3 Exercise tasks

3.1 Setup

Before you can start working on the tasks it is necessary to initialise the working environment
properly. Follow the instructions given by the trainer (you will find the necessary commands in the
‘Commands for VCT exercise.doc’ file).

After the setup there will be three tasks to be processed.

3.1.1 Task 1: Identifying data sources

Use the spread sheet AH-data-feed-eval.xls in the main folder of the exercise. Fill out all the fields
taking particular care in the reasoning with regard to the usability for cybercrime investigations.

3.1.2 Task 2: Using Kibana

Use the Kibana web frontend to answer the following questions:

. Which feeds are configured?

. Which ASN’s are in the incoming data fields?

. Which ASN’s are distributing malware?

. Which three ASN’s have the most phishing incidents?
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Write your results down and document the steps you have taken to achieve the goals. Describe
constraints of the visualisation approach and advantages of the approach. Give a rating regarding
the use of Kibana in incident response teams.

3.1.3 Task 3: Tracing cybercrime activity

Although this is not meant to be a full-scale role-play exercise there is some background information
which should help you understand the data to be analysed and the context of the incidents.

Background information regarding the context of the data:

You are the incident response team of a company providing e-commerce solutions. It hosts the
business infrastructure (site, shop solution, payment) for its customers in software as a service
(SaaS)' model. The sites it hosts generate daily revenue of approximately €10 million.

Technical details of the technical infrastructure of the company:
This information is necessary to analyse the incident data.

1. Domain: example.com

2. Network: 192.0.32.0/20

3. Autonomous System Number (ASN)*: AS26711
4. Apache Webserver

5. ModSecurity intrusion detection system (IDS)

Three data sets have been prepared containing incident related information. These reside in the
folders event_1, event_2 and event_3 in /usr/share/trainee/28 VCT/add and are named event-
log.csv. Inject them into the running visualisation installation as requested by the trainer (see the
commands document for details).

¢ Answer the following questions:

The customers are based in the EU and logins from networks outside Europe are very unusual.
Please check the logins and write down any anomalies.

Check the incident data for hints on the cause of the compromises.
For both parts develop and document the next steps during the incident response process.
¢ Answer the following:

In the data is evidence for the next steps the attackers have taken after the initial compromise.
Identify the incidents and document the information and the necessary steps to contain and respond
to them.

¢ Answer the following:

Customers are complaining about issues with webservers. Check the data for possible causes and
document them with technical detail.

! Software as a Service (SaaS) http.//cloudtaxonomy.opencrowd.com/taxonomy/software-as-a-service/
% Autonomous System (AS) Numbers http.//www.iana.org/assignments/as-numbers/as-numbers.xhtml
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4 Conclusion
The last part of the exercise reviews each task.

You will start with the exercises and each team of students will present its findings and the process
of analysing the data in Kibana. Afterwards these presentations will be discussed by all participants
and summarised by the trainer to document the learning effect.

In the second step Kibana and alternative visualisation approaches and implementations are the
topic of the discussion. Use your notes as a base and try also to include background information
from outside of the exercise experience.

Finally, the general approach of visualising data will be discussed. Develop criteria which helps to
decide when and how to visualise.
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