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Main Objective

This exercise focuses on the technical aspects of using visualisation to present,
correlate and filter various feeds. The scenario will also cover the
organisational aspects. In this scenario the students will be part of the CERT for
a fictitious organisation which is subject to cybercrime activities.

Targeted Audience

CERT Technical specialists and staff who are responsible for presenting
incident-related information. AbuseHelper exercise (14 Proactive Incident
Detection') is recommended as a prerequisite.

Total Duration ~6.0 hours

Time Schedule Introduction to the exercise ic?u_rzso
Task 1: Identifying and configuring data feeds 2.0 hours
Task 2: Using Kibana 0.5 hours
Task 3: Tracing cybercrime activity 2.0 hours
Summary of the exercise 0.5 hours

Frequency

Once per team

1 ENISA Exercise Material http://www.enisa.europa.eu/activities/cert/support/exercise
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1 General Description

During this exercise the trainer will introduce the students to visualisation with Kibana,” used as a
primary solution (the underlying AbuseHelper? that provides input data feeds, should be familiar to
students from the prerequisite exercise 14 Proactive Incident Detection).

The students will be organised in groups of three (the technical equipment must reflect this
requirement) and will take on typical IRT roles (Analyst, Manager, Technician®). Each team will form
the CERT for a fictitious organisation subject to business process related cybercrime activities.

At the beginning the trainer will introduce the data/security visualisation, while presenting the
considerations on why and how the system will be set up and what information should and would be
presented. The trainer will introduce several different solutions offering students a chance to
interact with each other.

During the first part of the exercise the teams will search for data feeds (from a given list) relevant to
the organisation and its specific threat model. These data feeds have to be configured in
AbuseHelper to deliver information to be visualised in Kibana.

In the second part, the students should analyse the architecture of the visualisation tools ( Logstash,’
Elasticsearch® and Kibana) and get familiar with the capabilities and limitations of each component.

In the third part the trainer will provide the teams with a set of cybercrime scenarios which should
be traced and identified using Kibana.

Each team should write a report about the findings and the process of analysing the data with
Kibana and its advantages and disadvantages. These reports will be presented and discussed during
the summary.

? Kibana http://kibana.org/
? AbuseHelper http://www.abusehelper.be/

* See ENISA exercise No.3 Recruitment of CERT staff
® Logstash http://www.logstash.net/
® Elasticsearch http://www.elasticsearch.orq/

Page 3


http://kibana.org/
http://www.abusehelper.be/

x L Presenting, correlating and filtering various feeds

* Handbook, Document for teachers

September 2013

2 Exercise Course

‘Information visualisation is the study of (interactive) visual representations of abstract data to
reinforce human cognition. The abstract data include both numerical and non-numerical data, such
as text and geographic information.”’

Information visualisation provides the user with the capability to ‘see’ and analyse large amounts of
data using an intuitive approach instead of trying to read single lines of text. This text is parsed,
matched to categories and represented in a sensible way. The user learns how to identify a baseline
of usual behaviour and detect anomalies by seeing the patterns in the visualised data.

Different ways to present visualised data are described later in this exercise.

2.1 AbuseHelper

The trainer starts the introduction with a summary of exercise No. 14 (Proactive Incident Detection,
PID):

a) Definition of proactive incident detection

Proactive detection of incidents is the process of discovery of malicious activity in a CERT’s
constituency through internal monitoring tools or external services that publish information about
detected incidents, before the affected constituents become aware of the problem. It can be viewed
as a form of early warning service from the constituents’ perspective. Effective proactive detection of
network security incidents is one of the cornerstones of an efficient CERT service portfolio capability.
It can greatly enhance a CERT’s operations, improve its situational awareness and enable it to handle
incidents more efficiently, thus strengthening the CERT’s incident handling capability, which is one of
the core services of national/governmental CERTSs.

b) Introduction and presentation of information feeds

Most external services offer incident data in the form of IP addresses, URLs, domains or malware
associated with a particular malicious activity, such as a bot, C&C server, malicious URL or scanning.
Sometimes more sensitive data are offered, such as stolen user credentials or credit card data. Some
services may also offer alerts in more abstract forms depending on detection models used internally
in the service.

c) Explanation of technology used in AbuseHelper (XMPP)

The software was developed to provide a framework on which incident response teams can build
their own handling systems and processes. It is developed under the terms of the MIT licence to let
teams take part in the progress of the system.

AbuseHelper is written in Python and developed relying on XMPP protocol (not mandatory) and
agents. The base principle is to control an agent via a central chat room where all bots are listening.
Agents are exchanging information in subrooms. AbuseHelper is then scalable and each agent
follows a KISS (Keep it Simple, Stupid) approach. Each user is able to produce the perfect workflow
for his business. The user just needs to take the agents he needs and connect them together.

In the references section and in the folder on the Virtual Image (references
/Jusr/share/trainer/14_PID), additional material is provided, which will help you in addressing this
part of the exercise.

7 Information visualisation http://www.cs.ubc.ca/labs/imager/tr/2008/pitfalls/pitfalls.pdf
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3 Tools and data overview

The focus in the introduction (and in the complete exercise) will be on the first and the last step in
the data flow.

The following graph shows the components taking part in the exercise, their function and the way
data is processed. Use this figure to make yourself familiar with the data flow and as a reminder of
the role each the applications has.

Data Feeds

AH Bots via XMPP

h

XMPP

Y

AbuseHelper KMPP Client

XKMPP

r

AH Splunk Extension

SYSLOG Exercise incident data

Metcat

RabbitmMg
Logstash Elasticsearch
Storing Indexing, Searching

Kibana
wisualisation, Search

Figure 1: Data flow and components

3.1 AH LogCollector®

Tomas Lima from CERT.PT has provided an extension to send AbuseHelper data to a syslog
compatible listening service.

The extension connects as a XMPP client to the abusehelper.sources room, reads all incoming data
and sends it to a configured TCP port using the SYSLOG-NG protocol.

It is implemented in Python, has no special licence and is easy to set up. It writes a log file of its
actions in the file abushelperextension.log located in the directory where it is run (see below under
‘Visualisation tools’).

8 https://bitbucket.org/certpt/logcollector-abusehelper-extension/overview
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3.2 AH Genericevent’

Tomas Lima also has provided this bot to AbuseHelper. It helps in writing sanitiser scripts to
normalise the data collected by AbuseHelper bots before delivering it to external analysis tools (like
Splunk, Logstash). Installation commands can be found in section ‘Starting the environment’.

It is implemented in Python and has no special licence. The code ships with example for sanitiser
scripts which can be used to build custom scripts for your own needs.

3.3 Logstash

Logstash™ is a tool for managing events and logs. It is used to collect logs in various ways. In this
scenario it is configured to listen for incoming data, parse it to create categories which are used by
Kibana and hand it over to Elasticsearch for indexing and analysis.

Logstash is a Java application under the Apache 2.0 licence.

3.4 Elasticsearch

Elasticsearch'’ processes and analyses the data. It provides the backend functionality used by Kibana
for data handling (like searching).

Elasticsearch implements the Apache Lucene®? query syntax in Java and is licensed with the Apache
2.0 licence.

3.5 Kibana®®

Kibana is user interface presenting data processing functions.

- 127.0.0.1 ’ J WVSZHH & 8- Q - f

Last 15m | Search Reset

Q @ @message .

0 Columns rss R export 2 stream @
+ ge b 0 134.56.7.100. 3sneB80. fine<"201306-14 152781 ' 2% Q@ | 3121851 |1 13-06 1 grouped by | au =
* e s 2 e WA -SEyeye, v z ae
+ @source_path ¥ | o 1 rceoifine, focd=abuse swamsspyeye, viusiotah 2% ae
—_ 1 4
+ @tags » DT T o T e D (L | () 22200 12:24:00 12:26:00 12:26:00 12:30:00
+ @timestamo b 628 628 E28 628 628
+ . = 0TO 50
Related fields:
pe (100 timestamg (100%),@tags (100%) o
5t (100%), srce (100%) @message (100%), T 03:50:44 UTC"
=Score =ETrend ETerms @ Sials
w0, ipe141.138.203.138, “source u =hitps /ipalevotracker abuse ch/?rasieed, host=alotid panadook00.com, “more info"s"

", time<"2011-12-10 00:00:00 UTC", type=cac, "palevo c&c”«alotitd panadook(

DE2B 123151 p=132.252.3.10, asn=580, time="2013-06-04 23:14:38 UTC"

0628 123151 ip=134.76.33.21, asn=680, time="2013-06-03 23:1239 UTC"

06728 12:31:51 niine, ised=abus. malware=palevo, p=72.11.148.141, “"scurce url"=hiips=/palevotracker.abuse.chvirssieed, host=webmail drshelis net, “more info”="hitp:palevolrac
Thostewebmall.drshels net”, time="2012-04-14 00:00:00 UTC", type=céc, “pal
06728 123151 alware=palevo, ip=187.214,120.147,

v Phost=computo 64 aweb. 6", B

Figure 2: Kibana Ul screenshot

The configuration mainly consists of including the IP and Port of your Elasticsearch deployment.
Afterwards it can be started with the command ‘ruby kibana.rb’. Kibana is developed in Ruby and is

? https://bitbucket.org/certpt/genericevent-abusehelper

0 http://logstash.net/

M http://www.elasticsearch.org/

12 https://lucene.apache.org/core/3 5 0/queryparsersyntax.html

B http://kibana.org/
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licensed ‘without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do

so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.”**

* Taken from the LICENSE.md file of the installation source
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4 Alternative solutions

There are a multitude of solutions and implementations regarding the visualisation of large data
amounts. Approaches include Graphs,™ Parallel Coordinates and Heatmaps.*®

These methods will be described below and used in the exercise introduction to impart a broader
perspective on visualisation to the students. For each visualisation approach one implementation
will be presented to give some hints how to use it.

4.1 Parallel Coordinates

‘Parallel coordinates is a common way of visualizing high-dimensional geometry and analysing
multivariate data.

To show a set of points in an n-dimensional space, a backdrop is drawn consisting of n parallel lines,
typically vertical and equally spaced."’

4.1.1 Picviz

‘Picviz is a parallel coordinate’s plotter which enables easy scripting from various inputs (tcpdump,
syslog, iptables logs, apache logs, etc.) to visualise your data and discover interesting results quickly.’

Picviz 0.1 Frontend [5imp|e.pcv]-

File  Help

g0 - 192.168.192.151

I
0\

!
|

= >

Figure 3: Picviz™®

'® Graphs https://en.wikipedia.org/wiki/Graph_%28data_structure%29
16 https://en.wikipedia.org/wiki/Heatmap

7 https://en.wikipedia.org/wiki/Parallel _coordinates

*8 picviz http://commons.wikimedia.org/wiki/File:Picviz-0.1.png
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4.2 Heatmaps
‘A heat map is a graphical representation of data where the individual values contained in a matrix
are represented as colours.”*
4.2.1 Team Cymru Heatmap®

The map represents individual class A networks with the blue dots indicating malicious activity
originating from the network.

Figure 4: Team Cymru Heatmap21

9 https://en.wikipedia.org/wiki/Heat _map
2 https://team-cymru.org/Monitoring/Malevolence/maps.html
2 https://team-cymru.org/stats/hilbert/full.png

Page 9


https://en.wikipedia.org/wiki/Matrix_(mathematics)
https://en.wikipedia.org/wiki/Heat_map
https://team-cymru.org/Monitoring/Malevolence/maps.html
https://team-cymru.org/stats/hilbert/full.png

x L Presenting, correlating and filtering various feeds

* Handbook, Document for teachers
September 2013

4.3 Graph visualisation®

‘Graph drawing is an area of mathematics and computer science combining methods from
geometric graph theory and information visualisation to derive two-dimensional depictions of
graphs arising from applications such as social network analysis, cartography, and bioinformatics.”*?

4.3.1 ProcDOT*

‘This tool processes Sysinternals Process Monitor (Procmon) logfiles and PCAP-logs (Windump,
Tcpdump) to generate a graph via the GraphViz suite. This graph visualises any relevant activities
(customisable) and can be interactively analysed.’”®

~

.
@ ProcDOT - C:\Users\chrisu\ procdot\tutorial.pd o 0 S

File Edit View ?

| (‘\ Procmon-CSV:  C:\Users\chrisu\Downloads\example-procmon.csv [:] Windump-File:  C:\Users\chrisu\Downloads'\example-windump bd Q
|
‘ ( CERT.at Launcher:  1180649(768IEXPLORE EXE ™| no paths compressed 7] dumb

LI CICICT - =u [10s | [@)

Status:  OK Zoom: 15% Frame:  0/1569 I}

Figure 5: Procdot?®

22 https://en.wikipedia.org/wiki/Graph_visualization
2 https://en.wikipedia.org/wiki/Graph_visualization
4 http.//cert.at/downloads/software/procdot _en.html
2 http://cert.at/downloads/software/procdot _en.html
%6 http://cert.at/downloads/software/procdot en.html
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5 Introduction to the scenarios

5.1 Organisation

Although this is not meant to be a full-scale role-play exercise there is some background information
which should help the students to understand the data to be analysed and the context of the
incidents.

The students will form the CERT of a targeted organisation. In this part the trainer will describe the
organisation, its business processes and the profile of possible (financially motivated) attackers.

Background information regarding the context of the data:

The company in question is a provider for e-commerce solutions. It hosts the business infrastructure
(site, shop solution, payment) for its customers in a software as a service (SaaS)>’ model. The sites it
hosts generate daily revenue of approximately €10 million.

Technical details of the technical infrastructure of the company:

Domain: example.com

Network: 192.0.32.0/20

Autonomous System Number (ASN)*%: AS26711
Apache Webserver for administrative login
ModSecurity intrusion detection system (IDS)

This information is essential to the students to filter the incoming data in Kibana and identify the
incidents related to the company.

5.2 Starting the environment

Before the practical part of the exercise can be started, the environment has to be prepared.

5.2.1 AbuseHelper
There are three ways to approach the exercise:

1. Exercise 14 Proactive Incident Detection has been run beforehand and the AbuseHelper
installation is still available. In this case you can go forward to the ‘AbuseHelper Genericevent
extension’ section below.

2. You can also run the exercise without an AbuseHelper installation and use the static data
(located in the event_$X folders in the exercise file system) files for all parts. If you choose this
approach, go forward to the ‘Visualisation tools’ section below.

3. AbuseHelper will be installed and configured during the class

In this case the following installation and configuration steps are necessary (more information can
be found in the handbook of exercise 14 Proactive Incident Detection):

The Virtual Image has been prepared with all necessary tools, libraries and sources to install
and use AbuseHelper. Please be aware that an Internet connection is mandatory to make use
of the live feeds.

27 Software as a Service (SaaS) http.//cloudtaxonomy.opencrowd.com/taxonomy/software-as-a-service/
*8 Autonomous System (AS) Numbers http.//www.iana.org/assignments/as-numbers/as-numbers.xhtml
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1. Ejabber Daemon

sudo /etc/init.d/ejabberd start # Start the Jabber service

sudo ejabberdctl register abusehel localhost exercise # register a user for the bots (username
host password)

sudo ejabberdctl register trainer localhost exercise # register a user for the trainer (username host
password)

sudo ejabberdctl register trainee localhost exercise # register a user for the students (username
host password)

sudo vi /etc/ejabberd/ejabberd.cfg # open the ejabberd configuration file and edit the following
lines

max_user_sessions 100 # maximum sessions for a single user

s2s_default_policy deny # deny server to server communication

%%

{shaper, c2s_shaper}, # search for and comment out the default shaper configuration

{mod_muc,

"conference. @HOST@"},

[

%%{host,

{access, muc},

{access_create, muc},

{access_persistent, muc},

{access_admin, muc_admin},

{max_users_admin_threshold, 20}, # add this entry

{max_user_conferences, 1000}, # add this entry

{max_users, 500}

1

sudo /etc/init.d/ejabberd restart # restart ejabberd server

2. AbuseHelper

sudo useradd -m abusehel # add a system user for AbuseHelper

sudo mkdir -p /var/lib/ah2 # create the working directory

sudo chown root:abusehel /var/lib/ah2 #ownership of the working directory

sudo chmod 0750 /var/lib/ah2 # directory access rights set to read, write

cd /usr/share/trainer/14_PID/adds/abusehelper/ # change your current directory (trainee for the
students)

sudo python setup.py install # run the AbuseHelper setup script

Page 12
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cd Jusr/local/lib/python2.7/dist-packages/abusehelper # change directory

sudo python contrib/confgen/confgen.py /var/lib/ah2/production # start the configuration script

Enter the following information:

XMPP username: abusehel@localhost # as defined during user registration

XMPP password: exercise # you will be asked to enter this twice

XMPP lobby channel: abusehelper # this is the initial channel to connect to when starting the Jabber
client

Configure mailer? No # do not let AbuseHelper send alert mails

sudo chown -R root:abusehel /var/lib/ah2/production # access rights have to be corrected after the
configuration script

sudo chmod 0750 /var/lib/ah2/production # see above

sudo chmod g+w /var/lib/ah2/production/archive # see above

sudo chown abusehel /var/lib/ah2/production/log # this directory has been added and must be
owned by the abusehel system user for logging

sudo chown abusehel /var/lib/ah2/production/state # see above

sudo vi /var/lib/ah2/production/startup.py # open the startup script and check the entries made by
means of the confgen script

Insert this line after ‘service_room=service_room,’ in the ‘def basic’ section:

xmpp_ignore_cert = True, # this deactivates checking ssl certificates

Comment out the following line in the ‘def configs’ section:

# yield basic(“roomgraph”)

3. Start AbuseHelper

sudo su - abusehel -s /bin/bash # change to the abusehel system user

botnet start /var/lib/ah2/production # start the bots defined in the startup.py script

botnet status /var/lib/ah2/production # ask for the status, at least one instance should be running

botnet stop /var/lib/ah2/production # stop the abusehelper bots

Logs can be found in these directories:

/var/lib/ah2/production/log/

/var/log/ejabberd/

To enable logging functionality for every bot (logs can be found from /var/lib/ah2/production/log)
uncomment the corresponding lines.

5.2.2 Abusehelper Genericevent Extension

The generic event extension provides sanitiser scripts and functionality. It has to be installed and
configured after AbuseHelper is running:

cd /usr/share/trainee/28_VCT/add/certpt-genericevent-abusehelper/
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sudo cp -a contrib/enrichment /usr/local/lib/python2.7/dist-packages/abusehelper/contrib/

sudo chown root:staff -R /usr/local/lib/python2.7/dist-
packages/abusehelper/contrib/enrichment

sudo chmod 2755 -R /usr/local/lib/python2.7/dist-
packages/abusehelper/contrib/enrichment

sudo cp -a custom/* /var/lib/ah2/production/custom

sudo chown root:abusehel -R /var/lib/ah2/production/custom/

sudo chmod 0774 -R /var/lib/ah2/production/custom/

5.2.3 Visualisation tools

After AbuseHelper is running, the services dedicated to this exercise have to be started. All of them
are preconfigured on the virtual image, so simple commands are sufficient:

1. ElasticSearch

sudo /usr/share/elasticsearch/bin/elasticsearch -p /var/run/elasticsearch.pid \ -
Des.default.config=/etc/elasticsearch/elasticsearch.yml \ -
Des.default.path.home=/usr/share/elasticsearch \ -Des.default.path.logs=/var/log/elasticsearch \
-Des.default.path.data=/var/lib/elasticsearch \ -Des.default.path.work=/tmp/elasticsearch \ -
Des.default.path.conf=/etc/elasticsearch

2. Logstash:

sudo java -jar /usr/share/logstash/logstash.jar agent -f /etc/logstash/syslog.conf &

3. AH Logcollector (wait for one minute after starting logstash and check with 'netstat -ant [grep
5544' if logstash is active, only if you installed and configured AbuseHelper):

cd /usr/share/trainer/28_VCT/add/certpt-logcollector-abusehelper-extension && python
runner.py &

4. Kibana:

cd /usr/share/trainee/28_VCT/add/Kibana/ && ruby kibana.rb &

5. Restart the botnet (only if you installed and configured AbuseHelper):

sudo su — abusehel -s /bin/bash -c 'botnet restart /var/lib/ah2/production’

6. Starta browser (e.g. Firefox) and connect to http://localhost:5601/ you should see the following
screen:

8 Kibana

-« localhost +&| B~ Q J\_/L @

Search Reset

No events matched

Sorry, | couldn't find anything for that query. Double check your spelling and syntax

Figure 6: Kibana starting screen
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In the top bar of the site you will see (from left to right):

e Home button;

e Pull-down menu to choose the timeframe (predefined and custom);

e Text field for search terms (executing it will filter the data), buttons to execute the search (filter)
and reset the filter;

o Number of the lines of data matching the filter (50 lines will be shown in the main section of the

page).

Search Reset 5,191 nits

. rss B export 3 stream @

2013-08-09 09:53:43 to| 2013-08-09 07:09:28 |groupedby| aute x|
1500
1000 M/ count per 10s.

o | | | Il

0
09:54:00 09:56:00 09:58:00 10:00:00 10:02:00 10:04:00 10:06:00 10:08:00
89 89 89 89 89 89 89 89
Older 070 50
Time 4 @message?

08/09 10:08:42 ip=91.191.170.26, status=N/A, asn_code=43381, source_name=MalwarsDomainList, event_type=N/A, event_hash=384c743b811021376497b26d5811 edbcTI2B2798405
10096defa8eb0179dbbbf, url-http:/juhajuhaa.ru:8080/orumviinks/column.php, register_time=2013-08-06 13:46:54 UTC, trigger_time-2013-04-09 18:31:00 UTG, source_desc=N/A,
country_code=N/A, bop=N/A, hest=N/A, incident_type=Distribution, netblock=N/A, incident_class—Malware, event_descr—Biackhole exploit kit 2.0, asn_name=-N/A, event_notes—N/A

08/09 10:08:42 ip=192.111.144.13, status=N/A, asn_code=31863, source_name=MawareDomainList, event_type=N/A, event_hash=535b67196c8164090118da269027 1926211 0df91 a5
CTId7063792250e75e34, url-hitp://socks.vpgeonsulting.com.br:2390/guest/about_us.php?usage—42, register_time=2013-08-06 13:46:54 UTC, trigger_time=2013-04-15 16:27:00
UTC, source_desc=N/A, country_code=N/A, bop=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class—Malware, event_descr—Java exploits, asn_name=N/A,

event_notes=N/A

08/09 10:08:42 ip=31.170.163.147, status—N/A, asn_code47583, source_name-MalwareDomainList, event_typeN/A, event_hash-2434 96:
71f4cfacB3e6a23echibs, urkhitp:/img708-imageshack.us/img708/2444/okololol.png/Client jar, register_time=2013-08-08 13:46:55 UTC, trigger_time=2013-04-15 23:39:00 UTC,
source_desc—N/A, country_codeN/A, bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class—Malware, event_descr=Part of drive-by, asn_s A

event_notes=N/A

08/09 10:08:42 ip=72.8.150.30, status=N/A, asn_code-25761, source_name-MalwareDomainList, event_typeN/A, event_hash—-da30b05a14b5lcc4/40B6697e57315361606293aca633100923661
5e9c2543db, uri-http:/freefikes.net, register_time=2013-08-06 13:46:55 UTG, trigger_time-2013-04-16 00:32:00 UTG, source_desc—N/A, country_code=N/A, bgp=N/A, host=N/A,

incident_type=Distribution, netblock=N/A, incident_class=Mahware, event_descr=VBScript Trojan.IRC, asn_name=N/A, svent_notes=N/A

@source_host »
@source_path » 08/09 10:08:42 ip-209.190.85.252, status—N/A, asn_code=10297, source_name-MahwareDomainList, event_type—N/A, event_hash-23e7i069e319580823¢ 1c5a41a31c92367d1 1eddadt

s b 4126[00434287b5a04308, uri=http:/freeMikes phpnet.us, register_time=2013-08-06 13:46:55 UTC, trigger_time=2013-04-16 00:32:00 UTC, source_desc=N/A, country_code=N/A,
bop=N/A, host=N/A, incident_type=Distribution, netbiock=N/A, incident_class=Malware, event_descr=VBScript.Trojan.IRC, asn_name=N/A, svent_notes=N/A

P T T T A T T R S S S S

08/09 10:08:42 ip-184.172.168.32, status—N/A, asn_code=36351, source_name-MahwareDomainList, event_typeN/A, event_hash—cbeDb276ce29750016c 7dbarac 74055 6 5aTi80dcale2ields
79ac4delf5, url=httpy/askmeaboutccty.comiwmia.html, register_time=2013-08-06 13:46:55 UTC, trigger_time=2013-D4-17 08:58:00 UTC, source_desc=N/A, country_code=N/A

bop=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class=Malware, svent_descr=Java exploit, asn_name=N/A, event_notes=N/A

Figure 7: Kibana start screen with data

If data has been processed you will see an additional navigation menu on the left side.

The items in this list will change according to the displayed/filtered data. You can use each field to
apply further actions (trending, filtering, and statistics) on the data in the main section.

In the main part (top right) are three links:

e rss: Use this one to import the displayed data into a newsreader of your choice, including
using a Livefeed functionality;

e export: Export and save the data in CSV format;

e stream: Autoupdate the display of incoming data matching the search conditions.

e Beneath these is a timeline with options to select the frame and grouping (by time).

e At the bottom the data is shown (50 lines). If you select an event by clicking on it, the data
will be shown separated into the fields:
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Fiekd Action Value

@fields.asn_code Qe N/A

@figlds.asn_name Qe NA

@fiekis bgp Qe NA

@fields.country_code Q@ N/A

@fields.event descr Q@ N/A

@fields .event_hash Qe f0d87c0eBdcf094ad 169713105521 acalebd0i02e206588403190aa07707cf3

@fiekis event_notes Q@ NA

@fiekds.event_ type Q@ NIA

@fieks.host Qe A

@fiekds incident_class Q@ Phishing

@fields incident_type Q@ N/A

@fields.ip Qe 202.74.46.90

@fiekis.netblock Qe WA

@fields register_tme Q@ 2013-08-06

@fiekds source_dese Q@ NiA

@fields source_name Q@ CleanMXx

@fields status Qe MN/A

@fields frigger_tme Q@ 2013-08-08

@fields.url Qe http://highlandsurplus.com/toolshack/images/.../scripts/example/remaxca/index. htm

@message Qe tatus=N/A, event_hash=f0d87. 3169c7i31055a 1 aealebd0i02e206588403f90aal7707cf3, asn_code=N/A, register_time=2013-08-06 15:21:29
UTC, source_name=CleanMX, event_type=N/A, uri=http:/hi plus.com'toclshack/images/.../scripts/example/remaxcalindex.htm, ip=202.74.46.90,
trigger_time=2013-08-06 09:42:00 UTC2013-08-06 09:42:03, source_dk MN/A, country_code=N/A, bgp=N/A, h MN/A, incident_type=N/A, netblock=N/A,
event_descr=N/A, incident_class=Phishing, asn_| M/A, event_notes=N/A

@source Qe tep2i127.0.0.1:39171)

@source_host Qe 127.0.0.1

@source_path Qe

@tags Qe

Figure 8: Kibana single event details

5.2.4 Data to be analysed

The data will be injected into the current stream using netcat® and prepared logfiles. There are
three separate files (one for each scenario). Injecting them can be done remotely (if the study
environment permits) or locally via a simple shell command, eg: 'netcat localhost 5544 <
event_logs.txt'.

The task related data files contain crafted information claiming to be from publicly available data
feeds like Phishtank, Malware Domain List, Shadowserver, RSS feeds etc. and private information
sources (Webserver Logs, IDS alerts).

5.3 Task 1 Evaluating data sources
For this task each student group needs Internet access to do the research.

The trainer hands out a form with available data feeds (see template AH-data-feed-eval.xls in the
main folder). Each student group separately has to research the information to fill in the sheet and
decide on which feeds would be useful for cybercrime tracing and explain the decision. These will be
discussed at the end of Task 1.

P Netcat http://en.wikipedia.org/wiki/Netcat
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IMr. Feed Name Short description URL License Register Cybercrime |Explanation

1{Dshietd
2|Shadawserver
3|AbuseCH
4|ARF
5(Tailbot
&|Arhar
T|Cleanhx
8|Dragon Research
9(IP Lists
10(MaleOde

Figure 9: AH evaluation spreadsheet

5.4 Task 2 Using Kibana

For this task Internet access is useful to be able to use live data for the analysis. If this is not possible
the data files prepared for Task 3 can be used instead.

The students start the technical infrastructure with a fixed set of data feeds and get familiar with the
Ul of Kibana. This includes filtering, correlating, using the stream frontend and searching for a
combination of terms. They also have to check that they see all relevant data.

The following feeds have been configured:

e AbuseCH;
e (CleanMX;
e Malware Domainlist.

The students should answer the following questions and describe the approach they used to identify
the related information:
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e Which feeds are configured?

e Which ASN’s are in the incoming data?

o Which ASN’s are distributing malware?

e  Which three ASN’s have the most phishing incidents?

5.4.1 Filtering with Kibana

There are primarily two ways to filter data in Kibana. First through use of the auto generated (from
the detected fields in the data) list at the left, and secondly through entries of search terms in the
text field at the top.

M Columns a rss M export & stream &
— @fields.asn_code b 2013-08-09 10:30:54 |to| 2013-08-09 08:30:55 groupedby| auto =]
. 5000
4000 - gl count per 30s
. 3000
2000
. 1000 -
+ 10:35:00 10:40:00 10:45:00 10:50:00 10:55:00 11:00:00 11:05:00 11:10:00 11:15:00 11:20:00 11:25:00 11:30:00
. 849 849 849 849 849 849 849 849 849 849 849 849
. Okder 07O 50
+ Time 4 asn_code
+
08/09 10:51:30 25532
+
. 08/09 10:51:30 26277
+ 06/09 10:51:30 25532
+a 08/09 10:51:30 26277

Figure 10: Kibana filter screenshot 1
You can interact with the list on the left in several ways. Clicking on the symbol (+/-) in front of the

Search Reset 10,508 nits

rss 3 export 2 stream &

e @@ | 1054 [lo| 2013-08-09 08:30:55 |groupedby| auto 3|
s A0
m Qe II
= -
00 10:55:00 11:00:00 11:05:00 11:10:00 11:15:00 11:20:00 11:25:00 11:30:00
&9 88 &8 84 88 69 89 &9
urce_path (100%)
(100%) [7. Dismiss this notice to clear highlights
ields status (100%), 16
EScore | ETrend ETerms i Stals orese
purce_name=MalwareDomainList, event_type=N/A, event_hash=6bd7i60553: 3111554455 177
e e e e g e e emn e 11, TEQISTET_tiME=2013-08-06 15:07:54 UTC, trigger_time=2013-07-22 11:48:00 UTC, source_desc=N/A, country_code=N/A,

bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class=Malware, event_descr=redirects lo Postbank phishing, asn_name=N/A, event_noles=N/A

08/09 10:51:30 ip=64.235.52.182, status=N/A, asn_code source_name=MahwareDomainList, event_type.

ri=httpz//mailbx nianding/th

y_code=N/A, bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_c!

08/08 10:51:30 ip=80.156.212.70, status=N/A, asn_code=25532, source_name=MalwareDomainList, event_type=N/A, event_hash=6bd7f60553: 3117554455 298177
10242d328¢, url=http2//v inigsplan.rulich/inc/v7675/7/, register_time=2013-08-06 15:13:10 UTC, trigger_time=2013-07-22 11:48:00 UTC, source_desc=N/A, country_code=N/A,

P S T T S T S

@ g b bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class=Malware, event_descr=redirects to Postbank phishing, asn_name=N/A, event_notes=N/A

Figure 21: Kibana filter screenshot 2

term will change the way all data is displayed in the main section (shown in the screenshot):

In this case only the content of the changed data field is shown. Clicking the field name itself will
open a popup window with several options:

You will be given a shortlist of the data available in the displayed data (only the 50 lines which are
shown, not all data sets available). Clicking one of these lines will highlight the matching data sets
(red lines in the screenshot). Clicking the magnifier symbol will execute a search using this term (see
screenshot below).

At the bottom of the popup additional features are available:
e Score: Listing of all the instances of this category ordered by count of appearance.

e Trend: Listing ordered by relative change of appearance.
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e Stats: Statistics are not available for the data in this exercise.

@fiekds.asn_code:"26277" Search Reset

a rss R export 3 stream @&
2013-08 to| 20130809 08:32:54 groupedby| auto
[
4 I count per 30s I|
2
. 1]
10:35:00 10:40:00 10:45:00 10:50:00 10:55:00 11:00:00 11:05:00 11:10:00 11:15:00 11:20:00 11:25:00 11:30:00
89 89 59 59 89 89 59 59 549 89 89 59
0TO 14
Time 4 @message*

08/09 10:51:30 ip=64.235.52.182, status=N/A, asn_code=26277, source_name=MalwareDomainList, event_type=N/A, event_hash-8547ead759fec50b9cacdef3995d9aal0188daTcB32
2ad05d8b548cb78519858, uri=hitp=//mailboto.com/landing/themes/bluemarine/corsavindex htm, register_time=2013-08-06 15:07:54 UTC, trigger_time=2013-07-22 11:48:00 UTC
source_desc=N/A, country_code=N/A, bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_ck Malware, event_t =Postbank phishing, asn_name=N/A,

event_notes—N/A

08/08 10:51:30 ip=64.23552.182, status=N/A, asn_code=26277, source_name=MalwareDomainList, event_type=N/A, event_hash=8547ead758fec 50bScacdef3985d9aa30188da7c832
2ad05d8b548cb78519858, url=httpy/mailboto.com/landing/themes/bluemarine/corsofindex.htm, register_time=2013-08-06 15:13:10 UTC, trigger_time=2013-07-22 11:48:00 UTC,

source_desc=N/A, country_code=N/A, bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class=Malware, event_descr=Postbank phishing, asn_name=N/A

svent_notes=N/A

08/09 10:51:14 ip=72.18.206.103, status=N/A, asn_code=26277, source_name=MalwareDomainList, event_type=N/A, event_hash=00bf120641ffd6cdf6781e67344/48e08ed3240002191abedalc13
ba04402073, uri=hitp=//72.18.206.103/nervoso/download01 rar, register_time=2013-08-06 13:46:06 UTC, trigger_time=2010-06-30 19:51:00 UTC, source_desc=N/A, country_co
de=N/A, bgp=N/A, host=N/A, incident_type=Distribution, netblock=N/A, incident_class=Malware, event_descr=trojan Banker, asn_name=N/A, event_notes=N/A

+ @fields.url ¥

Figure 12: Kibana filter screenshot 3

This is also an example for the use of the text field. You can either enter a plain term (‘example’) and
execute a full text search for it or address a single field (or a combined set of fields, use ‘AND’ and
‘OR’) from the list on the left side (‘@ and search (filter) for specific content in this data set. To
address a data field use the ‘at sign’ as a prefix. List items starting with ‘fields.” are created from the
variable names in the data itself. Other items are standard set provided by Kibana.

Examples:
@fields.asn_code:”26711”
@fields.asn_code:”26711” AND @fields.incident_class:”Phish”

A more detailed explanation of the query syntax can be found on the Apache Lucene site.*

5.5 Task 3: Cybercrime scenarios

For each scenario the trainer (or the students) executes the netcat command which injects the data
to be analysed into the current data flow generated by the AbuseHelper feeds. The data will be
forged to appear as being generated by an existing AbuseHelper bot and represent the
corresponding infrastructure component. It will be sanitised to fit the categories defined in logstash
and used in Kibana to dissect the information.

There will be different attributes of the data which can be used by the students to identify and
analyse the incidents. There is data linked to the network (IP/ASN) of the company. There are hints
on targets similar to the company and there are logs generated by the company’s systems
(Webserver/IDS).
5.5.1 Phishing

A phishing campaign targets the company's customers to acquire login data to the administrative
access of the shopping solutions.

Data:

e Phishing alerts containing sites with faked example.com domain names;

30 Apache Lucene Query Syntax — https://lucene.apache.org/core/3 5 0/queryparsersyntax.html
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e lLogs containing successful logins from unusual source addresses.

e Questions to be answered:

e The customers are based in the EU and logins from networks outside Europe are very
unusual. Please check the logins and write down any anomalies.

e Check the incident data for hints on the cause of the compromises.

e For both parts develop and document the next steps during the incident response process.

The data file resides in the folder /usr/share/trainee/28 VCT/add/event_, change your working
directory to it and execute the command ‘netcat localhost 5544 < event-log.csv'. The file consists
mostly of data not related to the event (‘aka background noise’) and a few lines of crafted incident-
related information injected into it.

Filter for '@fields.url:"example.com”" to find data related to fraudulent login sites.

n Last 15m | l@belds url~example.com” Search Reset 1 hits

T Columns a rss® export@ stream &
+ @ 2013-08-15 13:04:19 |lo| 2013-08-1510:19:20 |grouped by| auto j
+ 15
1.0 M| count per 105
+
05
* 00
+ 13:06:00 13:08:00 13:10:00 13:12:00 13:14:00 13:18:00 13:18:00
+ 815 815 815 815 815 815 815
+ 0TO1
+ Time 1 @message *
+ 08/1513:17:36 status=N/A, event_hash=776556e7692b961bc515541271983656916813025304543a278d0d5c 580190, asn_code=N/A, register_time=2013-08-06 15:20:42 UTC, source_nam
+ e=CleanMX_ event_type=N/A, uri=http:/morealgiobal com/exampie.com/, ip=50.116.72.72, trigger_time=2013-08-06 15:00:262013-08-06 15:00:26 UTC, source_desc=N/A, country_co
+ de=h/A, bop=h/A, host=N/A, incident_type=N/A, svent « incident_class=| 9. asn_name=N/A, event_notes=h/A
+
4 0TO1
+
+ G

Figure 33: Kibana phishing filter screenshot

Filter for '@fields.source_name:"tailbot" AND NOT @fields.country:"EU"' to identify logins unlikely
to be legitimate according to the company’s customer base.

@fiekis source_name:"tailbot” Search Reset

. rss M export & stream &

2013-08-15 13:05:56 |to| 2013-08-15 10:20:59  groupedby| auto x|

ey
aoomon

B count per 10s I

3:06:00 13:08:00 13:10:00 13:12:00 13:14:00 13:16:00 13:18:00 13:20:00
815 815 815 815 815 815 815 815
0TO02
Time 4 @message b

08/15 13:17:36 known, ibot apache, level login, ip=109.87.111.75, host-zozo.su, urk-hitps Jicustomer. example.com/src/login.php, ime=2013-06-18 19:41:58 UTG
country=UA, type=login, asn=13188

0815 13:17:36  status=unknown, feed=tailbot apache, level=suspicious login, ip=221.132.39.132, host=keximvic.com.vn, url=htips Jicustomer.example com/sro/login.php, ime=2013-06-18 19:41:48
UTC, country=VN, type=login, asn=7643

A T B

oTO2

Figure 44: Kibana login filter screenshot
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5.5.2 Trojan

With the help of acquired login credentials attackers are placing malware on the hosted sites and
compromise client systems through drive-by downloads.

Data:

e Malware alerts regarding the network range / ASN owned by the example company.

e Questions to be answered:

e The data contains evidence for the next steps the attackers have taken after the initial
compromise. Identify the incidents and document the information and the necessary steps
to contain and respond to them.

The data file resides in the folder /usr/share/trainer/28_VCT/add/event_2, change your working
directory to it and execute the command 'netcat localhost 5544 < event-log.csv'. The file consists
mostly of data not related to the event (“aka background noise’) and a few lines of crafted incident-
related information injected into it.

Filter for '@fields.asn_code:"26711" AND @fields.incident_class:"Malware™ to find malware
distribution alerts related to the company's network.

M Columns ‘ 135 M export & stream @
e » 2 13:08 to 13-08-1 2 grouped by |
» 10
I count per 105
’ 5
" 0
» 13:10:00 13:12:00 13:14:00 13:16:00 13:18:00 13:20:00 13:22:00
. 815 815 815 815 815 815 815
0109
pe » Time <« @message’
sty 08/15 1323:06 1p=192.0.34.130, status<N/A, asn_code=26711, source_name=MawareDomainList, event_type=N/A, event_hashfc5729c79218101a1329021045ed46605371a916400065c29602a 1
55 » 1151962001, urlehittp://Cownload-url example.cOmMIQo. php7sided, register_time«2013-08-07 08:38:48 UTC, trigger_time201 00 UTC, source_desc«N/A, country_co

pe » do=NA, bgp=N'A, host=N/A, incident_type-Distribution, netblock=N/A, Incident_class«-Malware, event_descrsr trojan, asn_name=N/A, event_notes=N/A

0815 1323.06

gerhah.exe, reg

A ncident_type«Distribution, netbiock <N

08/15 1323.06

" 081
o>
’
»
081 01dea30bad4, asn_codew 11, source_name«MawareDomainList, event_type«N/A,
. exe, regisier_time«2013-08-0 11-10-21 23:55:00 UTC, host«N/A, source A, country_codesN/A, bop=N/A,
L » ribution, netblock=N'A, incident_c =trojan OnineGames, asn_name=N/A, event
»
0815 13:23:05 IwareDomainList, event_type=N/A

/A, country_code=N/A, bgp=N/A,
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580aldd31b53731, asn_code«26711, source_name«MalwareDomainList, event_type=N/A
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Figure 15: Kibana malware filter screenshot

5.5.3 Extortion

Attackers started a DDoS against the hosting infrastructure and threaten to take the company down
unless it pays a ransom.

Data:

e Webserver Logs
e DS Alerts (ModSecurity)
e Questions to be answered:
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and document them with technical detail.

Presenting, correlating and filtering various feeds

Customers are complaining about issues with webservers. Check the data for possible causes

The data file resides in the folder /usr/share/trainer/28 VCT/add/event_3, change your working
directory to it and execute the command 'netcat localhost 5544 < event-log.csv'. The file consists
mostly of data not related to the event (‘aka background noise’) and a few lines of crafted incident-
related information injected into it. The incident data has been generated by attacking an Apache
Webserver with the DoS tool Tor's Hammer.>"

Filter for '@fields.source_name:”apache” AND @fields.log_message:”post” to identify the log lines
related to the attack.

n Last 15m | [@mms log_message"post|

Search Reset 2,325 nits

T Columns a rss R export & stream &
. 2013-08-15 14:17:23 |lo| 2013-08-1511:32:23 |groupedby| auto 3|
n 2000
1500 - [ count per 10s

+ 1000 I

500
+ (1] |
+ 14:18:00 14:20:00 14:22:00 14:24:00 14:26:00 14:28:00 14:30:00 14:32:00
+ 815 815 815 815 815 815 815 815
+ Older 0TO 50
+ Time 4 @message}
+ 08/15 14:29:32 feed="tailbot apache”, ip=5.135.58.30, time="2013-08-12 11:32:01 +0200", log_message="POST / HTTP/1.17 user_agent="Mozilla'4.0 (compatible; MSIE 7.0; Windows NT 5.1
+ Trident/4.0; FDM; .NET CLR 2.0.50727; InfoPath.2; .NET CLR 1.1.4322)"
.

08/15 14:29:32 feed="tailbot apache", ip=5.135.58.30, fime="2013-08-12 11:31:56 +0200"

+ @type » CLR 1.1.4322)
08/15 14:29:32 feed="taibot apache”, ip=5.135.58.30, ime="2013-08-12 11:31:56 +0200"

08/1514:29:32 feed="tailbot apache”, ip=5.135.56.30, time="2013-08-12 11:31:36 +0200"
+httpzl/www.google. comybot. ntmi)”

08/15 14:29:32 feed-"taibbot apache”, ip=5.135.58.30, fime="2013-08-12 11:31:57 +0200"
Gecko/20061205 Iceweasel/2.0.0.1 (Debian-2.0.0.14disg-2)"

08/15 14:29:32 feed="taibot apache”, ip=5.135.56.30, ime="2013-08-12 11:31:56 +0200"

08/15 14:29:32 feed="tailbot apache”, ip=5.135.56.30, time="2013-08-12 11:31:57 +0200"
Gecko/20100804 Gentoo Firefox/3.6.8
08/15 14:29:32 feed="taibot apache”, ip=5.135.58.30, ime="2013-08-12 11:31:57 +0200"

Gecko/20100804 Gentoc Firefox/3.6.87

08/15 14:29:32 feed="taibot apache”, ip=5.135.56.30, ime="2013-08-12 11:31:56 +0200"
AppleWebKiti528.16 (KHTML, like Gecko) Version/4.0 Safari’528.16™

Figure 56: Kibana DoS filter screenshot 1

log_message="POST / HTTP/1.1" user_agent="Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; .NET

log_message="POST / HTTP/1.1" user_agent="Opera/9.20 (Windows NT £.0; U en}”

log_Mmessage="POST / HTTP/1.1° User_agent="Mozila/5.0 (compativle; Googlebot2.1;

log_message="POST / HTTP/1.1” user_agent="Mozila/5.0 (X11; U; Linux i686; en-US; rv:1.8.1.1)

log_message="POST / HTTP/1.1" user_agent="Googieboti2.1 (http://www.googlebot.com/bot. htmi)”

log_message="POST / HTTP/1.1" user_agent="Mozilla/5.0 (X11; U; Linux x86_64; en-US: rv:1.9.2.8)

log_message="POST / HTTP/1.1” user_agent="Mozil/5.0 (X11; U; Linux x86_B4; en-US; rv:1.9.2.8)

log_message="POST / HTTP/1.1" user_agent="Mozilla/5.0 (Windows; U; Windows NT 6.0; he-IL)

Search

Reset

D Columns . rss B export & stream @
+ @lieids lovel ¥ o grouped by =
+ = . 13
1.0 - M count per 10s
+
0.3 I
+ v o0
+ » 14:20:00 14:22:00 14:24.00 14:26:00 14:28:00 14:30:00 14:32:00
+ . 815 815 815 815 815 815 815
. 0TO1
+ ce_host » Time 1 @message ¥
+ e_path » 0815 14:29:32 status —error, feedataibot modsecurly, levelscritical time=2013-08-13 11:11:04 UTC, log_message=-Error reading request body: End of file found
+ »
+ o oTO1
+ . v

Figure 17: Kibana DosS filter screenshot 2

31 http://packetstormsecurity.com/files/98831/Tors-Hammer-Slow-POST-Denial-Of-Service-Testing-Tool.html
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6 Summary

During the summary each part of the exercise should be reviewed and evaluated. Start with the
results of Task 3 and let each team present what they found in the data and explain how they found
it. Afterwards the students should discuss the different approaches.

In the second part of the summary the students should review Kibana as a visualisation tool for
incident response data. Let them compare it to other implementations (either from the introduction
or from individual knowledge). Make notes to be able to summarise the results from this discussion
in the end.

Finally, the discussion focuses on the general approach of visualising information. Elaborate the
advantages and disadvantages of visualisation.
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