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Main Objective This course will introduce concepts, tools, and techniques used for Mobile and 
Network Forensics. The students will familiarise themselves with the risks found on 
Mobile platforms and also ways of identifying and mitigating such risks, as well as 
techniques to analyse mobile related threats and malware. 

Targeted Audience CSIRT staff involved in the process of incident handling, especially those responsible 
for detection of new threats related directly to the CERT customers. 

Total Duration 24 hours 

Theory Part 
Time Schedule 

Introduction to mobile forensics 2 hours 

Threats and incidents handling 3 hours 

Mobile Forensics 3 hours 

Mobile forensic procedures 3 hours 

Mobile network forensic 0.5 hour 

Mobile malware reverse engineering 0.5 hour 

Recap of mobile forensic tools 1hour 

Countermeasures and protective measures 2 hours 

Exercises 
Time Schedule 

Task 2.1: Analysis of sample application's permissions on an Android 
device 

1 hour 

Task 2.2: Analysis of sample application's Mach-o header on an iOS 
device 

0.5 hour 

Task 3.1: A quick evaluation of knowledge regarding mobile 0.5 hour 

Task 4.1: Logical data extraction from Android devices 4 hours 

Task 4.2: File system extraction from Android devices 

Task 4.3: Manual file carving 

Task 4.4: RAM memory dump from Android device 

Task 4.5: iOS ς IPhone Backup Analyser 2 1 hour 

Task 4.6: Brute-forcing Android encryption mechanisms 1 hour 

Task 5.1: Analysing pcap data and proxy logs of 
Android.Trojan.SLocker.DZ 

0.5 hour 

Task 5.2: Analysing pcap data and proxy logs of iOS.Oneclickfraud 0.5 hour 

Task 6.1: Analysing Android.Trojan.SLocker.DZ 0.5 hour 

Task 6.2: Analysing iOS.Oneclickfraud 0.5 hour 

Frequency Once per team member 
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1. Introduction to mobile forensics 

 Mobile technologies 
Mobile devices are the most widely used communication tools today. But they are not just limited to 
communications. Mobile technologies have created something like a "mobile space" which occupies (and 
sometimes fulfils) the life of many citizens. As of August 2015, according to GSMA Intelligence, there are 
more than 3.7 billion unique mobile subscribers with more than 7.2 billion mobile devices on Earth.4 
Everyone from children to senior citizens use mobile devices in different ways, depending on their 
preferences, hobbies or business purposes.  

The primary role of a mobile phone is to provide an easy and fast means of communication thus enabling 
users to stay connected.  

Secondly, there is an increasing want to stay connected to the Internet at all time. Thanks to modern 
smartphones this is possible. Mobile phones let users enjoy for example social media on the go or find the 
shortest route to a cafe or a bank. 

One cannot forget to mention business: since businesses require constant communication, nowadays it is 
difficult to imagine any business functioning without the use of mobile phones. And with all the new devices 
available in the market these days, business people can organise their schedule and set reminders, so that 
they do not forget any important appointments. Mobile phones come packed with a lot of business 
applications (apps), which make the lives of workers a lot easier. 

That being said, one must also consider the dangers associated with the ever growing use of mobile 
devices. Data security is a critical concern. Users must protect their private or business-related information 
stored on mobile devices by using suitable protection mechanisms. However, the most important is the 
people behaviour, since no technical security controls can replace common sense. 

 Historical evolution of mobile operating systems 
The history of mobile operating systems is a short one but with many highlights over the last 45 years: 5 6 7 
8 9  

¶ 1970ς1979 First mobile phones using cellular technology. 

¶ 1979ς1992 Mobile phones use embedded systems to control operation. 

¶ 1993 The first smartphone, IBM's Simon, has a touchscreen, e-mail and PDA features. 

¶ 1996 Palm Pilot 1000 personal digital assistant (PDA) is introduced with the Palm OS mobile operating 
system. 

¶ 1996 First Windows CE Handheld PC devices are introduced. 

¶ 1999 Nokia S40 OS is officially introduced along with the Nokia 7110. 

¶ 2000 Symbian becomes the first modern mobile OS on a smartphone with the launch of Ericsson R380. 

¶ 2001 The Kyocera 6035 is the first smartphone with Palm OS. 

¶ 2002 Microsoft's first Windows CE (Pocket PC) smartphones are introduced. 

                                                           

4 GSMA Intelligence, https://gsmaintelligence.com/, last accessed on: 2015-09-14 
5 Mobile operating system, https://en.wikipedia.org/wiki/Mobile_operating_system, last accessed on: 2015-09-14 
6 iOS version history, https://en.wikipedia.org/wiki/IOS_version_history, last accessed on: 2015-09-14 
7 Android version history, https://en.wikipedia.org/wiki/Android_version_history, last accessed on: 2015-09-14 
8 Window Phone version history, https://en.wikipedia.org/wiki/Windows_Phone_version_history, last accessed on: 2015-09-14 
9 BlackBerry OS release history, https://en.wikipedia.org/wiki/BlackBerry_OS#Release_history, last accessed on: 2015-09-14 

https://en.wikipedia.org/wiki/Mobile_operating_system
https://en.wikipedia.org/wiki/IOS_version_history
https://en.wikipedia.org/wiki/Android_version_history
https://en.wikipedia.org/wiki/Windows_Phone_version_history
https://en.wikipedia.org/wiki/BlackBerry_OS#Release_history
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¶ 2002 BlackBerry releases its first smartphone. 

¶ 2005 Nokia introduces Maemo OS on the first Internet tablet N770. 

¶ 2007 Apple iPhone is introduced as a "mobile phone" and "internet communicator". 

¶ 2007 Open Handset Alliance (OHA) formed by Google, HTC, Sony, Dell, Intel, Motorola, Samsung, LG, 
etc. 

¶ 2008 OHA releases Android 1.0 with the HTC Dream (T-Mobile G1) as the first Android phone. 

¶ 2009 Palm introduces webOS with the Palm Pre. By 2012 webOS devices were no longer sold. 

¶ 2009 Samsung announces the Bada OS with the introduction of the Samsung S8500. 

¶ 2010 Windows Phone OS phones are released but are not compatible with the previous Windows 
Mobile OS. 

¶ 2011 MeeGo the first mobile Linux, combining Maemo and Moblin, is introduced with the Nokia N9, a 
collaboration of Nokia, Intel and Linux Foundation 

¶ In September 2011 Samsung, Intel and the Linux Foundation announced that their efforts will shift 
from Bada, MeeGo to Tizen during 2011 and 2012. 

¶ In October 2011 the Mer project was announced, centred around an ultra-portable Linux + 
HTML5/QML/JavaScript core for building products with, derived from the MeeGo codebase. 

¶ 2012 Mozilla announced in July 2012 that the project previously known as "Boot to Gecko" was now 
Firefox OS and had several handset OEMs on board. 

¶ 2013 Canonical announced Ubuntu Touch, a version of the Linux distribution expressly designed for 
smartphones. The OS is built on the Android Linux kernel, using Android drivers, but does not use any 
of the Java-like code of Android. 

¶ 2013 BlackBerry released their new operating system for smartphones and tablets, BlackBerry 10. 

¶ 2014 Microsoft released Windows Phone 8.1 in February 2014. 

¶ 2014 Apple released iOS 8 in September 2014. 

¶ 2014 BlackBerry released BlackBerry 10.3 with integration with the Amazon Appstore in September 
2014. 

¶ 2014 Google released Android 5.0 "Lollipop" in November 2014. 

¶ 2015 Microsoft released Windows 10 Mobile developer preview in February 2015. 

¶ 2015 Google released Android 5.1 which is an updated version of "Lollipop" in March 2015. 

¶ 2015 Google released Android 6 developer preview in May 2015. 

¶ 2015 Apple released iOS 9 Beta for public in June 2015. 

 Mobile forensics 
Mobile forensics is a field of knowledge and practice aiming at the application of forensically sound 
techniques to provide high-quality, factual, relevant and authentic evidence for a legal case. Forensically 
sound techniques refer to techniques which ensure the proper code of conduct during the identification, 
seizure, storage, examination and analysis of data, resulting in evidence that can be successfully used in legal 
cases. 

Due to the fact that mobile devices and technologies in general are becoming more and more diverse and 
complex, mobile forensics is a continuously developing field of study with constantly improved methods, 
tools, and devices. 

Mobile forensic investigations (and digital forensic investigations in general) can be split into several phases:  

¶ Identification of a target mobile device; 

¶ Seizure and data acquisition; 

¶ Examination and analysis; 

¶ Reasoning and reporting; 
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Over the course of the investigation, all activities must be documented, and the gathered evidence must be 
stored properly and securely. This exercise will mainly focus on data acquisition (excluding physical 
approach), and on the examination and analysis of data (in terms of mobile device content, application-
specific data, malware and network communications). However, all the phases will be explained in later 
chapters together with corresponding tasks and exercises. To better understand the next sections, basic 
concepts of data acquisition must be explained here. There are three different approaches for data 
acquisition: 

¶ Logical acquisition 
With a logical acquisition technique, an examiner makes a copy of files and folders located in the logical 
storage i.e. a partition, or the files/folders themselves.  The advantage of this approach over those described 
below, is its simplicity: logical objects are easier to understand and the whole method is usually less time-
consuming. On the other hand, the examiner will not be able to recover deleted items, in most cases he / 
she will not be aware that they even existed. 

¶ File system acquisition 
With this approach, an examiner makes a copy of the file system's structure, including the existing (logical) 
objects lying on top of it. This technique allows access to objects (e.g. SQLite database records) that were 
marked as deleted and are not available through logical extraction. The resulting image of the storage media 
is large but contains all information from a mobile device. The technique is more time-consuming and usually 
a bit more complex as it requires better understanding of operating system's architecture and file system's 
structure. 

¶ Physical acquisition 
With this technique, an examiner makes a bit-by-bit copy of the storage media (on which lies the file system 
as well as logical objects). This approach allows for the identification and analysis of data remnants on the 
actual storage media (e.g. SD card), but it requires direct access to flash memory inside of the device, hence 
it is the most complex way of data acquisition. In fact, this approach is very similar to hard drive imaging in 
the traditional computer forensic examination of PCs. Device manufacturers often secure their hardware 
from direct access, thus vendors of mobile forensic tools employ various techniques to by-pass the 
restrictions e.g. by uploading their own operating system's kernel to the device (a process briefly explained 
in later sections). 

 Historical evolution of mobile forensics 
Mobile forensic technologies developed as the mobile devices and apps market grew. This field of study 
dates back to the late 1990s and is directly related to the popularity, availability and improved capabilities 
of mobile communications technologies. Over the last 20 years those technologies have undergone a 
massive evolution: from simple but rather huge cellular phones providing basic functionalities, to smart 
devices enabling their users not only to browse the Internet, but also run any application they want (not 
necessarily need). 

While early mobile phones were not capable of doing much more than calling or sending SMS messages, 
mobile forensic technologies were not in high demand. Usually simple forensic tasks, such as browsing a 
device's contents or reviewing or photocopying its screen, were enough to gather necessary evidence. 
Another method of data extraction was to backup the content to a computer for further analysis. The 
analyses were often supported with information (e.g. call records, billing data) from mobile operators. Such 
an approach, however, had to change with advance of more complex and powerful mobile devices. It must 
be also noted, that the techniques mentioned above, were not forensically sound, as not all of them allowed 
read-only access to a device's content. 
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New mobile technologies brought new ways of data processing and exchange between users and services 
through wireless technologies (i.e. GSM/UMTS/LTE, WLAN, Bluetooth etc.) and the Internet. But this also 
brought a whole new arsenal of mobile forensic techniques allowing for forensically sound data extraction 
and powerful analysis. Many commercial and open-source tools were developed to address the demand for 
such solutions. A lot of them are mentioned in later chapters of this handbook and some of them are used 
during the exercises. 

New tools are capable of forensically sound data extraction (logical and physical), automated analysis of 
data, keyword searches, analysing application-specific artifacts etc. But since new mobile devices are 
smarter than they were in 1990s, they are also harder to analyse. The complexity of mobile forensic 
investigation often can be much greater than that of a usual hard disk. 

 Latest trends in mobile forensics techniques 
While analysing the latest trends in the field of mobile forensics it should be noted that examiners are 
challenged with a major problem, a lot of data which occupies a lot of memory. Analysis of large amounts of 
data is usually very time-consuming and in many cases time pressure makes it impossible. This is true for 
both mobile and "traditional" computer forensic investigations. 

The solution to this problem comes with a technique called triage. Triage, in mobile forensics, is a simple but 
powerful approach. It allows to save a lot of memory as well as a lot of time. What is triage about? Let us 
imagine a situation in which a device with 64GB of memory is subject to investigation carried out in the field, 
the device's battery is running low, and there is heavy time pressure. 

That is when and where the triage technique comes in handy. Let us assume that the initial analysis shows 
that only SMS messages are to be extracted due to their relevance to the case. In other words, all other data 
is unnecessary. 

Secondly, it is necessary to prepare an "acquisition profile" which contains the instructions for the forensic 
software to only read SMS messages from the device, leaving all other data untouched. The resulting data 
will be only a few megabytes and the extraction will only take a few moments. 

Yet another challenge for forensic examiners are automated device lock-out mechanisms, triggered after a 
given time period. When a device is locked, usually there is not much that can be done to access it (let alone 
extract the data stored within the device), and it has to be noted that quite often this is the case in 
investigations. There are some basic options to handle this situation: 

¶ Try and guess the unlock code or pattern. Too many incorrect guesses may result in permanent lockout 
or wiping and making many guessing attempts will be very time-consuming, 

¶ By-pass lock-out mechanisms by attaching a non-standard USB cable to the mobile device. 
 
Attaching a service wire will put the device into a service state. There is no need to activate USB debugging 
mode. With a USB service wire plugged into the device, examiners can access physical memory and, unless 
it is encrypted, extract data without providing PINs, passwords or patterns protecting a locked-out device 
from access. 

Mobile forensic investigators may be surprised when they find out that some mobile devices are equipped 
with so-called "Chinese chipsets".10 Because of their low prices, such devices are flooding the market. 

                                                           

10 Chinese Chipsets - Physical Extraction from Mobile Devices with Chinese Chipsets, http://www.cellebrite.com/Pages/chinese-chipsets-mobile-
forensics-for-chinese-chipsets, last accessed on: 2015-10-19 
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At first glance, their data interfaces look like mini or micro-USB but in fact they are something completely 
different and non-compliant. Vendors of commercial forensic software and hardware (like Micro 
Systemation or Cellebrite) design their own systems (e.g. Pin Point11 and Chinex12) to help examiners perform 
memory extraction from these devices by using special kits with dedicated wires. 

Since the mobile market is growing very fast, and mobile applications are installed (while not necessarily 
used) on almost every mobile phone, smartphone or tablet, forensic examiners will meet many new 
challenges, including software-based SIM cards, biometrics or NFC / HCE technologies. 

 Mobile Platforms and Versions 

1.6.1 iOS 913 
The new version of Apple's mobile system must not only keep pace with the El Capitan version of Mac OS X, 
but also to keep pace with competitors, particularly Google's Android OS. These mobile operating systems 
emphasize contextual information in search results, device navigation and the capabilities of voice-activated 
virtual assistants like Siri. 

The system will suggest applications depending on the time of day, and the search engine will understand 
questions or requests like "show me a picture of Michael's holiday in Croatia". 

Applications can communicate with each other. While viewing an e-mail invitation, the user can tap an 
onscreen button to pass the appointment information to another application like the calendar app. 

For many people, the Apple tablet is a tool that can be used not only for fun but also for work. If a user uses 
two fingers instead of one on the screen, the keyboard turns into a trackpad, which helps enhance usability. 
The most important new feature in iOS 9 on iPads is multitasking. The revised menu of open applications 
now allows two apps to open next to each other, simultaneously active, so user can use both at the same 
time. A new energy saving mode also extends battery life. 

iOS 9 introduces a two-step verification and a series of new safeguards for iCloud, to enhance the safety of 
users and their data. 

1.6.2 Android Marshmallow14 
In late August 2015, Google announced that the newest version of Android will be given the name 
Marshmallow. The new operating system will present a lot of changes and new features. 

Developers have focused primarily on better management of privileges. So far, during installation of an 
application, a user had to grant all the requested permissions, or not use the app at all. In Android 6.0, users 
will be able to grant permissions individually and on a regular basis. This will increase the safety of Android 
users. They will have more control over what data installed applications may access. 

Android Marshmallow will have a new system to optimise battery life. When a user enables this function, all 
installed sensors detect if the user is actively using the smartphone, or if it is lying on the desk unused. When 
the smartphone does not detect activity, the system will reduce refresh rates for applications. 

                                                           

11 XRY PinPoint: The Solution for Non-Standard Mobile Device Support, https://www.msab.com/products/pinpoint/, last accessed on: 2015-09-14 
12 UFED CHINEX is an end-to-end solution for the physical extraction and decoding of evidentiary data and passwords from phones manufactured 
with Chinese chipsets τ MTK, Spreadtrum and Infineon, http://www.cellebrite.com/Pages/ufed-chinex, last accessed on: 2015-09-14 
13 iOS 9, http://www.apple.com/ios/whats-new/, last accessed on: 2015-10-19 
14 Android 6.0 Marshmallow, https://www.android.com/versions/marshmallow-6-0/, last accessed on: 2015-10-19 

https://www.msab.com/products/pinpoint/
http://www.cellebrite.com/Pages/ufed-chinex
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One of the novelties in the system is integration with Android Pay. ¢Ƙƛǎ ƛǎ DƻƻƎƭŜΩǎ new payment system, 
which competes with solutions such as Apple Pay or Samsung Pay. It will be available on smartphones with 
NFC and will be used to perform quick payments. Authorisation will use a fingerprint reader, natively 
supported by the newest Android version. 

1.6.3 Windows 10 Mobile15 
Windows 10 Mobile is an edition of the Windows 10 operating system developed by Microsoft. It is the 
successor of Windows Phone 8.1 although it changed the name from Phone to Mobile. 

Battery saving is one of the new important features. It allows for a quick and easy way to view which 
applications consume the most energy. The power saving function will be better in the new Microsoft mobile 
system. Users will receive more accurate statistics on Windows 10 Mobile and be able to disable some of 
the applications running in the background. 

Microsoft Edge is a completely new web browser that Microsoft designed for Windows 10. Edge will be 
integrated with the voice assistant Cortana, which appeared in Windows Phone 8.1. This browser will be 
available only for Windows 10 systems. 

Microsoft introduced a software tool for easy and, most importantly, rapid porting of applications written 
for Android and iOS to Windows 10 Mobile. It means that Windows 10 Mobile should be able to run 
applications designed for iOS and Android. 

There are indications that the successor to Windows Phone 8.1 will allow users to record and store voice 
chat. It is very possible that this type of material will be linked to specific contacts, allowing to quickly find 
the selected conversation. 

Windows 10 Mobile also includes an adaptation of the "Continuum" concept from its PC counterpart on 
supported devices, when attached to an external display, Windows 10 Mobile can scale its user interface 
and applications into a "PC-like" desktop interface with support for mouse and keyboard input. 

 Case studies on mobile threats for Android and iOS 
Mobile threats change dynamically with vulnerabilities discovered every week. Two particular vulnerabilities 
deserve special attention and are explained later in the section. Mobile threats can be categorised in a 
number of ways: 

¶ type of vulnerability, 

¶ way of infection, 

¶ depth and scope of infection, 

¶ impact. 
 

Threats can exploit vulnerabilities in the user-land (i.e. mobile applications) or the operating system 
components (i.e. kernel, system services). The latter are more dangerous but harder to find, the former are 
easier to identify but still can be very dangerous as in many cases mobile applications are granted extensive 
privileges over the operating system and device's components. 

Infection can happen in a number of ways: through malware installed as a mobile application, via specially 
crafted SMS / MMS message, by exploiting vulnerability through a legitimate application (e.g. with crafted 

                                                           

15 Windows 10 Mobile, http://www.microsoft.com/en-us/mobile/windows10/, last accessed on: 2015-10-19 



Mobile Threats Incident Handling (Part II) 
1.0 | September 2015 

15 

input data). The most dangerous infections happen remotely without users' knowledge or interaction (e.g. 
Stagefright16). 

Once infected, the device can be compromised up to a certain point. The worst infections enable attackers 
to take control over the whole device (they can also allow users to jailbreak or root their devices τ those 
processes are explained in chapters 1.8 and 1.9). Exploitation of a mobile application's vulnerability can also 
be limited in scope e.g. allowing unauthorised access only to data processed within the application. However 
taking control over the behaviour of a mobile application may allow attackers to seek and exploit further 
vulnerabilities or just to extract interesting information. 

Below we mention recent vulnerabilities and exploits affecting Android and iOS devices. 

1.7.1 Android and Stagefright 
Cybercriminals often target Android users. This is due to several factors: it is not only the most popular 
mobile system, but also the most fragmented one. 

Fragmentation means that at the same time many different versions of Android systems are in use on the 
market. Even when a bug is detected and swiftly patched by Google in the next version of the system, most 
users will never see the patches or newer software versions. 

As reported by bgr.com: early in 2015 a security researcher named Joshua Drake of Zimperium discovered a 
loophole that allows the device to be attacked by receiving a malicious multimedia message. This can lead 
to unauthorised remote code execution and privilege escalation. It is believed to have the biggest impact on 
Android users so far and leaves 95% of them vulnerable to the attack.17 

This bug, known as Stagefright, is known to exist in version 2.2 (Froyo) and newer versions of Android. Its 
successful exploitation can be done remotely (only the target's mobile number is necessary), requires no 
end-user interaction and is possible due to a flaw in a core Android's component τ a C++ library called 
"Stagefright". The software, developed as a part of Android Open Source Project, provides a back-end engine 
for opening and playing multimedia content. 

1.7.2 CoreText vulnerability 
The CoreText vulnerability in Apple iOS 8.0 through iOS 8.3 allows remote attackers to cause a denial of 
service to the device.18 
 

 
Figure 1: Text message is causing denial of service on vulnerable iOS devices 

                                                           

16 950 million Android users at risk as researcher uncovers massive security flaw, http://bgr.com/2015/07/27/android-security-flaw-mms-hack/, 
last accessed on: 2015-09-14 
17 How is Google fixing the Stagefright vulnerability that affects 95% of all Android phones?, http://www.androidauthority.com/how-is-google-
fixing-the-stagefright-vulnerability-that-affects-95- of-all-android-phones-631560/, last accessed on: 2015-09-14 
18 CoreText in Apple iOS 8.x through 8.3 allows remote attackers to cause a denial of service, http://www.cvedetails.com/cve/CVE-2015-1157/, last 
accessed on: 2015-09-14 

http://bgr.com/2015/07/27/android-security-flaw-mms-hack/
http://www.androidauthority.com/how-is-google-fixing-the-stagefright-vulnerability-that-affects-95-%20of-all-android-phones-631560/
http://www.androidauthority.com/how-is-google-fixing-the-stagefright-vulnerability-that-affects-95-%20of-all-android-phones-631560/
http://www.cvedetails.com/cve/CVE-2015-1157/
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Many Apple's smartphone users from around the world reported that they received a message containing 

the string "effective. Power ϼϼϠЊЯЯϠЊЯЮ ̊ Ȝ h ̊ Ȝ " which completely blocked the Messaging application, 

and in some cases resulted in the restart of the device.  

The error is related to the way that iOS presents incoming messages in the preview window. It does not 
show the whole body of the message, but only a portion thereof, which is located in a separate area. If it is 
longer then it is shortened by ellipsis. The problem occurs when the dots falls between the selected 
characters from non-Latin alphabets e.g. Arabic, Marathi or Chinese. In this case, the phone switches off and 
restarts. 

It is worth mentioning a piece of malware, KeyRaider,19 which was publically announced in August 2015, and 
which affects jailbroken devices only. According to Palo Alto Networks' researchers it steals "push 
notification service certificates and private keys, steals and shares App Store purchasing information, and 
disables local and remote unlocking functionalities on iPhones and iPads". The malware spreads through 
unofficial applications' repository τ Weiphone's Cydia. Researchers found almost 225 000 valid Apple users' 
credentials stored on a Command & Control server. Details regarding the way that devices are infected and 
"robbed" of sensitive data are available on Palo Alto Networks website.20 

 Mobile technologies statistics 
To imagine the scale of mobile devices usage, the following tables and charts may be helpful 

OPERATING 
SYSTEM 

1Q15 UNITS 
1Q15 MARKET 

SHARE (%) 
1Q14 UNITS 

1Q14 MARKET SHARE 
(%) 

Android 265,012 78.9 227,549 80.8 

iOS 60,177 17.9 43,062 15.3 

Windows 8,271 2.5 7,580 2.7 

Blackberry 1,325 0.4 1,714 0.6 

Other OS 1,268.7 0.4 1,731.0 0.6 

Total 336,054.4 100.0 281,636.9 100.0 
Table 1: Worldwide smartphone sales to end users by operating system in 1Q15 totalled 460.3 million units during the first 

quarter of 2015. (In the table below numbers show thousands of units). Source: Gartner (May 2015). 

                                                           

19 Keyraider: iOS malware steals over 225,000 Apple accounts to create free app Utopia, 
http://researchcenter.paloaltonetworks.com/2015/08/keyraider-ios-malware-steals-over-225000-apple-accounts-to-create-free-app-utopia/, last 
accessed on: 2015-09-14 
20 Palo Alto Networks , https://www.paloaltonetworks.com/, last accessed on: 2015-10-19 

http://researchcenter.paloaltonetworks.com/2015/08/keyraider-ios-malware-steals-over-225000-apple-accounts-to-create-free-app-utopia/
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Figure 2: Worldwide comparison between people online and active smartphones. Source: ITU, a16z (2014). 

 

 
Figure 3: Worldwide comparison between selling desktop PC's and smartphones. Source: Gartner, Apple, Google, a16z (2014). 
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Figure 4: Distribution of new mobile malware by type, Q1 2015. Source: Kaspersky Lab (May 2015). 

 

 
Figure 5: Geography of mobile threats. Source: Kaspersky Lab (May 2015). 
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COUNTRY %  OF ATTACKED USERS 

Russia 45.7% 

India 6.8% 

Kazakhstan 4.1% 

Germany 4.0% 

Ukraine 3.0% 

Vietnam 2.7% 

Iran 2.3% 

UK 2.2% 

Malaysia 1.8% 

Brazil 1.6% 

Table 2: Top 10 countries by number of attacked users. Source: Kaspersky Lab (May 2015). 

NAME % OF ATTACKS 

Trojan-SMS.AndroidOS.Stealer.a 18.0% 

RiskTool.AndroidOS.MimobSMS.a 7.1% 

DangerousObject.Multi.Generic 6.9% 

RiskTool.AndroidOS.SMSreg.gc 6.7% 

Trojan-SMS.AndroidOS.OpFake.bo 6.4% 

AdWare.AndroidOS.Viser.a 5.9% 

Trojan-SMS.AndroidOS.FakeInst.a 5.4% 

Trojan-SMS.AndroidOS.OpFake.a 5.1% 

Trojan-SMS.AndroidOS.FakeInst.fb 4.6% 

Trojan-SMS.AndroidOS.Erop.a 4.0% 

AdWare.AndroidOS.Ganlet.a 3.8% 

Trojan-SMS.AndroidOS.Agent.u 3.4% 

Trojan-SMS.AndroidOS.FakeInst.ff 3.0% 

RiskTool.AndroidOS.Mobogen.a 3.0% 

RiskTool.AndroidOS.CallPay.a 2.9% 

Trojan-SMS.AndroidOS.Agent.ao 2.5% 

Exploit.AndroidOS.Lotoor.be 2.5% 

Trojan-SMS.AndroidOS.FakeInst.ei 2.4% 

Backdoor.AndroidOS.Fobus.a 1.9% 

Trojan-Banker.AndroidOS.Faketoken.a 1.7% 

Table 3: Top 20 mobile threats of 2014. Source: Kaspersky Lab (May 2015). 
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Figure 6: Distribution of mobile threats by type. Source: Kaspersky Lab (May 2015). 
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Figure 7: Number of mobile banking Trojans in the Kaspersky Lab collection (November 2013 τ October 2014). Source: 

Kaspersky Lab (December 2014). 
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Figure 8: The distribution of exploits used by fraudsters, by type of application attacked. Source: Kaspersky Lab (December 

2014). 
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COUNTRY % OF UNIQUE USERS 

Russia 53.81% 

Kazakhstan 53.04% 

Azerbaijan 49.64% 

Vietnam 49.13% 

Armenia 48.66% 

Ukraine 46.70% 

Mongolia 45.18% 

Belarus 43.81% 

Moldova 42.41% 

Kyrgyzstan 40.06% 

Germany 39.56% 

Algeria 39.05% 

Qatar 38.77% 

Tajikistan 38.49% 

Georgia 37.67% 

Saudi Arabia 36.01% 

Austria 35.58% 

Lithuania 35.44% 

Sri Lanka 35.42% 

Turkey 35.40% 

Table 4: The top 20 countries where users face the greatest risk of online infection. This statistic are based on the detection 
verdicts returned by the web antivirus module, received from users of Kaspersky Lab products who have consented to provide 

their statistical data. Source: Kaspersky Lab (December 2014). 
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Figure 9: Most popular Apple App Store categories in June 2015, by share of available apps. Source: 

http://www.statist a.com/statistics/270291/popular-categories-in-the-app-store/. 

 Rooting of Android-based devices 
Rooting is the process that allows Android devices to overcome the limitations that manufacturers and 
distributors of equipment and software put on them. As a result of rooting, user of a device obtains the 
"super-user" privileges and the ability to change or replace system applications, load his or her own software 
(i.e. ROM), install custom or unofficial applications or enhance system performance. A user of a rooted 
device is able to perform operations that are not normally available to a usual user of a non-rooted device, 
such as dumping (i.e. creating) a full system image, overclocking processors (CPU or GPU) etc. 

http://www.statista.com/statistics/270291/popular-categories-in-the-app-store/
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There are two methods of Android devices rooting: 

¶ Permanent ς used in most cases, aiming at replacing systems kernel to permanently take control over 
the device. 

¶ Temporary ς mostly used by commercial mobile forensics software, in which case a usual restart of a 
device will cause it to reverse to un-rooted state. 

Instruction of how to root an Android device are easily available on the Internet. For now the simplest 
method to root an Android-based device is to use a "one-click" software.21 User have to install it on their PC, 
connect an Android device to it and run software to perform root. There is even a website22 allowing for 
remote rooting of Android-based devices. 

 Jail-breaking of iOS-based devices 
Jailbreak is a combination of English words "jail" and "break" and as the name suggests, this process is 
associated with a breach of security. This generally means removing imposed limitations by uploading a 
modified kernel to devices such as iPhone, iPod touch, iPad and Apple TV. Jailbreak allows full access to the 
device and installation of applications or extensions that are not normally available through the official 
distribution source τ Apple's App Store. The device after the jailbreak can still use the App Store, iTunes, 
and other normal functions however. 

There are three methods of jailbreaking of iOS devices: 

¶ Tethered jailbreak ("bound jailbreak") is an unlocking software for iOS, which retains its functionality 
until the iDevice is shut down. To reactivate the system, user must connect the iDevice to the 
computer and perform the jailbreak again using the appropriate program. Until this happens the 
device is not suitable for using. 

¶ Semi-tethered jailbreak is a specific jailbreaking method. It means that when the previously jailbroken 
iDevice restarts, it will no longer have a modified kernel but it will still be usable for normal functions. 
The user will have to perform jailbreaking again to access the device without limitations. 

¶ Untethered jailbreak ("resolved, released") is a fully functional modification of a systems' kernel that 
works even when user reboots the iDevice. Untethered jailbreak is not available for all versions and for 
all devices. 

So far all Apple smartphones have vulnerabilities allowing for a jailbreak (e.g. identified and published by 
the following groups: Redsn0w,23 Evasi0n,24 Pangu,25 TaiG26). 

                                                           

21 One-click Android root software, http://www.kingoapp.com/android-root/feature-one.htm, last accessed on: 2015-09-14 
22 tŜǊŦŜŎǘwƻƻǘΩǎ wŜƳƻǘŜ !ƴŘǊƻƛŘ wƻƻǘƛƴƎ {ŜǊǾƛŎŜǎ ŜƴǎǳǊŜ ƛƴŎǊŜŀǎŜŘ ǎŜŎǳǊƛǘȅ ŀƴŘ ƘƛƎƘŜǊ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǎǳŎƘ ŀǎ ƛƴŎǊŜŀǎŜŘ ƳŜƳƻǊȅΣ ōŀttery life, 
system speeds, and custom app capability, http://perfectroot.com/, last accessed on: 2015-09-14 
23 iOS 8 jailbreak, http://www.redsn0w.us/, last accessed on: 2015-09-14 
24 evasi0n7 Jailbreak for iOS 7, http://evasi0n.com/, last accessed on: 2015-09-14 
25 Pangu Jailbreak for iOS 8, http://en.pangu.io/, last accessed on: 2015-09-14 
26 iOS 8.4 jailbreak, http://www.taig.com/en, last accessed on: 2015-09-14 

http://www.kingoapp.com/android-root/feature-one.htm
http://perfectroot.com/
http://www.redsn0w.us/
http://evasi0n.com/
http://en.pangu.io/
http://www.taig.com/en
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2. Threats and incidents handling 

Threats to mobile devices can affect mobile users without their knowledge and sometimes even without 
interaction. It is necessary to understand the nature of mobile-related threats that have impact on the most 
popular mobile platforms: iOS and Android. For this purpose, the following section explains security 
mechanisms implemented in those systems, followed by the identification of mobile applications properties 
and permissions. Mobile applications are the most common source of vulnerabilities and therefore the 
weakest point of any mobile device. 

Once a vulnerability is exploited and the threat impacts the device and its user, special procedures like 
incident handling may be required. The nature of mobile threat incident handling is explained in another 
ENISA training exercise.27 28 

 Threat analysis 
Mobile devices, technically and generally, do not differ very much from their non-mobile counterparts. 
Although they use special hardware and dedicated software, the overall nature of vulnerabilities in both are 
similar as they result from design or implementation errors, misconfiguration, user negligence, and similar 
factors. Years ago, threats targeting mobile devices used to be different but with smartphones and tablets 
becoming more and more powerful and connected to the Internet, the difference starts to fade away. Hence, 
mobile devices and software is prone to malware and spyware attacks, authentication and authorisation 
bypass attempts, DoS attacks, and similar threats. 

Due to the mobile nature of smartphones and tablets, they are filled with data of various types, including: 
pictures and videos, e-mail and contacts, call records and text messages, notes and task lists, location-related 
data, application-specific information (e.g. passwords, codes, and payment data). These phones are often 
used as a second factor of authentication or authorisation which makes them especially interesting for 
cybercriminals. 

On the hardware level, mobile phones are prone to attacks targeting mobile network encryption, 
identification or access control mechanisms. With core parts of mobile networks still based on old SS7 
protocol suite, they are prone to attacks exploiting vulnerabilities that just are not easy or even possible to 
patch: compare SS7 to SMTP, a three-decade old mail transfer protocol which by design has no counter-
measures against spam or sender's address spoofing. 

Some threats make use of the fact that mobile phones are still a bit less functional, less powerful, have 
limited GUI or battery life-span as compared to PCs and laptops. The simplified design of software 
architecture and its size sometimes require a compromise between security needs and user expectations. A 
good example is an anti-virus software which is a de facto standard for PCs and laptops, while many, if not 
most of mobile users have no AV installed on their smartphones. Quite possibly some of them are not even 
aware that AV software is available for some mobile devices. 

Many security and supervision features must be implemented and controlled by external solutions such as 
Mobile Devices Management systems explained in section 8.3. 

                                                           

27 Mobile threats incident handling τ Toolset, Document for students, 
https://www.enisa.europa.eu/activities/cert/support/exercise/files/Mobilethreatsincidenthandlingtoolset.pdf, last accessed on: 2015-09-14 
28 Mobile threats incident handling τ Handbook, Document for teachers, 
https://www.enisa.europa.eu/activities/cert/support/exercise/files/Mobileincidenthandlinghandbook.pdf, last accessed on: 2015-09-14 

https://www.enisa.europa.eu/activities/cert/support/exercise/files/Mobilethreatsincidenthandlingtoolset.pdf
https://www.enisa.europa.eu/activities/cert/support/exercise/files/Mobileincidenthandlinghandbook.pdf
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Once a threat exploits an existing vulnerability and a security incident happens, there is a need to analyse 
the root cause, impact and the threat itself. Basically there are two ways to approach this task: 

¶ Static analysis of mobile applications code and configuration. For this purpose, applications need to be 
reverse-engineered i.e. decompiled and disassembled to understand what procedures and operations 
the application performs. 

¶ Dynamic analysis through observation and assessment, in a controlled environment, of how the mobile 
application or the exploit behaves. Typically it means identification of network connections, inter-
process communications, access to mobile device's assets and components, file and folders creation, 
modification or deletion. 

 

The following are a few recommendations that will minimize the chance of falling victim to particular threats:  

¶ Install applications that provide security functions on the mobile device. 

¶ Do not download software from unauthorised or unofficial sources. 

¶ Before installing an application, check the access permissions it is requesting. 

¶ Upgrade firmware, operating system and applications when informed to do so. 

¶ Turn on the phone lock code, if possible, and set complex password or pattern. 

¶ Do not hold important data on your mobile device unencrypted. 

¶ Check the popularity of an application and user reviews before downloading and installing it. 

¶ Keep mobile devices in sight, do not leave them without supervision. 

¶ Do not connect the mobile device to unknown computers or chargers. 

 Vulnerabilities 
Vulnerabilities are software bugs that can be exploited by malware or attackers to take control of the system, 

to damage or get information. 

According to Symantec, as of 2014,29 the number of vulnerabilities in iOS is much higher than that of Android. 

  

                                                           

29 Symantec's Internet Security Threat Report, https://www4.symantec.com/mktginfo/whitepaper/ISTR/21347932_GA-internet-security-threat-
report-volume-20-2015-social_v2.pdf, last accessed on: 2015-09-14 


























































































































































