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Main Objective

This course will introduce concepts, tools, and techniques used for Mabde
Network ForensicsThe students will familiarise themselves with the risks founc
Mobile platforms and alsways of idenflying and mitigating such risks, as well

techniques to analyse mobile related threats and malware.

Targeted Audience

CSIRStaff involved in the process of incident handling, especially those respor|

for detection of new threats retad directly to the CERT customers.

Total Duration

24 hours

Theory Part Introduction to mobile forensics 2 hours
Time Schedule Threats and incidents handling 3 hours
Mobile Forensics 3 hours
Mobile forensic procedures 3 hours
Mobile networkforensic 0.5 hour
Mobile malware reverse engineering 0.5 hour
Recap of mobile forensic tools lhour
Countermeasures and protective measures 2 hours
Exercises Task 2.1: Analysis of sample applicasgrermissions on an Android | 1 hour
Time Schedule device
Task 2.2: Analysis of sample applicasdviacho header on aniOS | 0.5hour
device
Task 3.1: A quick evaluation of knowledge regarding mobile 0.5 hour
Task 4.1: Logical data extraction from Android devices 4 hours
Task 4.2: File systeextraction from Android devices
Task 4.3: Manual file carving
Task 4.4: RAM memory dump from Android device
Task 4.5: iO&IPhone Backup Analyser 2 1 hou
Task 4.6: Brutéorcing Android encryption mechanisms 1 hour
Task 5.1: Analysing pcdpta and proxy logs of 0.5 hour
Android.Trojan.SLocker.DZ
Task 5.2: Analysing pcap data and proxy logs of iOS.Oneclickfrau| 0.5 hou
Task 6.1: Analysing Android.Trojan.SLocker.DZ 0.5 hour
Task 6.2: Analysing iOS.Oneclickfraud 0.5 hour

Frequency

Onceper team member
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1. Introduction to mobile forensics

1.1 Mobile technologies
Mobile devices are the most widely used communication gdotlay. But they are not just limited to
communicatiors. Mobile technologis havecreated something like ariobile spacé which occupies (and
sometimes fulfils}he life of many citizensAs of August 2015, according to GSMA Intelligence, there are
more than 3.7 billion unique mobile subscribers with more than 7.2 billion mobile devices on*Earth
Everyone fromchildren to ®nior citizens use mobile devices in different ways, depending on their
preferences, hobbies or business purposes.

Theprimaryrole of a mobile phone igo provide an eag and fastmeans ofcommunicationthus enabling
users tostay connected

Secondlythere is an increasing wanb stay connected to the Interneat all time. Thanks tamodern
smartphoneghis is possible. Mobile phones let users enfjoyexamplesocial media on the go or find the
shortestroute to a cafeor a bank.

Onecamot forget to mention business: since businesses require constant communicatmnadaysit is
difficult toimagine any busineganctioning without the us®f mobile phones. And with alhe new devices
available inthe market these days, business peopén organise thie schedule and set reminders, so that
they do not forget any important appointmesit Mobile phones come packed with lot of business
applications (apps)which makethe livesof workers a loeasier.

That being saitbne must also cons@t the dangersassociated with the ever growing usérnobile
devicesData securityis a critical concerrJsers musprotect their private or businesselated information
stored on mobile devices hysing suitablgorotection mechanismd-dowever the mostimportantis the
peoplebehaviour, since no technical security controls can replace common sense.

1.2 Historical evolution of mobile operating systems

Thehistory of mobile operating systenis a short one but wittmanyhighlightsoverthe last 45 years’ ¢’
89

19701979 First mobile phorseusing cellular technology

19791992 Mobile phones use embedded systems to control operation.

1993 The first smartphone, IB&¥Simon, has a touchscreenmail and PDA features.

1996 Palm Pilot 1000 personal digigakistant (PDA) is introduced with the Palm OS mobile operating
system.

1996 First Windows CE Handheld PC devices are introduced.

1999 Nokia S40 OS is officially introduced along with the Nokia 7110.

2000 Symbian becomes the first modern mobile OS on atphmne with the launch of Ericsson R380.
2001 The Kyocera 6035 is the first smartphone with Palm OS.

2002 Microsofts first Windows CE (Pocket PC) smartphones are introduced.

=A =4 =4 =

=A =2 =8 =8 =9

4 GSMA Intelligence, https://gsmaintelligence.com/, last accessed on-Q81%

5Mobile operating systemhttps://en.wikipedia.org/wiki/Mobile_operating_systepast accessed 0201509-14

6i0S version histonhttps://en.wikipedia.org/wiki/lIOS_version_historiast accessed 0201509-14

7 Android version histonhttps://en.wikipedia.org/wiki/Android_version_historyjast accessed 0201509-14

8 Window Phone version historiaftps://en.wikipedia.org/wiki/Windows_Phoneversion_historylast accessed 0201509-14
9BlackBerry OS release histdnjtps://en.wikipedia.org/wiki/BlackBerry OS#Release_histdagt accessed 0201509-14
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2002 BlackBerry releases its first smartphone.

2005 Nokia introduces Maemo OStbe first Internet tablet N770.

2007 Apple iPhone is introduced a'mobile plone" and"internet communicatot.

2007 Open Handset Alliance (OHA) formed by Google, HTC, Sony, Dell, Intel, Motorola, Samsung, LG

etc.

2008 OHA releases Android 1.0 with tHEC Dream (Mobile G1) as the first Android phone.

2009 Palm introduces webOS with the Palm Pre. By 2012 webOS devices were no longer sold.

2009 Samsung announces the Bada OS with the introduction of the Samsung S8500.

2010 Windows Phone OS phones areaskd but are not compatible with the previous Windows

Mobile OS.

1 2011 MeeGo the first mobile Linux, combining Maemo and Moblin, is introduced with the Nokia N9, a
collaboration of Nokia, Intel and Linux Foundation

1 In September 2011 Samsung, Intel and ltireux Foundation announced that their efforts will shift
from Bada, MeeGo to Tizen during 2011 and 2012.

1 In October 2011 the Mer project was announced, centred around an-ptir&able Linux +
HTML5/QML/JavaScript core for building products with, derfveh the MeeGo codebase.

1 2012 Mozilla announced in July 2012 that the project previously knowBas to Geckbwas now
Firefox OS and had several handset OEMs on board.

1 2013 Canonical announced Ubuntu Touch, a version of the Linux distribution exple=sglyed for

smartphones. The OS is built on the Android Linux kernel, using Android drivers, but does not use any

of the Javdike code of Android.

2013 BlackBerry released their new operating system for smartphones and tablets, BlackBerry 10.

2014 Micresoft released Windows Phone 8.1 in February 2014.

2014 Apple releasei®S 8n September 2014.

2014 BlackBerry releas@&lackBerry 10.@ith integration with theAmazon Appstor@én September

2014.

2014 Google releasefindroid 5.0'Lollipop' in November 204.

2015 Microsoft released Windows 10 Mobile developer preview in February 2015.

2015 Google released Android 5.1 which is an updated versidrotdipop' in March 2015.

2015 Google released Android 6 developer preview in May 2015.

2015 Apple released i®@PBeta for public in June 2015.

=A =4 =4 =9

=A =4 =4 =9

= =4 =4 =9

= =4 =4 =8 =9

1.3 Mobile forensics
Mobile forensis is a field of knowledge and practice aiming the application of forensically sound
techniques to provide highuality, factual, relevant and authentic evidenfoe a legal case.Forensicdly
sound techniquesefer to techniqueswhich ensurethe proper code of conduct durinthe identification,
seizure, storage, examination and analysis of data, resultiegidence that can be successfully uset:gal
cases

Due to the fact that mobilelevices and technologies in general are becoming more and more diverse and
complex, mobile forensgis a continuously developing field of studyttwconstantly improved methods
tools, and devices.

Mobile forensic investigations (and digital forensic investigations in general) can be split into several phases

9 Identificaion of a target mobile device;
1 Seizure and data acquisition

1 Examination and analysis;

1 Reasoning and reporting;
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Over the course dhe investigationall activiiesmust bedocumented,and thegathered evidencemust be

stored properly and securelyThis exercise wilinainly focus on data acquisitiorfexcluding physical
approach) and on theexamination and angkisof data (in termsof mobile devicecontent, application

specific data, malware and network communications). Howeakthe phases will bexplained in later
chapters together with coesponding tasks and exercises. Better understandthe next sectionsbasic

concepts ofdata acquisition must be explained here. There are three different approafdredata

acquisition

1 Logical acquisition

With a logical acquisition technique, an examiner makes a codylesf and folders located ithe logical
storage i.e. a partition, dhe files/folders themselves. The advantage of this approachtbesedescribed
below, is its simplicity: logical objects are easier to understand and the whole method is usually less time
consuming. On the other hand, the examinal wot be able torecover deleted items, in most cases he /
she will not be aware that they even existed.

91 File system acquisition

With this approach, an exainer makes &opy of the file systefa structure includingthe existing (logical)
objects lying on top of itThistechnigue allows acceds objects (e.g. SQLite database recortths)t were
marked agleletedand are not available through logical extractidine resulting image of the storage media
is large but contains all information from a mobile device. The tectmigmore timeconsuming and usually
a bit more complex as it requires better understanding of operating systanchitecture and file systém
structure.

91 Physical acquisition

With this technique, an examiner makes aljtbit copy of the storage media (on which lies the file system

as well adogical objects). This approach allows tlee identification and analysis of data remnants on the
actual storage media (e.g. SD caldlt it requires direct access to flash memory inside of the device, hence

it is the most complex way of data acquisition. In fact, this approach is very similar to hard drive imaging ir
the traditional computer foresic examination of PCs. Devioanufactuers often secure their hardware

from direct access, thus vendors of mobile forensic tools employ various techniques-gaséythe
restrictions e.g. by uploading their own operating systekernel to the device (a process briefly explained

in later sectns).

1.4 Historical evolution of mobile forensics
Mobile forensic technologies developed as tmebile devices and aggmarket grew. This field of study
datesback to the late 1990s and is directly related to the popularity, availability and improved ctgsbili
of mobile communications technologies. Ouée last 20 years thoséechnologieshave undergone a
massive evolution: from simple but rather huge cellular phones providing basic functionalities, to smart
devices enabling their users not only to browtke Internet, but also run any application they want (not
necessarily need).

While early mobile phones were not capable of doing much more than calling or sending SMS message
mobile forensic techologies were not in high demandJsually simple forensi@asks, such as browsirg
devicés contents orreviewing or photocopying its screen, were enough to gather necessary evidence.
Another method of data extraction was to backup the content éocomputer for further analysis. The
analyses were often supportesith information (e.g. call records, billing data) from mobile operators. Such
anapproach, however, had to change with advance of more complex and powerful mobile devices. It must
be also noted, thathe techniques mentioned above, wermt forensically sund, asnot all of themallowed
read-only access tadevicés content.
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New mobile technologies brought new ways of data processing and exchange between users and service
through wireless technologies (i.e. GSM/UMTS/LTE, WLAN, Bluetooth etc.) andetinetlnBut this also
brought awhole new arsenal of mobile forensic techniques allowing for forensically sound data extraction
and powerful analysis. Many commercial and oseuarce tools were developed to addrakge demand for

such solutions. A lot dhem are mentioned in later chapters of this handbook and some of them are used
during the exercises.

New tools are capable of forensically sound data extraction (logical and physical), automated analysis ©
data, keyword searches, analysing applicapacific atifacts etc. But since new mobile devices are
smarter than they were in 1990s, they are also harder to analyke. omplexity of mobile forensic
investigation often can be much greater than that of a usual hard disk.

1.5 Latest trends in robile forensics techniqus
While analysinghe latest trends in the field of mobile forensidtsshould benoted that examiners are
challenged with a major problem,lot of data which occupies a lot of memory. Analysis of large amounts of
data is usually very timeonsuming and in many cases time pressure matkaspossible This is true for
both mobile and'traditional' computer forensic investigations.

The slution to this problem comes with a technique called triage. Triage, in mobile forensicsyigle but
powerful approach. It abiws to save a lot of memory as well a$ot of time. What is triage about?et us
imaginea situation in which a device with 64G@Bmemory is subject to investigation carried out in the field,
the devicés battery is running loyand thereis heavytime pressure.

Thatiswhen and wherehe triage technique comes in handyetus assume thathe initial analysis shows
that only SMS messages are to be extraaed to their relevance to the cask other wordsall other data
is unrecessary.

Secondly, it is necessary to prepare"anquisition profil& which containghe instructions for the forensic
software to only read SMS messages from the del@aring all other data untouched. The resulting data
will be only a few megabytesral the extraction will only take a few moments.

Yet another challenge for forensic examinars automated device lockut mechanisrs, triggered after a
given time periodWhen a device is locked, usually theraasmuch that can be done to access it (let alone
extract the data stored within the deviceland it has to be notedhat quite often this is the case in
investigations. There are sonbasic options to handle this situation:

9 Try and guess thanlock code opattern. Too many incorrect guesses may resufiermanent lockout
or wipingand making many guessing attempts Ww#l very timeconsuming,
1 By-pass loclout mechanisms by attaching a nstandad USR:ableto the mobile device

Attaching a service wireill put the device into a service state. There is no need to activate USB debugging
mode. Witha USB service wirplugged into the device, examineran access physical memory aod|ess

it is encrypted extract data without providing PINs, passwords atterns protectinga lockedout device

from access.

Mobile forensic investigators madye surprised when they find out that some mobile deviess equipped
with so-called"Chinese chipsets? Because of their lowrices, such devices are flooding the marke

10Chinese Chipsetdhysical Extraction from Mobile Devices with Chinese Chipsets, http://www.cellebrite.com/Pages/ethiipsessmobile-
forensicsfor-chinesechipsets, last accessed on: 261319
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At first glancetheir data interfaces look like mini or mickdSB but iffact they aresomething completely
different and noncompliant. Vendors of commercial forensic software and hardware (like Micro
Systemation or Cellebrite) design their own systefe.gPin Point'and ChineX) to help examiners perform
memory extraction from these devices by using special kits with dedicated wires.

Since the mobile market is growing very fast, and mobile applications are installed (while not necessarily
used) on almost everynobile phone, smartphone or tablet, forensic examiners will meet many new
challengesincludingsoftware-based SIM cards, biortrees or NFC / HCE technologies.

1.6 Mobile Platforms and Versios

16.1

16.2

i0S 93

The new version of Apgkemobile system must not only keep pace vitie El Capitaversion of Mac OS, X
but also to keep pacwith competitors, particularly Goodke AndroidOS These mobile operating systems
emphasizeontextual information in search results, device navigation and the capabilities ofactivated
virtual assistans like Siri.

The system will suggest applications depending on the time of day, and the seaich @ljunderstand
guestions or requestlike "show me a picture of Michaslholiday in Croatia

Applicationscan communicate with each othewhile viewing a e-mail invitation,the user can tap an
onscreen button to pass the appointment informatitmanother applicatiorike thecalendarapp.

For many people, the Apple tablet is a ttiwht can be usedot only for fun but alsdor work. If a user uses
two fingers instead of one on the scredhe keyboard turns into a trackpad, which hegghance uability.

The most important new feature in iG5on iPads is multitasking. The revised menu of open applications
now allowstwo apps to open next to each othesimultaneously active, so user can ux#h at the same
time. Anew energy saving modaso exends battery life

iOS 9 introduces a twstep verification and a series of new safeguards for iCloudnt@ncethe safety of
users and their data.

Android Marshmallow*
In late August 2015Google announced that the newesversion of Android will begiven the name
Marshmallow. Theew operating systenwill presenta lot of changes and new features.

Developers have focused primarily on better management of privileges. So far, during installation of an
application, a user had tgrant all the requestegermissions, bnot use the app at alln Android 6.Qusers

will be able to grant permissions individually and on a regular basis. This will increase the safety of Androi
users. Thewill have more control over what data installed applicatiomsyacces.

Android Marshmallow wilhave anew system to optimise battery life. When a user enables this function, all
installed sensors detect if the usieractively using themartphone, oif it is lyingon the desk unused. When
the smartphore does not detecactivity, thesystem will reduce refresh ragdor applicatiors.

11 XRY PinPoinThe Solution for Noi$tandard Mobile Dewe Supporthttps://www.msab.com/products/pinpoint/ last accessed on: 20108-14

2 UFED CHINEX is an ¢adnd solution for the physical extraction and decoding of evidentiary data and passwords from phones manufactured
with Chinese chipsets MTK, Spreadtrum and Infineohttp://www.cellebrite.com/Pages/ufeechinex last accessed 0201509-14

Bi0S 9, http://www.apple.com/ios/whatsew/, last accessed on: 201%-19

1 Android 6.0 Marshmallow, https://www.android.com/versions/marshmaltévd/, last accessed on: 201519
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One of the novelties in the system is integration with Android Raft.A & A dnevDphymBritsB@m,
which competewith solutions such as Apple Pay or Samsung Pay. It will be avaitefteastphones with
NFC and will be used to perform quick payments. Authorisationusél a fingerprint readematively
supported by the newest Androiersion

1.6.3 Windows 10 Mobild®
Windows 10 Mobile is an edition of the Windows 10 operating system develbgeMicrosoft. Itis the
successoof Windows Phone 8.1 although it changed the name from Phone to Mobile.

Battery saving is one of theew important features. It allows for a quick and easy way to view which
applications consume the most energdhe pwer saving function will be better in the new Microsoft mobile
system. Users will receive more accurate statistics on Windows 10 Mobile and be able to disable some c
the applications running ithe background.

Microsoft Edgds a completely new web browsehat Microsoft designed for Windows 10. Edge will be
integrated with the voice assistant Cortana, whagpeared inWindows Phone 8.1. This browser will be
available only for Windows 10 systems.

Microsoft introduced a software tool for easy andostimportantly, rapid porting of applications written
for Android and iOS to Windows 10 Mobile. It means that Windows 10 Mshibelld be able to run
applications designed for iOS and Android.

There are indications that the successor to Windows Phone 8.1 will abers to record and store voice
chat. It is very possible that this type of material will be linked to specific contacts, allowing to quickly find
the selected conversation.

Windows 10 Mobile also includes an adaptation of i@ontinuuni concept from is PC counterparn
supported devices, when attached to an external display, Windows 10 Mobile can scale its user interface
and applications into &PClike" desktop interface with support for mouse and keyboard input.

1.7 Case studiesn mobile threats for Android and iOS
Mobile threats changdynamically with vulnerabilities discovered every weBko particular vulnerabilities
deservespecialattention and are explaied later in the section. Mbile threats can be categorised in a
number of ways:

1 type of vulnerability,

1 way of infection,

9 depth and scope of infection,
I impact.

Threats can exploit vulnerabilities in the udend (i.e. mobile applications) or the operating system
components (i.e. kernel, system services). The lattenasee dangerous but harder to find, the former are
easier to identify but still can be very dangerous as in many cases mobile applications are granted extensiv
privileges over the operating system and detda@mponents.

Infection can happen in a numbef ways: through malware installed as a mobile application, via specially
crafted SMS / MMS message, by exploiting vulnerability through a legitimate application (e.g. with crafted

5 Windows 10 Mobile, http://www.microsoft.com/ems/mobile/windows10/, last accessed on: 2016-19
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input data). The most dangerous infections happen remotely without Ukeosvliedgeor interaction (e.g.
Stagefright?).

Once infected, the device can be compromised up to a certain point. The worst infections enable attacker:
to take control over the whole device (they can also allow users to jailbreak or root their devittesse
processes are explained in chaptér8and1.9). Exploitation o mobile applicatiofs vulnerability can also

be limited in scope e.g. allowing unauthorised access only to data processed within the application. Howeve
taking control ovetthe behaviourof a mobile application may allow attackers to seek and exploit further
vulnerabilities or justo extract interesting information.

Belowwe mentionrecent vulnerabilities and exploitdffecting Android and iO&evices

Android and Stagefright
Cybercrimimls oftentarget Android users. This is due to several factors: it is not only the most popular
mobile system, but also the most fragmented one.

Fragmentation means that at the same time many different versions of Android systems are in use on the
market.Even when a bug is detected and swiftly patched by Google in the next version of the system, mos
users will never see the patchesnewer software versions.

As reported by bgr.com: early in 2015 a security reseancheredJoshua Drake of Zimperium diseved a
loophole that allows the device to be attacked fegeivinga maliciousmultimedia message. This can lead

to unauthorised remote code execution and privilege escalation. It is believed to have the biggest impact or
Android users so far and leaves99 of them vulnerable to the attack

This bug, known aStagefright, is known to exigt version 2.2 (Froyo) and neweersionsof Android. Its
successful exploitation can be done remotely (ahky targets mobile number is reessary), requires no
end-userinteraction and is possible due to a flaw in a core Andso@mponentt a C++ library called
"Stagefright. The software, developed as a part of Android Open Source Project, providesenbaakgine
for opening and playing multimedia content.

CoreText vulnerability
The CoreTextvulnerabilityin Apple iOS 8.throughiOS8.3 allows remote attackers to cause a denial of
serviceto the device'®

effective.
Power

=

JU

Figurel: Text message is causing denial of service on vulnerable iOS device

16950 million Android users at risk as researcher uncovers massive securitltffaiihgr.com/2015/07/27/android-securityflaw-mms-hack/,
last accessed 0r201509-14

”How is Google fixing the Stagefright vulnerability that affects 95% of all Android phaitesAvww.androidauthority.com/howis-google
fixing-the-stagefrightvulnerabilitythat-affects95- of-all-android-phones631560/, last accessed 0201509-14

18 CoreText in Apple ©8.x through 8.3 allows remote attackers to cause a denial of sentti#/www.cvedetails.com/cve/CVR20151157/, last
accessed or201509-14
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Many Applés smartphone users from around the woreborted that they receivel a message containing
the string"effective. Powepp3tb FRHAK B° 3 " which completely blockethe Messaging application,
and in some cases resettin the restart of the device.

The error is related to the way that iOS presents incoming messages in the preview window. It does no
show the whole body of the message, but only a portion thereof, which is located in a separate area. If it i
longer then it is shortened by ellipsis. The problem occurs when the dots falls between the selected
characters from notbatin alphabets e.g. Arabic, Marathi or Chinese. In this case, the pivinhes off and

restarts.

It is worth mentionnga piece of malware, K&aider® which was publically announced in August 2015, and
which affects jailbroken devices only. According to Palo Alto Netwadsgarchers it stealSpush
notification service certificates and private keys, steals and shares App Store purchasimgtiofor and
disables local and remote unlocking functitiies on iPhones and iPddsThe malware spreads through
unofficial applicationgepositoryt Weiphonés CydiaResearchers found almost 225 000 valid Apple Users
credentials stored on a Command@antrol server. Details regarding the way that devices are infected and
"robbed' of sensitive data are available on Palo Alto Networks weBSite

1.8 Mobile technologies tatistics
To imagine the scale of mobile devieesage, the following tables and chartaynbe helpful

OPERATING d 1Q15MARKE 4 1Q14MARKEBHARH

Android 265,012 78. 9 227,549 80.8
i0S 60,177 17.9 43,062 15.3
Windows 8,271 2.5 7,580 2.7
Blackberry 1,325 0.4 1,714 0.6
Other OS 1,268.7 0.4 1,731.0 0.6
Total 336,054.4 100.0 281,636.9 100.0

Tablel: Worldwide smartphone sales to end users by operating system in 1Q15 totalled 460.3 million units during the first
quarter of 2015. (In the table below numbers show thousandsumiits). Source: Gartner (May 2015)

9 Keyraider: iOS malware steals over 225,000 Apple accounts to create free app Utopia,
http://researchcenta.paloaltonetworks.com/2015/08/keyraidens-malware stealsover-225000apple-accountsto-createfree-app-utopia/, last
accessed or201509-14

20palo Alto Networks , https://www.paloaltonetworks.com/, last accessed on: 2MHE9
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Growth into the future - everyone

Another 1bn people will come online, all due to smartphones

Billion people online B People online

B Smartphones

1995 2000 2014 2020

Figure2: Worldwide comparison between people online and active smartphones. Source: ITU, al6z (2014)

—PCs 300

=—i05 & Android

The smartphone industry dwarfs PCs

Abn people buying every 2 years instead of 1.6bn buying every 5 years

Quarterly unit shipments (m)

250
200 -
1500 ¢

100

March-85  March-57  Manch-%3  Manch-01  March-03  March-05  Manch-07  March-08  March-11 March-13

Source: Gartner, Apple, Google, albz

Figure3: Worldwide comparison between selling desktop B@nd smartphones. Source: Gartner, Apple, Google, al6z (2014)
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Figure4: Distribution of new mobile malware by type, Q1 2015. Source: Kaspersky Maly 2015).
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Figure5: Geography of mobile threatsSource: Kaspersky Lab (May 2015)
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COUNTRY % OF ATTACKED USE]

Russia 45.7%
India 6.8%
Kazakhstan 4.1%
Germany 4.0%
Ukraine 3.0%
Vietham 2.7%
Iran 2.3%
UK 2.2%
Malaysia 1.8%
Brazil 1.6%

Table2: Top 10 countries bypumber of attacked users. Source: Kaspersky Lab (May 2015)

NAME % OF ATTACKS

TrojanSMS.AndroidOS.Stealer.a 18.0%
RiskTool.AndroidOS.MimobSMS.a 7.1%
DangerousObject.Multi.Generic 6.9%
RiskTool.AndroidOS.SMSreg.gc 6.7%
TrojanSMS.AndroidOS.OpFake.bo 6.4%
AdWare.AndroidOS.Viser.a 5.9%
TrojanSMS.AndroidOS.Fakelnst.a 5.4%
TrojanSMS.AndroidOS.OpFake.a 5.1%
TrojanSMS.AndroidOS.Fakelnst.fb 4.6%
TrojanSMS.AndroidOS.Erop.a 4.0%
AdWare.AndroidOS.Ganlet.a 3.8%
TrojanSMS.AndroidOS.Agent.u 3.4%
TrojanSMS.AndroidOS.Fakelnst.ff 3.0%
RiskTool.AndroidOS.Mobogen.a 3.0%
RiskTool.AndroidOS.CallPay.a 2.9%
TrojanSMS.AndroidOS.Agent.ao 2.5%
Exploit.AndroidOS.Lotoor.be 2.5%
TrojanSMS.AndroidOS.Fakelnst.ei 2.4%
Backdoor.AndroidOS.Fobus.a 1.9%
TrojanBanker.AndroidOS.Faketoken.: 1.7%

Table3: Top 20 mobile threats of 2014. Source: Kaspersky Lab (May 2015)
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M Trojan-SMS Trojan-Downloader
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™ RiskTool B Other
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Figure6: Distribution of mobile threats by type. Source: Kaspersky Lab (May 2015)
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Figure 7: Number of mobile banking Trojans in the Kaspersky Lab collection (November 20C&tober 2014). Source:
Kaspersky Lab (December 2014)
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Figure8: The distribution of exploits used by fraudsterby type of application attacked. Source: Kaspersky Lab (December
2014)
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COUNTRY % OF UNIQUE USEH

Russia 53.81%
Kazakhstan 53.04%
Azerbaijan 49.64%
Vietham 49.13%
Armenia 48.66%
Ukraine 46.70%
Mongolia 45.18%
Belarus 43.81%
Moldova 42.41%
Kyrgyzstan 40.06%
Germany 39.56%
Algeria 39.05%
Qatar 38.77%
Tajikistan 38.49%
Georgia 37.67%

Saudi Arabia 36.01%

Austria 35.58%
Lithuania 35.44%
Sri Lanka 35.42%
Turkey 35.40%

Table4: The top 20 countries where useface the greatest risk of online infection. This statistic are based on the detection
verdicts returned by the web antivirus module, received from users of Kaspersky Lab products who have consented to provide
their statistical data.Source: Kaspersky LabDécember 2014)
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Figure9: Most popular Apple App Store categories in June 2015, by share of available Sopsce:
http://www.statist a.com/statistics/270291/popularcategoriesin-the-app-store/.

1.9 Rooting of Androidbased devices
Rooting is the process that allows Android devite®vercome the limitations that manufacturers and
distributors of equipmeniand softwareput on them As a rsult of rooting,user of adevice obtais the
"superuser’ privilegesandthe ability to change or replace system applications, Ibescor herown software
(i.e. ROM), install custonor unofficialapplications or enhance system performanéeuser of a roted
deviceis able to perform operations that are nobrmallyavailable toa usualuserof a nonrooted device
such as dumping.e. creatingp full system image, overclocking processors (CPU or &®U)
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There are two methods @&ndroid devicesooting:

1 Permanent; used in most cases, aiming at replacing systems kernel to permanently take control over
the device.

1 Temporaryg mostly used by commerciaiobile forensics softwargin which case a usual restart of a
device will cause it to reverse to wnoted state.

Instruction of how to root an Android device are easily available on the InteFat now the simplest

method to rootan Androidbased device i® usea "one-click' software?! User have to instait on their PC,

connectan Android device tdt and run software to perform roofThere is even a websfeallowing for

remote rooting of Androiebased devices.

1.10 Jaitbreaking of iOShased devices
Jailbreak is a combination of English wot'@sl" and "break' and as the name suggests, this process is
associated with a breach of security. This genemagansremovingimposedlimitations byuploading a
modified kernel tadevicessuch asPhone, iPod touch, iPad and Apple TV. Jailbreak allows full access to the
device andinstallation ofapplicationsor extensions that are nohormally available throughthe official
distribution sourcet Apple'sApp Store. The device aftére jailbreak can still use the App Store, ri€s,
and other normal functions however.

Thereare three methods of jailbreaking of i@d8vices:

9 Tethered jailbreak"pound jailbreak) is ax unlocking software for iOS, which retains its functionality
until the iDevice is shut dowrT o reactivate the system, user must connect the iDevi¢hdo
computer and perform the jailbreak again usthg appropriate program. Until this happetise
device is not suitable for using.

1 Semitethered jailbreak is a specific jailbreaking method. It means that whepteiously jailbroken
iDevicerestarts, it will no longer have aodifiedkernel but it wil still be usable for normal functions.
Theuserwill have to perform jailbreaking again to access the device without limitations.

1 Untethered jailbreak"fesolved, releaseq is a fully fuctional modification of a systemkérnel that
works even when useebootsthe iDevice. Untethered jailbreak is not available for all versions and for
all devices.

So far allApple smartphonesave vulnerabilities allowing for a jailbreak (e.g. identified and published by

the following groupsRedsnOwf® EvasiOrt* Pangr® TaiGd).

21 Oneclick Android roosoftware, http://www.kingoapp.com/androidroot/feature-one.htm, last accessed 0201509-14

2t SNFSOGw22i0Qa wSY23iS ! yRNRAR w22iAy3 { SNBAOSE SyadNB tieryifONE | 8 SR &
system speeds, and custom app capabilityp://perfectroot.com/, last accessd on:201509-14

23j0S 8 jailbrealyttp://www.redsnOw.us/, last accessed 0201509-14

24evasiOn7 Jailbreak for iOShittp://evasiOn.com/, last accessed o201509-14

25Pangu Jailbreak for iOSHp://en.pangu.io/, last accessed 0201509-14

26j0S 8.4 jailbrealhttp://www.taig.com/en, last accessed 0201509-14
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2. Threats andncidens handling

Threats to mobile devices can affect mobile users without their knowledge and sometimes even without
interaction. It is necessary to understand the nature of mobélated threats that have impact on the most
popular mobile platforms: iOS and Android. For this purpose, the following seetiplains security
mechanisms implemented in those systems, followedh@jidentification of mobile applications properties

and permissions. Mobile applications are the most camnsource of vulnerabilities and therefore the
weakest point of any mobile device.

Once a vulnerability is exploited and the threat impgitte device and its user, special proceduiiike
incident handlingmay be required. The nature of mobile threatident handling is explained in another
ENISAraining exercise?” 2

2.1 Threatanalysis
Mobile devices, technically and generally, do not differ very much from theirnmainile counterparts.
Although they use special hardware and dedicated softwareptegallnature of vulnerabilities in both are
similaras they result from design or implementation errordsaonfiguration, user negligence, and similar
factors Years agahreats targeting mobile devices used to be different but with smartphones and tablets
becoming more and more powerful ammbnnectedo the Internet the difference starts to fade away. Hence,
mobile devices and software is prone to malware and spyware attacks, authentication and authorisation
bypass attempts, DoS attackend similar threats

Due tothe mobile nature of smartphones and tablets, thane filled with data of various type including:
pictures and videos,-mail and contacts, call records and text messages, notes and task lists, |eredsimal
data, applicatiorspecific informabn (e.g. passwords, codeand paymentdata). These pones are often
used as a second factor of authentication or authorisation which makes #spaciallyinteresting for
cybercriminals.

On the hardware level, mobile phones are prone to attacks targetimapile network encryption,
identification or access control mechanisms. With core parts of mobile networks still based on old SS7
protocol suite, they are prone to attacks exploiting vulnerabilities that jushateeasy or even possible to
patch: compre SS7 to SMTP, a thrdecadeold mail transfer protocol which by design has no counter
measures against spam or sendesddress spoofing.

Some threats make use of the fact that mobile phones are still a bit less functional, less powerful, have
limited GU or battery lifespan & compared to PCs and laptops. Thepdified design of software
architecture and its szsometimes require a compromise between security needs and user expectations. A
good example is an antirus software which is a de facto st#ard for PCs and laptops, while many, if not
most of mobile users have no AV installed on their smartphones. Quite possibly some of theohewren

aware that AV software is available fmwmemobile devices.

Many security and supervision features mbstimplemented and controlled by external solutions such as
Mobile Devices Management systems explained in section 8.3.

2" Mobile threats incident handling Toolset, Document for students,
https://www.enisa.europa.eu/activities/cert/support/exercise/figMobilethreatsincidenthandlingtoolset.pgfast accessed on: 201®-14
28 Mobile threats incident handling Handbook, Document for teachers,
https://www.enisa.europa.eu/activities/cert/support/exercise/files/Mobileincidenthandlinghandbook, pat accessed on: 20108-14
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Once a threat exploitan existing vulnerability and a security incident happens, thsie need to analyse
the root cause, impact anithe threat itself. Basically there are two ways to approach this task:

i Satic analysis of mobile applications code and configuration. For this purpose, applications need to be
reverseengineered i.e. decompiled and disassembled to understand what procedume: operations
the application performs.

1 Dynamic analysis through observation and assessment, in a controlled environment, of how the mobile
application or the exploit behaves. Typically it means identification of network connections, inter
process commuications, access to mobile devieassets and components, file and folders creation,
modification or deletion.

The following are a few recommendations that will minimize the chance of falling victim to particular threats:

Install applicatiosthat provide security functions on the mobile device.

Do not download software from unauthorised or unofficial sources.

Before installingan application checkhe access permissions it is requesting.

Upgrade firmware, operating system and applications wiméormed to do so.

Turnonthe phone lock code, if possible, and set complex password or pattern.

Do not hold important data on your mobile device unencrypted.

Check the popularity ainapplication and user reviews before downloading and installing it.
Keep mobile devicein sight, donot leavethem without supervision.

Do not connect the mobile device to unknown computers or chargers.

=A =8 =8 =8 =8 -8 -8 -9 -9

Vulnerabilities
Vulnerabilities are software bugs that can be exploited by malware or attackers to take control oftdre,sys
to damage or get information.

According tdSymantec, as of 20F4the number of vulnerabilities in iOS is much higher than thatrafroid.

29 Symangc's Internet Security Threat Repdrttps://www4.symantec.com/mktginfo/whitepaper/ISTR/21347932_-@#ernet-securty-threat-
report-volume-20-2015social_v2.pdflast accessed on: 2019-14
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