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AboutENISA

The European Union Agenity CybersecurityENISA) is a centre of network and informationusigg

expertise for the EU, its member states, the private sector and Elgajtezens. ENISA works with these
groups to develop advice and recommendations on good practice in information security. It assists EU
member states in implementing relevant Edgiklation and works to improve the resilience of Eutepe

critical information infrastructure and networks. ENISA seeks to enhance existing expertise in EU member
states by supporting the development of crdssrder communities committed to improving nebsk and
information security throughout the EU. More information about ENISA and its work can be found at
www.enisa.europa.eu.

Contact
For queries in relation to this paper, please use

csirtrelations@enisa.europa.eu
PGP Key ID: 31E777EC 66B6052A
PGP Key Fingerprint: AAE2 1577 19C4 B3BE EDF7 0669 31E7 77EC 66B6 052A

For media enquiries about this paper, please:use

press@enisa.europa.eu.
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PARAMETER DESCRIPTION DURATION

Participants will set up their own lab
environment, consisting of two virtual
machines.

For the first part of tle exercisepasic VM
images with preloaded files are provided.
The installation and configuration process
include: compiling software from the
source, generating TLS/SSL certificate file
setting up the Certificate Authority,
configuring web browser toecogni® proxy
server as CA and configuring proxy log
analysis toot SARG.

Main Objective The second part of the exercise will begin
with participants receiving a firewall log.
After analysis and comparing the results
against MISP database, proxy server logs
will be cheked for: four infected hosts,
exfiltrated database filenames, text storag
site address and new malicious Commanc
Control server address.

At the DNS part, participants will learn hov
to analyse provided BIND logs using popu
Linux tools and simple spts, and look for
evidence of exfiltration against another
technique.

The exercise is dedicated to less
experienced CSIRT staff involved in netwc
forensics. The exercise is expected to be
also of value to more experienced CSIRT
teammembers, involved in daily incident
response.

Targeted Audience

Total Duration 6.0 hours

Introduction to the exercise and tools

Time Schedule overview 1 hour
Setting up the environment 2 hours
Log analysis 3 hours
Introduction to DNS protocol 1 hour
BIND log aalysis 1 hour

It is advised to organise this exercise whel

Frequency new team members join a CERT/CSIRT.
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1. What Will You Learn?

1.1 Detecting exfiltration on a large finance corporation environment
During the course of this exercise, participants will lgaebasic concestof the proxy server operatign
andhow inspecting the SSL trafitan aid forensic investigatarStudents will also learn about the
Malware Information Sharing Platform (MISP) and the role in can play in threat analysis.

By working wih crafted firewall and proxy server logs, trainees will learn the basic approach to log
analysis, get familiar with basic Linux command line tools and discover what kind of information can be
extracted by combining them with MISP database.

Additionally,students will work with BIND logs learning about more concealed way of data exfiltration
using DNS protocoln thispart, participants will analyse provided log files looking for evidence of data
exfiltration with common Linux tools like grep and searchaisomalous DNS querieBy working with
simple Python script trainees widlok for signs of data exfiltratiotogfiles using basistatisticalanalysis.
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2. Introduction

2.1 SquidProxy Serveconfiguration
The two Virtual Machine images for tisguid Server ad Squid Client can be downloaded here:

https://www.enisa.europa.eu/ftp/ENISA_INF_Squid_Server_5.2.ova
https://www.enisa.europa.eu/ftp/ENISA_INF_Squid_Client_5.2.ova

Both of them can be accessed using same credentials:

Credentials to the machine:

PARAMETER VALUE

Username squid

Password squid

The exercise should be conducted usiggiduser acount. If there is a need to access root account, the
password is alsequid.

First step is to compile the software from the source on the Squid Server machine. Source files have been
preloaded to thehome/squid/squid-3.5.27folder.

Issuing these commandsll install Squid and set the ownershipgquiduser:

cd squid - 3.5.27

Jconfigure -- enable -ssl -crtd -- with - openssl

sudo make && sudo make install

sudo chown squid:squid - R /usr/local/squid

PLEASE NOTE: compiling the software can take up to 10 minutes

In order for Squiderverto able to inspect SSL traffitheeds to act as a trusted Certificate Authority. For
that purpose, a certificate needs to be generated:

mkdir /usr/local/squid/ssl_cert
cd /usr/local/squid/ssl_cert

openssl req -new - newkeyr sa:i4096 -sha256 -days 365 -nodes -x509 -
extensions v3_ca - keyout squid.pem - out squid.pem

openssl x509 - in squid.pem - outform DER - out squid.der

No additional data needs to be provided during the creation of certificate.
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Squid configuration file needs e adjusted to activate the SSL inspection capabilities. The path to config
file is/usr/local/squid/etc/squid.conf

Line 59, containing thhkttp_port 3128 needs to be commented our or removed. At the end of file,
these directives need to be added:

http p ort 0.0.0.0:3128 ssl - bump cert=/usr/local/squid/ss|_cert/squid.pem

generate - host - certificates=on dynamic_cert_ mem_cache_size=4MB

sslertd_program /usr/local/squid/libexec/ss|_crtd - s /varl/lib/ssl_db -M
4MB

acl stepl at_step SsIiBumpl

acl exceptions ssl::se rver name .10.1.1.1

ssl_bump splice exceptions
ssl_bump peek stepl
ssl_bump bump all

SSL certificate database needs to be activated and its ownership changgdithuser:

sudo /usr/local/squid/libexec/ss|_crtd - ¢ -s/varllib/ssl_db - M 4MB
sudo chown squ id:squid /var/lib/ssl_db

Syuid software is activated by issuing the command:

/usr/local/squid/sbin/squid

If proxy server is up and running, netstat command will show that the machine is listening on port 3128:
netstat - pint

squid@squid_server:/usr/local/squi 1_cert$ netstat -plnt
(Not all processes could be identified, non-owned process info
will not be shown, you would have to be root to see it all.)
Active Internet connections (only servers)
Proto Recv-Q Send-Q Local Address reign Address State PID/Program name
0 0 0.0.0.0:22 s ¥ LISTEN

(] 0 0.0.0.0:3128 .0.0.0:%* LISTEN 11415/ (squid-1)

0 0 :::80 Pk LISTEN -

] 0 22 o LISTEN
squid@squid_server:/usr/local/squid/ss

Figurel. Netstat showing Squi proxy listening on port 3128
Below command will show a preview moxy log file:

tail - f/usr/local/squid/var/logs/access.log

2.2 Squid Client configuration
/'Y ySSRa G2 0685 AbbrddsediReRiouslyzgendratddSily cabie obdaBed by rigsthie
command:
scp squid@10.1.1.1:/usr/local/squid/ss|_cert/squid.der ~

dient comes preinstalled with Firefox browser. Certificate can be imported by navigating to the Settings
and selectingPrivacy and Security => Certificabgsion:
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¥ Preferences X ‘ +
<« ¢ | & Firefox | about:preferences#privacy frl N 6D
k
O Find in Preferences
_ﬁ_ General AlIOW FIreToX TO send DacKiogged Ccrasn reports on your penair Learn more
@ Home Security
Q search Deceptive Content and Dangerous Software Protection

) ) v Block dangerous and deceptive content Learn more
ﬂ Privacy & Security = - -

v Block dangerous downloads

I =
7 FINBIES v Warn you about unwanted and uncommon software

Certificates

When a server requests your personal certificate
Select one automatically

® Ask you every time

Query OCSP responder servers to confirm the current validity of \jiew Certificates. ..

certificates . .
@ Firefox Support Security Devices. ..

Figure2. Firefox privacy and security settings
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TheAuthoritiestab allows to import the *.der file:

¥ Preferences * ‘ +

(‘ - C @ | ©) Firefox

about:preferences#privacy hd | I @ =

Certificate Manager

Your Certificates People Servers Authorities

You have certificates on file that identify these certificate authorities

Certificate Name Security Device
~ AC Camerfirma S.A.
Chambers of Cormmerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
~ AC Camerfirma SA CIF AB2743287
Camerfirma Chambers of Commerce Root Builtin Object Token
Camerfirma Global Charmbersign Root Builtin Object Token
~ ACCV
ACCVRAIZL Builtin Object Token

- Nebalim © o A MIIE0OEDNOET

View... Edit Trust... Immport... Export... Delete or Distrust...

Figure3. Firefoxq importing CA file.

Popup window will appear, asking about the scope of certificate trliist this CA to identify websitiss
sufficient for comlucting this exercise:

=% 1 1

== ‘ annlclralldlng Certificate [ ]
ate; You have been asked to trust a new Certificate Authority (CA).

e Do you want to trust “10.1.1.1* for the following purposes?

45 |w"Trust this CA to identify websites,

f Cof || Trust this CA to identify email users.

Tbers

Eefore trusting this CA for any purpose, you should examine its certificate and its policy
a SA and procedures (if available).

Cha

Wiew Examine CA certificate

Glok

Cancel | | oK

Builtin Object Token

Figure4. CA trust scope
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CA certificate is in place, now the browser needs to be pointed to the address of the proxy server, so that
all of the traffic goes through ifNetwork Proxysection can be found i@enerakettings:

I} General

n Privacy & Security

9 Firefox Account

@ Firefox Support

Performance

v Use recommended performance settings Learn more

These settings are tailored to your computer’s hardware and operating system.

Browsing

Use autoscrolling
v Use smooth scrolling
Always use the cursor keys to navigate within pages

Search for text when you start typing

Network Proxy

Configure how Firefox connects to the internet. Learn More Settings...

Figue 5. Firefox proxy settings

Squid Server IP address is statically set to 10.1.1.1, the port is 3128:
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‘ Preferences - Mozilla Firefox l AR N

3¢ Preferences X ‘ +

(— - @ @ |  Firefox | about:preferences#general ww | I o =

Connection Settings

Configure Proxy Access to the Internet

Mo proxy
Auto-detect proxy settings for this network
Use systern proxy settings
Manual proxy configuration
HTTP Proxy 10.1.1.1
v Use this proxy server for all protocols
SSL Proxy 10.1.1.1
TP Proxy 10.1.1.1
SOCKS Host 10.1.1.1
SOCKS v4 @ SOCKS w5
Mo Proxy for

localhost. 127.0.0.1
Help

Figure6. Proxy setting in Firefox

Cancel

If client starts browsing the Internet, theccess.logvill begin to capture information about visited sites.

2.3 Squid Avalysis Report Generator (SARG)

Sarg ithandy tool, designed specifically to work with Squid Software and it provides a quick view on the
activity of all the machines in given network segment. It can be installed from the repository:

sudo apt install sar g

SARG operates ofi |j dzadeeQsilodile, so the path to the file needs to be provided in the configuration

file etc/ sarg/sarg.conf .
/usr/local/squid/var/logs/access.log

Reports are generated by issuing the command:
sudos arg -x

And accessed via web browser undbe sarg.locabddress:

Line 7 needs to be changed to:
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SARG report for 2018 Jul 04 X ‘ -+

<> 4 |® 10.1.1.1/2018Julo4-2018juloafindex.html 140% - O {}| N @O =
Y o) N .
k . i Squid Analysis Report Generator
Squid User Access Reports
Period: 2018 Jul 04
Sort: bytes, reverse
Top users
Top sites
Sites 8& Users
NUM| | USERID | CONNECT| BYTES| %BYTES| IN-CACHE-OUT| ELAPSED TIME| MILLISEC| %TIME |
1 ih RIS | 254| 1.41M| 100.00%| 0.00%| 100.00% 00:01:17| 77,981 100.00%
TOTAL | 254] 1.41M| 0.00%| 100.00%| 00:01:17|  77,981]
AVERAGE| 254] 1.41M| 00:01:17| 77,981|

Generated by sarg-2.3.10 Apr-12-2015 on Julf04/2018 15:05

Figure7. SARG web panel
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3. Exercise Tasks

3.1 Network Traffic Analysis

TheSquid_client machine has been preloaded with two crafted log files that will be used in this part of
exercise. Both aret@red in/home/squid/exercise_logs directory:

9 firewall.logg pfSense firewall log
9 access.log Squid proxy log

As a prerequisite, two additional commands need to be issued on the Squid_server VM:

sudo cp /root/access.log /usr/local/squid/var/logs/
sudosa rg -x

The analysis should start with firewall log file. Some basic statistical information can be obtained by issuing
below commands:

wc - | firewall.log

Showsthat the file has 7919 lines;

grep "block " firewall.log | wc -1

Showsthat all of these 7919 lireeare requests blocked by firewall
awk - F, {print $17} firewall.log | sort | uniq

Returnsinformation about L4 protocols (and ICMP)

awk - F, {print $17} firewall.log | grep "tcp" | wc -
awk - F, {print $17} firewall.log | grep "udp" | wc -
awk -F,'{ print$17} firewall.log | grep “icmp" | wc -

Will show how many requests correspond to each of the L4 protocols that has been used. The majority of
traffic has been generated by TCP protocol.

awk - F, {print $22}' firewall.log | sort | uniq - C | sort -n

Showsnumber of occurrences of ports that have been ubgd.4protocols

squid@squid_client:~$ awk -F, '{print $22}' firewall.log | sort | uniq -c | sort -n -r
1264 443
951 17500
850 138
657 23

528 8610
411 137
297 7547
291 8291
158 80
146 25

Figure8. Most popular protocols
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Below commands:

awk - F, {print $19} firewall.log | sort | uniq | wc -
awk - F, {print $20} firewall.log | sort | uniq | wc -

Will return the total number of unique IBource and destinatioaddressesccordingly.

It is known from the scenario, that the data was exfiltrated to external service. This means that private IP
address range can be excluded from the destination IP addresses. It knaigo, that machines in this
particular company operate in the 10.x.x.x IP address range. Below command:

awk - F, {print $20}' firewall.log | grep - v "10.*" | sort | uniq | wc -
I

Will return 136 unique IP addresses thdd notbelong to 10.x.x.x range. &be addresses can be checked
against MIPS database.

Local MISP instance can be accessed via web browser, the address is misp.local. User credentials are:
User:squid@example.com
Password: Password1234

PLEASE NOHassword is case sensitive

£ Users - MISP x |+

&« ca @ @ @& httpsy/10.1.1.1jusers/login - O W In @ =

MISP

Threat Sharing

Login

Email
sguidi@example.com
Passward

Figure9. MISP login screen
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All IP addresses can be checked by navigatidgtions => Search Attributes
W Applications ‘Q Events - MISP - Mozilla F... ‘ B squid@debian: ~ é 23:16 () squid
Q Events - MISP - Mozilla Firefox RN IRX
- Events - MISP x | +
< c @ @ & httpsi/10.1.1.1 - O In 0 =
List Events
s Event | Aod Event ints
Import from... List Attributes
wious 1 2 a 4 3 4 T g 3 10 next =
List Attribute
Search gttt Yiew Proposals My Events  Org Events
Events with proposals  pplished Ory Owner Ory 1d  Clusters Tags #Attr. Email Date
Wiew Propog
Events with|  List Tags ’ ComCERT Squid 567 19 squid@example.com  2018-08-02
Add Tag
Export List Taxonomies
Automation ' Souid 34 Type:0OSINT  tip:white 3 squid@example.com  2014-07-28
List Templates
Add Template
E Souid 73 Type:OSIMT  tip:white 142 squid@example.com  2014-01-21

Export

Automation
CthulhuSPRL.be  Squid Type:OSINT  tip:white squidi@example.com  2015-04-13

https:f/10.1.1.1/attributes/search

Figurel0. MISP Database with Options Menu
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= Attributes - MISP x|+
<) C @ arch e @ w in @ =
Home
List Event ;|
e Events Search Attribute
Add Event
Import from... You can search for attributes hased an contained expression within the value, event ID, submitting arganisation, categary and type
For the value, event ID and organisation, you can enter several search terms by entering each term as a new line. To exclude things from a result, use the NOT operatar () in front of the term
List Attributes For string searches (such as searching for an expression, tags, efc) - lnokups are simple string matches. If you want a substring match encapsulate the Inokup string between "% characters

Search attributes
Containing the following expressions

EEPELRE
54.85.166.54

Events with proposals 64.233.167.114

74.208.255.163

Export 74.208.255.171

74.208.255.172

77.234.42.252

77.23442.253

77.234.43.53

77.234.45,54

B4.53.181.214

91.189.89.193 '

Yiew Proposals

Automation

9121224221
91.228.166.63

Being an attribute matching the following tags

Figurell. Search for Attributes

After clicking theSearctbutton at the bottom of the page, this result can be seen:

-2 Attributes - MISP X |+

& ¢ @

LI B+ 4 N @ =

& httpsi/10.1.1.1/attributesys

List Events .
Acid Evert Attributes
mport . Results for all attributes with the value containing "1.2.3.4, 13.32.98.29, 13.32.99.15, 144.2.3.5, 144.76.253.229, 149.156.70.60, 157.249.177.128, 159.253.128.183,

159.253.242.123 and several other keywords™:
List Attributes

Search Attributes

Download results as JSON Event * Ory Category Type Value Tags Comment DS Actions

Download results as XML
567 ComCERT  Metwork activity  ip-dstjport 15654 66.134(21 FTP dropzone Yes GHEE

Download results as C5V

Page 1 of 1, showing 1 records out of 1 total, starting on record 1, ending on 1
Wiew Proposals

Events with proposals

Export

Automation

Figurel2. Match found in MISP

There is a match in MISP event number 567. IP Address 185.4.66.194 has been involved in some maliciot
activity. By clicking on the Event ID, additional information can beirdda
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- Events - MISP x | +
<« c @ B8 -9 N @

Home o Input Filter o E { o Aud d Log out
+ Eox Filters: m File Metwork Financial Proposal Correlation Warnings  Include deleted attributes  Show context fields Q
Date Ory Category Type Value Tags Galaxies Comment Correlate Related Feed IDS Distribution Sightings Activity Actions
Events hits
2018-08-02 Metwark activity ip-dstjpart 165.4.66.194:21 FTP v Yes Inherit iy 1 F cil &
dropzone ({0/0f0)
2018-08-02 Metwork activity url hitps://fastparceldelivery. ex/kirk54 57 34/gate.php CZurl 1 Yes Inherit iy 1} S ciEl e
(0
2018-08-02 Metwork activity url hitps://mofiice-cdn.ex/spocky 3257 3/gate php Secondary [« Yes Inherit iy 1R F el e
cz url (0
2018-08-02 Metwork activity domain|ip fastparceldelivery.ex v Mo Inherit iy 1R F ciEl e
165.155.62.230 (D)
2018-08-02 Metwork activity domain|ip mofiice-con ex v Mo Inherit iy 1R F ciEl e
165.130.104 235 (DAY
2018-08-02 Other comment Indicators related to recently observed malspam campaign distributing v Mo Inherit iy R F ciEl e
RAT malware used to steal intenal documents and ather information {0/0M0)
from companies.
201a-08-02 Fayload delivery email-subject PAYMENT COMFIRMATION v Mo Inherit iy 1 F il &
(0/070)
2018-08-02 Fayload delivery email-hody  FYI v Mo Inherit iy R F ecil &
(0/070)

Figurel3. Collection of attributes belonging to Event 567

In the course of this exercise, C2 servers URL addresses as well as FTP host will be used:

1 hxxps://fastparceldelivery[.]Jex/kirk545734/gate.php
1 hxxps://Imofficecdn[.Jex/spock732573/gate.php
1 185.4.66.194

PLEASE NOTE: in this particular scenario, the number of IP addresses is fairly low and can be easily
processed by MISP in web panel. In cases, where there are many more IOCs to check, it is better to use
aLt{Qa !'tL®

IP address obtained fre MISP can now be checked against firewall log to search for more information:

grep "185.4.66.194" firewall.log

squid@squid_client:~$ grep 5.4.66.194" firewall.log
Aug 3 10:53:42 fwO.mycompany.ex fi rlog: 117,16777216,,1533225116,eml_vlanl®,match,block,in,4,0x0,,64,33722,0,DF,6,tcp,60,10.0.10.202,185.4.66.
0,S,1316528098, ,29200, ,mss;sa ;TS;nop; ale
fi fi g: 117,16777216,,1533225116,eml_vlanl®,match,block,in,4,0x0,,64,33723,0,DF,6,tcp,60,10.0.10.202,185.4.66.
ale
117,16777216,,1533225116,eml_vlanl®,match,block,in,4,0x0,,64,33724,0,DF,6,tcp,60,10.0.10.202,185.4.66.

ale
filterlog: 117,16777216,,1533225116,eml_vlanl®,match,block,in,4,0x0,,64,33725,0,DF,6,tcp,60,10.0.10.202,185.4.66.
kOK; TS;nop;wscale
x filterlog: 117,16777216,,1533225116,eml vlanl®,match,block,in,4,0x0,,64,33726,0,DF,6,tcp,60,10.0.10.202,185.4.66.
TS;nop;wscale
> : 117,16777216,,1533225116,eml_vlanl@,match,block,in,4,0x0,,64,33727,0,DF,6,tcp,60,10.0.10.202,185.4.66.194,33908, 21,
kOK; TS;nop;wscale

Figurel4. Connections to malicious IP address

From thisquery, it can be deduced that a connection attempt to a suspicious address was matleguoist

the 3rd at 10:53:42. The source address was internal host 10.0.10.202, and the attempt was blocked by
firewall. Destination IP was 185.4.66.194 on ®itf whichsuggests that this was an ftp connection

attempt.
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Firewall log analysis summary:

Totd number of source |IP addresses: 1270

Total number of destination IP Addresses: 185

IP Protocols that have been used: UDP, TCP and ICMP
Wellknown services that have been used: http, https. SSH, NetBIOS, smpt
IP Address of the infected machine: 10.0.10.202

Malicious IP Address: 185.4.66.194

Time frame of the attack: 10:53:42¢ 10:54:13

C2 servelJRLs. These can now be checked against Squiitelofhe addresses are:

1 hxxps://fastparceldelivery[.]ex/kirk545734/gate.php
1 hxxps://Imofficecdn[.]ex/spck732573/gate.php

Since there are only two address to be checked, grep can be used

grep https://fastparceldelivery.ex/kirk545734/gate.php access.log
grep https://moffice - cdn.ex/spock732573/gate.php access.log

Frst query yields no results, but the second one shows these log entries:

rep https://moffice-cdn.ex/spock gate.p access. log
.10.128 TCP_MISS/200 - https: It .ex/spock732573/gate.php - HIER DIRECT/185. c c text/html
.10.111 TCP_MISS/200 - https: ff - pock732573/gate.php - HIER DIRECT/18 . .235 text/html
.10.134 TCP_MISS/200 35334 https: ff . pock732573/gate.php - HIER DIRECT/ c c .235 text/html

.18.128 TCP_MISS5/200 35334 https://moffice-cdn. pock732573/gate.php - HIER_DIREC 35. . .235 text/html

.18.111 TCP_MISS5/200 35334 https://moffice-cdn. pock732573/gate.php - HIER DIREC . . .235 text/html

.0.10.134 TCP_MISS5/200 35334 https://moffice-cdn. pock732573/gate.php - HIER DIREC . . .235 text/html

1533289347. .0.10.128 TCP_MIS5/2080 35334 https://moffice-cdn. pock732573/gate.php - HIER_DIREC . . .235 text/html
1533289773. .0.10.111 TCP_MISS5/200 35334 https://moffice-cdn.ex/spock732573/gate.php - HIER DIRECT/185. . .235 text/html

Figurel5. Malicious domain found in Squid log
This indicates that some machines within the network have been infected with mal@anemand

grep https://moffice - cdn.ex/spock732573/gate.php access.log | awk
{print $3}' | sort | uniq

Isolatesthree infected IP addresse40.0.10.111, 10.0.10.128, 10.0.10.134

squid@squid_client:~$ grep "https://moffice-cdn.ex/spock732573/gate.php” access.log | awk '{print $3}' | sort | uniq
10.0.10.111

10.0.10.128
10.0.10.134

Figurel6. IP addresses of infected hosts
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Some more information can be easily olntadl by looking through the SARG report. By navigating to
sarg.local address, this report can be obtained:

J SARG report for 2018 Aug 03 X | +

| (D sarg.localj2018Aug03-2018Aug03jindex html 130%

) i
f) (ﬂ‘j Squid Analysis Report Generator

Squid User Access Reports
Period: 2018 Aug 03
Sort: bytes, reverse

v O 1|

Top users
Top sites

Sites & Users

Dowmnloads
NUM| | USERID | CONNECT| BYTES |%BYTES| IN-CACHE-OUT| ELAPSED TIME| MILLISEC | %TIME|
1o ®10.0.00001| 725K  1.35G| 14.24%| 29.89%) 70.11% 04:16:33| 15,393,956(12.85%
2| ®10.0.10.166) 58.12K]  1.23G| 12.94%| 26.74%) 73.26% 03:47:02| 13,622,052(11.38%
3| ®10.0.10.205|  61.92K] 1.16G| 12.23%| 23.62%) 76.38% 05:14:08| 18,848,232(15.74%
4/alh|10.0.10.184| 55.23K]  1.03G| 10.91%| 27.75%) 72.25% 04:03:09| 14,589,450(12.18%
5ol ®|10.0.10.172| 55.23K]  1.03G| 10.91%| 27.75%| 72.25% 04:03:09| 14,589,450(12.18%
6|nl85|10.0.10.173|  48.06K] 999.09M| 10.50%| 25.98%| 74.02% 03:04:44| 11,084,271| 9.26%
7|1l B 10.0.10.102|  48.79K| 956.14M| 10.05%) 23.79%| 76.21%) 03:45:45| 13,545,500/ 11.31%]
8ula®|10.0.10.119|  40.63K| 888.15M  9.33%| 30.97%| 69.03%] 02:07:24| 7,644,861| 6.38%]
o|mla®|10.0.10.152|  38.92K| 802.27M  8.43%| 26.82%| 73.18%] 02:47:18| 10,038,672 8.38%|
10|01l B 10.0.10.151 361| 17.46M 0.18%| 3.46%| 96.54%] 00:01:56] 116,669 0.10%]
11|wh B[ 10.0.10.128| 336/ 13.03M 0.14%| 3.10%|96.90%| 00:01:50|  110,699| 0.09%]
12[0h B[ 10.0.10.111 461| 12.26M 0.13%| 0.61%|99.39% 00:01:52 112,077 0.00%
13| nh B[ 10.0.10.134 158| 967.00K|  0.01%| 4.42%|95.58% 00:00:55 55,581 0.05%

TOTAL | 480.42K 9.51G 26.94%)| 73.06% 33:15:52| 119,752,460
AVERAGE |  36.95K| 732.02M| 02:33:31| 9,211,727

Figurel?7. SARG shows logs from 3 Aug 2018
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By browsing the activity of first infected machine, 10.0.10.111 it can be learned, that it visiteaservic
used for storing data online and pasting text datamely Zippyshare and Ghostbin:

User report X | +
&« [ \ (@ sarglocal/2018Aug03-2018AUg03/10_0_10_111/10_0_10_111.html 130% we @ -
N ) Squid Analysis Report Generator
Squid User Access Reports

Period: 2018 Aug 03

User: 10.0.10.111

Sort: bytes, reverse

User report

ACCESSET SITE CONNECT| BYTES |%BYTES|IN-CACHE-OUT | ELAPSED TIME| MILLISEC | %TIME
) www3 4. zippyshare.com 15 7.87M| 64.27%| 0.96%| 99.04% 00:00:15 15,875|14.05%
3y www.zippyshare.com 53 1.56M| 12.75%| 0.00%| 100.00% 00:00:09 9,660 B.55%
www.google.com 30| 676.24K 5.52%| 0.00%| 100.00% 00:00:04 4,043 3.58%
By register.mediabridge.cc 20| 228.11K 1.86%| 0.00%| 100.00% 00:00:02 2,813 2.49%
% mb.media-bucket.com 35| 208.76K 1.70%| 0.00%| 100.00% 00:00:02 2,018 2.58%
B img.mediabridge.cc 1| 186.72K 1.52%| 0.00%| 100.00% 00:00:00 480| 0.42%
|_|% ghosthbin.com 19| 186.37K 1.52%| 0.00%| 100.00% 00:00:03 3,830 3.39%
[ p0.mycdn.co 3| 170.84K 1.38%| 0.00%| 100.00% 00:00:00 458 0.41%
3y p232207.mycdn.co 3| 165.05K 1.35%| 0.00%| 100.00% 00:00:00 449| 0.40%
B d1 0lumateci472.cloudfront.net 6| 149.02K 1.22%| 0.00%| 100.00% 00:00:01 1,193 1.06%
% s7.addthis.com 1| 114.71K 0.94%| 0.00%| 100.00% 00:00:00 215| 0.19%
% moffice-cdn.ex 3| 106.00K 0.86%| 0.00%| 100.00% 00:00:00 393| 0.35%
% apis.google.com 2| 87.35K 0.79%| 0.00%| 100.00% 00:00:00 191 0.17%
&/ islandmob-com-plaggl ago.stackpathdns.com 6| 93.18K 0.76%| 0.00%| 100.00% 00:00:00 272 0.24%
] styleszelife.com 13| 55.01K 0.45%| 0.00%| 100.00% 00:00:02 2,156 1.91%
3y www.gstatic.com 2| 49.01K 0.40%| 0.00%| 100.00% 00:00:00 126| 0.11%

Figurel8. Host's 10.0.10.111 browsing history
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Similar patterns can be observed by browsing the history of the remaining two infected hosts, 10.0.10.128
and 10.0.10.13:

Figurel9Host's 10.0.10.1278 browsing history
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