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About ENISA 

The European Union Agency for Cybersecurity (ENISA) is a centre of network and information security 
expertise for the EU, its member states, the private sector and Europe's citizens. ENISA works with these 
groups to develop advice and recommendations on good practice in information security. It assists EU 
member states in implementing relevant EU legislation and works to improve the resilience of Europe's 
critical information infrastructure and networks. ENISA seeks to enhance existing expertise in EU member 
states by supporting the development of cross-border communities committed to improving network and 
information security throughout the EU. More information about ENISA and its work can be found at 
www.enisa.europa.eu. 
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PARAMETER DESCRIPTION DURATION 

Main Objective 

Participants will set up their own lab 
environment, consisting of two virtual 
machines. 

For the first part of the exercise, basic VM 
images with preloaded files are provided. 
The installation and configuration process 
include: compiling software from the 
source, generating TLS/SSL certificate files, 
setting up the Certificate Authority, 
configuring web browser to recognise proxy 
server as CA and configuring proxy log 
analysis tool - SARG. 

The second part of the exercise will begin 
with participants receiving a firewall log. 
After analysis and comparing the results 
against MISP database, proxy server logs 
will be checked for: four infected hosts, 
exfiltrated database filenames, text storage 
site address and new malicious Command & 
Control server address. 

At the DNS part, participants will learn how 
to analyse provided BIND logs using popular 
Linux tools and simple scripts, and look for 
evidence of exfiltration against another 
technique. 

 

Targeted Audience  

The exercise is dedicated to less-
experienced CSIRT staff involved in network 
forensics. The exercise is expected to be 
also of value to more experienced CSIRT 
team members, involved in daily incident 
response.  

 

Total Duration 6.0 hours  

Time Schedule 
Introduction to the exercise and tools 
overview 

1 hour 

 Setting up the environment 2 hours 

 Log analysis 3 hours 

 Introduction to DNS protocol 1 hour 

 BIND log analysis 1 hour 

Frequency 
It is advised to organise this exercise when 
new team members join a CERT/CSIRT. 
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1. What Will You Learn? 

 Detecting exfiltration on a large finance corporation environment 
During the course of this exercise, participants will learn the basic concepts of the proxy server operation, 
and how inspecting the SSL traffic can aid forensic investigators. Students will also learn about the 
Malware Information Sharing Platform (MISP) and the role in can play in threat analysis. 

By working with crafted firewall and proxy server logs, trainees will learn the basic approach to log 
analysis, get familiar with basic Linux command line tools and discover what kind of information can be 
extracted by combining them with MISP database. 

Additionally, students will work with BIND logs learning about more concealed way of data exfiltration 
using DNS protocol. In this part, participants will analyse provided log files looking for evidence of data 
exfiltration with common Linux tools like grep and search for anomalous DNS queries. By working with 
simple Python script trainees will look for signs of data exfiltration logfiles using basic statistical analysis. 

  



 Detecting exfiltration on a large finance corporation environment 
1.1 | August 2019 

07 

2. Introduction 

 Squid Proxy Server configuration 
The two Virtual Machine images for the Squid Server and Squid Client can be downloaded here: 

https://www.enisa.europa.eu/ftp/ENISA_INF_Squid_Server_5.2.ova 
https://www.enisa.europa.eu/ftp/ENISA_INF_Squid_Client_5.2.ova 

 Both of them can be accessed using same credentials: 

Credentials to the machine: 

  

 

 

 

The exercise should be conducted using squid user account. If there is a need to access root account, the 
password is also squid. 

First step is to compile the software from the source on the Squid Server machine. Source files have been 
preloaded to the /home/squid/squid-3.5.27 folder. 

Issuing these commands will install Squid and set the ownership to squid user: 

cd squid - 3.5.27  

 

./configure -- enable - ssl - crtd -- with - openssl  

 

sudo make && sudo make install  

 

sudo chown squid:squid - R /usr/local/squid  

PLEASE NOTE: compiling the software can take up to 10 minutes. 

In order for Squid Server to able to inspect SSL traffic, it needs to act as a trusted Certificate Authority. For 
that purpose, a certificate needs to be generated: 

mkdir /usr/local/squid/ssl_cert  

 

cd /usr/local/squid/ssl_cert  

 

openssl req - new - newkey r sa:4096 - sha256 - days 365 - nodes - x509 -

extensions v3_ca - keyout squid.pem  - out squid.pem  

 

openssl x509 - in squid.pem - outform DER - out squid.der  

No additional data needs to be provided during the creation of certificate. 

PARAMETER VALUE 

Username squid 

 

Password squid 

https://www.enisa.europa.eu/ftp/ENISA_INF_Squid_Server_5.2.ova
https://www.enisa.europa.eu/ftp/ENISA_INF_Squid_Client_5.2.ova
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Squid configuration file needs to be adjusted to activate the SSL inspection capabilities. The path to config 
file is /usr/local/squid/etc/squid.conf .  

Line 59, containing the http_port 3128 needs to be commented our or removed. At the end of file, 
these directives need to be added: 

http_p ort 0.0.0.0:3128 ssl - bump cert=/usr/local/squid/ssl_cert/squid.pem 

generate - host - certificates=on  dynamic_cert_mem_cache_size=4MB  

sslcrtd_program /usr/local/squid/libexec/ssl_crtd - s /var/lib/ssl_db - M 

4MB 

acl step1 at_step SslBump1  

acl exceptions ssl::se rver_name .10.1.1.1  

ssl_bump splice exceptions  

ssl_bump peek step1  

ssl_bump bump all  

SSL certificate database needs to be activated and its ownership changed to squid user: 

sudo /usr/local/squid/libexec/ssl_crtd - c - s /var/lib/ssl_db - M 4MB 

sudo chown squ id:squid /var/lib/ssl_db  

Squid software is activated by issuing the command: 

/usr/local/squid/sbin/squid  

If proxy server is up and running, netstat command will show that the machine is listening on port 3128: 

netstat - plnt  

 

Figure 1. Netstat showing Squid proxy listening on port 3128 

Below command will show a preview of proxy log file: 

tail - f /usr/local/squid/var/logs/access.log  

 

 Squid Client configuration 
/! ƴŜŜŘǎ ǘƻ ōŜ ƛƳǇƻǊǘŜŘ ǘƻ ŎƭƛŜƴǘΩǎ ǿŜb browser. Previously generated file can be obtained by issuing the 
command: 

scp squid@10.1.1.1:/usr/local/squid/ssl_cert/squid.der ~  

Client comes preinstalled with Firefox browser. Certificate can be imported by navigating to the Settings 
and selecting Privacy and Security => Certificates option: 
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Figure 2. Firefox privacy and security settings 
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The Authorities tab allows to import the *.der file: 

 

Figure 3. Firefox ς importing CA file. 

Pop-up window will appear, asking about the scope of certificate trust. Trust this CA to identify websites is 
sufficient for conducting this exercise: 

Figure 4. CA trust scope 
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CA certificate is in place, now the browser needs to be pointed to the address of the proxy server, so that 
all of the traffic goes through it. Network Proxy section can be found in General settings: 

 

Figure 5. Firefox proxy settings 

Squid Server IP address is statically set to 10.1.1.1, the port is 3128: 
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Figure 6. Proxy setting in Firefox 

If client starts browsing the Internet, the access.log will begin to capture information about visited sites. 

 Squid Analysis Report Generator (SARG) 
Sarg is a handy tool, designed specifically to work with Squid Software and it provides a quick view on the 
activity of all the machines in given network segment. It can be installed from the repository: 

sudo apt install sar g 

SARG operates on {ǉǳƛŘΩǎ access.log file, so the path to the file needs to be provided in the configuration 
file etc/ sarg/sarg.conf . Line 7 needs to be changed to: 

/usr/local/squid/var/logs/access.log  

Reports are generated by issuing the command: 

sudo s arg - x 

And accessed via web browser under the sarg.local address: 
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Figure 7. SARG web panel 
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3. Exercise Tasks 

 Network Traffic Analysis 
The Squid_client machine has been preloaded with two crafted log files that will be used in this part of 
exercise. Both are stored in /home/squid/exercise_logs  directory: 

¶ firewall.log ς pfSense firewall log 

¶ access.log ς Squid proxy log 
 

As a prerequisite, two additional commands need to be issued on the Squid_server VM: 

sudo cp /root/access.log /usr/local/squid/var/logs/  

sudo sa rg - x 

The analysis should start with firewall log file. Some basic statistical information can be obtained by issuing 
below commands: 

wc - l firewall.log  

Shows that the file has 7919 lines; 

grep " block "  firewall.log | wc - l  

Shows that all of these 7919 lines are requests blocked by firewall 

awk - F, '{print $17}' firewall.log | sort | uniq  

Returns information about L4 protocols (and ICMP) 

awk - F, '{print $17}' firewall.log | grep "tcp" | wc - l  

awk - F, '{print $17}' firewall.log | grep "udp" | wc - l  

awk - F, '{ print $17}' firewall.log | grep "icmp" | wc - l  

Will show how many requests correspond to each of the L4 protocols that has been used. The majority of 
traffic has been generated by TCP protocol. 

awk - F, '{print $22}' firewall.log | sort | uniq - c | sort - n 

Shows number of occurrences of ports that have been used by L4 protocols: 

 

Figure 8. Most popular protocols 
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Below commands: 

awk - F, '{print $19}' firewall.log | sort | uniq | wc - l  

awk - F, '{print $20}' firewall.log | sort | uniq | wc - l  

Will return the total number of unique IP source and destination addresses accordingly. 

It is known from the scenario, that the data was exfiltrated to external service. This means that private IP 
address range can be excluded from the destination IP addresses. It is also known, that machines in this 
particular company operate in the 10.x.x.x IP address range. Below command: 

awk - F, '{print $20}' firewall.log | grep - v "10.*" | sort | uniq | wc -

l  

Will return 136 unique IP addresses that do not belong to 10.x.x.x range. These addresses can be checked 
against MIPS database. 

Local MISP instance can be accessed via web browser, the address is misp.local. User credentials are: 

User: squid@example.com 

Password: Password1234  

PLEASE NOTE: Password is case sensitive 

 

Figure 9. MISP login screen 

  

mailto:squid@example.com
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All IP addresses can be checked by navigating to Actions => Search Attributes:  

 

 

Figure 10. MISP Database with Options Menu 
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Figure 11. Search for Attributes 

After clicking the Search button at the bottom of the page, this result can be seen: 

 

Figure 12. Match found in MISP 

There is a match in MISP event number 567. IP Address 185.4.66.194 has been involved in some malicious 
activity. By clicking on the Event ID, additional information can be obtained.  
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Figure 13. Collection of attributes belonging to Event 567 

In the course of this exercise, C2 servers URL addresses as well as FTP host will be used: 

¶ hxxps://fastparceldelivery[.]ex/kirk545734/gate.php 

¶ hxxps://moffice-cdn[.]ex/spock732573/gate.php  

¶ 185.4.66.194 
 

PLEASE NOTE: in this particular scenario, the number of IP addresses is fairly low and can be easily 
processed by MISP in web panel. In cases, where there are many more IOCs to check, it is better to use 
aLt{Ωǎ !tLΦ  

IP address obtained from MISP can now be checked against firewall log to search for more information: 

grep "185.4.66.194" firewall.log  

 

Figure 14. Connections to malicious IP address 

From this query, it can be deduced that a connection attempt to a suspicious address was made on August 
the 3rd at 10:53:42. The source address was internal host 10.0.10.202, and the attempt was blocked by 
firewall. Destination IP was 185.4.66.194 on port 21, which suggests that this was an ftp connection 
attempt. 

  



 Detecting exfiltration on a large finance corporation environment 
1.1 | August 2019 

19 

Firewall log analysis summary: 

Total number of source IP addresses:   1270 
Total number of destination IP Addresses:  185 
IP Protocols that have been used:  UDP, TCP and ICMP 
Well-known services that have been used: http, https. SSH, NetBIOS, smpt 
IP Address of the infected machine:  10.0.10.202 
Malicious IP Address:    185.4.66.194 
Time frame of the attack:   10:53:42 ς 10:54:13 

 C2 server URLs. These can now be checked against Squid log file. The addresses are: 

¶ hxxps://fastparceldelivery[.]ex/kirk545734/gate.php 

¶ hxxps://moffice-cdn[.]ex/spock732573/gate.php  
 

Since there are only two address to be checked, grep can be used: 

grep https://fastparceldelivery.ex/kirk545734/gate.php access.log  

grep https://moffice - cdn.ex/spock732573/gate.php access.log  

First query yields no results, but the second one shows these log entries: 

 

Figure 15. Malicious domain found in Squid log 

This indicates that some machines within the network have been infected with malware. Command: 

grep https://moffice - cdn.ex/spock732573/gate.php access.log | awk 

'{print $3}' | sort | uniq  

Isolates three infected IP addresses: 10.0.10.111, 10.0.10.128, 10.0.10.134 

 

Figure 16. IP addresses of infected hosts 

  

https://fastparceldelivery.ex/kirk545734/gate.php%20access.log
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Some more information can be easily obtained by looking through the SARG report. By navigating to 
sarg.local address, this report can be obtained: 

 

Figure 17. SARG shows logs from 3 Aug 2018 
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By browsing the activity of first infected machine, 10.0.10.111 it can be learned, that it visited services 
used for storing data online and pasting text data, namely Zippyshare and Ghostbin: 

 

Figure 18. Host's 10.0.10.111 browsing history 
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Similar patterns can be observed by browsing the history of the remaining two infected hosts, 10.0.10.128 
and 10.0.10.134: 

 

Figure 19 Host's 10.0.10.1278 browsing history 






























