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About ENISA 

The European Union Agency for Cybersecurity (ENISA) is a centre of network and information security 
expertise for the EU, its member states, the private sector and Europe's citizens. ENISA works with these 
groups to develop advice and recommendations on good practice in information security. It assists EU 
member states in implementing relevant EU legislation and works to improve the resilience of Europe's 
critical information infrastructure and networks. ENISA seeks to enhance existing expertise in EU member 
states by supporting the development of cross-border communities committed to improving network and 
information security throughout the EU. More information about ENISA and its work can be found at 
www.enisa.europa.eu. 
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PARAMETER DESCRIPTION DURATION 

Main Objective 

In this exercise, the trainees will be taken 
through an incident response for an attack on an 
ICS/SCADA environment, starting with the preparation 
phase, incident analysis and post-incident activity. 

In the first two tasks, the trainees will have to set up 
an IDS for the SCADA network using well-
established (open source) software solutions. Main goal of 
this part will be to learn where and how place and 
configure sensor(s) to gain suitable forensic data given a 
specific network setup. 

The latter tasks (3-5) will focus on forensic analysis of 
three attack stages. For each stage, network traffic 
captures will be given to the students to analyse with the 
IDS environment they have set-up in the previous tasks of 
the scenario.  

 

Targeted Audience 
The exercise is dedicated to (new) CERT staff involved in 
network forensics.  The exercise should be also helpful to 
(all) CERT staff involved in daily incident response.  

 

Total Duration  8.0 hours   

Time Schedule  

Introduction to the exercise and tools overview  2.0 hours  

Task 1: Setting up the monitoring environment  1.0 hour 

Task 2: Baselining regular traffic  1.0 hour 

Task 3: Initial attack analysis  1.0 hour 

Task 4: Second attack stage analysis  1.0 hour 

Task 5: Analyse the attack on the PLCs  1.0 hour 

Summary of the exercise  1.0 hour 

Frequency 
It is advised to organise this exercise when new team 
members join a CERT/CSIRT.  
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1. What Will You Learn? 

 Summary 
This scenario will deal with an attack on an ICS/SCADA environment in the energy sector. The successful 
completion of this scenario will you how to set up and configure a network security monitoring 
environment, including the baselining of regular (non-malicious) traffic and finally, the successful analysis 
of a multi-stage attack on the network. During the exercise, you will have to deal with a previously unseen 
network architecture and to familiarise with an unknown protocol used to control the industrial 
environment.  

In the first two tasks, you will have to set up an IDS for the SCADA network using well-established (open 
source) software solutions. Main goal of this part will be to learn where and how place and 
configure sensor(s) to gain suitable forensic data given a specific network setup. 

The latter tasks (3-5) will focus on forensic analysis of three attack stages. For each stage, network traffic 
captures will be given to you to analyse with the IDS environment you have set-up in the previous tasks of 
the scenario.  

 

 What is ICS/SCADA?  
Industrial plants (power plants, factories, oil refineries, etc.) are large, distributed complexes, where 
ƻǇŜǊŀǘƻǊǎ Ƴǳǎǘ Ŏƻƴǘƛƴǳƻǳǎƭȅ ƳƻƴƛǘƻǊ ŀƴŘ ŎƻƴǘǊƻƭ Ƴŀƴȅ ŘƛŦŦŜǊŜƴǘ ǎŜŎǘƛƻƴǎ ƻŦ ǘƘŜ ǇƭŀƴǘΣ ǘƻ ŜƴǎǳǊŜ ƛǘǎΩ 
proper operation. 

Before computers were introduced, industrial plants had to rely on (human) personnel to manually control 
and monitor equipment and processes through push buttons and dials. As plants grew in size, a solution 
was needed to control and monitor equipment over long distances. With the introduction of computers, it 
become possible to remotely control and monitor industrial components and processes through Industrial 
Control Systems (ICS). 

The first ICS were simple point-to-point networks connecting a monitoring panel or command device to a 
remote sensor or actuator. These have since evolved into complex, large-scale networks interconnecting 
computers, sensors, actuators, Remote Terminal Units (RTUs), and Programmable Logic Controllers (PLCs). 

Supervisory Control and Data Acquisition (SCADA) is a control system architecture that allows high-level 
management systems to interface with peripheral devices such as PLCs from different vendors to perform 
a supervisory operation. The general model can be seen below, in Figure 1 where: 
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Figure 1. ICS/SCADA control levels 

¶ Level 0 
Contains the field devices such as flow and temperature sensors, and final control elements, such as 
control valves.  

¶ Level 1 
Contains the industrialised input/output (I/O) modules, and their associated distributed electronic 
processors.  

¶ Level 2 
Contains the supervisory computers, which collate information from processor nodes on the system, 
and provide the operator control screens.  

¶ Level 3 
Is the production control level, which does not directly control the process, but is concerned with 
monitoring production and targets.  

¶ Level 4 
Is the production scheduling level.  

1.2.1 What is challenging about SCADA security?  
The consequences of intrusions to SCADA systems may be much more severe than in traditional IT-
systems. Equipment may be damaged, hazardous (poisonous, radioactive) material released to the 
environment, or human life may be endangered, even that of people outside the plant. When SCADA 
systems are attacked that control critical infrastructures, such as transmission of electricity, transportation 
of gas and oil in pipelines, water distribution, traffic lights, etc., the impacts could range much further than 
the original compromised systems.  

The move from proprietary technologies to more standardized and open solutions together with the 
increased number of connections between SCADA systems, office networks and the Internet has made 
them more vulnerable to types of network attacks that are relatively common in computer security. This 
imposes new challenges to traditional IT-security monitoring, including: 
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¶ SCADA environments have a different guiding principle. Foremost importance for SCADA systems is the 
safety, reliability and availability (SRA) of the (industrial) process, because outages would risk 
damaging equipment or risking catastrophic failures. For traditional IT-systems, confidentiality, 
integrity and availability (CIA) of data is the guiding principle.   

¶ SCADA systems and networks were originally not planned with IT-security in mind. Particularly, they 
lack encryption and authentication. 

¶ Furthermore, with availability being the primary concern, systems may not be updated regularly, thus 
exposing vulnerabilities for months or longer, as testing on live systems is not possible due to the SRA 
principle and dedicated test environments are deemed to complex or expensive. 

¶ A multitude of SCADA protocols exist and in general traditional IT-security personnel is unfamiliar with 
them. 
 

There are many threat vectors to a modern SCADA system. One is the threat of unauthorised access to the 
control software, whether it is human access or changes induced intentionally or accidentally by virus 
infections and other software threats residing on the control host machine.  

Another is the threat of packet access to the network segments hosting SCADA devices. In many cases, the 
control protocol lacks any form of cryptographic security, allowing an attacker to control a SCADA device 
by sending commands over a network. In many cases, attackers were also able to compromise the 
monitoring systems so that operators were unaware of the ongoing attack (ENISA, 2011). 

 The toolset 
Most of the actual work will be done in a virtual machine that is supplied to you. The virtual machine 
image is in the Open Virtualisation Appliance1 (OVA) format that has been compressed with the xz2 
program. After decompression, the image can be imported to run in any contemporary virtualisation 
environments that supports OVA images, like VMware, VirtualBox, Hyper-V, Qemu, etc. The image can be 
downloaded from the following location:  

https://www.enisa.europa.eu/ftp/ENISA_INF _5.1.ova 

Credentials to the machine: 

  

 

 

 

The machine consists of a Security Onion3 Linux distribution with custom installation of Wireshark4 that has 
the dissectors for the S7comm-plus5 protocol added to it. 

The packet captures mentioned in the following sections are in the folder traffic . 

                                                           

1 https./www.dmtf.org/standards/ovf 
2 https://tukaani.org/xz 
3 https://securityonion.net/ 
4 https://www.wireshark.org/ 
5 https://sourceforge.net/projects/s7commwireshark/ 

PARAMETER VALUE 

Username exercise 
 

Password enisa 

https://www.enisa.europa.eu/ftp/ENISA_INF%20_5.1.ova
file:///C:/Users/vanhech/Documents/My%20Projects%202018/Article%2014%20-%20Training/Tender%20Update%20Training%20Material/Deliverables/Reviewed%20and%20with%20Updated%20Logo/https/www.dmtf.org/standards/ovf
https://tukaani.org/xz
https://securityonion.net/
https://www.wireshark.org/
https://sourceforge.net/projects/s7commwireshark/
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2. Introduction 

 Background information 
The teacher will give a presentation that covers the topics from chapters 1-4 and will familiarise the 
students with the basic knowledge needed for the upcoming exercises. It is recommended to do this in a 
workshop-style approach where students and teacher can discuss ideas, which will make this part less dry 
ŀƴŘ ƳƻǊŜ ŀŘŀǇǘŀōƭŜ ǘƻ ǘƘŜ ǎǘǳŘŜƴǘǎΩ ǇǊƛƻǊ ƭŜǾŜƭ ƻŦ ƪƴƻǿƭŜŘƎŜΦ ¢Ƙƛǎ ǇŀǊǘ ŎƻǳƭŘ ōŜ ǎƪƛǇǇŜŘΣ ƛŦ ǘƘŜ ǎǘǳŘŜƴǘǎ 
already have a high enough knowledge about IDS and network forensics. 
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3. Exercise Tasks 

 Task 1: Setting up the monitoring environment 
In accordance to what has been laid out in the previous chapters, the exercise will start with a coverage of 

the preparatory tasks in network monitoring and forensics, i.e. setting about capturing points, selecting 
monitoring targets and defining a monitoring policy. 

3.1.1 The background 
This scenario will take place in a power plant, where you will take the role of network monitoring staff 
tasked with deploying a Network Intrusion Detection System on a small sub-network. The goal of the NIDS 

is to detect attacks on the PLCs as well as the workstations in the network. If successful, the NIDS 
deployed, and the processes developed around it will be used as a pilot to other plant systems. 

 

Figure 2. SCADA application 

3.1.2 The network  
This scenario requires you to analyse the simulated attack on a simulated network in a nuclear power 
plant, which will include: 

¶ An Engineering workstation for configuring industrial devices, such as programming PLCs 

¶ Two programmable logic controller (PLCs), used to control physical processes, such as opening a valve 
when a button is pushed on 

¶ A Supervisory control and data acquisition (SCADA) workstation, used to control the industrial process. 
The application running on the SCADA workstation gives the operator two buttons to control the 

operation of a pump. One to power the pump off and another button for emergency shutdown if the 
first button fails to work for some reason. Despite its apparent simplicity, this system is critical to the 
operation of the plant (see Figure 2) 

¶ The network has no connection to the other networks. 
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Within this scenario, those systems will be interconnected through a single hardware switch, as shown in 
Figure . 

 

 

Figure 3. The exercise network 

The network traffic data has been generated through the courtesy of National Centre for Nuclear Research 
(NCBJ, Poland).   
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3.1.3 Subtask: Decide on monitoring points  
In section 1.4 of the Handbook, several different methods of traffic capture have been put forward.  It is 
now on the students to select one for the given network above. 

Students: Select one or more capturing points for monitoring the above network. Justify your decision. 

Solution: Since traffic to/from all the above systems will need to be monitored, the canonical point   for 
traffic capture is to configure a span-port on the switch where traffic from the four systems (workstations 
and PLCs) will be mirrored (Figure ). This may impose a traffic problem, as the span-port would need 4-8 
times the bandwidth of an individual network connection (4 systems times 2 for in- and outgoing traffic). 
For this exercise, it is assumed that the mirroring port has enough bandwidth. 

 

Figure 4. Exercise network with capturing system 

  

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/introduction-to-network-forensics-handbook.pdf
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Alternative Solution: If the switch does not support port mirroring (or perhaps all ports are already in use), 
an alternative solution will have to be devised. One could be to use cable taps for both workstations and 
PLCs as shown in Figure 5. This would require more cables going from the taps to the capturing system: 8 
in total, 2 for each system covering in- and outgoing traffic, and correspondingly, 8 network ports on the 
capturing system, on the other hand, this would avoid bandwidth problems and does not require anything 
from the switch. The costs for taps, cables and network ports would probably exceed that of a switch with 
port mirroring support, however. 

 

Figure 5. Exercise network with cable taps 

3.1.4 Subtask: Develop a monitoring policy  
Continuing the path of preparing network monitoring, we now time to decide on how to monitor. In 
section 2.2, the prerequisites were laid out. This sub-task will let you decide on a monitoring policy as well 
as targets for the given network. 

Students: Select a monitoring policy and target(s) for the above network. Justify your decision. 

Solution:  Blacklist monitoring is difficult, as there are not enough attack signatures for SCADA networks 
available, especially for the type of PLCs used in this exercise.  

For both anomaly monitoring and policy monitoring, a point can be made.  

¶ The network is small and closed, so it can be expected to have a clear set of traffic patterns that will 
not change too often. This speaks for anomaly monitoring. In addition, the fact that that the traffic 
patterns will be known only after baselining (the next sub-task) is another point for anomaly 
monitoring as one can start right away and refine the policy over time.  

¶ Details of the policy will have to be postponed until the baselining is done. 
 

¶ With full control over the systems on the network, a case can also be made for policy monitoring. Only 
a few key points can already be made: 

¶ Only the workstations shall communicate with the PLCs 

¶ Communication shall be limited to port 102/tcp and the S7plus protocols 
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¶ The question of with whom (except the PLCs) the workstations should communicate can be left 
open. If they should communicate, communication should be limited to port 5900/tcp (VNC) and 
only from the Engineering workstation to the SCDA workstation. 

¶ Both can be combined into a hybrid approach. This should be kept in mind and can be brought back as 
a point in the summary discussion.  
 

As will be seen later all systems on the network need to be monitored. When talking for individual targets, 
the following arguments can be made: 

¶ The PLCs should be monitored as they can be attacked from any other system on the network, 
bypassing any protective measures on the workstations.  

¶ The PLCs should be monitored, as they have no defensive measures on their own. This can be said for 
the workstations too, but some sort of firewall or IDS/IPS can be retrofitted on them, which is more 
difficult for the PLCs.  

¶ The SCADA workstation should be monitored, as an attack on this workstation could be used to 
compromise the SCADA application. It is also the system with the largest attack surface, having two 
protocols (VNC and S7plus) running. 

¶ In addition, the SCADA workstation could be used to attack the PLCs and as communications between 
these systems would be ŎƻƴǎƛŘŜǊŜŘ άƴƻǊƳŀƭέΣ ǘƘŜ ŀǘǘŀŎƪ ǿƻǳƭŘ ōŜ ǾŜǊȅ ƘŀǊŘ ǘƻ ŘŜǘŜŎǘΦ 

¶ The engineering workstation will be the one with the largest influence, as it controls the programs that 
run on the PLCs. 
 

In the end, it depends on how the arguments are weighed. 

Since there is no connection to other networks, there is no use of name servers (DNS), NAT or VPN-
gateways or automatic address management. Therefore, additional information is not needed or present 
here. One may argue the lack of NTP, so the investigators should be cautions when comparing timestamps 
from the different hosts. As this exercise will work only with network packet captures, this will not be a 
problem. 

 Task 2: Baselining of regular traffic 
The second part focuses on learning how to get the best out of the IDS system and be able to differentiate 
between regular traffic patterns and anything malicious/suspicious. One of the main tasks of operating an 
L5{ ǎȅǎǘŜƳ ƛǎ ǘƻ Ŏƻƴǎǘŀƴǘƭȅ ŀŘƧǳǎǘ ƛǘǎΩ ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ƴƻǘ ƻƴƭȅ ǘƻ ƳƛƴƛƳƛǎŜ ŦŀƭǎŜ ŀƭŀǊƳǎΣ ōǳǘ ŎƻƴŦƛƎǳǊŀǘƛƻƴ 
errors as well. To achieve this goal, you will be presented with a number of prepared network captures 
they have to analyse and take as input to the IDS configuration. 

Students: Assume you had the time to sample some traffic from you network. The file normal.pc apng  
will contain traffic without user activity at the SCADA workstation and the file button_push.pcapng  will 
be that of a button push at the SCADA workstation. Answer the following questions: 

1. What systems are on the network? What are the addresses (MAC, IPv4) of the systems? Are there 
other addresses for these systems? 

2. Over what protocols do the systems communicate with each other? 
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Solution: 

A good way to start is to use the endpoint statistic that can be obtained with  

tshark  - q - z endpoints,eth  - r  nor mal.pcapng  

Or from Wireshark ό{ǘŀǘƛǎǘƛŎǎ Ҧ 9ƴŘǇƻƛƴǘǎ Ҧ 9ǘƘŜǊƴŜǘ ǘŀōύΦ LƎƴƻǊƛƴƎ ǘƘŜ ōǊƻŀŘŎŀǎǘ ŀƴŘ ƳǳƭǘƛŎŀǎǘ 
addresses a total of seven systems remains. The first column shows the MAC-addresses with the Ethernet 
ǾŜƴŘƻǊ ǇŀǊǘ ǊŜǎƻƭǾŜŘΦ ¢Ƙƛǎ Ŏŀƴ ōŜ ǘǳǊƴŜŘ ƻŦŦ ǿƛǘƘ ǘƘŜ ά-ƴέ ƻǇǘƛƻƴ ŦƻǊ tshark or in the Wireshark GUI under 
±ƛŜǿ Ҧ bŀƳŜ wŜǎƻƭǳǘƛƻƴ Ҧ wŜǎƻƭǾŜ tƘȅǎƛŎŀƭ !ŘŘǊŜǎǎŜǎΦ 

Vendor name resolved Full MAC address IP address 

Broadcast  ff:ff:ff:ff:ff:ff  255.255.255.255 

Dell_9f:7c:74 f4:8e:38:9f:7c:74 10.3.5.3 

D-Link_e7:b7:c4 00:26:5a:e7:b7:c4 10.3.5.1 

IPv4mcast_7f:ff:64   01:00:5e:7f:ff:64 239.255.255.100 

IPv4mcast_7f:ff:fa 01:00:5e:7f:ff:fa 239.255.255.250 

IPv4mcast_fc 01:00:5e:00:00:fc 224.0.0.252 

LLDP_Multicast 01:80:c2:00:00:0e  

Siemens_ad:91:96 28:63:36:ad:91:96 10.5.3.12 

Siemens_ad:91:97 28:63:36:ad:91:97  

Siemens_ae:70:0b 28:63:36:ae:70:0b  

Siemens_f6:8b:bd 00:1b:1b:f6:8b:bd  

Siemens_f7:7c:4f 00:1b:1b:f7:7c:4f  

 

For completeness, the MAC and IP-addresses for the second PLC and the Engineering workstation are 
given below. These systems will come up later in the exercise. 

Vendor name resolved Full MAC address IP-address 

Siemens_ae:70:09 28:63:36:ae:70:09 10.3.5.11 

Siemens_f7:7c:4f 01:1b:1b:f7:7c:4f 10.3.5.5 

 

The relationship between MAC- and IP-addresses can be obtained from ARP responses exchanged on the 
network. These responses can be identified by having an opcode of 2. In the Wireshark GUI, this can be 
done by applying a filter for ARP responses, thus arp.opcode == 2 . From the CLI with tshark - O arp 

- Y 'arp.opcode == 2' - n - r normal.pcapng . Note that only responses for 10.3.5.3, the SCADA 
workstation, not 10.3.5.12, the PLC, can be seen. 

Seemingly, at the time of the capture the entry for 10.3.5.12 was already in the ARP cache so the system 
was not asking. However, its IP- and MAC-address can still be seen in the response (see Figure 6): 
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Figure 6. ARP responses in Wireshark 

There are no IPv6 or other protocol addresses on the network as can be seen from the empty tab from the 
endpoints display. 

1. To get an overview of the protocols used, Wireshark offers the protocol hierarchy display, which can 
ōŜ ǳǎŜŘ ǿƛǘƘ {ǘŀǘƛǎǘƛŎǎ Ҧ tǊƻǘƻŎƻƭ IƛŜǊŀǊŎƘȅ ƻǊ ǿƛǘƘ tshark  Ƶr  normal.pcapng  - z io,phs  with the 

GUI giving  more detailed information (Figure 77).  
 

 

Figure 7. Protocol hierarchy 

As the Layer 2 protocols play no larger role in this exercise, the focus will be on IP. There are four different 
protocols used: Two UDP-based (SSDP and LLMNR), one TCP-based (S7 Communication Plus, shortened to 
S7plus in this document) and IGMP. SSDP and LLMNR are artefacts from Microsoft Windows, which can be 
ignored here, as can IGMP.  

As can be seen from the hierarchy, S7plus is encapsulated via two more protocols, TPKT and COTP. Being 
originally from the OSI suite of protocols, S7plus is being transported over TCP through encapsulation of its 
own transport protocol, COTP (short for Connection Oriented Transport Protocol) which plays the same 














































