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Main Objective

The aim of thigraining is to presentnethods and techniques of dynanactefact analysis
with the use of OllyDbiglebuggempackage.

Trainees will bdollowing a code executionand unpackartefacts usingthe most efficient
methods. In addition they will beracinga malidous code execution. During the proce
trainees will learn how t@ounter the anti-analysis techniques implemented by malwg
authors.

In the second part the traineewill study various code injection techniques and how
debug hollowed processe#\t the end of the traininghey will be presentechow to
automate thedebuggingorocess

Thetrainingis performed usinghe Microsoft Windows operating system

Targeted Audience

CSIR$taff involved with the technical analysis of incidents, especially those dealinghei
sample examination and malware analydsior knowledge of assembly language 4
operating systems internals liéghly recommended.

Total Duration

8-10 hours

Frequency

Once for each team member

http://www.ollydbg.de/
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1. Training introduction

In thistraining you will learn practical elements oflf@anced dynamic analysid debuggingf malicious code
Usingadebugger to analysartefacts helps youo understand howhe maliciouscodeoperatesand gives you more
detailsthanthe behavioural analysis. Moreovgf the original samplés packed then unpack it firstith the help of
a debuggeif necessary before proceedingth the static analysis.

Thistraining beginswith the introductionto the OllyDbg debugggv1.10% whichwill be usedthroughout later
exerciseslIn the second paryou will learnabout packers and protectors and how to uaalebugger to unpack
binary sampleslin the third part you will learn about various awtebugging and anténalysis techniques/ouwill
alsobe presentd how to perform basic code patchingsinga sampleof Dyre malware The burth part teaches
various code injection techniques and howdebug hollowed processes. Finalthe training ends witha short
introduction to debuggin@utomatisation using OllyDbg scripting capabilities.

Exceptthe introductory part,the samples used in this training are live malware samples. Consequently ghesal
should be done in dedicated and isolated environmeAfter each analysia clean virtual machine snapshot should
be restoredf not instructedotherwise.An Internet connectioris not neededo complete this training.

When debugging malicious codecidental clickmight lead toanuninterrupted codeexecution andasaresultyou

might need to repeathe entire exerciseTo prevent this it isdvisable to take snapshots of virtual machines after
analysingnajor code partor taking breaksThis way even if somethirgpesg NB y 33X &2 dz ¢ 2 ytei y ¢
entire process because yolilljust need torestorethe last snapshot.

http://www.ollydbg.de/

http://mww.symantec.com/content/en/us/enterprise/media/security _response/whitepapers/dyeenerging
threat.pdf
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2. Introduction to OllyDbg

In thispart you will be introduced to the OllyDbipterface andts basic usageThiswill makeyoureadyto complete
the restof exercises fronthe Advanced Dynamic Analysis training.

You will learn

How to use different views in OllyDbg

How to navigate through the code

Different methods of tracing executed instructions

How to create differentypes of breakpoints

How to manipulate execution flow of debugged program
How to use plugini OllyDhbg

= =4 -8 a8 A -

Youwill usethe PuT¥ executablé which isacommonly usedsecure She(SShiclient.¢ KA a ¢l & &2dz R?Z
worry about accidentallgxecuton and if it terminates you can execute it agaiithout problems

2.1 OllyDbg interface
First open Ollybg debugger. Make sure to runas Administrator.

Open

Troubleshoot compatibility

Open file location

Open with CFF Explorer
Open using Resource Hacker
Run as adminis[stnr

1-Zip

Pin to Taskbar

Pin to Start Menu

If you are using Windowsvirtual machinepreparedthe same ways inthe Buildingartefact handling and
analysis environmeftrainingthen you can also access OllyDbg usiegcontext menu.

http://www.ollydbg.de/
It //www. chiark.greenend.org.uk/~sgtatham/putty(
https://www.enisa.europa.eu/activities/cert/trainindraining-
resources/technicabperational#building
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Now you should sethe OllyDbg interface.

e OlyDbg (E=5(ECR (=)
File View Debug Plugins Options Window Help
[Ready [ x| »[N] W& 13 ] = n|E[mM[T[w[H|c]|/]|K]|B|R[.|5] [
[c]cpu =0 =T
» |Registers (FPUY
=
4 L3
Address |Hen dump ASCIT P -
4 L3 . a4 L3 .
| DlyDbg v1.10 [

There are two way$o start a debugging process-irsty, you canattach tothe already running proces3.o do this,
chooseFile>Attachand then chooséhe processof your interest After attaching to the running procesllyDbg
shouldautomaticallybreak atthe ntdll.DbgBreakPoint function.
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Select process to attach — @

Frocess |Hame Window Fath -

BaanEEcd | SearchIn Cillindows susten3z Search Indeder.ede —

BRARA1EC| smes ~ESustemRoot~Susten32emss. ete [

AEEEEA]L 24| sppsuc Crllindows~susten3d2 ~sppsuc., e E

BEAEE1IEC| csrss Windows~swstem3i~csrss. ene

AEEEALISC| wininit Crllindows~sustem3z2~uwin init.exe

BEAEE194 | csrss Ci~llindows~swstem3i~csres. etne

AEAEAIEC| win Logon Crxllindows~swstem32~win logon. exe

BEAEEIEC| services Ci~llindows~swstem3i~services. ene

BEAEE1FY| lsass Crxllindows~swstem32~ lsass. ete

BRAEELIFC| Lsm Crallindows ~sustem3c~ lem. et

BEEEEZEE| swchost C:~lindows~swstem3i~swchost. ene

FEEEEZAE | UBoR Serw Cr=llindows~susten3z2~UBoxService. ene

BEEEEZES| swchost C:~lindows~swstem3i~suchost. ene

BEAEEZZEC| swchost Czxllindows~Susten32~suchost. ene

AEAEESES | swchost C:~lindows~Sustem3i~suchost . ene

AEEEEZE4| swchost Crxllindows~swstem32~suchost. ene

BEAEEZED | Dwm OWr Mot LF icat ton Window Crallindows ~sustemIZ~0uwm, ete

AEAEEZF 4| swchost Crxllindows~swstem22~suchost. ene

HEEEEGEC | Evp lorer| Start Czlindows~Erplorer. EXE .

Cancel

The gcond wayis to openan executable file using standafdle>Openmenu. This way OllyDbg will creaaew
child process witta debuggedapplication(debuggeepnd stop at thesntry point of the executable (by default)

For exampleopenthe putty.exe binaryin OllyDbgAfter awhile OllyDbg shoultinishits initial analysis.

* (=8| =

File View Debug Plugins Options Window Help
s|| =i 2] |

Pawed |24 %] []0] : |LlE[M[T|w|H|c|s[K[B[R

N
1 - Status \ 2 - Debug buttons }—\‘ 3 - Windows buttons\gi
=) -C)- |

@ CPU - main thread, module putty

—HUEH Sl » JRegizters FED

[ : : SH Dty . BE4TTAED
d 4 - Disassembly view EhLEBlftgﬂ.BEMESBE‘i e ma R 5 - Reist
BE4E4REL | . BECT MOl EAX, EOT IS e ile egIsiers
GB4S4AES | | ES BSFAFFFF CALL putty.@e4s45a8 a0
B4S4AES | . 8955 ES MOU DWORD” PTR. SS: [EBP=181, ESP SR
B454AEE | o BBF4 MOY ESI,ESP R
B4SARED | 1 g9aE Hy. BWORD PTR Ds: [ES11, E0L k]

e :
o g || Biaspeetene 50 OED e e

R . : + f

S4fFZ | . B900 4BE14700 | MOV DWORD PTR DS:[47E1431, ECH o R By madaaaad
B4S4AFF | 1 8846 B4 MOU ERX,DWORD PTR DS:[ESIHE] EE] FRHD ERae T 2
G454E02 | 1 A3 4CEL4708 MOU DWORD PTR DS: [47E14C1,EAH | )
B454EET | MOU EDX,DWORD PTR D3:[ESI+E1 )
0B4S4EDR | | $915 GEE14708 | MOU DWORD PTR DS:[47E1SE], EOX
o e e
G454E15 | 1 5335 44E14708 | HOU DWORD PTR DS:[47E1441,ES1 Lo EAIRLETEENSS [EEEEEED
E4S4E1F | . 83F9 @2 CHF ECH, = b@B@Eaz4c (MO, MNE,E,EBE,HMS,PE,GE,LE]
G454EZ2 | v 74 BC JE SHORT putty.@a454630 empty 0.0
0B4S4EZ4 | | BICE GBSPEEPs | OR ESI,so0u o B

s . 0935 44E147B8  |MOU DWORD PTR DS: [47E1441,ES1 o o
B454E3E | & CIEB @8 SHL ERZ, S i o o
B454E33 | . B3ce ADD EF3, EOX | e

454BZS | | A3 48E14700 MOU DWORD PTR D3: [47E1481,EAX e e
GB4S4ESA | | 33F6 HOR ESI,ESI o e
GB4S4ESC | | 56 FUSH Est o B
0E4S4ES0 | . SB30 DBD24598 | MOV EDL,DWORD PTR DS:[<BKERMELI2. _ M e EEPUGE DR
98454843 1 . FFO? — = BEE0 Cond 3 6@ G Ecr GO0 B GG6GE (6T
[ 3 G27F  Prec NEAR,E3 Mask 111111

6 - Information panel

a

GD1ZFFRAG || 77F LFOCE
BEF FHESE] &
GE47ABSE| BE A2 47 6|60 08 e || (B
B47AGEE| BB 62 B2 B9 04 0B e (|| SRR
AB47AEYG| BB 63 8O B 08 0B o
QB4TABSG| BB 65 B0 B9 0 0B o

BA4TAESG) B0 0O 08 08| 68 68
BE4TABAGD) D B0 08 08| B8 B8
BE47ABEE| B

BE4FAGCH) A0 G0 08 08 00 o0

BE1ZFFES BEAEERGE
BE12FFEC BE12FFAEI ASCIT "rE e
sl D
BE47AE0GE) B0 B0 OB OH) O B0 nd o b
Ba4FAEED| B0 BB B8 08| B6E 68 & gg}gggﬁ ZZZEEZgE 5E handler =

<« [ 3 [ k

|Ana|_l,lsing putty: 1264 hewnistical procedures, 306 calls to known, 264 calls to guessed functions
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TheCentral part of OllyDbg the CPU window. This the window you will use most often duringn analysis. It
consisk of five separate subpaneldisassembly viewegisters information panel memorydumpandstack panel

Disassemly view(4) presentsa listing withthe disassembled coddt consists ofour columns.The &ftmost
column showsghe instruction addresshe secondcolumn containghe hexadecimal representation tifie
instruction (machine codejhe third column containghe assembly instructiomand finallythe fourth column is
sued to present comments and any additional information.

BE454HEF . E& FUSH ESI pllersionInformat ion = MHULL
AE4E4AFE | . FF1S EBD2450H CALL DWORD FPTR DOS: [<&KERHEL3Z.GetWersionfbkGetlers ionExA

AR4E4AFE | . SB4E 18 Mol ECH, OWORD PTR D5:LCESI+1@]

AE454AFS | . 2980 48E147608 MOl OWORD PTR DS:[4FEL14G]1,ECH

AE4E4AFF | . SBd4E B4 Maw EFAX, OWORD PTR DO5:LCESI+41]

AR4E4BEZ | . AS 4CE147@EA MOL OWORD PTR DS:[C4FEL4C],ERX kernel3z2.BaseThreadInit Thunk
AR4E4BET | . SBEE B2 Mol EO, OWORD PTR D5:LCESI+2]

AE454EE0 | . 8915 EBE1470E MOl OWORD PTR DS:[4FELSE], EDX putty.<ModuleEntruPoint >
AR4E4E1E | . BBYE BC MaW ESI,OWORD PTR D5:LCESI+C]

Registers vieb) presentsthe current state of CPU registeffor the currently selected thread)

Registers [(FFUI <
ERX 77381162 kernel32.BaseThreadInitThunk
ECH BEA0EEEH

E0: @@454A08 puttw. <Modu leEntruPoint >
EEX FFFO38@0

ESF BE1ZFFEC

EBF BE1ZFF34

ES] BEADEEER

EOI BEAHEEER

EIF BE454A00 putty.<ModuleEntryFPoint >

ES @822 22bit BIFFFFFFFF]
CS 88lE 32bit B(FFFFFFFF)
55 @823 32bit B(FFFFFFFF)
05 8823 32bit BIFFFFFFFE)
FS B83E 32bit FFFOFBEAIFFF]
G5 8888 MULL

LastErr ERROF_SUCCESS (B00BEGHEE)
BaaEez4e (HO,MNE,E.BE, NS, FE, GE,LE)

m oO—-wrdDTmo
r @DEEDE— S

F

Information panel6)is used to present additional information abadilme instruction selected in disassembly view
(e.g. operatbn result, registers values).

EOI=ARABABEE
ERX=r7321162 (kernel32.BaseThreadInitThunk]

Memory dump(7) presentsa dump ofthe chosenmemory region.

Address | Hex dump |AscII |
BE47A0EE| B0 00 B8 60| 9E HD 45 0F) 66 D0 OF B8] 00 G5 B8 G0] 2n..BUE. s «seeee.
AE47AE18| C0 27 45 G0| 05 93 45 08|28 A 45 B6( 00 98 88 B0|=7E.4£3E.G0E.....
AE47HE2E| B8 GO B8 60|73 S5 45 09| B0 D0 05 B6| 00 98 B8 B9 ... S5E...eeeea.
BE47AEEE| G0 BE B8 00| 09 B8 00 0B B8 B8 D5 B8| 00 BE B8 B0 ... .esisnsnaas
AE47AELE| B3 A7 47 68|63 A7 47 68|62 A6 47 68|13 AE 47 66|E°2GE.h2G6. h35, 26,
AE47HESE| B3 AF 47 60|00 66 G0 05| 66 B8 05 B8| 00 98 B8 B0 HAiG. e .e.aeee.
AE47ARER| B0 B0 B8 00|00 56 G0 09| B8 00 05 B8| 00 B8 B8 B ... ..e.eeaeeen.
AE47AETE| B0 B0 B8 00| 00 B8 00 09| B8 00 08 B8| 00 B8 B8 B ... ... .eeaeeen.

Besidesthe hexadecimalyou can choose other datapresentationformats by righiclicking orthe memory dump
panel and choosingequireddata representation from the context menu.
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Address |Hex dump

HEd P HERE | B3
BE47AE1E| CO
BE4FHE2E| 6@
BE4FHE3E) 6@
BE4FRE4E | B
BE4 7 HESHE | B3
BE47RECHE | 6@
BE47HETE| 6@
HE47RESE|) 6@
BE4FHETE| 6@
BE47HERE | 6@
BE47HEER | 6@
BE4FHECH | 6@
BE47RE0E | BA
BE4FHEER | B@

< |

H8 BB @@ 9E HS 45 BE A8 BE Bd A8
37 45 PA.OC 92 AC A6 96 09 4AC 6

Backup
Search for

Goto

»

3

3

Hex

Text

Short

Long

Float
Disassemble

Special

Appearance
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Takesome timeto check other data representations. At the emestorethe default format Hex>Hex/ASC(L6

bytes).

Finally stack pane(8) presentsthe stack state of the currently selected threadl'he frst column showshe memory
address whilghe second columrmtontainsthe value stored athe given stack address. Notice halae stack grows

upward inthe diredion of lower memory addresses.

BE12FF2E
BB 12FF24
BB 12FF 33
BE12FF3C
BE12FFRGE
ae12FFR4
BB 12FFRES
BE1ZFFAC
BE12FFEA
BE12FFEB4
aa12FFES
BB 12FFELC

e e ]

fraglilvd

TFFD2a8:8
FeE12FFO4
rrrCB3FS
FEED2EE8
77F1FOCE
BEEa8888
BEEAAAEE
TFEDZa8E8
BEEEAAEE
BEEAAAEE
BEE88888
BE12FFRE

e e i)

RETURH to kernel22.77221174

RETURH to ntdll.77FCESFS

ASCIT "§F 2™

Besidesthe CPU windowQllyDbgoffers fewother windows used for different purposeall windowscan be

accessedavith windows buttons on the toolbar oviewmenu.

L] E[m|7|w] 8] | /| K| B[R] 5]
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File Debug Plugins  Options  Win
@ Leg Alt+L
Executable modules Alt+E
Memory Alt+M
Heap
Threads
Windows
Handles
CPU Alt+C
SEH chain
Patches Ctrl+P
Call stack Alt+K
Breakpoints Alt+B
Watches
References
Run trace
Source

Source files

File
Text file

The more frequently used windows ardExecutable modulesMemory map, Threads Handles Call stack,
Breakpoints

The Executable modulesindow presens all executable modules loaded the address space of the debugged
process. Usuallyhiswould beamodule of the executed binary and modukfdoadedDLUibraries.You cardouble
clickon any of themodules to immediately jump to this module time disassembly viewYou can also rightlick on
any of the modules to access context menu with additional operations.

@ Executable modules = || =] ER
EBase Size Entry Mame File wersion Fath -
HE4A0EEE | BEAS4E8Ea0 | BA454A08 | putty Release H.65 C:~analyses~sample~putty. exe_

THESHAEE | BEAZZE0E | FAEESFCL | WIMMM 6.1.768@, 16385 | Ci~bindowss~sustem32~MIMNMM. AL L

71126888( BEAS16EE| 711592234 | WINSPOOL|&. 1. 7683, 16285 | C:~llindows sy stem32~WNIMNSPOOL. ORY

Td42IHEEA | BE19EBAD | 74203731 | COMCTLI2| 6. 168 (wind_rtm.l Ce~Windows~WinS5~u86_microsoft. windows. comrmon—co
TEAZ8888 | BEA4A6068 | PEAZ7FAZ0 | KERHELEA| &. 1. . 16385 |C:~Windows~swstem32~KERHELEASE. L L

TECEREEE | Baa7EQDE | FSCS1AEE | comdl932| 6. 1.76EE. 16385 | Ci~indows~system3Z~condlg32.dLL

TECO0BEA| BEASFEA0| FSCERZ4A | SHLWARPI |&.1.7680. 16385 | Ci~Windows~systen3Z~5HLWARPI. AL L

TESO30EEA | BEAHCEAN| FS03R472 | mswort r.B.7eEE,. 16385 | C:~Windows~systendZ~msuwcrt.dlL

FEOERREE | BE1ECARA| FEEZE01S |ole32 6.1.768@, 16385 |Ci~bindowss~sustem32~ole32.dl1L

FEF48888 | BEA1FERE| FEF41 2558 | IMM32 5.1.7688, 16385 | Ci~blindowsssustem32~IMM32.d11L

TEFDEEEE | BEA0AEEE | PEFD136C | LPE 6.1.7688, 16335 | Ci~bindows~sustem32~LPE.dLL

Y&l1EDEEA| BAC498a0 | 76250450 | SHELL3Z |&6.1.7680. 16385 | Ci~Windows~system32~5HELL3Z.dl L

TEESEEEE | B8a4EDDE | FEEZECYD | GDISZ2 S.1.7E08, 16385 | Ci~Mindows~system32~G0I32.d1l1

TrEZEEEE | BEAS060E | FFAs4707 | USF18 1.B626,FEAB,. 1638 Ci~indows~swstem32~US5F1a. d1 1

77 16EEEE | BBACCEDE | FF16163E | MSCTF 6.1.768@, 16385 | C:~indows~sustem3Z2~MSCTF.dLL

Fra2E888 [ BEA04ERE | FFI21ACE | kernel32| 6. 1.7688. 16285 | C:~llindows swstem3d2~kernel32.d1L1L

7rdlEEEE | BEAC9EEE | PF42FFCY | USERS2 6.1.76808, 16385 | C:~lindows~systen32~USERZ2.dL1

Tr4Ea88a | Beanlena | PFE1AFDd | RPCRT4 6.1.7688, 16385 | C:~Windows~systen32~RPCRT4.dL 1

TrE9EEEE | BEAREEEE | FFSEZ009 | ADVAPIZZ| 6. 1. 7688, 16385 | Ci~llindows system32~ADVAPIZZ. AL L

TrrraaaeE| aalacong ntdll &.1.76@8, 16385 | Ci~Windows~SYSTEM3Z~ntdll.dLL

Tro5EEEE | BEA19ERE | FFI34975 | sechost |6.1.768@. 16385 | C:~indows~5YSTEM3Z2~sechost.dL L

F] F

For examplerightclick onmsvcrtand ch@seView nameso be presented withalist of all names defined ithe
msvcrtlibrary (imports and exports)
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@ Mames in msvert EI@

Address | Section | Tupe Hame Comment -~
TED40923| . teut Export 511 _OUTPUT
TEOEEE11| . tent Export _abnormal_terminat ion

FEOS2ESD| . teut Export abort

FEODE13E| . tent Export _absid
TEO4ATED| . tent Export _ACGESE
TEO4ASEA| . tent Export _AacTess_S
FEODE408| . data Export _acrndln
FEDSOCDZ| . text Export ACOE

TEO03ZEC| »data Export _adjust_fdiw
TEOE1IVAY | . tent Export _adj_fdive_mléi
TEOE1TAC| . text Export _adj_fdivr_m32
FEDS17DE| . tent Export _adj_fdive_n3Zi
75061755 tent | Esport | _adi_fdiur_ned %

Memory mapwindow presentghe memory structurewith all allocatedmemoryregionsin the address space of the
debugged procesét isuseful to track memory allocation operations donethg malicious codeSimilarly as ithe
previous example you carght-clickon any memory region to acceise context menu with additional operations
(dumping memory, searching memory, changing acdgsss, freeing memory, etc.)

[M] Memory map E=8 E=R (>
Address |Size Owin e Section |Contains Tupe Hooess "
BAS0AEEE | BRED2EEE Map BEE418682 R

BESERREE | BEE6 1666 Priv 88821846 RUWE

BESFEEEE | BEE6 1666 Priv 83821848 RUWE

BE4EEEEE | BEEE 1668 | putty FE header Imag Blealaaz R

HE4E 1 BEE | BEESCEAN | putty hEnt code Imag BlEAD18AZ F

HE4508EE | BEE108E0 | putty .rdata imports Imag BlEA018AZ F

BEd FHEEE | BRAREEEE | putty .data data Imag B1l881862 R

HE42HEEE | BEAR48EH | putty L TErC TESOUTGES Imag B1AE18E2 A

BE49EEEE | 816 1666 Map BEE841862 R

BESSEEEE | BEE0 3666 Privw 88821064 Rl

BESIEEEE | BEECEEEE Map B8841862 R

B139a8EE | 8806 1860 Frivw B@8218684 Rl

THEGHEEE | BBEE 188 | WIHMM FE header Imag BlEAD18AZ R oL
THEG1BEA| Baaz FEaan | W IHMM tent code. imDorts.edoort s Imaag BlA018AZ F

4 3

For examplesometimesit is useful to operan additional dumpwindow with a dump of the given memory region.
To do thiddoubleclickon the memory region oselectit and chooseDumpoption from the context menu

[ 2

(D] Dump - 0012E000..0012FFFF (o[- =[]

BEIZEEER| CC EV 12 BE 26 34 ¥C 7747 BB 0660 88 1A 860 7F 77| rrd. d lwG. .+ 00w
BR1ZEEFE)| CC IFid. 2 Fywfd i wrozw
BE1ZEFEA) 1A +& t.PaEt.
BE1ZEF1A) BS -Fr..
BR1ZEF2A) 80 iy
BR1ZEF2A) 5@ Ot Hrd.
BR1ZEF4E) FF SLE
BE1ZEFER| BA PO L 1510
BE1ZEFER)| B2 o Sl o
BE1ZEFVE| C4 Soppoo [< [
BE1ZEFSE)| BC =L o . ...
BE1ZEF2E) 55

-

BE1ZEFAGE( 83 noifo
BE12EFEG| B3 i,
BE1ZEFCE( 40 fdiw
Ba12EFDE( CH elt.
BE1ZEVEG( 8@ P - U M) -
BE1ZEFFE( BE B cenniennnnnaaaan
BEIZESHE( BB B8 08 05 80 B0 88 08 08 B0 B8 B8 85 08 99 B0 .. .0 ee0aean g...| _
BE1ZES16] BE T el N - P

Another operation you might try is searching all memory regionsa faarticular string obyte pattern. LeQ say you
know that somewhere in the memotie stringWrong passphradds presentp dzii & 2 dz BheeXaRtipnddiess 2
nor in which memory regn s itlocated

To solve this problem, rigldlick anywhere in the memory map and cho&sarchCtrl+B)rom the context menu.
In the new windowtypeW ¢ N2 y 3 LJard &litkBkNI a S Q
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Enter binary string to search for @

AasCl |urong passphrase

LINICODE |

HEX+10 |27 72 6F 6E 67 28 78 61 73 73 70 68
7?2 61 7?3 65

[v Entire block ﬂ J

[ Case sensitive ak. Cancel |

If the string is found OllyDbg will opemnew Dump window withthe position set on the string.

r- o

[D| Dump - putty:.rdata 00450000..00479FFF = =R

EE4e7EBCIBY 2 6F 6E 6F 28 VA £1|F3 Y3 YA 68 72 &1 P3 65|lWrong passphrase
BE4EFECC) 2E B0 BA B8 5@ &1 V2 72 ¥B 68 Y2 &1 F¥2 65 2@ 66| ....Passphrase f
gE4eFelC) 6F v2 28 6B 65 T2 28 22 25 ZE 21 238 38 73 22 ZH|or key "H.188s7:
AE4EFEEC| 28 BB B8 88 53 53 45 28 6B 65 Y2 28 ¥A 61 73 73| ...55H kew pass
AE4EFEFC) FA 68 Y2 61 ¥3 65 B8 88 4E SF 2@ Y8 61 ¥3 73 7E|phrase..Mo passp
BE4EFFAC) 62 F2 6l ¥2 65 2B Y2 65 ¥1 Y5 &2 ¥2 65 &4 ZE 80| hrase required..
BE4EFFIC) BH BB B8 B8 54 72 V2 69 6E &7 D@ VA FE &2 &0 69| ....Truing publi
AE4EFFEC) 62 2B 6B 65 F9 2B 22 25 VS 22 0@ 88 54 72 T 69| o kew "HsM. . Trui
BE4EFFIC)6E 67 2@ VA FE G2 EC 69 63 20 EB 65 F¥9 28 &1 F5ing public kew au
BE4EFF40) 74 68 65 B6E ¥4 69 62 61 ¥4 69 &F £E ZE 80 BA 88| thenticat ion....
AE4EFFEC| 46 61 &2 6C 65 64 28 V4 6F 20 &7 65 ¥4 2B 72 65| Failed to_get re
AA4EFFEC) VA GC V3 28 66 Y2 6F 60 28 SA &1 &7 65 61 6E V4| ply from Pageant

Hereyousee thatthe string was found at the virtual addre@%4676B@vhich belongs to memory regidix45D000
0x479FFF (putty:.rdata)

To keep searching for other occurrences of this string in this memory region clizkngpwindow (to make it active)
and keep pressing Ctrl+L. When thésano more occurrencesOllyDbg will signahis withthe WL G SY y 2
message at the bottom of the window.

- "

[D| Dump - putty:.rdata 00450000..00479FFF =R

AR4EERGE| 77 72 6F 6E 67 28 7@ 61 79 73 78 68 72 61 73 65| wrong passphrase
BE4EEALD| @B B8 B8 B3 72 73 61 5F 76 65 72 69 65 79 28 £6|....rsa_verify f
AO<4EERZO( 61 69 EC 5 64 B B0 B9 65 59 &C 65 28 66 £F 72| ailed...flile for
AE<4EERSO| 60 61 74 29 65 72 72 BF 72 B9 08 09 6E 6F 74 28| nat_error...not
AO4EER4D| 61 BE 28 53 53 48 20 31 20 52 53 41 20 66 63 GC|an SSH-1 RSA fil
@E4EERSH| 65 B8 B9 B9 53 53 48 28 58 52 49 56 41 54 45 28| e...55H FRIVATE
GA4EERED| 4B 45 £9 29 46 49 4C 45 26 46 4F G2 40 41 54 28 KEY FILE FORMAT
GE4EEATE( 31 2E 31 BA 96 OB 08 B9 63 61 6E 27 74 28 6F 78| 1.1..... can't op
BE4EERSE| 65 6E 20 66 69 6C 65 BB 72 62 B8 BB GE 6F 74 28|en file.rb..not
AE<4EERZO| 61 28 5@ 7S 54 54 5P 20 53 53 43 20 32 20 £9 72|a PuTTY S5H-2 pr <

&~

| [term niok found

To continue searching for the string in other memory regions go babletnory mapwindow (make it active) and
keep pressing Ctrl+L. If therer® more occurrences, OllyDbg will signal this with the same message at the bottom
of the window.

Threadsvindow shows all threads of the current processh# process has more thamne thread double-clickng
on the thread would switclthe context to this thread.

13
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Ident Oata block]|Last error
BEERESZY | BB454A06E | FFFOFBEa ERROR_SUCCESS (88 Act ive

Handleswindow shovs all windowsopened bythe process handles withn additional informationregardingthe
handle type, valueand hame.This windowmaybe useful iffor example you see that some API call is referring to
OSNIFAY KIFIYRfS IyR @82dz R2yQl NBYSYOSNI ¢gKIFG GKA& KI

" [f] Handles fo o e

-

Handle |Tupe Refs [Access | T |Info Hame "
BERARASC | Event Z. | BalFeaas

BEEARASS [ Event 2. | BalFeaas3

HEEAREEAC | File (dir) 2. | BE1Baan2a c~analyses~sanmple

HEEARE1IA| File (dirl 2. | BElBan2aE ce~llindows~winsHds~uE86_microsof
BEEAEEEY [ Key 2. | BaEaaaas HEEY _LOCAL_MACHIMESOF TWARE~HMi
BEEAEE]1 4 [ Key 2. | BEEzaals HEEY _LOCAL_MACHIME~SYSTEM-Cont
BEEAEE2E [ Key 2. | BaEF8asF HEEY _LOCAL_MACHIME

BEEAEAZE | Key 2. | Baaasaa 1 HEEY _LOCAL_MACHIME~SYSTEM~Cont
BEEEEELC| Mutant Z. | BalFaaal

BRAER8E82C| WindowStat ion 44, | BaEaFaz7F ~Zessions~1=Nindows~Windowsitat _
BEEADEZS | W indowStat ion 4H, | BEAFB3FF ~Sessionss1alindows - indowst at

Finally all stackwindow shows all function calls made up to the current instruction in the current thréa. is
useful for checking tevhich function the current instruction belosgo and fromwhere this function was called.
Note thatthe screenshot below presesthe Call stackvindowduring process executigafter two callsvere made.
If you openthe Call stackvindow while at the enty point, it will be empty.

E Call stack of main thread E@

Address | Stack Procedure < arguments Called from Frame
681 2FEEE| BE4ET4ES | kerne |22, HeapCreate putty. BB4574E2 BE1ZFFES
BE12FESd | BEABEEEL Flags = HERP_MO_SERIALIZE
BE1ZFESS | BEAG 16EE InitialSize = 1806 [(4E95.1
BE12ZFEEC | BEABEEEE MaximumSize = @

BE1ZFEVE| BE454E90 | putty . BE4EF4E] putty. BB454E95

-

-

One of the useful OllyDbg features is highlighting elements that have chaingpdd example of this is highlighting
newly allocated memorplocks or newly loaded modules.

To present thisopenthe Executable mduleswindow. If there areanyred colouredelementsin the window right-
clickit and chooseActualize

[ ]

@ Executal::-rle modules EI@

Ease Mame |Flle VErSion |Path "

7113888 71159824 | WIMSPOOL| &. 1., 7EeBA. 16385 | Crwindows sy sten32~WINSFOOL. DRU
Td2IBEEa r42C3731 COMCTLEZ &.18 (win7_rtm.l Crslindows~WinSa5~086 _microsoft.wim
FESZEEEE FE932389( MSASH] &.1.7680, 16385 | C:~lindowsssysten32~MSASH1. L1
FERZBEAA FE5A2FA90| KERHELP o s———=enm A aane Loe s blie des e s mw = VERMEL BASE. AL L
TESAABEEE TSAALSAE | CRYPTE Actualize ERYPTIZ.dLL
TECERBEE TSCE1AEE| comdlg somdla32.dll
TSCORBEE TSCERZ4A | SHLWAF . E} SHLWAFI.ALL
rEO3onon| pRpACoRD| 7E03A472 neucry  View memory ot gl -
4 - - 2
Yiew code in CPU Enter
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Next, right-clickanywhere in the windovand choosdnsert moduldrom the context menuthis operation is
available only with Olly Advanced plugin)

View resource strings

Analyze all modules
Insert Module
Dump Module

Free Module

In theOpendialog choosec\Window4 System3@wininet.dIl This way OllyDbg will loashadditional module in the
address space dhe currently debugged proceskoading extra modules is sometimes useful in more advanced
debugging when you want to loalle DLIswith your custom code.

Now allthe newly loaded modules should be marked with red font in Ehecutable modulesindow. Notice that
besidesthe wininetmodule, a couple other DLLs were loaded. ThosetheeDLLs that were required hwyininet.

@ Executat-}le modules E'@

Ease Mame |File verzion |Fath -

F F

TrE2E88E | BEAS0EEE | PPEE4707 | USP18 1.B8626,7E0E, 163 Co ~llindows ~swstem32-USP1E. 1 1

T rEACHEEaA) BBASFEE0| FFEOC3FEL | OLEAUTS2| 6. 1. 7&68E. 16385 | C:~lWindows~swstem32~0LEAUTIZ.dL L
rrl50Eaa| Baan38a0 Mormaliz|&.1.7608. 16385 | Ci~llindows~system3z2~Hormaliz.dll
vrléaa8al eeaccaas | PF16165E8| MSCTF &.1.7688, 16385 | Ci~lindows ~swstem32~MSCTF. L1
Tr2SE88E | BEAF4EEE | PF231FEE| win inet | 2,868, FEE8, 16385 | Cr ~indows ~Sustem32 win inet.dLl
TTE338888 | BEAD4E08 | PP3S168CE| kerne L32[ 6. 1. 7688, 16385 | Cr~llindows swstem32 kernel32.dL1
77418888 | BEACI68E8 | FV42FFCY| USERSZ &.1.768@,. 16385 | C:~lindows~system32-~USER32.d11L
774E000| 000R1000| 7751AFDA| RPCRTS | 61107600, 16355 | C:\lindows\sustend2 RPCRTA. L =

4 F

The same rulef red-colouring new elements applieslsoto Memory mapand various other views in OllyDHg.
general this is useful in tracking pladgeshe code where new modules are loaded or new memory is allocated.

2.2 Basic debugging andbde navigation
Start byloadingthe putty.exe sample as described the previousexercise.

Each debugged process can be in ontheffollowingstates:pausedrunning terminated tracingandanimating

I Paused; program execution is paused, no instructions are beixgcuted

1 Ruwnningg program idreely running analebuggelis not tracing is execution

1 Terminatedc debugged procedsas terminated

1 Tracingg when instruction tracing was startg@ach executed instruction is logged)
1 Animatingg wheninstructionanimationwas started.

The arrent state ofthe debugged process can be reladthe upperleft corner ofthe OllyDbg window.

¥

File View Debug Plugins
|F'auseu:| |gﬂﬂ ﬂ_'

Whenthe process is pausedhe current position(the instruction pointe) is indicated bya black square irthe
disassembly viewandby the value oElPregister.

15
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BE454ACF
SB454HCD

C3 RETH
=13 =15 ] FUSH &8
&% BEVA4 AR FUSH putty.B847r7AEG
EZ B221888A CALL puttuy.B8456BE4
BE454A0C EF 24888884 MOL EDT, 94
BE454AEL 2BCT MOL ERX, EDI

ESP BA12FFaC
EBP B@12FF324
ES] 88888860
EDI Aa88aaEA

EIF GE454A08 putty.<{ModuleEntruPoint

ES 88232 22bit BIFFFFFFFF]
CS B81B 22bit BIFFFFFFFF]
55 8822 22bit AIFFFFFFFF)
DS 8823 32bit BIFFFFFFFF)
F3 BA3E 32bit FFFOFBEA[FFF]
G5 8888 HULL

—wWraomo
EE R

Whenever you gelbst, double-clickon the EIP registevalueto be instantaneously moved to thairrent position in
the code.Remember that ithe program has multiple threads, theurrent position willikely be different for each

thread.

ED AE4E4A08 putty.<Modu leEntryPoint >
EEY PFFDSREE
ESF oBisFFad [ double click
ES] BORBEEEG B LT LD
EDI BRABEREE

EIF EB4E4HD§&§utty.<HnduleEntryPDlnt>

C B8 ES @@z 2bit BIFFFFFFFF]
P 1 CS 881 22bit BIFFFFFFFEF]
A @ 55 8822 22bit BIFFFFFFFF]

When debuggin@ program youwill spendmost of the time on analysingdisassembledhnstructions stepoy-step.
There arawo modesof instructionstepping:

1 Step into(F7) ¢ executes current instruction and moves program execution to the next instruction. If the
current instruction is a function call thehe debugger steps into the calhd starts stepping over

instructions ofthe called function.
1 Step ovefF8)¢ behaveghe same astep intoexcept if the current instruction is a function catie
RS0dzZZ23ISNJ R2Say Qi adaSL) Ayiaz2z GKAa OFffo

If you wantto let the program run freelychooseRun(F9).In the resuli PuTTWvill create its main window and
present it to the user. jou want to pause¢he programexecutionthen press F120febug>Pausgwhile staying in
OllyDbg You can also restatthe executable by pressing Ctrl+E2epug>Restar}.

Other useful debug operations are:

1 Run to selectiofF4)¢ causeDllyDbgo resume execution untthe selected instruction
1 Execute till returfCtrl+F9);, executeshe program until return froncurrent function
1 Execute till user cod@lt+F9); executes program until user code

Debugging actions can be also accessed throughablbar at the top of OllyDbg.
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* OllyDbyg - putty.exe_
File View Debug Plugins Options Window Help

Paced | S| x| w[N| W% L 4 + L[E[M|T]

//// \\\Executetillreturn

Restart Close Run Pause Trace aver

Trace into
Stepinto Step over

If you want toquicklypre-view the execution flow ofa program {ind loops, checkvhichjumps are taken, etc.) you
might decide to uséhe instruction trace oinstruction animatiorfunctions Both functions come in twiorms:Trace
into/Trace overand Animate into/Animate over

Plugins Options Window Help

Run F9
Pause F12
Restart Ctrl+F2
Close Alt+F2
Step into F7
Step owver F&
Animate into Ctrl+F7
Animate over Ctrl+F8
Execute till return Ctrl+F2
Execute till user code Alt+F9

Open or clear run trace

Trace inte Ctrl+F11
Trace over Ctrl+F12
Set condition Ctrl+T
Close run trace

To see how the instruction animationworks restart PUTTY sampléDgébug>Reset and then choosdebug->
Animate ovel(Ctrl+F8). Observe what happens in the disassembly window.

You should see short animation of executed instructions anftex a few momentPuTT® éhain window should
appear.

Close PUTTY and regbe sample.Now chooseDebug>Animate into This time instead of stepping ovehe
animation will step into each function call (indlng API calls¥ou can penthe Call stackAlt+K) window to observe
all called functiongn the real time

IE Call stack of main thread El@

Address |Stack Frocedure - arguments Called from Frame -
BE12F07A| ¥rr097s2| ntdl L. FFrO7El ntdl L. 77709740 Bl 2FOEC
G812F074| @1220868| Aral = 91229883 ASCIT "W pptt
HE12FO7S| B1226133 Fra2 =

BB12FE3C| FEA20932| 7 ntdll. RthreateHeaD KERMELEA. FERZ092C BE12FE3S
BEIZFE4E| BEAE1AG2| Argl = DEEB1AGZ
HE12FE44 | BEEEEEDE AroZ = DEEEEEEE
BE12FE4S| BEE 1 AEEE FraZ = B0a1apaa
BEIZFE4C| BEAE1AGE|  Argd = DEOB1E0E
HE12FESH | BEEEEEDE AraS = DEEEEEEE
BE12FES4 | BEAEERL 32 Frat = BOEEE13S
B812FECE | @A4ET4E2| ¥ kerne 32, Heaplre Putty, BE4ET4ER B812FEEC
HE12FESS | BEHBEEGEE L Flags = HERAP_| HD SERIRLIZE
BE12FEES| BEEE1EEE InitialSize = 10098 14896,
BE1ZFEEC | BEHEEHEEE MaximumSize = @

HE12FEFH| BE454E90| ¥ putty. BE457451 putty. BE454E93 —

Animate intofunction usually takes some time untile program finishes execution. To stop ltse Pause(F12)
function.
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Nextrestartthe sample again and choo&ebug>Set condition

Condition to pause run trace X

FPauze run trace when any checked condition iz met:

[~ EIPisinrange 00000000 .. |ooooooon
[~ EIFis outside the range |00000000 .. |ooooooon
[ Condition iz TRUE | ﬂ

[~ Command is suspicious or possibly invalid

[ Command count is |D. [actual |EI. | Resst

[~ Command iz one of

In command, B3, R32, RA, BB and COMNST match any register or constant

] | Cancel |

In this dialog you can set conditions on how ltmgRun tracdunction should be running (conditions set here would
also work foranimate function). If you set more than one conditioryn tracewill be ruming until oneof those
conditions is met. It isnportant to note that ifthe condition is met insidéhe body of some called function and you
are usingrrace ovefunction, it will not work.

For example sehe following two conditions.

IV EIF iz outside the range | 00400000 .. |nos00000
v Command is one of call eax
call edi

This would mke instruction tracing stop eithewhenthe execution moves outside of the memory rar@et00000
0x50000Q0r whenthe currentcommand would beall eaxor call edi

Now openRun tracawindow (View->Run tracgand then choos®ebug>Trace overExecution Bould soon stop
at the call ediinstruction.

BHE454B3H .  33Fe #OR ESI.ESI

BE454E3C . E& FUSH ESI

HE45 4830 . BE30 2024588 MOV EDIL, DWORD PTR D5: [<&KERMEL3Z. GetModu
BE454B45 . 66:31328 405A CHMP WORD PTR DS: [ERX], SR4D

BEa454E4H -~ 75 1F JME SHORT putty.BE454BEE

BB4E4B4C | 1 2843 aC HOU ECX,DUORD PTR DS: [EAR+3C]

This wouldalsobe indicated atthe OllyDbg status bar itihe bottom left corner.

| Conditional pause: Command iz call edi
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Notice thatexecution hag Q (i peil dnZhe&ondition ofEIPregister being outside of the given memory range even
though there were some API calls already made in the cbhis. is because you us#tke Traceoverfunction and
the API calls were stepped ovdf you had usethe Trace intdunction, execution wouldstop atthe first API call.

Now take a look ahe Run tracevindow. It containgll executed instructioawith information aboutthe instruction
address, thread and modified registefie Astexecuted instruction is at the bottom of the window.

-] Run trace E=H ol =X
Eack Thread Modu le Address | Command Modified registers -~
12. Main [=IEET] Ba454B6A| MO OWORD FTR DS:[47ELSET, EDX

11. Main putty BE454B16( MOV ESI,DWORD PTR DS:[ESI+CI ESI=B86E10EG

1@. Main pUELY B3454B12| AMO ESI, FFFF

9. Main putty BE454B13| MOV OWORD FTR OS:[47E1441,ESI

g. Main pUEttY Ba8454B1F | CHP _ECH, 2

T Main =1 3 4T] BE4E4E22) JE SHORT putty.BE4E4E20

G Main putty HE454B268| SHL ERX, 2 EAX=BEHEEA5EE

E. Main =1 3 4T] BE454B22| ADD EAR, EOR ERX=0E0EE5E 1

4. Main putty BE454B25| MOV OWORD PTR DS:[47E1481, ERX

2. Main pUELY B3454B3A| XOR ESI,ESI ESI=AR6GEAREE

=0 Main putty BE454E30C) FUSH EST ESP=BE1ZFET4

1. Main pUEttY Ba454B30( MOU EOI,DWORD PTR DS: [<&KERHEL3Z.GetModu leHand leRX>]1 | EDI=FF382507

d. [=1*h 341] BE454B42| CALL EDI i
4 I

If you would like run trace to be logged &file youshouldright-clickon Run tracewindow and choos¢he Log to
file option fromthe context menu (before executingun tracgunction).

At this point you should knowhe basic debugging operations and fuioects. The rext important thing to learn is
how to navigate through the code.

First restartthe PUTTY saple.

¥ &R ed FUSH &8
BE4E4A02 | . &2 BATA4TEE PUSH putty.B8477ABE
BE4E4A07 | . EZ B8210006 CALL putty.BE456EE4
BE4E4A0C | . BF S4BEEEEG MOL EDI, 94
BE4E4AEL | . 3BCY MOL ERK,EDI
BB454AES | . E2 BSFAFFFF CALL putty.B@8454506
BE454AES | . 3965 EB MOU DWORD PTR S5:[EEP-121,ESP
BE454AER | . 2BF4 Moy ESI,ESP
BE454AED | . 393E MOU DWORD PTR D5:[ESI],EDI
BE4E4AEF | . 56 FUSH ESI

Whenever you see some call or jump instruction you can follow it (without executing) by clicking on this
instruction and pressingEnter>

In this exampleollow a call toputty.004545A0Y ou should land @he function body.

BE45459E [ IMT2

BE45459F cC IMTZ

BE4545A8 i 30 B8186R6EE CHF ER=, 186G

BE4545H5 |1 .~ 73 BE JHE SHORT puttu.@84545E5
BE4545A7 |1 . FFDS HEG EHx

BE454509 11 . B3C4 ADD ER:, ESP

BE4E450E | . 23CE B4 ADDER:, <

BE4545AE |1 . 2568 TEST DWORD PTR D5:[CERXI,ERX

You can dohte same with jump instructions.

One of the drawbacks déllowing calls and jumps @llyDbg igshe lack ofadGo back T dzy O (i Aidgudllow K | {
somejumps and callghere is no easy way of going back to the previpasition in a way that IDA PfdDA Fre&
allows You just need to remember what code you have followed ortbedBookmark9lugin (you willearnmore
about plugins iralater part ofthe exercise).

hitps://www.hex-rays.com/products/ida/support/download_freewa.shtml
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Another way of navigatinthrough the code is usinghe Go to expressiofeature. It can be used to changhe
current position in disassembly view, memory dump or stack ieepending on which view is active.

Click on diassembly view angress Ctrl+G.

1@ MOL ECH, DWORD PTR DS: [ESI+1G] |
4BE1

;214— Enter expression to follow @ _—
|5k
B putt
ac | | B
FF7H
44E1
B2
‘ange QK I Cancel |
44E 1
as e
| DD EAX, EDX | pute

Typeeipto be moved to the current location in the code (pointed by EIP register).
In Enter expression to follodialog you can enteswide range of expressions:

T registersieax, ebx, ecx

1 memory addresse€1x401000

T arithmetic expression€9x400000+2*0x1002, eax+0x1000
1 API functions name<€reateFileA, WriteProcessMemory
1 Labels or other names used in program.

If the entered expression is invalid tre destinationaddressk 2 S & y Q (ithe &delress dpack ghe debugged
process you will sea proper error message.

Enter expression to follow @
-]
OF. | Cancel |

Additionally; if you want to fincthe address ofi certain API function, buhe module in which this functioislocated
has/ Qi Ida8eByét (it is beingloadedat runtime asit is going to be calledyou willalso seean error message
(Unknown identifiey.

Mo memory on the specified address

Another often used way of code navigation in OllyDbg is through context m&ouscan click on various values in
OllyDbg (register values, immediate values, stack stored values, strings)thadamtext menu there will often be
options like:

1 Follow in Disassembler
1 Follow in Dump
1 Follow in Stack

For examplestart clicking on registers valuesalfegister points to the existing addresstive address space of the
current programthere should behe followingoptions:Follow in Disassembland Follow in Dump
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Registers [FPLUI i i i i
ERX [¥F281162 kernel 3R RazeThreadTritThunk
ECH BBBBBBB@E
ED¥ @@454A0 Increment Plus
= oo -

200 eme: Decrermnent Minus
ESI HE888E86HE
EDI BBOEEEEE Zero
EIF @8454A0E
C @ ES @823 s
Ao 5oz Modify Enter
1 D0F @a8s: ] ]
S8 F35 @E3sk Copy selection to clipboard Ctrl+C
T B G5 BEOG6E
B S LastEr Copy all registers to clipboard
EFL BEE8624e
STA ermpty 8. Follow in Disassembler
L e 8
empty 1
2TS e Follow in Dump
5T4 emptu B,
21E SR 2 View MM registers
5TV emptw @ . .
Wiew 3DMow! registers
FST @@@d Co
FeleEnly View debug registers :
Appearance L |
B e ) e o e

If the register doenot contain a valid address, the€elLJi A 2 ya 62y Qi 0SS khmddistertpbirdsiteS ® |
the location on the stack (like in case of ESksteg there will be an optiofrollow in Stack

You can do theane with values stored on stack.

BEIZFFO0 | 7FF
BE1ZFF24 | peEt Address 3
aaizFras || 7rrd

??3311?4|DFTIIDN to kbovne |22 FP201174

aa1zFFec || 7FFO
aa1zFFRe || 7301 e
e || B Show UNICODE dump
aa1zFFAC || 7FFO

AA1ZFFEE || BoeE Lock stack

BE12FFB4 HEAE
BE1Z2FFES BEAE

[ TrE Ll Tl o

P Copy to clipboard Ctrl+C
— Modify -

Edit Ctrl+E

Push DWORD

Pop DWORD

Search for address

Search for binary string Ctrl+B

Go to EEP

Go to expression Ctrl+G

Fellow in Disassembler Enter

Follow in Dump

Appearance [
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2.3 Breakpoints
Breakpointsare crucial parts of any debuggerThey allow to stopghe program execution af chosenmoment
allowingthe userto analyse specific program functian

There arefour types of breakpoints in OllyDHy

1 Software breakpoint§INT3 breakpoints)
I Hardware breakpoints

1 Memory breakpoints

1 Guarded pages

Software breakpoints work by insertiag INT3 instruction inthe place ofthe Instruction on whichhe breakpoint
is set. Wherthe instruction is about to be&xecuted, the interrupt is raised aride debugger steps in. The entire
process is transparent to the user.

Setting software breakpoints actually modifies memofrglebugged proces§huswhen thedebugged process was
about to calculatehe checksum of its own cod#é mightbe different than expectedSane malicious code usghis
as one othe anti-debugging techniques to deteiftthey are being debugged.

To seta software breakpointdoubleclickin the second colummext to theinstructionor selectaninstruction and
press F2. When the breakpoint is set this will be indicated eyl background ofhe instruction address.

QE4S4ACE Lg Eg ca | EETH
AE454A0Z | . 65 BATA4TA double click PREE
AE4SAA0T ES BSZ1REAE CHCE putty. 9RdoaEES
BE4CAR0C EF 94RREEAG MU EOT, 94
AE4EARE L SECT ML ER, EOT
AB4E40ES EZ EBSFAFF CALL puttu.B@@454508
5965 EZ MOU OWORD PTR S5: [EBP—131,ESP
GE4E4AEE SEF4 % ML ESI,ESF
AE4S4RED S95E HOY OWORD FTR DS:[ESI],EDI
AE4SAHER & FUSH ESI

5
opdsddFs | | FF1S Egozeses | BAEL DIORD PTR DS:[CRKERNELSZ.GetUers ionEu]

Now press F9 (run) aritle programshould stop execution on this instruction (before executing it).

BR4E4ACF L. C=2 RETH
BE4E4ADA 5 ER EA FUSH &
HE4E4AD2 . &2 BEFVR47EA FIUSH putty. 86847 7ABE
BE4E4A07 . E& B2218088a CALL putty.B8455EE4
BE454A0C . BF 248080688 MO EDOIL, 94
BE454AEL . BECY MOL ERH, EOL
HE454HES . EZ ESFAFFFF CALL putty.@8454508
. 8965 E& MOL OWORD PTR S55: [EBF-121,.ESF
HE4E4HER . GSEF4 Mol ESI, ESP
HE4E4RED . B93E MO DWORD PTR DS:L[ESI],EDI
HE4E4REF . E& FUSH ESI
B94S4AFE | | FF1S Eon24sen | EALL_DWORD_PTR_DS:[{SKERNEL32.GetUersionExA>]

Toremovea breakpoint,repeat the same steps as when setting it.

You can vieva list of all software breakpoints ithe Breakpointsvindow.

http://www.ollydbg.de/Help/i_Breakpoints.htmi

https://en.wikipedia.org/wiki/INT_(x86_instruction]
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Breakpoints EI@

Address | Modu Le | Aot ive | Dizassembly | "
BE4E4RES | put ty Alwaws MOU DWORD PTR S5: [EBP-121,ESP

You can also use this window to remove or temgrily disable chosen breakpoints.

One wayof usingbreakpoints ido setthem on API functions. This allows to detect wlegetertain API function is
called by malicious codand can be used to deteefarious operations done by malwarBor example ifou are
interested in communication with C&e@rverst is a good idea to set breakpoints on network related functidmsl

if you suspect thathe process is injecting some code to other procesges might set breakpoints on functions
such adNriteProcessiMmoryor CreateRemoteThread

Now you will set breakpoint onShellExecutefunction.

First click on disassembly view and @&®to expressiofCtrl+G) to findhe address oShellExecuteA

Enter expression to follow @
|ShelExecuted] |
(] | Cancel |

Then set breakpoint othe first instruction ofShellExecute&he one to which you were moved).

SBFF Mo EDI, EDI
R EETR EE FUSH EBF
YE909ERS SBEC oL EEBF, ESP
TES09ERA S3EC 4a SUE ESP, 4@
YES09EAD Al ACSFBETE MO ERK, DWORD FTR DS5: [FEEE9FAC]
TE30%EBER 23CE “OF ERA, EEBP
TE30%EE4 2945 FC MO DWORD PTR S5: CEEF-41,ERX
T&20°EBETY 2B45 83 MOL ERX, DWORD FTR S5: CEEF+E81]
TE209EEA SE40 B8C MOW ECH, OWORD FTR 55: CEEF+C]
TES09EBED 8B5S 1A MO EDE, DWORD FTR 55: CEEF+1E]

If the PUTTY process was pausezsume execution (F9).

Nextin the PUTTY windoyclickthe Aboutbutton and thenthe Visit Web Sitbutton.
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@ PuTTY Configuration @
Category:
2- S_ession Basic options for your PuTTY session
i + Logging Specify the destination you want to connect to
& Teminal Host N IP add Part
- Keyboard ost Name (or IP address) o
- Bell 22
- Features Connection type:
=- Window ) Raw () Telnet ) Rlogin @ SSH () Serial
Appea@nce Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours -
Default Settings
[=)- Connection Loed
- Proxy
- Rlogin
- 55H
- Seial Close window on exit:
() Mways () Never (@ Only on clean exit
Open ][ Cancdl |
About PuTTY [
PuTTY
Release 0.65

2 1597-2015 Simon Tatham. All ights reserved.

[ View Licence ] [ WsitWebS’rte[ﬂ[ Close l

Now go back to OllyDbg. OllyDbg should break on a cahétiExecutefonthe previously set breakpoint)

@ CPU - rnain thread, module SHELLS2

SEFF Moy EDI,EDI
R 5 FLIZH _EBF
TEI03BHE 3BEC Hoy EBF,ESF
TES03EBAA B3EC 48 SUBR ESF, 40
TES03EAD Al BEIFESFE MaL ER, DWORD PTR DS: [YSBE9FAC]
rEP03EERR 2acE #“0OF ER:,EEP

| Breakpaint at SHELL3Z. ShellExecutes,

Take a look athe stack view to see arguments passedioellExecuteA

BE44ECE0| FCALL to Shel IEdecuteR from puttu. BE44ECE7

Aaiz2F108 BAEFE2AC|| hiind = @887a%8C ("About PuTTY",class="#32778", parent=0847a702)
BE1ZF104 BE472FE4|| Operat ion = "open®™

HE12F102 B4 72FEC|| FileMame = "http: - ~www.chiark.greenend. org.uk " sgtathan<puttu""
BE1Z2F10C BEA0EEAE]| Parameters = MHULL

BE1ZF1ER BEA0EEEE] | DefDir = MHULL

AE1ZF1E4 ARAEEEAA|LI=Shown = A (18,1

HE1ZF1ES HEEEE111

As you can see, after clickiNisit Web SitePuTTY tries to opdhe http address
http://www.chiark.greenend.org.uk/~sgtatham/puttyih the default system web browser.

You can also opethe call stack window\(iew->Call stackClt+K) to check from whef@hellExecuteAunction was
called.
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IE Call stack of main thread EI@

Address | Stack Frocedure ~ acrguments Fiame -
HE12F1CC| BE440C80) SHELLS2.5hel lEnecutel [Dutty.@@448ﬂ8?| HE12F1EC
BE12F 100 | BEEFDoEC hllnd = BEEFEIEC ("About PuTTY',class="#327Yr@",
BE12F104 | BB4727E4 Operation = "™open™

HE12F 108 | 8847 27EC FileMams = "http:sswwa.chiack..greenend. org. uk
BE1Z2F10C| DEBEEaaaE Farameters = HULL

HE12F 1ER | BE8800EE DefDir = HULL

HE12F1E4 | BEEE0EEA IsShown = A (18,]

BE1ZF1FD| PE1286EF | putty. BE440C2E USERZZ2.v751286EC | @B1ZF1EC

BE1ZF1F4 | BEEVEIEC|  Hregl = CEEFESGEC
Bal2F1FS| Bo0aa111 Hro2 = B8@a8111
BEIZFIFC| BEEEE3EE| Arof = OEEEEIEE
BE12FZ08 | BEEVESZE|  Argd = BEATASZE
BE1ZF21C| Fe11BAFL| 7 USER3Z2. Fel28aCC USERSZ.V&11BREC |(B@12Fz218
BE1ZF292| FE11B98E| * USER3Z. vel1BA4S USERSZ.7FE11E936 |(B@12F294
BA12F2EA| F61328F 3| USERSZ. Fol 1E2EC USER3Z2.761328F4 | Aa12F20C
BEIZF2FC| FE1286EF | Includes USER3Z. Ye139GF2 USERSZ.7FE1286EC (BB12F2FS
BE1ZF222( PE122876| ¥ USER32. V&1 22600 USERZZ2.76122871 | @E12F324
BE1Z2F32C| Fe139807| Includes USER3Z.VE128376 USERZZ.7&129601 |(@@12F39Cc

The gcond type of breghoints are hardware breakpointtn generalinstead of changing program instructions in
the memory as software breakpoints do, theyse special processor registerglebug registers)On the x86
architecture thereare four debug registers (DRIR3) used to storéhe linear address of breakpoints. Thilds
possible to set four hardware breakpoirds a time. Additionally in contrast to software breakpoints, hardware
breakpoints can balsoused tobreak on memoryead or write operations

Hardwarebreakpoints are usually used whgou want to detect whera certain memory ddress is being written
to or whenyou know thatthe malicious code is trying to detect software breakpoints.

To get more information owlifferences between software and hardware breakpoints referttee Debugger flow
control'?3 articlesby Ken Johnson

b2 &eBhibwta set up hardware breakpointgo to OllyDbg and restathe PuTTY sample.

CEECn=l & SH &8 FUSH ci&

HEE4E4A0Z | . 68 BEFR47ER PUSH puttu.B8477ABE

EE454A07 | . ES BS219888 CALL putty.BB8455BE4

EE4S4A0C | . BF 948888608 MOL EDI, 24

AE4S4AE L . BBCV MO ERX, EDI

AE4E4AES | . ES BBFAFFFF CALL puttu.BB@454508

HE4E4RES | . 2955 EB MOU OWORD PTR S5:[CEEF-181,ESF

EE454AEE | . SBF4 MOL ESI,ESP

BE454AED | . 893E MOL OWoRD PTR D5:LCESI],EDI

HE454HEF . E& FUSH ESI pllersionInformat ion = HULL
AR4E4AFE | . FF1S EBD24508 CALL DWORD PTR DOS:[<&KERMELSZ.GetlersionEkGetlers ionExA

HE4E4AFE | . SB4E 18 Mol ECH, OWORD PTR DS:[CESI+1A]

EE4E4AFS | . 25980 48E147648 MOL OWORD PTR D5:[47E148]1,.ECH

EE4S4AFF | . SEdE B4 MLl ERs, OWORD PTR O5:CESI+4]

AR4E4EEZ | . AS 4CE147@8 MOL OWORD PTR D5:[47E14C1,.ERA kernel32.BaseThreadln it Thunk

Next, step over untithe instruction at 0454AF9. As you can see some dword value is being written to the memory
at the address 0x47E140.

ECH=BEaaa862
05: [8847EL 46 1=0EEEEEEE

[ S G Qy@duwarnit 8 check at what place in the cotids value will be used again.

Rightclickon this instruction and from the context menu chodsallow n Dump>Memory address

http://www.nynaeve.net/?p=80

Http://www.nynaeve.net/?p=81
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HE454AFE | . FFLS EBD24508 CALLE CWORD FTR DS: [<&KERMEL3Z.Getlersionf LEstlers ionEdA
AA454HFE | . BE4E 1A MOU ECH,.OWORD FTR OS:[ESI+18]1

. 3280 48E1476E HMOL OWORD FTR DS: [4FE1481,ECH
HE4E4AFF | . BB46 B4 MOU ER:.OWORD FTR DS:[ESI+d4] Backu
AE4E4BE2 | . A2 4CE1470E MOL OWORD PTR DS5: [47E14C], ERR P
AE4E4BEY | . BBEG B2 MOU ED.DWORD PTR DS: [ESI+2]
AE454B6A | . 2915 ERE1476G HMOU DWORD PTR DS: [47E1SEA],EDH Cﬂpy
BE454E10 | . SBFE BC MDY ESI,DWORD PTR DS:[ESI+C]
aE4E4B12 | . 2lEE FFPFOBEG AMD ESI, 7FFF Einary
AE454E1% | . 8935 44E14708 MOY OWORD PTR DS: [47E1441,ESI
Go to * | |
Follow in Dump 2 Selection
Mernory address
Search for [ E g4
r T

NowMemory Dumpview should beentred onthe 0x47E14@ddress. Selethe first 4 bytes (dword) andght-click
on them. From the context menu chooBeeakpoint>Hardware, on accessDword.

Address |Hex dump ASCII » [EENEENE
BE47E 140 [EE EE_EECAE @ (A6 (@ @l @6 A6 AR Gl me @6 @8 BE| L. s s s na Ll Bl
B4 7E 156| B8 Back R - i
GE47ELEE| BE ackup BE| ivvrrnnnnrnnnnns G012FERE
HE47ELVE| Ba &) cooooooooooooooo BE1=FESC
HR47YELSE) B8 CDFI}I’ 3 5| coocooooooooooooo BE12FEQE
HE47ELPE| BE &) cooooooooooooooo ARl ZFEa:
HE4FELRR| BE Bina . &) cooooooooooooooo BR1ZFEa:
AE4TE1ED | BA ry | G5 1 ZFEST
HE47VELICH| BE &) cooooooooooooooo BE1=FERE
GE47ELDD| BE Label 3 BE| tuirrnnnnrnnnnns 6812FER:
GE47ELED| BE = @@ 12FERS
ae4rE1FE) Ba Breakpoint ] Memuory, on access GE12FEAL
HE47EZEE| B8 BAa1 2FEEE
HE47VEZ 10| Ba = HAa12FEE:
BE4TEZCE| BE Search for v Memory, on write @1 ZFERE
=1
Find references Ctrl+R

BE4FEZE0 | B8 Hardware, on access » Byte :
pRdrEcca 2a Yiew executable file g
SS:?E%ES SS Hardware, on write 3 Word E
BE4FEZDE | BE Copy to executable file .

AE4FEZAG | B@ Py Hardware, on execution Dword E
HE47EZER| BA Got 9 4, C
Ba47EZCH| B8 o to ErEET . [ * | tin1 =FEFL

Now if at any place of the code this memory address would be accdbsdthrdware breakpoint will hit anthe
program execution will be paused.

To view all currently set hardware breakpointhooseDebug>Hardware breakpoints

Hardware breakpoints @
B Baze Size  Stopon
1 [0047E140° [ 4 [Access [ Folow1 | Delete1 |

|
3 | | | |
|

Ok

You can use this windote follow the memory address where tHeardwarebreakpoint is setor to deletethe
breakpoint.

After setting upa hardware breakpoint o8x47E140resumethe program execution (F9).

26



* )
* * Advanced artefact analysis
* enisa October 2015
*

* *

Almost immediatel the program should breakAsthe message ithe status barshows hardware breakpoint 1 was
hit and EIP points to one instruction aft@éx47E14@&ddress was accessed.

Scrollthe disasembly view one line up to see thestruction accessingx47E140

You can now removihe hardware breakpointi{is not automatically removed aftethe samplereload).

Hardware breakpoints can be used insteddoftware breakpointsfor instruction stepping or tracing. To configure
this go toOptionsDebugging optionsDebug: Y R & $sk Bafdlwaredbreakpoints to gteor trace codé ®2 y Q (i
select this optiorright now however, since ithe remaining parbf thistraining software breakpaoits are used!

The tird type of breakpoints are memory breakpoint$iey can be used to detect memory read or write operations.
They are set for memory pages aitds not possible to set them only fabyte, word or dword memory range. This
makes them less accurate than hardware breakpoints but in contrast to hardware breakpbmtsumber of
memory breakpoints is not limited.

Typical usage for memory breakpointstige detection of read or write operations on large memory ble¢tor
example newly allocated memory).

You can set memory breakpo#in a similar manner as hardware breakpoints by selecting some datnmory
Dumpview and then choosinBreakpoint>Memory
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