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Main Objective

The main objectivef this exercisas to teachstudentshow to create a
safe and useful malware laboratory based on best practicestier
analysis of suspicious files.

This exercisepresentspractical aspects of configuring artifact analy
environment which will be usedthroughout the artifact handling
training course duringthe next few days Participants will becom
familiar with the threats posed by artifact analysis, as wellezsngood
practices to seup an environment.

In the practical part of the exerciseghe participants will setup,
configure and deploy an environment ia virtualized environment
consistingof:

DFGSsél & a{deEé¢ ¢! atdaffidi lam mthed minual
machines will be routedhrough this server The gatewawill provide
services and amectivity to the machinesvhere artifact analysis i
performed

Analysis Sy @A N2 y Y Sy (i (Widddws y7p @ aitéfacts may be
run/executed andheir activity monitoredon this machine

Targeted Audience

CERT staff involved in the process of ieatchandling, especially those
responsible for detection of new thresirelated directly to the CERT
customers.

Total duration

6-7 hours

Time Schedule

Introduction to the exercise 0.5 hour

Task 1VirtualBox configuration | 0.5 hour

Task 2Winbox configuration 15hours
Task 3Styx configuration 3.5hours
Task 4Summary 0.5 hour

Frequency

Every time a new member joins the team.
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1 Introduction to the exercise

Artifact analysis is considered by many the miostrestingexperience a CERT/CSIRT member can
have at work.It might be however one of the most boring ones whepeatedly analysing yet
another malware family variantThe task can be also or& the most time consumingvhen
advanced malicious cods under analysisThe excitementof discovering new malicious baviour

can easilybe followedby despairafter analysing artifact without any progressThere areseveral
aspectgo consider before construaty an artifact analysis environment

1.1 Safe and secure operations

Safety of operation is of paramount importanéer any artifact analysis laboratory. In such an
environment handlingmaliciouscode is routineso the lab desigrand practiceamnust ensurethat
maliciouscode camot escape to the outside wor]dloing harm to the rest obrganisation It should
be constdered carefully howthe artifact acquisition procesis handled how malware execution and
testingare carried outand alsohow malware storage idesigred and maintaired. The environment
should be mades error resistant as posde. An ideal solution wadd bea completely disconnected
site with all artifacts storeanly for the time needed for analysend keptin an encrypted formso
that no accidental executioispossible2 KA £ S A (1 Qa gyagaiteednatSucli a8 apprbah
can guaranteesafety, it is obviousthat (0 KA & | LILINiBadti@@IKSanipkes/ &di storedn
repositories for further analyses and comparisdmternet connectivity is also usefals malware
would in many caseslownload updates orits actual payload only when it is coected to its
command and control servelt is always important to notehat malicious codeould possiblybe
able toseltreplicateor propagate through some unpatched halassich azero day vulnerabilities

The best approach in terms of safety is #® dompletely isolated from the outside world by default
but retain the possibility of going onlingdowever, going onlindrings the risk of being noticed
Malware authors would knowhat someone ignalysing their code (or at least runningiityhe code
hadand useda calthome function.In most case#t is advised to spoof the analysis lab identityis
advisedto use anonymiation techniques such as tunnelling all the traffic frtime lab through the

Tor network or VPN connection®Vhile this would® i LINB @Sy i GKS YIf gl NB

a2YS2yS Aad NHzyyAy3 (KSAN OdtRShidircrdasethg RlmabcRiyy Q
and prevents a possibtistrike back.

Malware analysis data should be tted as confidential informationThere is a very popular site,
virustotal.cont used by many security reseduers to see if a sampls malicious, which antivirus
engines detect it and what malwareis. However by submitting the sample to analysi¥atistotal
the information is releagd that a sample witha certain cryptographic hdmswas submitted for
analysis. Ithe authors are watching Vihey immediately knowhat someonehastheir code and is
analysing it.This serviceis givenas an examplas it isvery popular, but there arenany similar
serviceautilised bythe security community.

Lastbut not leastthe security ofthe environmentmust be ensuredo prevent any leak of malicious

I dzi
ly?2

code, the techniques and tod used by security researchers, aimdmany casesthe N a S| NODK S NA& ¢

personal details.

4 https://www.virustotal.com/
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1.2 Architectural considerations Physical or Virtual

Virtualisation technologieprovide a greatdeal of flexibility when analysing malwarehey give the
ability to run multiple operating sgtems, multiple versions and patch sets as vedll different
combinations of third party software installedhe ability to create virtual machirsmapshotsallows
the malware analysto replay test scenarios with same configuration settings as wedloasluct
offine memory analyses when the snapshetcreated containing amemory dump.There are
software packagethat will be describel later in this document which take full advantage of virtual
machine operations to create an automatic analysis environment.

However, malware authors are fulaware ofpossibilities and malware often contains code that can
detect virtualisation environments andlebuggers andhen refrain from performing malicious tasks
when run under such conditiohsThere are technigues to hide the fact of running edd virtual
environment as well as techniques of emulating user interactimn this isan arms race andt
should expecatd that in some cases when dealing with new and advanced artifactsyaiqath
machine may be necessanalldesign should allow puttingmhysicalmachine in the infrastructure

if needed for proper analysis

In this exercis@ basic virtuaged version of an artifact analysis environméntlescribedthat could
be consideed secure andlexible.

5See one of the problem descriptionsttp://www.darkreading.com/analytics/securitynonitoring/attackers
toolbox-makesmalwaredetection-more-difficult/d/d -id/1140283?
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2 Introduction to the analysis environment

2.1 Architecture overview

The analysis environment is a system consisting of virtual machineardaadlated virtual network.
Its role is to allow userto perform artifacts analysis and then to examine collected resiite
analysis environment consists oo virtual machines: Styx and Winbaxhich are used throughout
the exercises. Thenalysis environment is built in such a way toallow it to be extended with
additional virtual machines in the future.

Styx isan Ubuntu Server 14.04 (3ait) virtual mahine. Its main role is to be a lab gateway between
the Winbox machine and the Internet. In normal operati@l network traffic from the Winbox
machine isblocked from goingo the Internet and instead is redirected to network simulator
(INetSim). Ima second operatioal mode, all network traffic is redirected through virtual private
network (VPN)or the onion outer (Tor) network. Styx also serves as a Cuckoo Sandbox server
which is used in automatic analyses. During the ana)ysksetwork traffic is captured and checked
against Snorintrusion detection system (IDSignatures.

Winbox is a Windows 7 (34t) virtual maching(VM) where the actual artifact aalyses take place.

This VM would contaitwo snapshots. One is used fautomatic analyses with Cuckoo Sandbox and
conssts only of a minimal toolset. Thee@nd snapshotis used in manual analysis (static and
dynamic) and consists of various tools used in artifact analysis (debuggers, disassemblers, hex
editors, portable executable (PB)iewers, etc.).

4

y \\ | J‘Q / : 10.0.0.0/24 . ‘ T
e ¢

Styx Winbox
Linux Virtual Windows Virtual
Machine Machine

Figurel: Artifact analysis environment buileup
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Figure2: Artifact analysis environment logical structure
3 Preparing virtual images

3.1 Import Virtual Machines

In this step users importthe provided Styx and Winbox virtual machine imagekich are bare
installations of Ubuntu Server 14.04 and WindowsBeéfore importingvirtual machines, start
VirtualBox the root user.

3.2 VirtualBox network configuration

Imported virtual mach y S & R 2aQper n&wogk Sonfiguration in VirtualBox. Users must add
virtual interfaces tdoth Styx and Winbox accordihg the network graph; making Winbox operate
in the isolated lab network and Styx be a lab gateway.

At the beginningthe usermust createan additional networkg vboxnetO. VboxnetO will be used as a
hostonly connection betweethe Host machine anthe Styx virtual machine.

To createthe Hostonly network, select FilePreferences (CTRL+&)lect Network and click atte

Hostonly Networks tab. Next cliakn the E| icon on the right side to create a new network called
vboxnet0
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o VirtualBox - Settings

=l General Network

(#) Input

@ Language NAT Networks  Host-only Networks |

Display

S EE

(L) Extensions
Proxy

| OK I Cancel | Help |

Figure3: Hostonly Networks

In the next step participants must configuréhe network interfaces forthe StyxVirtual Machine.
The Styxmachine requires three network interfaces: Bridged Adapter, Internal network and Host
only Adapter.The Wndows machine (Winbox) will be usedth only one network interface for
direct connectiorto the Styxvirtual machine Styxwill be used as gateway foYinbox

To configurethe network interfaces, right click othe Styxmachine andchoose Settingsfrom
context menu.

Q Settings Ctri+S

) clone... Ctri+0
%3 Remove... Ctri+R
Ctri+U

[€4) styx (
| © po

» Discard saved state Ctri+)
Show Log... Ctrl+L
t#) Refresh
Show in File Manager
{A Create Shortcut on Desktop

81 sort
Figure4: Screenshot Styx context menu

Adapter 1 must be set athe Bridged Adapter Figure5) which willbe used for the riternet
connection Adapter 2 aitnet (Figure6) andthe third adapter aghe Hostonly adapter Figure 7).
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B General | Network
& system
& oisplay Adapter1 | Adapter2 | Adapter3 | Adaptera |
@ storage
5 Audio
Name: [wlan0 =
{3 serial Ports lagdvanced
& use

@ Sshared Folders

| ok | cancel | Help

Figure5: Adapter 1 configuration

Adapter 1 will be used fonternet network connectivitffor the Styx virtual machine

& General | Network
& system
& pisplay Adapter] Adapter2 | Adapter3 | Adapters |
@ storage F Enable Network Adapter
B audio Attached to: [internal Network ]

Name: [ intnet =]
& Serial Ports ® £
& use
@ Sshared Folders

IT' Cancel ] Help

Figure6: Adapter 2 configuration

The second adapter will be used only for direct connection betwiberStyxand Winboxmachines.
All network traffic from Styx will beirected throughthis interface. This interface should have IP
10.0.0.1, whiclwill be set laterto this interface.

B General | Network

& system

@ Display Adapter 1 | Adapter2  Adapter3 | Adaptera |

@ storage ¥ Enable Network Adapter

B audio ost-only

@ newor ] Name: [vbowneto 5
& Serial Ports & Advanced

& use

& shared Folders

oK I Cancel Help

Figure 7: Adapter 3 configuration

The st adapter (Adapter 3) will be used fitne Cuckoo sandbosoftware It will be usedfor traffic
between the Cuckoo serve(Styx)and the Cuckoo agentWinbox) This interface should have IP
192.168.56.1, whictwill be set inthe next steps.

In the next step participants must configuréhe network interface forthe Windows (Winbox)
machine. As in the previous example of Styx configuration, right clidkeiinbox VM in the
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VirtualBoxappliation and choose &ting from context menu. Choosine Network page and set
Adapter lasinternal Network(Figure8). This will be theonlyinterface for network acces

o winbox - Settings

= General ‘ Network ‘
m System
Display Adapter 1 | Adapter 2 | Adapter 3 | Adapter 4 |
Storage ¥ Enable Network Adapter
{Ip Audio Attached to: |Interna| Network 7|
I -
B Network Name: I intnet j
@ Serial Ports v Advanced
Use )
4 Adapter Type: |Inte| PRO/1000 MT Desktop (82540EM) |
& Shared Folders
Promiscuous Mode: |Den).r j
MAC Address: | 080027662528 =)
¥ Cable Connected
Port Forwarding |

OK I Cancel Help

Figure8. Winbox network adapters iVirtualBox.

3.3 Role of Snapshots in malware analysis

Snapshots can be created mstoredat any time To restore a snapshot, select a specific machine
and clickthe Snapshot button on theight corner ofthe VirtualBox window(Figure9). On the main
panel alist of allavailablesnapshotds displayedFigurel0).

| {23 Details @ Snapshots |

Figure9. Snapshot button in VirtualBx.

@ | & |3

% @ Current State

FigurelO. Lists of snapshots.

To restore a snapshpselect snapshot from the listight clickanda St SO0 awSad2NB { y I L
the context menu Figurell).

(& Restore Snapshot  Ctrl+Shift+R
(&3 Delete Snapshot Ctrl+Shift+D
(€3 Show Details Ctrl+Space

[} Clone... Ctrl+Shift+C

Figurell: Snapshot context menu

To create a snapshot ofirrentmachine, presthe icon fromthe toolbar.
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4 Configuring Winbox virtual machine

In this stepparticipants performthe initial configuration othe Windows analysis machine.

4.1 Initial configuration

Startthe Winbox machine in Virtuati. First, participants must sean IP addressThe IP address for
the Winbox machine must be set manually. To @etatic IPaddressclickStart, ControPanel, View
network status, andunder the Network andniternet categoryclick Change adapter setting®nly
one network interface shodl be listed(Figure 12). To configure it, right click on it and select
Properties fromthe context menu. Choose Internet Protocol Version 4 (TCP/IPv4)ckaid the

Properties button Figurel3).

(=N HoR =
@Uv| E-' v Control Panel » Metwork and Internet » Network Connections » - | ¢7| | Search Net... 0 [
Organize = 0 @

._'. Local Area Connection
Sommoe  Metwork 2

@2 Intel(R) PRO/1000 MT Desktop Ad...

Figurel2. Network interfaces in Winbox machine

;‘i Lzcal Area Connection Properties @

Metworking

Connect using:

&¥F Intel{R) PRO/1000 MT Desktop Adapter

This connection uses the following items:

0% Clisnt for Microsoft Networks

3Bl 05 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networks

b Intemet Protocol Version & (TCP/IPvE)

g i<t Protocol Version 4 (TCP/IPv4) |

b Link-Layer Topology Discovery Mapper /0 Driver
b Link-Layer Topalogy Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ OK ][ Cancel ]

Figure13. Network interfaceprotocols.

The retwork interface inthe Winbox machine should hawestatic IP address. For communication
with the Styx VM, Winbox should hawan IP address df0.0.0.2, 255.255.255.0 subnet mask and
10.0.0.1 ashe gateway Figureld). TheDNS server should be set to 8.8.8.8.
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Intemet Protocol Version 4 (TCP/IPvd) Properties R =

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

IP address: w.0 .0 .2
Subnet mask: 255.255.255. 0
Default gateway: w.o0 .0 .1

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server: 8 .8 .8 .8

Alternate DNS server:

["] validate settings upon exit
[ox [ coce ]

Figurel4: Winbox machineNetwork Configuration

Winbox must have noblocked accest the Internet, so the operatig system firewalshould be
disabled To disablethe firewall, click the Start menu and type firewalh the search box at the
bottom of the menu In the resuls shown, click on Windowsrewall (Figure 28

Figurel5: Windows Fiewall in Start menu

Next click oné¢ dzN}/ 2 Ay R2 6 & CA NB dtkidefof tr yWindev\Figure 4 2 v

# Turn Windows Firewall on or off

Figurel6: Turnthe Windows Firewall on or off
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Inthe last stepa St SOG & ¢ dzNy
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(Home/work and public network) (Figurd)2

g @ Tumn off Windows Frewall (not recommended)

v @ Tum off Windows Frewall (not recommended)

Figurel7: Disabling Firewall for Home/work and Public network

4.1.1 Disable User Account Control

User Account Control (UAQ a feature in Windows thacan help you stay in control of your

computer by informing you when a prograwants to makea changerequiringadministrator-level

permission.In the Winbox VM machingparticipants should disable UAC. In Control Pactebose
G/ Kby3S | asSNt! GGadnAly 3/azy o NER

thesechangesshutdownthe Winbox machine.

% Uner ettt ot Sty

Moyt mchd,

Choose when 10 be notiSed about changes to your compater

o

Worves rd Ty e i

* Progreme try 19 metsl sftears o makE g o
- compute
® Lonste (hange % Windis wmngs

0 'exrscommended Ohocue T only £ you meed te
VA PO TR a4 AT GOt S Windomws ]
B s Dury B et st Uner s vt Cotnad

&@

[

Uomr Acconnt Control Mgt parant potentaly hammul program $om maling CABRGHE 13 10U (Impute
108 oup munee shidl \uet AL DS (ortied e

Cancm

Figurel8: Disabling UseAccount Control in Winbox

4.2 Create snapshots

Creating snapshots dhe virtual machine is important in this phase. Participants must cogate
two snapshotsof the Winbox machineq the first one will be used for automatimalware analysis
with Cuckoo and theecond one will be used for static and dynamic analysis by particigdatse
the first snapshotf 2 NJ | dzi 2 YI G4 A O

Ot S(Figuéel9).

6 http://windows.microsoft.com/enus/windows/whatis-useraccountcontrol#1TC=window3

& S Bigurd I9)A A& Mbkidg?
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@ & Take Snapshot of Virtual Machine
% Snapshot Name
L 15 [kuckeo

Snapshot Description

0K | Cancel | Help |

Figurel9. Create snapshaodf Winbox machinecalled cuckoo

All snapshots fothe Winbox machine are shown Figure20. The next steps ahis exercise will be
performedon the winboxcleansnapshot.

El-[§ base system (2 minutes ago)
- [ cuckoo (46 seconds ago)
=[5 winbox-clean (11 seconds ago)

® () Current State

Figure20. All snapshots in Winbox virtual machine

4.3 Tools forartifact analysis

Duing the next stes, participantswill instal all required toolsto the Windows (winbox-clean)
shapshot.Point students toward the archivecalledwinbox tools.zip Unpackthe contents of this
archive tothe C\tools directory and install althe required tools from the dinstall versiog
suldirectory:.

In the second subdirectorynamed ad t 2 NJi | 6 f Shered@BeNfeit@lg ¢hat don@ require
installation.

4.3.1 Create directory for results of malware analysis

During this stepparticipantswill create a set oflirectories. The ectories will be used to sterthe
results of malware analysi.he Styx machine will alsase the content of these directories for
further analysis.

Create the directory Clanalyses with subdirectorieC\analysebresults, C\analysessample
Clanalysesuploads. InC\analysetsresults directory, createa subdirectory called screenshots
(Figure21).

C:\ANALYSES

results
screenshots

zample
wploads

Figure2l. Directory tree of clanalyses dir.
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4.3.2 |Installing FTP server

To share files betweethe Styx and Winbox machines (sending samples, retrieving manual analysis
results)the FTP protocol will be usedn FTP server will be installed on the Windows machine and
scripts runningn Styx VM wilperform synchrongation.

After FileZilla Servenstallation click onthe Users icor.£ in the toolbar andadd a new user by
clickingthe Addbutton. Create useanonymouswithout any password. (Figurep

[ Crbezlaseverizzo0n) =10/
"B 0G0 ||va-
T T
Copynght 2001- 204
heos / Ale s prome
- ot Page: Account settngs
Cornected, watng f == F rable sccount
Lopped on Shared folder [—-
g::m.nm' Sc«du-z‘ I~ Password:
retieving accc
[Retseving asccourt s P Fiter Group membershio: |<m> v|
Done rtevng acce
tmaccmn
Done retneving acoe
Ratseving sccourt s ™ Bypass userienit of server
Done retseving acee Mawrmue connecton count: |°
Coenection ket per 1P |°
I~ Force SR for user logn
Descroton
=
O | = T —
You can enter some comments about the user
Je= 1|
Ready Obytesrecoved 085 Obriessent 085 06

Figure22: Users in ftp service

In the next step, selecthe Shared folders page and clithe Add button Add the Clanalyses
directory with all permissions (Figugs).

Users Tl 5]
Page: Shared foiders Users
Generdl Drectones Hases
Shared folders H Clanslyses
Speed Lmts e
1P Fiter

« - | Add Iml
- Remove | Rename | Setashome e Renome | ooy |

Adrectory shas wil 3lso appear of the speciied location. Alases must contan the full vitual
path. Separate multiple alases for cne drectory with the ppe character (1)

¥ using shases, please avoild cychc drectory structures, & wil only corfuse FTP clerts

=1
_ ond |

Figure23: Directory c\analyses with all permissions

4.3.3 Disable ASR

Address space layout randomization (ASLR) is a computer security techoiguetect against

buffer overflow attacks. In order to prevent an attacker from reliably jumping to a particular
exploited function in memory (for example), ASaRdomlyarrangeshe locationsof key data areas

of a program, including the base of the executable and the positions of the stack, heap, and libraries,
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in a process's address spételn this exercise ASLR irthe Winbox virtual machineshould be
disabled

To disble ASLRun cmd.exe (as Administrator) and use bcdedit.exe asSigare24.

Disable ASLR

bcdedit.exe /set {current} nx AlwaysOff

tion. All rights reserved.

feurrenty nx A lwausOFff

i Windows temdd X _

Figure24: Bcdedit.exe command

4.3.4 Disable services

The Simple Service Discovery Protocol (SSDP) is a network protocol based on the Internet Protocol
Suite (TCP/IP)to advertise and discovenetwork services and presence information. It might
generate network traffic which magonfusemalware network analysis.

To open 8rvices,press the frt key and typethe services.msc commandind the SSDP Discovery
service (Figure 25

Services =) ]
Ble  Action Yeew Help

Figure25: Services in Windows Operating System

Presghe stop button, set Startup type to Disabled (Fig@& and apply changes.

7 http://en.wikipedia.org/wiki/Addres_space_layout_randomization
8 http://www.microsoft.com/security/sir/strategy/default.aspx#!section_3_3
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SSDP Discovery Properties (Local Computer) | 3]

Gmevd:mgmm,m,y[r‘ Jericies |

Service name: SSDPSRV
Display name: SSDP Discovery

Descriot D d devices and services that use .
Ithe SSDP discovery protocol, such as UPnP

Path to executable:
C\Windows'system32'svchost exe + LocalService AndNolmpersonation

Startup type:

Help me configure service starup oplions
Service status:  Stopped

You can specy the start parameters that apply when you start the service
from here,

Start parameters:

4.3.5 Show hidden files

Figure26: Properties of SSDP Discovery

Malware uploaded tahe Winbox VM may have hidden attribugeTo see files in Windows withe
hidden flag,open folder and sarch options Figure27) in the View tab select Show hidden files,

folders and drive (Figure28).

Figure27: Folder and search options in My Computer
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