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Main Objective 

The main objective of this exercise is to teach students how to create a 
safe and useful malware laboratory based on best practices for the 
analysis of suspicious files. 

This exercise presents practical aspects of configuring artifact analysis 
environment, which will be used throughout the artifact handling 
training course during the next few days. Participants will become 
familiar with the threats posed by artifact analysis, as well as learn good 
practices to set up an environment. 

In the practical part of the exercise, the participants will set up, 
configure and deploy an environment in a virtualized environment 
consisting of: 

DŀǘŜǿŀȅ ά{ǘȅȄέ ό¦ōǳƴǘǳ мпΦлп ǎŜǊǾŜǊύ ςtraffic from other virtual 
machines will be routed through this server. The gateway will provide 
services and connectivity to the machines where artifact analysis is 
performed. 

Analysis ŜƴǾƛǊƻƴƳŜƴǘ ά²ƛƴōƻȄέ (Windows 7) ς artifacts may be 
run/executed and their activity monitored on this machine.  

Targeted Audience 

CERT staff involved in the process of incident handling, especially those 

responsible for detection of new threats related directly to the CERT 

customers. 

Total duration 6-7 hours 

Time Schedule 

Introduction to the exercise 0.5 hour 

Task 1: VirtualBox configuration 0.5 hour 

Task 2: Winbox configuration 1.5 hours 

Task 3: Styx configuration 3.5 hours 

 Task 4: Summary 0.5 hour 

Frequency Every time a new member joins the team. 



Building artifact handling and analysis environment 
Artifact analysis training material 
 
November 2014  

 

Page  1 

1 Introduction to the exercise 

Artifact analysis is considered by many the most interesting experience a CERT/CSIRT member can 
have at work. It might be however one of the most boring ones when repeatedly analysing yet 
another malware family variant. The task can be also one of the most time consuming when 
advanced malicious code is under analysis. The excitement of discovering new malicious behaviour 
can easily be followed by despair after analysing artifacts without any progress. There are several 
aspects to consider before constructing an artifact analysis environment. 

1.1 Safe and secure operations 

Safety of operation is of paramount importance for any artifact analysis laboratory. In such an 
environment, handling malicious code is routine, so the lab design and practices must ensure that 
malicious code cannot escape to the outside world, doing harm to the rest of organisation. It should 
be considered carefully how the artifact acquisition process is handled, how malware execution and 
testing are carried out, and also how malware storage is designed and maintained. The environment 
should be made as error resistant as possible. An ideal solution would be a completely disconnected 
site with all artifacts stored only for the time needed for analysis and kept in an encrypted form, so 
that no accidental execution is possible. ²ƘƛƭŜ ƛǘΩǎ ƴƻǘ ŎƻƳǇƭŜǘŜƭȅ guaranteed that such an approach 
can guarantee safety, it is obvious that ǘƘƛǎ ŀǇǇǊƻŀŎƘ ƛǎƴΩǘ practical. Samples are stored in 
repositories for further analyses and comparison. Internet connectivity is also useful as malware 
would in many cases download updates or its actual payload only when it is connected to its 
command and control server. It is always important to note that malicious code could possibly be 
able to self-replicate or propagate through some unpatched holes, such as zero day vulnerabilities.  

The best approach in terms of safety is to be completely isolated from the outside world by default 
but retain the possibility of going online. However, going online brings the risk of being noticed. 
Malware authors would know that someone is analysing their code (or at least running it) if the code 
had and used a call-home function. In most cases it is advised to spoof the analysis lab identity.  It is 
advised to use anonymisation techniques such as tunnelling all the traffic from the lab through the 
Tor network or VPN connections. While this wouldnΩǘ ǇǊŜǾŜƴǘ ǘƘŜ ƳŀƭǿŀǊŜ ŀǳǘƘƻǊǎ ŦǊƻƳ ƪƴƻǿƛƴƎ 
ǎƻƳŜƻƴŜ ƛǎ ǊǳƴƴƛƴƎ ǘƘŜƛǊ ŎƻŘŜ ǘƘŜȅ ǿƻǳƭŘƴΩǘ ƪƴƻǿ ŜȄŀŎǘƭȅ ǿƘƻ it is. This increases the lab security 
and prevents a possible άstrike backέ. 

Malware analysis data should be treated as confidential information. There is a very popular site, 
virustotal.com4 used by many security researchers to see if a sample is malicious, which antivirus 
engines detect it and what malware it is. However by submitting the sample to analysis at Virustotal, 
the information is released that a sample with a certain cryptographic hash was submitted for 
analysis. If the authors are watching VT, they immediately know that someone has their code and is 
analysing it. This service is given as an example as it is very popular, but there are many similar 
services utilised by the security community. 

Last but not least, the security of the environment must be ensured to prevent any leak of malicious 
code, the techniques and tools used by security researchers, and in many cases, the ǊŜǎŜŀǊŎƘŜǊǎΩ 
personal details. 

 

                                                           
4 https://www.virustotal.com/  

https://www.virustotal.com/


Building artifact handling and analysis environment 
Artifact analysis training material 
 
November 2014  

 

Page  2 

1.2 Architectural considerations: Physical or Virtual 

Virtualisation technologies provide a great deal of flexibility when analysing malware. They give the 
ability to run multiple operating systems, multiple versions and patch sets as well as different 
combinations of third party software installed. The ability to create virtual machine snapshots allows 
the malware analyst to replay test scenarios with same configuration settings as well as conduct 
offline memory analyses when the snapshot is created containing a memory dump. There are 
software packages that will be described later in this document which take full advantage of virtual 
machine operations to create an automatic analysis environment. 

However, malware authors are fully aware of possibilities and malware often contains code that can 
detect virtualisation environments and debuggers and then refrain from performing malicious tasks 
when run under such conditions5. There are techniques to hide the fact of running code in virtual 
environment as well as techniques of emulating user interaction, but this is an arms race and it 
should expected that in some cases when dealing with new and advanced artifacts a physical 
machine may be necessary. Lab design should allow putting a physical machine in the infrastructure 
if needed for proper analysis. 

In this exercise a basic virtualised version of an artifact analysis environment is described, that could 
be considered secure and flexible.  

                                                           
5 See one of the problem descriptions: http://www.darkreading.com/analytics/security-monitoring/attackers-
toolbox-makes-malware-detection-more-difficult/d/d -id/1140283?  

http://www.darkreading.com/analytics/security-monitoring/attackers-toolbox-makes-malware-detection-more-difficult/d/d-id/1140283
http://www.darkreading.com/analytics/security-monitoring/attackers-toolbox-makes-malware-detection-more-difficult/d/d-id/1140283
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2 Introduction to the analysis environment 

2.1 Architecture overview  

The analysis environment is a system consisting of virtual machines and an isolated virtual network. 
Its role is to allow users to perform artifacts analysis and then to examine collected results. The 
analysis environment consists of two virtual machines: Styx and Winbox, which are used throughout 
the exercises. The analysis environment is built in such a way as to allow it to be extended with 
additional virtual machines in the future. 

Styx is an Ubuntu Server 14.04 (32-bit) virtual machine. Its main role is to be a lab gateway between 
the Winbox machine and the Internet. In normal operation, all network traffic from the Winbox 
machine is blocked from going to the Internet and instead is redirected to network simulator 
(INetSim). In a second operational mode, all network traffic is redirected through a virtual private 
network (VPN) or the onion router (Tor) network. Styx also serves as a Cuckoo Sandbox server, 
which is used in automatic analyses. During the analyses, all network traffic is captured and checked 
against Snort intrusion detection system (IDS) signatures. 

Winbox is a Windows 7 (32-bit) virtual machine (VM) where the actual artifact analyses take place. 
This VM would contain two snapshots. One is used for automatic analyses with Cuckoo Sandbox and 
consists only of a minimal toolset. The second snapshot is used in manual analysis (static and 
dynamic) and consists of various tools used in artifact analysis (debuggers, disassemblers, hex 
editors, portable executable (PE) viewers, etc.). 

 
Figure 1: Artifact analysis environment build-up 
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Figure 2: Artifact analysis environment logical structure 

3 Preparing virtual images 

3.1 Import Virtual Machines 

In this step, users import the provided Styx and Winbox virtual machine images, which are bare 
installations of Ubuntu Server 14.04 and Windows 7. Before importing virtual machines, start 
VirtualBox  the root user. 

3.2 VirtualBox network configuration 

Imported virtual machƛƴŜǎ ŘƻƴΩǘ ƘŀǾŜ a proper network configuration in VirtualBox. Users must add 
virtual interfaces to both Styx and Winbox according to the network graph ς making Winbox operate 
in the isolated lab network and Styx be a lab gateway. 

At the beginning, the user must create an additional network ς vboxnet0. Vboxnet0 will be used as a 
host-only connection between the Host machine and the Styx virtual machine. 

To create the Host-only network, select File->Preferences (CTRL+G), select Network and click on the 

Host-only Networks tab. Next click on the    icon on the right side to create a new network called 
vboxnet0. 
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Figure 3: Host-only Networks 

In the next step, participants must configure the network interfaces for the Styx Virtual Machine. 
The Styx machine requires three network interfaces: Bridged Adapter, Internal network and Host-
only Adapter. The Windows machine (Winbox) will be used with only one network interface for 
direct connection to the Styx virtual machine. Styx will be used as gateway for Winbox. 

To configure the network interfaces, right click on the Styx machine and choose Settings from 
context menu. 

 
Figure 4: Screenshot Styx context menu 

Adapter 1 must be set as the Bridged Adapter (Figure 5) which will be used for the Internet 
connection, Adapter 2 as intnet (Figure 6) and the third adapter as the Host-only adapter (Figure 7). 
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Figure 5: Adapter 1 configuration 

Adapter 1 will be used for Internet network connectivity for the Styx virtual machine.  

 
Figure 6: Adapter 2 configuration 

The second adapter will be used only for direct connection between the Styx and Winbox machines. 
All network traffic from Styx will be directed through this interface. This interface should have IP 
10.0.0.1, which will be set later to this interface. 

 
Figure 7: Adapter 3 configuration 

The last adapter (Adapter 3) will be used for the Cuckoo sandbox software. It will be used for traffic 
between the Cuckoo server (Styx) and the Cuckoo agent (Winbox). This interface should have IP 
192.168.56.1, which will be set in the next steps. 

In the next step, participants must configure the network interface for the Windows (Winbox) 
machine. As in the previous example of Styx configuration, right click on the Winbox VM in the 
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VirtualBox application and choose Setting from context menu. Choose the Network page and set 
Adapter 1 as Internal Network (Figure 8). This will be the only interface for network access. 

 
Figure 8. Winbox network adapters in VirtualBox. 

3.3 Role of Snapshots in malware analysis 

Snapshots can be created or restored at any time. To restore a snapshot, select a specific machine 
and click the Snapshot button on the right corner of the VirtualBox window (Figure 9). On the main 
panel, a list of all available snapshots is displayed (Figure 10). 

 
Figure 9. Snapshot button in VirtualBox. 

 
Figure 10. Lists of snapshots. 

To restore a snapshot, select snapshot from the list, right click and ǎŜƭŜŎǘ άwŜǎǘƻǊŜ {ƴŀǇǎƘƻǘέ ŦǊƻƳ 
the context menu (Figure 11). 

 
Figure 11: Snapshot context menu 

To create a snapshot of current machine, press the  icon from the toolbar. 
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4 Configuring Winbox virtual machine 

In this step, participants perform the initial configuration of the Windows analysis machine. 

4.1 Initial configuration 

Start the Winbox machine in VirtualBox. First, participants must set an IP address. The IP address for 
the Winbox machine must be set manually. To set a static IP address, click Start, Control Panel, View 
network status, and under the Network and Internet category click Change adapter settings. Only 
one network interface should be listed (Figure 12). To configure it, right click on it and select 
Properties from the context menu. Choose Internet Protocol Version 4 (TCP/IPv4) and click the 
Properties button (Figure 13).  

 
Figure 12. Network interfaces in Winbox machine 

 
Figure 13. Network interface protocols. 

The network interface in the Winbox machine should have a static IP address. For communication 
with the Styx VM, Winbox should have an IP address of 10.0.0.2, 255.255.255.0 subnet mask and 
10.0.0.1 as the gateway (Figure 14). The DNS server should be set to 8.8.8.8. 
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Figure 14: Winbox machine Network Configuration 

Winbox must have non-blocked access to the Internet, so the operating system firewall should be 
disabled. To disable the firewall, click the Start menu and type firewall in the search box at the 
bottom of the menu. In the results shown, click on Windows Firewall (Figure 23). 

 
Figure 15: Windows Firewall in Start menu 

Next, click on ά¢ǳǊƴ ²ƛƴŘƻǿǎ CƛǊŜǿŀƭƭ ƻƴ ƻǊ ƻŦŦέ ƻƴ ǘƘŜ ƭŜft side of the window (Figure 24). 

 
Figure 16: Turn the Windows Firewall on or off 
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In the last step, ǎŜƭŜŎǘ ά¢ǳǊƴ ƻŦŦ ²ƛƴŘƻǿǎ CƛǊŜǿŀƭƭ όƴƻǘ ǊŜŎƻƳƳŜƴŘŜŘύέ ŦƻǊ ōƻǘƘ ƴŜǘǿƻǊƪ ǘȅǇŜǎ 
(Home/work and public network) (Figure 24). 

 
Figure 17: Disabling Firewall for Home/work and Public network 

4.1.1 Disable User Account Control 

User Account Control (UAC)6 is a feature in Windows that can help you stay in control of your 
computer by informing you when a program wants to make a change requiring administrator-level 
permission. In the Winbox VM machine, participants should disable UAC. In Control Panel, choose 
ά/ƘŀƴƎŜ ¦ǎŜǊ !ŎŎƻǳƴǘ /ƻƴǘǊƻƭ ǎŜǘǘƛƴƎǎέ ŀƴŘ ǎŜǘ ǎƭƛŘŜǊ ǘƻ άbŜǾŜǊ ƴƻǘƛŦȅέ όFigure 18). After making 
these changes, shutdown the Winbox machine. 

 
Figure 18: Disabling User Account Control in Winbox 

4.2 Create snapshots 

Creating snapshots of the virtual machine is important in this phase. Participants must now create 
two snapshots of the Winbox machine ς the first one will be used for automatic malware analysis 
with Cuckoo and the second one will be used for static and dynamic analysis by participants. Name 
the first snapshot ŦƻǊ ŀǳǘƻƳŀǘƛŎ ƳŀƭǿŀǊŜ ŀƴŀƭȅǎƛǎ άŎǳŎƪƻƻέΦ Name the second snapshot άǿƛƴōƻȄ-
ŎƭŜŀƴέ (Figure 19). 

                                                           

6 http://windows.microsoft.com/en-us/windows/what-is-user-account-control#1TC=windows-7 
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Figure 19. Create snapshot of Winbox machine called cuckoo. 

All snapshots for the Winbox machine are shown in Figure 20. The next steps of this exercise will be 
performed on the winbox-clean snapshot. 

 
Figure 20. All snapshots in Winbox virtual machine. 

4.3 Tools for artifact analysis 

During the next steps, participants will install all required tools to the Windows (winbox-clean) 
snapshot. Point students towards the archive called winbox_tools.zip. Unpack the contents of this 
archive to the C:\ tools directory and install all the required tools from the άInstall versionέ 
subdirectory. 

In the second subdirectory named άtƻǊǘŀōƭŜ ǾŜǊǎƛƻƴέ there are the tools that donΩt require 
installation. 

4.3.1  Create directory for results of malware analysis 

During this step, participants will create a set of directories. The directories will be used to store the 
results of malware analysis. The Styx machine will also use the content of these directories for 
further analysis. 

Create the directory C:\analyses with subdirectories C:\analyses\ results, C:\analyses\sample 
C:\analyses\uploads. In C:\analyses\ results directory, create a subdirectory called screenshots 
(Figure 21). 

 
Figure 21. Directory tree of c:\ analyses dir. 
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4.3.2 Installing FTP server 

To share files between the Styx and Winbox machines (sending samples, retrieving manual analysis 
results) the FTP protocol will be used. An FTP server will be installed on the Windows machine and 
scripts running on Styx VM will perform synchronisation. 

After FileZilla Server installation, click on the Users icon  in the toolbar and add a new user by 
clicking the Add button. Create user anonymous without any password. (Figure 22) 

 
Figure 22: Users in ftp service 

In the next step, select the Shared folders page and click the Add button. Add the C:\analyses 
directory with all permissions (Figure 23). 

 
Figure 23: Directory c:\ analyses with all permissions 

4.3.3 Disable ASLR 

Address space layout randomization (ASLR) is a computer security technique to protect against 
buffer overflow attacks. In order to prevent an attacker from reliably jumping to a particular 
exploited function in memory (for example), ASLR randomly arranges the locations of key data areas 
of a program, including the base of the executable and the positions of the stack, heap, and libraries, 
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in a process's address space78. In this exercise, ASLR in the Winbox virtual machine should be 
disabled. 

To disable ASLR, run cmd.exe (as Administrator) and use bcdedit.exe as on Figure 24. 

Disable ASLR 

bcdedit.exe /set {current} nx AlwaysOff  

 
Figure 24: Bcdedit.exe command 

4.3.4 Disable services 

The Simple Service Discovery Protocol (SSDP) is a network protocol based on the Internet Protocol 
Suite (TCP/IP) to advertise and discover network services and presence information. It might 
generate network traffic which may confuse malware network analysis. 

To open Services, press the Start key and type the services.msc command. Find the SSDP Discovery 
service (Figure 25).  

 
Figure 25: Services in Windows Operating System 

Press the stop button, set Startup type to Disabled (Figure 26) and apply changes. 

                                                           
7 http://en.wikipedia.org/wiki/Address_space_layout_randomization 
8 http://www.microsoft.com/security/sir/strategy/default.aspx#!section_3_3 
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Figure 26: Properties of SSDP Discovery 

4.3.5 Show hidden files 

Malware uploaded to the Winbox VM may have hidden attributes. To see files in Windows with the 
hidden flag, open folder and search options (Figure 27) in the View tab select Show hidden files, 
folders and drives (Figure 28). 

 
Figure 27: Folder and search options in My Computer 




























































