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training material

Main Objective

During the course of the exercise the students will learn how to ol
memory images from different sources and to analyse them. B

Windows and Linux systems will be covered.

Targeted Audience

CERT staff involved with thectenical analysis of incidents, especia
those dealing with forensicén-depth knowledge of operating syste
concepts is a prerequisite. Python knowledge is helpful but not requ

Total Duration

Time Schedule

6—7.5 hours
Introduction to the exercée (Memory forensics) 1.5 hours
Task 1Acquiringmemory images 1 hour
o : 1-1.5
Task 2Basic Windows memory analysis
hours
— . 1-1.5
Task 3Basic Linux memory analysis
hours
- : 1-1.5
Task 40btaining and analysg malware from memory hours
Summaryof the exercise 0.5 hours

Frequency

Once per person
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1 General description

During the course of this exerciasealmesima yst udmamgtes
from Windows and Linux operati B8d udtesit sma heao mp | ¢ th
the “Digitcadurfscer emasyi casl"ready be familiar with s
exercise.

At the beginning, the trainer will introduce the
of memory andAddist aommalylsy,s the students wil/l be
Vol atility

In the first part, the students wild/l |l earn how
operating systems.

In the sedornt hird part, the students wildl perfo
Wi ndows and Linux memory dumps.

In the | ast part, the students are confronted w
and isolating a malemarme moamplienafgream a ¢

The exercise can be held with all parts in seque

together with either the Windows or the Linux p:
time frame daetnlt alrhbwhége wdditabsal bg an op
end of the exercise.

1.1 Prerequisites

't is assumed that the students are familiar wit
A The general process of iné&Pdent response and
A Basic concepembieompCo/grAmmi ng such as | ow | €

struct PPHeX et c
A Gener al operating system concepts such as pr

managemet® et c

4 http://www.volatilityfoundation.org/ (last visitel: 30. 9. 2014)

5 https://www.enisa.europa.eu/activities/cert/support/exercisexercise no 24 (last visited: 30. 9. 2014)
8 https://www.enisa.europa.eu/activities/cert/backgroungast visited: 30. 9. 2014)

7 https://www.enisa.europa.eu/activities/cert/supportlast visited: 30. 9. 2014)

8 http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP-80®.pdf(last visited: 30. 9. 2014)

9 http://csrc.nist.gov/publications/nistpubs/80@6/SP80886.pdf(last visited: 30. 9. 2014)

OMi t ciCoInlccept s i n Pr o g Canbrigdewgiversity Pregs8BN@52$780985

I van Roy et al: “Concepts, Techniques, and Models of @omt e r Progr ammil$By:.” , MI T
9780262220699

12 http://www.cprogramming.com(last visited: 30. 9. 2014)

13 http://en.wikibooks.org/wiki/C _Programmin(jast visited: 30. 9. 2014)

1 http://en.wikibooks.org/wiki/X86 Disassembiiast visited: 30. 9. 2014)

5 Silberschatz, et al OgeratingSy st e m C d'ed,Witey,ISBN]3:998111806330

BRussinoviwimdoavts alntermnal s” , ISENL3O780W3564873i(partl}sBNF. t Pr es s
9780735665873 (part 2http://technet.microsoft.com/de-de/sysirternals/bb963901.aspKast visited: 30. 9.

2014)

"Wol f gang Rafassionadlinux Kerfiel Architecttit/rox,|ISBN13:978-0470343432

¥Bovet ,Umrdermstandi ng t9bdeOReilyiSBN13:H78-0506005658 3
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A Standard Uni x comnthMB X% 2NEB tools, such as

1.2 Tools overview

The following section gives an overview about th
1.2.1 Volatility

Vol atility is an open source framework for the e
sampl es. |t iospendowan(d2 Osludp)p odretveedt by The Vol atilit
1.2.2 Python for Volatility

HavingttthemtRrpreter and its |libraries installed
versi(bat 2gibs 2r.efTqui red. A Linux brhWk@@ows »férat
is preferred although Volatility shoulcdirmemtodly e
(as of vemd)donoR.S8upported.

Further more, sever al Pyt hon l'i brarirst airrestmddd
automatically when installing the main Python p
these packages when assembling their own anal ysi

1.2.3 PyCrypto
The Python Crypuppt aplsy hBsdli nigt aad wektlkrypsi enca

protocols and other routines, such ds ardaimgpo m nrdu
hashdump pVeaulgast.i | ity

1.2.4 PIL

The Python PPmapgphpe&i bmagg mani pul ationThogtine:
|l i yr@emded by the screenshots Volatility plug

1.2.5 Distorm3

A disassemblBé6r AMDBbAanmythet egbuaeg converts a bil
assembler instructions, reghesdntbhed bavsoil gy tiskecerd e d
api hooks, i mpscan, call backs, wvionss.hel | , l i nux _vo

1.2.6 Yara

A tool to classhidiyl dnamavizAMatr, eiissi yemeadaid elsy t he “ya
command.

The packages may be inclackadeadnpdrhte ocfystam @€y
dependency when installing Volatility through a
When installing manually, they need to be downl o

19 http://www.volatilityfoundation.org/ (last visited: 30. 9. 2014)

Phttps:/ / wwwlpadthlo®i2Dijltded d

2! https://www.dlitz.net/software/pycrypto (last visited 19.8. 2014)

2http:// www. pyt honw@alras tc o/ irtoeddict &./ .i 12014)
Bhttps:// codeplgdoht et 9.2l hed

24 https://plusvic.github.io/yara/(last visited 23. 9. 2014)
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1.3 Memory acquisition bols

Al t hough there are many tools for memory acqui s
versions, one for Windows and one for Linux.

1.3.1 WinPmem, MacPmem

An open source memory acquisitiofltoobrwb®mMuB&r n
and-b64 versions of Wi ndows, t od&lo®o gWwaeabijuet dneovte |ionpcel
in the dlitstimesduia wminoadedt \emplaataitleiltyy fddunrsc & orod p o
needed ofnoer t ask

1.3.2 LIME

Li nux MeawteotMeEmarry acqui sition flotr iiLsh oduaxtd dddi ni
di str,i ban dbo@mudsotw nsl eopaadreadt el y f.r olmt Gion grbmedeod ei n t a:

1.4 Other tools

The following tools are not sset rbiuctt Ityh enye cwei sl sl a reya st
tasks considerably.

1.4.1 Strings

A tool to search for printable strings in binary
of the operating sy’sptaecnk agre.t Nee@HUd bhesvrives al
Windows users can use the 2®NU Ofagmsiincre tt e tvheers iy
Sysinternal s/ Microsoft

142 Grep

Grep is a tool to search for strings matching r e
the GNWagkraggee. On Wi ndowFAgRathédinend the batiugsed in
GNU version todg’erh€wgwi nh Mi nGW

1.4.3 Ncat

Or any other netcat compatible tooWi.nPNeeendedMEOT
(odrdd over t hhee nvee rwsoinodng xxwds ed sie@ ifsr dimmgi hdeo o | becaus
hadree Windows bi¥hary for downl oad

Volatility and its dependenci es(tSy.Me niPmeetnte BN ed on
are suppl iteadolass” tthhasn ddasgn b e wunpacked and direct
(they su@Bmondfixoot h x

25 https://sourceforge.net/projects/volatility. mirror/files/winpmema1.4.1.zip/(last visited 19.8. 2014)

26 https://code.google.com/p/limeforensics/(last visited 19.8. 2014)

2T https://www.gnu.org/software/binutils/ (last visited 19.8. 2014)

Bhttp:// www({imasgwvosgted 19.8. 2014)

®Phttps:// www(btggwinwi2edilthed 19. 8.

30 http://technet.microsoft.com/enus/sysinternals/bb89743@ast visited 19.8. 2014)

S'https:// www. gnu.(obrag /vsla@fit®@wdadr e / gr ep /

Zhttp:/ / www({masg w9 @DidMed
Bhttps://www(btggwlal®idwmed

%http://nmappor ghHI BBEHKkaEsri pi sited 19.8. 2014)
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1.5 Alternatives
The following items are meant only as exampl es,

1.5.1 Kernel Debugger

Ker nel Debuggers (KD for XNi ndamwshseo GibsBesdk afr ofloil mu x |
is used for.

A Often available for architectures and operat.

A Not Iimited to specific taB&sebor @amac.st moce

A Requirggidgbsymbols toget heawi |Wwi tnto fotthteer ikmeoque
with raw i mages.

A User must have extensive knowledge .about kerr

A Tasks are not automati zed and must be execut e

1.5.2 Mandiant Memoryze
Frbat not open sour®teFbpooWi hdomsMandi Mak OS X me

1.5.3 Second Look

From RaytheonFBirkewamuks memory anal ysi s.

1.6 Virtual Memory images
The virtual memory i mages used in this exercise

The Linwmx eiomadéedase Secordntiookewetwst hekind per mis
Tappert and Jamie Hall

A !0 dzymi dzb hrodyad O®F S y-AYEY ean Ubmangteusolfdt.adm t o be u
as a baseline.
A 10 dzymiaz rodiocch O b S Aal-PASYUbLOtdWUstem infected w

Kbeast kernel rootkit.

A 2AyRaSazza dAYSIM ndows XP system infected with t
The Windows image i s ¥®giotme tahred Mad evda rvei tCho okkibrod kp e r
Li oAl i mages/ bomef @i sla/ eni sal/ ex4/ memdumphse/ and
unziopmmand

1.7 Virtual Appliances

Two virtual appliances are used in this exercise

35 Many tasks that are exclusive to Vol For example kernel debugger castiow listening sockets or

established connections, extract attacker command historyneerate running services, etc.

®https:// www. mandiant.com/ (kbkastulI&2®ildednl oad/ memoryze
37 http://secondlookforensicsom/ (last visited 19.8. 2014)

Bhttps://secondl o-mk Mmoir @ma o él sa/ss .t @ 682Nl Jitde w x

®http:// malwarecookbéddktpoydliredbdde undkmh/agsurm vzeiusedmef.
2014)
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A {i&B Ubuntu 14.04 system wiitnhsttahd eWo. | aTthiilsi twi |

t he st sadtsolt heee me morlyogima gweist.h user “enisa” an

A hLlJadxn OpenSuSE 12.3 system. This will be use

memory | mage@i i rwimth user “exercise” and passw

The studeaeansomaraged to bring their olwnhl Wheyowan s

also use abéasé¢ed Wamdwas efor the task. However, u
data on it for the course is discouraged.

2 Exercise Course

2.1 Introduction
The teacher should use the :introductory part for

A A high 1l eveilgiotvaelr vnieemno royf fdorensics and digita
the ENISA exerci&®"an4 beDiugietdalheF®r ens

A The basic operhttg¢nt oWk WeEla¥tielwt tfy oims t he com
how i mages and profiles are specheil pd amdmd hov
options.

A Basic concepts of how Volatility works inter
kernel dataedt bycWvVibitrlaeesi KPCR and KDEBWG®GT ramd |tyh
allocatee. mémer Wi ndows®% ®@dj ebe Manddg®mbald all
on this, the techniques of walking internal
scanning shou*d be introduced

2.2 Task 1: Acquiring memory images

the introductory part, the t e*vwthyepre sexapn dailhosl a
files. Al so, the difference between “raw” an
itionally, the acquisition methods used in t
hods of acquisition:

)

d

t

A Har dwarserde WiFrie/ Thunder*h ol t/ ESATA/ USB)

A Virtual machine i magé¥isndmpsBothefrr impeémMwarse
A

Sof tiwased i mages. Aside from copy of,faddlev/ me
hibern&te files
I'n the | ast parxxpltahe ttdh@echeomol shawmldd commands usé¢

40 https://www.enisa.europa.eu/activities/cert/suport/exercise/ (exercise no 24)last visited: 30. 9. 2014)
41 https://github.com/volatilityfoundation/volatility/wiki/Volatility-Usage(last visited: 30. 9. 2014)

42 http://en.wikipedia.org/wiki/Slab_allocatiorflast visited: 30. 9. 2014)

43 http://computer.forensikblog.de£n/2009/04/scanninegfor-file-objects.htmi(last visited: 30. 9. 2014)

4 https://github.com/volatilityfoundation/volatility/wiki/AddressSpaceglast visited: 30. 9. 2Gf)

45 https://github.com/volatilityfoundation/volatility/wiki/Firewire AddressSpace(last visited: 30. 9. 2014)
46 https://github.com/volatilityfoundation/volatility/wiki/VMware-SnapshofFile (last visited: 30. 9. 2014)
47 https://github.com/volatilityfoundation/volatility/wiki/VirtuatBoxCoreDump(last visited: 30. 9. 2014)
48 https://github.com/volatilityfoundation/volatility/wiki/CrashAddressSpacelast visited: 30. 9. 2014)

4 https://github.com/volatilityfoundation/volatility/wiki/HiberAddressSpacelast visited: 30. 9. 2014)
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2.2.1 Task 1.1: Acquiring memory images from Windows

As a
or
not

A 2 Xyt Y(Sorr

prerequisite,
amapped

due to speci fi

simil a

A bSGOQDIHE ronmpN (or similar tool)
Thetaqls folder supplied t2a ytthveSMaGlLuident s
The dump cam e fwrliet.t @As t hi s will over wri
a removable drive omemongtdat & dtiuetut &s
as possible (and to avoid havikgdmaVvewpret haf dam
wri ttseamotua and theaftar warded with N
/ 2YYl yR& dzaSRY

the student s

c features.

rrtool)

shoul
net™woe kt vda ifodld roewiingc | uded

have
because

winpmem_1.4.exe testdump.raw

dir testdump.raw

netcat -1 -p11111

-d -

> testdump.crash
winpmem_1.4 .exe | ncat.exe
Is -Itestdump.crash

- ftestdump - net.raw imageinfo

vol.py

# run on

-- send - only exercise.example.net

# take the memory image on the Windows System
# must be done as administrator

# show the memory image dump file

the receiving system
11111

(here: styx)

# run on Windows as administrator
# run on styx, showing the dump file

# test the image integrity with Volatility

' yagSNImidaw G &1

Thfeol | owi ng scueen
first verification
of RAM installed o
mu s t be run as admi

s ot o ldhoPare dvin d b ws
step is to check

ni strator.

Crashdump
whet her
n t he (swilkktNd )ar it eh ec adnumrepn davsa so it aWie

C:\ Users \ malbox \ ag- tools>winpmem_ 1.4 .exe
Driver Unloaded.
Loaded Driver C:
Setting acquitision mode to 1
Will write a crash dump file
CR3: 0x0000185000
2 memory ranges:
0x00001000
0x00100000

Start - Length 0x0009 EO0O

Start - Length Ox1FEFO000
00% 0x00001000

00% 0x00100000
09% 0x03300000 .......ccoovvvivriiriiiiiiirieinn,

19% 0x06500000

29% 0x09700000

- d testdump.crash

\ Users \ malbox \ AppData \ Local \ Temp. pme6B2.tmp.

Page7
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39% O0X0C900000 .....cccvevviriiiiiieiee e

499% OXOFBO0O0OO ......ccovevviieiiiiiiiciieeees e
58% 0X12D00000 .....ccovceiiiiiiieiiiee e

68% OX15F00000 ......ccociiiiiiiiiiiiiieeccn e

78% 0x19100000 .....ccoicviiiiiiiiiiiieeeee e

88% OX1C300000 .....ccovvvvviiviieens

97% 0x1F500000 ...........

Driver Unloaded.

C:\ Users \ malbox \ ag- tools>dir testdump.crash

Volume in drive C has no label.

Volume Serial Number is 10AA- 2D6C
Directory of C: \ Users \ malbox \ ag- tools>
08/14/2014 10:08 PM 536, 408,064 testdump.crash
1 File(s) 536,408,064  bytes
0 Dir(s) 525,869,056  bytes free

C:\ Users \ malbox \ aq- tools>

C:\ Users \ malbox \ ag- tools>winpme m_1.4 .exe -d - |ncatexe -- send - only exercise.example.net
11111

C:\ Users \ malbox \ Desktop \ winpmem- 1.4 >

Example of a memorwsdhuwdmmpidii oWimmé ows h€ net wor k)

The image can (and shoukhY)IPeymparrdhedt evacherVos

explain the fields in ,thdacauyt.put in detail
> vol.py - ftestdump - net.raw imageinfo
Volatility Foundation Volatility Framework 231

Determining profile based on KDBG search...

Suggested Profile(s) : Win 7SPOx86, Win 7SP1x86
AS Layerl : IA32PagedMemoryPae (Kerne | AS)
AS Layer 2 : FileAddressSpace (/home/exercise/testdump - net.raw)

PAE type : PAE
DTB: 0x185000 L
KDBG : 0x82758 be8
Number of Processors : 1
Image Type (Service Pack) : 0
KPCR for CPU 0 : 0x82759 c00

%0 https://github.com/volatilityfoundation/volatility/wiki/ Command%20Reference#imageir(fast visited: 30.
9.2014)
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KUSER_SHARED_DATA :0xffdf 0000
Image date and time : 2014-08-14 16:36:11 UTC+000

Image local date and time : 2014-08- 14 18:36:11  +0200

Al t er natmaweel yc atnhebei t aken *“fnorWiartd o wish ec rdaisfhfdeurnepn c ¢

two formats as wel |l as their advantages and di
> vol.py - ftestdump - net.crash imageinfo
Volatility Foundat ion Volatility Framework 231

Determining profile based on KDBG search...

Suggested Profile(s) : Win 7SPOx86, Win 7SP1x86 (Instantiated with WinXPSP 2x86)

AS Layer 1 :1A 32PagedMemoryPae (Kernel AS)

AS Laye r 2 : WindowsCrashDumpSpace 32 (Unnamed AS)

AS Layer 3 : FileAddressSpace (/home/exercise/testdump - net.crash)

PAE type : PAE
DTB: 0x185000 L
KUSER_SHARED_DATA :0xffdf 0000
Image date and time : 2014-08- 14 16:04:20 UTC+0000
Image local date and time : 2014-08- 14 18:04:20 +0200

2.2.2 Task 1.2 Acquiring memory images from Linux

S a

There are sever al ways alfi ntuaxk i $nygs tael mhdedniomtingm di ana g e

virtual machi ne me mor y (VMwar e, VirtuBlrBowm,reKVN
interface, there are two ways of taking i mages f
tool s

1. Copyi

g / dev/mem dire
a

c
[ command coul d b as fo OWS :

tly with userspace tool
e 1

RR AFIkRSOKYSY 2FriaSadoRdzyLI ocadlrpmu O2y @Tr y 2SN

However, t hi
can | ookoOZDUKEORM2 FTINIB | f it i
KRSOKtH¥8Yt go beyond the first megabyte. I

i s/ woCkByYpophwiykehpnehaeoadtt@me i s not
S setK,RABSeYrspace

r

and a dump from the kernel camsheghatsk #Mivoi n t I
ot her advantages: First, it dani becasedump AT
format compatible with standard kernel debugc
The first screenshot shows the output with t|
option switched to “off"”. Root privileges ar

“ # dmmand prompt).

> grep CONFIG_STRICT_DEVMEM /boot/config -2.6.32 -34-server
CONFIG_STRICT_DEVMEM=
# dd if=/dev/mem of=/dev/null bs=1 M

51 http://cateee.net/Ikddb/web-lkddb/STRICT _DEVMEM.hffast visited: 30. 9. 2014)
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dd: reading 6/ dev/ mem6: Operation not permitted
1+0 records in

1+0 records out

1048576 bytes (1.0 MB) copied, 0.204055 s, 5.1 MBI/s

> grep CONFIG_STRICT_DEVMEM /boot/config -3.1.10 -1.16 - desktop
# CONFIG_STRICT_DEVMEM is notse t

# dd if=/dev/imem of=/dev/null bs= M

dd: reading 6/ dev/ memo: Bad address

991+0 records in
991+0 records out

1039138816 bytes (1.0 GB) copied, 1.8474 6 s, 562 MBI/s

2. Using a special k.er nel modul e, here Li ME

From the 1% ME Wwebhdhabke Kernel Module (LKM) w
acquisition fdwameld mewiard,Lisumecxr as Androi d.
is thethiatstaltliowls for full memory captures o
interaction between user and kernel space pr
produce memory captures that are moriegriedensi
for Linux memory acquisition.

Some Linux distributions (like Ubuntu) have
usual way. Ot her sLinider rmealvemddulbaiiflrdomhsour ce.

2.2.2.1 Task 1.2.1 Building the LiIME kernel module
Iy ag S NIMay vl
Here: installing Li ME on OpenSuSE:

A Downl oad: package

$3ASG KOGEBANKKEIMTLPI223f SO2RSPO2YKFAL Saxk
f AW 8 NS adOrad i | N33 1

Unpack

01 NJ E #FRINSiyiaEOrad G | N33 T

Compil e

This needs basic compi Ise wedadl sass uchhe aLsi n(ugx) ckce
matching the installed kernel. ThedzyvielSsi on of
architedayhmM& with

OR &aND

YIS

l gnore the warnings. This showf daBlySduce a Li
ND ®1 2 b

> cd src

> make

52 https://github.com/504ensicsLabs/LiMiast visited: 30. 9. 2014)
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make - C/lib/modules/ 3.4.6 -2.10 - default/build M=/home/exercise/src modules
make[ 1]: Entering directory “/usr/src/linux -3.4.6 -2.10 -obj/i 386/default’
CC [M] /home/exercise/srcl/tcp.o
CC [M] /home/exercise/src/disk.o

CC[M] /homel/exercise/src/main.o

/home/exercise/src/main.c: 56:1 : warning: return from incompatible pointer type
[enabled by default]

LD [M] /home/exercise/src/lime.o
Building modules, stage 2.
MODPOST 1modules

CC  /homelexercise/src/lime.mod.o

LD [M] /home/exercise/src/lime.ko

make[ 1]: Leaving directory “/usr/src/linux -3.4.6 -2.10 -obj/i 386/default’

strip  -- strip - unneeded lime.ko

mv lime.ko lime -3.4.6 -2.10 - default.ko

make tidy

make[1]: Entering d irectory “/home/exercise/src'

\rrrl - L*.o *.mod.c Module.symvers Module.markers modules.order \ .*.0.cmd
*.0.

rm -rf \.tmp_versions

make[ 1]: Leaving directory ‘/home/exercise/src'

>uname -r

3.4.6 -2.10 - default

>|s -1

insgesamt 36

-rw-r-- r-- 1e xercise users 2117 19.Méar 2013 disk.c

-rw-r-- r-- 1 exercise users 6908 11.Aug 23:53 lime -3.4.6 -2.10 - default.ko

-rw-r-- r-- 1 exercise users 1861 19. Méar 2013 lime.h

-rw-r-- r-- 1 exercise users 5028 19.Mé&r 2013 main.c

-rw-r-- r-- 1 exercise users 1248 1 9. Mar 2013 Makefile
-rw-r-- r-- 1 exercise users 1723 19.Mar 2013 Makefile.sample
-rw-r-- r-- 1 exercise users 3160 19.Mar 2013 tcp.c

/| home/ exercise/src/ main.c: I'n function 6__check_di o0bd:

\ .*.ko.cmd

As the sgerces pacladppsagpyptldlalnecd:t od d otiypamg hds ar

needed forset:he exerc

cd src
make
uname -r

Is -1

2.2.2.2 Task 1.2.2 Taking the image from a Linux system
The Li ME ker netl Ihwaup ar ametdsr s :

1. The | ocation where the dump shldlulpr @me tteor,

LJ G either a f udrp pfaitlhenaone U MI€&re podn
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LI G KT k (0 YILXKERSIgVEY 6§ K I' ( QLIYOifo ncpocu r s eap rtohgerraem nhui sstt ebn

on the port to forward. the data to its final
2. The for mat of t he dump, T2 NXMipjlriaenet e wi t
F2NXbidNbel RRERA)YAs Vol atility fdi¥&drntdsgs suppme
this should be used when dumping for wuse wit
other tools that do nbligs ulpipdoerdtty Ldiimmi caed dr e s s

Iy agSNImday dul a1
The actual dump ilsi Memreelbymodusiteal wiithly tthe app
(as root) .

AyaYzR tAYSP] 2 mbld GKKE K SREY WHEAHBYS T2 NYE G NI 6 b

#insmod lime  -3.4.6 -2.10 - default.ko "path=/tmp/testdu mp.lime format=lime"
#1s -l /tmp/testdump.lime

-r--r--r-- 1 rootroot 536345664 12.Aug 00:05 /tmp/testdump.lime

#

When doing sever al d utmp s d elnes ubb @f droe utnH e anle x
NY Y2 R (fulnM Spkree vii fosudRimand ps inuember of the ker ne
i s notheree).ed

Commands for Atyas®Rimazn.d2 nfutshte be. executed as root

insmod lime -3.4.6 -2.10 - default.ko "path=/tmp/testdump.lime format=lime"

Is - | /tmp/testdump.lime

As a

qu
system

k ¢ heltdkal mdethsedusdpzeg h d ea mount of RAM ins
e

i C
t h dump was taXkeB) from. (Iln the exampl e:

#insmod lime  -3.4.6 -2.10 - default.ko "path=/tmp/testdump.lime format=lime"
#1s - /tmp/testdump.lime
-r-- r-- r-- 1lrootroot 53634 5664 12.Aug 00:05 /tmp/testdump.lime

#

As another <check, ofrse heardelrookK hist eaanhdedwmef ul
forgotten. As can be seen, Li ME dumps have a cl e
> hexdump - C /tmp/testdump.raw | head -3

00000000 36 63 62 33 65 39 63 63 30 65 66 38 33 37 65 39 |6cb3e9ccOef 837e9|
00000010 65 31 36 39 65 39 63 32 64 33 38 63 36 30 61 37 |e 169e9c2d38c60a7|
00000020 00 34 39 63 36 62 32 66 35 30 65 62 66 35 32 36 | 49c6b2f50ebf 526|

> hexdump - C/tmp/ testdump.lime | head -3

00000000 45 4d 69 4c 01 00 OO OO OO0 00 01 00 OO 00 OO 00 [EMIL............ |
00000010 fffb 09 00 00 OO OO0 OO 00 OO OO0 OO OO0 OO0 00 00  [.ceeeerrereemnes |

00000020 36 63 62 33 65 39 63 63 30 65 66 38 33 37 65 39 |6¢h3e9cc0ef83 7e9|

> hexdump - C /tmp/testdump.padded | head -3
00000000 00 00 00 OO0 00 OO OO0 OO 00 OO0 00 00 00 00 00 00 |.ccwverevennn

*
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00010000 36 63 62 33 65 39 63 63 30 65 66 38 33 37 65 39 |6¢b3e9ccOef 837e9|

2.2.2.3 Task 1.2.3 Building a Volatility profile

Prbés must match exactly the

A OS Type (Cent OS, .OpenSuSE, Ubunt u, .2)
A Architecture (x86, x64, ARM, ..
A OS Versian (uname
I f a matching profile is not available, a matchi

Iy &g SNImidgy ool &
Building a profi2ze on/for OpenSuSE 12.

1. Copy t hek dza NJe & NIOtk 292 tf & alifAdk VAdZE®Es cont ent s hao t he
requa rpersof il e

2.l nstall the Linux kernel header -20 ftl @tf mau | ¥ e ri si
running on diyh &flepet esihmgitda -4 o ukBecréh.e6l 0. 1. noar c |
(Fedora, MPpretntBairSEIr. e, Ryl NF pdeldr arthesupplied w
Rg I NF RdavcLB age on Debf A®Rb2 NgFEe ther aor . DpenSuSE
di stribution specific zZzypder |3 e&ar ,cohu mpaaspeeanr ScuhS
search (Debian) should be used to search for

3. I n ftihyddzE ec tVlrlyS Thu w2 Rdz B®RG | NF

> make
make - C //lib/modules/3.4.6 - 2.10 - default/build CONFIG_DEBUG_INFO=y
M=/home/exercise /volatility - tools/linux modules
make[ 1]: Entering directory “/usr/src/linux -3.4.6 -2.10 -obj/i 386/default’
CC [M] /home/exercise/volatility - tools/linux/module.o
Building modules, stage 2.

MODPOSTL modules

CC  /home/exercise/volatility - tools/lin ux/module.mod.o
LD [M] /home/exercise/volatility - tools/linux/module.ko
make[ 1]: Leaving directory “/usr/src/linux -3.4.6 -2.10 -obj/i 386/default’

dwarfdump - di module.ko > module.dwarf

make - C //lib/modules/3.4.6 - 2.10 - default/build M=/home/exercise/volatil ity - tools/linux
clean
make[ 1]: Entering directory “/usr/src/linux -3.4.6 -2.10 -obj/i 386/default’
CLEAN /home/exercise/volatility - tools/linux/.tmp_versions
CLEAN /home/exercise/volatility - tools/linux/Module.symvers
make[1]: Leaving directory “/usr/src flinux -3.4.6 -2.10 -objii 386/default'

4. You He@adSYdaVvieldof gthkernehnpi whiddhr eigd @leiyppe cal l
K022U0k{ &mhSammRsd LI defrxia mp | e .

5. Copy boY2hnRdzi S ®REIANFSYPYhitpo fai Ize ( tdloinee otnep car

another system if the system you codmp.i |Gidveon
the dame a
T AL) hLISyiE ydrf ®IMMHIDHY 2 Rdzf SPR ¢ ONTFimdkaR @ 2 lliazff @ @G SY DY | L
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6. Coptyh&i p file i pt of itlhee fuosledresrt i br t i npooftihlees
LI dz3Ay ak2 OB NI IDedkfainyddbunt u sy¥mN&MS 0k LId i K2 ywi d
LI O1F 3SanRdariwkli At xé@wire root privileges and
updat eisnotralrles of Vobac¢kulupt egnia(diele eéptrsoeflikl eeesp sao m
el se) .

7. Verify that Volatility finds the profile

> vol.py -- info | grep - isuse
Volatility Foundation Volatility Framework 231

LinuxOpenSuSE12_2 - x86x86 - A Profile for
Linux OpenSuUSE 12.2 - x86 x86

The tools and source packpasSgapat e aakeeady install
/| 2YYl yR& dzaSRY

cd volatility - tools/linux

make

zip OpenSuSE 12.2 - x86.zip module.dwarf /boot/System.map -3.4.6 -2.10 - default

Caveat: I f a sitludteyntc acno pty foifndvVoiltast profi lmmfol de

LX dzhayYato be the fi @323t ifliiIoh, sk 28 a tprmFEaiddzIAiy.a e .

To see if your profile works cort ABDLIdBAYtFRY c
fAYdzEUOdhgy&nNampl e bel ow u sieSsi (itRdef LighrfeAwiSousl y cr ea

> vol.py -f testdump .lime -- profile LinuxOpenSuSE 12_2-x86x86 linux_banner

Volatility Foundation Volatility Framework 231

Linux version 3.4.6 - 2.10 - default (geeko@  buildhost) (gcc version 4.7.1 20120723 [gcc -4_7-branch
revision 189773 ] (SUSE Linux) ) #1 SMP ThuJul 26 09:36:26 UTC 2012 (641c197)

> vol.py -f testdump .lime -- profile LinuxOpenSuSE 12_2-x86x86 linux_cpuinfo

Volatility Foundation Volatility Framework 2.3.1

Processor Vendor Model

0 Genuinelntel  Intel(R) Core(TM) i 5-4570 CPU @ 3.20 GHz

The same dump with a slightly different profile
> vol.py -ftestdump .lime -- profile LinuxOpenSuSE122 x86 linux_cpuinfo

Volatility Foundation Volatility Framework 231

ERROR : volatility .addrspace: Invalid profile LinuxOpenSuSE 122x86 selected

> vol.py -ftestdump .lime -- profile LinuxOpenSuSE 122x86 linux_banner

Volatility Foundation Volatility Framework 231

ERROR : volatility.addrspace: Invalid profile LinuxOpenSuSE 122x86 selected

So, what's going wrong, both 1p2n).o2ftihlee ar@dti cahe dtt hue e
kernel 3velrdti on (

The filename of a Iprtofe | ex adtt elne rdmeels wnedmyslifokd i t

one can |l ook into the prof{idaeisS¥dhdrleltfocgeét ymatet

>unzip -1OpenSuSE 12.2 - x86.zip
Archive: OpenSuSE  12.2 - x86.zip
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Length Date Time N ame
1610967 2014-08-11 23:08 module.dwarf
1863231 2012-08-04 10:30 boot/System.map -3.4.6 -2.10 - default
3474198 2 files
>unzip -1 OpenSUSE 122 .zip
Archiv e: OpenSUSE 122 .zip
Length Date Time Name
1630818 2014-02-01 15:55 volatility/tools/linux/module.dwarf
1969517 2012-08-04 10:15 boot/System.map -3.4.6 -2.10 - desktop

3600335 2 files

As can be seen, even 2. efaumi-dodesBf lpbenaan (8t
profile unusable. SEFd&lfe&r si ons must match

Ubuntu/ Debian di @2f I HINP Fpleboféahwiviec t heont ains pr o
versions of Debian or-bd&Jtbwee nl .epvadtd asle vodr ,t hneo tk earlnle |
package.

2.3 Task 2: Basic analysis of Windows images

I n the introductory part of thisitprskommheds efic
analysis, ,aod the¥.rwouk put

A Llatrailds LAGNBSE LAaoOlys GKNBIFRAX GKNRaOlys: LX
Aside from the process | istings, there are sever
give further ipmfocremat iaonnd ahboanet oa otnhre mt hwa | € x ebrec ins
is assumed that the students have a basic knowl

pri vijalnedgesdgbddd i f there a questions fr ocenpatrheed sttoud
handl e t hem.

A RttftAadz KFIyRftSaz Sy@FINE>X LINA@ar 3ASGAARAX
FinalOy ani@d$®awWol atility commands should be intr

2.3.1 Task 2.1: Windows process analysis

This task will use¢WyRil# &dz ©a¥ndivirnya gi emsloghed a ws x X B
system infected with 2Mhye tZeumaibmlnk i mlgo ulrd j aen . u sTe
i mage, the onZ.cilaank ébre furscemd .t a s k

Commands used for the task:

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem pslist
vol.py -- pro file=WinXPSP 2x86 - fwindows - zeus.vmem dlllist -p 856
vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem envars -p 856

53 https://github.com/volatilityfoundation/volatility/wiki/Command%20Reference#processestdlls  (last
visited 30.9. 2014)
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vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem privs -p 856

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem getsids -p 856

vdzSaliAzyay
l netihmage, findIthh.eB5mW%Gr ocess with

1. What program ,asdr whatngrehetse command | ine ai

2. What is its parent process?

3. What are the environment variables of this pr

4. What are the enabled privileges?

5. Which SI Dssisuthhisegpwbth® I s this normal ?
lyasgSN G2 ljdSaidAz2y mY ZKSFR ASNRE NI NG AMG NHYYWNWIEY Ri K
The program i s call ed svchost . exe. |t [
/& Lb5hia ¢ & i &YWOHi2 asu02 Y Pl dzy OK
Her e' s Iteh eo ustapmyltla fEodiman e
> vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem pslist
Volatility Foundation Volatility Framework 23.1
Offset(V) Name PID PPID Thds Hnds Sess Wow 64 Start Exit
0x810b1660 System 4 0 58 379 e 0
0xff2ab020 smss.exe 544 4 3 21 - 0 2010-08-11
06:06:21  UTC40000
Oxff lecda O csrss.exe 608 544 10 410 0 0 2010-08-11
06:06:23  UTC40000
0xff1ec978 winlogon.exe 632 544 24 536 0 02010 -08-11
06:06:23 UTC  +0000
0xff247020 services.exe 676 632 16 288 0 02010 -08-11
06:06:24 UTC+0000
Oxff 255020 Isass.exe 688 632 21 405 0 0 2010-08-11
06:06:24  UTC40000
0xff218230 vmacthlp.exe 844 676 1 37 0 0 2010- 08- 11
06:06:24  UTC40000
0x80ff88d8 svchost.exe 856 676 29 336 0 02010 -08-11
06:06:24 UTC+0000
0xff217560 svchost.exe 936 676 11 288 0 0 2010-08-11
06:06:24  UTC40000
é [truncated] ¢é
Oxff 224020 cmd.exe 124 1668 o 0 0 2010-08- 15

19:17:55 UTC+0000 2010-08-15 19:17:56  UTC+0000

> vol.py -- profi le=WinXPSP 2x86 - fwindows - zeus.vmem dlllist -p 856
Volatility Foundation Volatility Framework 231
svchost.exe pid: 856

Command line : C:

\ WINDOWSsystem 32\ svchost - k DcomLaunch
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Service Pack 2

Base Size LoadCount Path
0x01000000 0x6000 Oxffff C: \ WINDOWSsystem 32\ svchost.exe
0x7c900000 0xb 0000 Oxffff C: \ WINDOWSsystem 32\ ntdll.dll

é [truncated] ¢&

l'YyA6SN (2 IKdz8adhAm2y iy LI NByd LINRPOS&aak
I't'"s parent péripgeceesvhaesesthrePl Bee the output
' YyaAg SN Gy A8 ARNE GKS SY@ANRYYSylG OFNRIFOf SA

I't'"s environment variahles are given in the |
> vol.py -- profile=WinX PSP2x86 -fwindows -zeus.vmemenvars -p 856

Volatility Foundation Volatility Framework 231

Pid Process  Block  Variable Value

856 svchost.exe 0x00010000 ALLUSERSPROFI LE C: \ Documents and Settings \ All Users

856 svchost.exe 0x00010000 CommonProgramFiles C: \ Program Files \ Common Files

856 svchost.exe 0x00010000 COMPUTERNAME BILLY - DB5B96 DB

856 svchost.exe 0x00010000 ComSpec C:\ WINDOWSsystem 32\ cmd.exe

856 svchost.exe 0x00010000 FP_NO_HOST_CHECK NO
856 svchost.exe 0x00010000 NUMBER_OF_PROCESSORS 1
856 svchost.exe 0x00010000 OS Windows_NT

856 svchost.exe 0x00010000 Path C:\ WINDOWSsystem 32;
C:\ WINDOWS;Ct WINDOWSSystem 32\ Wbhem

856 svchost.exe 0x00010000
PATHEXT .COM;.EXE;.BAT;.CMD;.VBS; .VBE;.JS;.JSE;.WSF;.WSH

856 svchost.exe 0x00010000 PROCESSOR_ARCHITECTURE x86

856 svchost.exe 0x00 010000 PROCESSOR_IDENTIFIER x 86 Family 6 Model 23 Stepping 10,
Genuinelntel

856 svchost.exe 0x00010000 PROCESSOR_LEVEL 6

856 svchost.exe 0x00010000 PROCESSOR_REVISION 170a

856 svchost.exe 0x00010000 ProgramFiles C: \ Program Files

856 svchost.exe 0x00010000 SystemDrive C:

856 svchost.exe 0x00010000 SystemRoot C: \ WINDOWS

856 svchost.exe 0x00010000 TEMP C: \ WINDOWSTEMP
856 svchost.exe 0x00010000 TMP C:\ WINDOWSTEMP
856 svchost.exe 0x00010000 USERPROFILE C: \ WINDOWSsystem 32
\ config \ systemprofile

856 svchost.exe 0x00010000 windir C: \ WINDOWS

' YyAgSNI Gay a1 ARNSE GKS Syl of SR LINAGATf SISAK

A | ishengriovilteges i s given bel ow.

‘ > vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem privs -p 856
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*
Volatility Foundation Volatility Framework 23.1

Pid Process Value Privilege Attributes  Description

856 svchost.exe 7 SeTcbPrivilege Present,Enabled,Default Act as part

of the operating system

856 svchost.exe 2 SeCreateTokenPrivilege Present Create a
token object

856 svchost.exe 9 SeTakeOwnershipPrivilege Present Take

ownership of files/objects

856 svchost.exe 15 SeCreatePagefilePrivilege Present,Enabled,Default Create a

pagefile

856 svchost.exe 4 SelockMemoryPrivilege Present,Enabled,Default Lock pages

in memory

856 svchost.exe 3 SeAssignPrimaryTokenPrivilege Present Replace a

process - level token

856 svchost.exe 5 SelncreaseQuotaPrivilege Present Increase

quotas

856 svchost.exe 14 SelncreaseBasePriorityPrivilege Present,Enabled,Default Increase

scheduling priority

856 svchost.exe 16 SeCreatePermanentPrivilege  Present,Enabled,Default Create
permanents hared objects

856 svchost.exe 20 SeDebugPrivilege Present,Enabled,Default Debug
programs

856 svchost.exe 21 SeAuditPrivilege Present,Enabled,Default Generate
security audits

856 svchost.exe 8 SeSecurity Privilege Present Manage
auditing and security log

856 svchost.exe 22 SeSystemEnvironmentPrivilege Present Edit
firmware environment values

856 svchost.exe 23 SeChangeNotifyPrivilege Pr esent,Enabled,Default Receive
notifications of changes to files or directories

856 svchost.exe 17 SeBackupPrivilege Present Backup
files and directories

856 svchost.exe 18 SeRestorePrivilege Presen t Restore
files and directories

856 svchost.exe 19 SeShutdownPrivilege Present Shut down
the system

856 svchost.exe 10 SelLoadDriverPrivilege Present Load and
unload devi  ce drivers

856 svchost.exe 13 SeProfileSingleProcessPrivilege Present,Enabled,Default Profile a
single process

856 svchost.exe 12 SeSystemtimePrivilege Present Change the
system time

856 svchost.exe 25 SeUnd ockPrivilege Present Remove

computer from docking station

856 svchost.exe 28 SeManageVolumePrivilege Present Manage the
files on a volume

856 svchost.exe 29 SelmpersonatePrivilege Present,Enabled,Default Impersonate
a client after authentication

856 svchost.exe 30 SeCreateGlobalPrivilege Present,Enabled ,Default Create
global objects

lyagSNI G2 ljdSatirzy pY 2KAOK {QBUYKE G(KAaA

LINE OS
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The SI:Ds ar e

> vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem getsids -p 856
Volatility Foundation Volatility Framework 231

svchost.exe ( 856): S -1-5-18 (Local System)

svchost.exe ( 856): S -1-5-32-544 (Administrators)

svchost.exe (856): S -1-1-0 (Everyon e)

svchost.exe ( 856): S -1-5-11 (Authenticated Users)

Thi s ciosmmomnt hed @Akt 6ESses do not rufompaheadm
with th3esoPXN8DSHE 148

2.3.2 Task 2.2: Network connection analysis

The teacher sthotuH ar ee xgprieai chi ftfhear e nc e s .kler t enle (nXkR,v
Ser@p3and xt Hevi sta and newer) series of kernel s.

A O2yySanh@izyy&Oryopen Zonnections
A a201%@2018O0t yopeh* socket s

Neither of them .works on | Pv6 sockets
A ySG483®by sockets and connections, | Pv4 and | P\
/ 2YYl yR& dzaSRY
vol.py -- profile=WinXPSP2x86 -f wind ows- zeus.vmem connections
vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem connscan
vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem sockets
vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem sockscan

vdzSaliAzyay

1. Do an analysis ofi ctate omet woar K heommua g e .

2. Try to estimate which of the communications ¢
' YAAINES A GA2Y MY

The connections command shows nothing

> vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem connections
Volatility Foundation Volatility Framework 231
Offset(V) Local Address Remote Address Pid

Howe O8yyaOnN¢¥s a connection and an | P address

> vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem connscan
Volatility Foundation Volatility Framework 231
Offset(P) Local Address Remote Address Pid

54 https://github.com/volatilityfoundation/volatility/wiki/ Command%20Reference#networkigast visited: 30.
9.2014)
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0x02214988 172.16.176.143:1054 193.104.41.75:80 856

0x060 15ab0 0.0.0.0:1056 193.104.41.75:80 856

YasSNI (2 1jdzSadAz2y HY

And t hat | P address |l ooks suspicious (what does
suspicious, svchost.exe doesn't open connections

>host19 3.104.41.75
Host 75.41.104.193 .in - addr.arpa. not found: 3(NXDOMAIN)
>whois  193.104.41.75

é

inetnum: 193.104.41.0 - 193.104.41.255

netname: VVPN -NET

é

person: Evgen Sergeevich Voronov

address: 25 October street, 118-15

address: Tiraspol, Transdnistria

A further scan with sockets yields no further e
hold by the procelsavevidrmhctguinkst erFddc(elsst aweg eady)
> vol.py -- profile=WinXPSP2x86 -f windows - ze us.vmem sockets

Volatility Foundation Volatility Framework 231

Offset(V) PID Port Proto Protocol Address Create Time

0x80fd1008 4 0 47G RE 0.0.0.0 2010-08- 11 06:08:00 UTC+0000
Oxff 258008 688 500 17 UDP 0.0.0.0 2010-08- 11 06:06:35 UTC+0000
Oxff 367008 4 445 6 TCP 0.0.0.0 2010-08- 11 06:06:17 UTC+0000
0x80ff c128 936 135 6 TCP 0.0.0.0 2010-08- 11 06:06:24 UTC+0000
Oxff 37cd28 1028 1058 6 TCP 0.0.0.0 2010-08- 15 19:17:56 UTC+0000
0xff20c478 856 29220 6 TCP 0.0.0.0 2010 -08-15 19:17:27 UTC+0000
Oxff 225b70 688 0 255 Reserved 0.0.0.0 2010-08- 11 06:06:35 UTC+0000
Oxff 254008 1028 123 17 UDP 127.0.0.1 2010-08- 15 19:17:56 UTC+0000
0x80fce930 1088 1025 17 UDP 0.0.0.0 2010-08- 11 06:06:38 UTC+0000
Oxff 127d28 216 1026 6 TCP 127.0.0.1 2010-08- 11 06:06:39 UTC+0000
Oxff 206a20 1148 1900 17 UDP 127.0.0.1 2010-08- 15 19:17:56 UTC+0000
0xff1b8250 688 4500 17 UDP 0.0.0.0 2010-08- 11 06:06:35 UTC+0000
Oxff 382e98 4 1033 6 TCP 0.0.0.0 2010-08- 11 06:08:00 UTC+0000
0x80fbdc40 4 445 17 UDP 0.0.0.0 2010 -08-1106: 06:17 UTC+0000

2.3.3 Task 2.3: Registry analysis

The teacher shoul d |ntroduce the conceptanadf regi
the di bfeea weskeadl e and vol@tiThei f@gtosmmandckeyshou
expl akin@SUf:A a0 2 KAPEABRdzYIWEr (INJay 8] S@undreds of keys

55 https://github.com/volatilityfoundation/volatility/wiki/Command%20Reference#regis{igst visited: 30. 9.
2014)
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forensic analysis of a Wi ndo wlsdziis2yNstiayed w At Ldl&dS NsJt e a ¢
for further reading.

The LochatySAouhority (LSA) is téheWiktely 9ptrodermstss f

Wi ndows operating system concepts, this process
be students téhahehayve T hfede sFodmifid idKkReEeld!l with | oc
stored credentials in the registry, mai nt ained b

Furt hdz SNiabh&liASHi® SN OfrddsR&s houl d be introduced.
I 2YYIyRa dzaSR Ay GKS Gratly

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem hivelist
vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem userassist
vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem printkey - K"Microsoft ~ \ Windows

NT\ CurrentVersion  \ Winlogon"

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem printkey - K"Microsoft  \ Windows
NT\ CurrentVersion  \ Winlogon"

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem printkey -0 0xe101b008 -K
"ControlSet 001\ Services \ SharedAccess"

vol.py  --profilesWinXPSP  2x86 -fwindows - zeus.vmem printkey -0 0xe101b008 -K
"ControlSet 001\ Services \ SharedAccess \ Parameters"

vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem printkey - 0 0xe101b008 -K
"ControlSet001 \ Services \ SharedAccess \ Parameters \ FirewallPolicy"

vol.py -- profile=WinXPSP2x86 - f windows - zeus.vmem printkey -0 0xe101b008 -K
"ControlSet001  \ Services \ SharedAccess \ Parameters \ FirewallPolicy \ StandardProfile"

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem hashdump -y Oxe101b008 -s Oxe 1544008

v dz8 & G A2yasgy ol 2

1. Find out if there is a malicious User Assi st |

2. What is the valWienddWwsuhMNTe'h WNerlesgpdnt” key? |t
in the “software” hive

3. Analtyhsee “ Wi ndows | nternet Co.nnTehcet ikoeny sFiarreewal lolc

the " CHOOW@reo WSkE&ersedAccess” key of the “System”
4. What wuser accounts exist on the system?
' yagSNAH & G a

First a |listing of the registry hives :because th
>v olpy -- profile=WinXPSP  2x86 -fwindows - zeus.vmem hivelist
Volatility Foundation Volatility Framework 231

Virtual Physical Name

0xe1c49008 0x036dc008 \ Device \ HarddiskVolumel \ Documents and Settings \ LocalService \ Local
Settin  gs\ Application Data \ Microsoft \ Windows\ UsrClass.dat

Oxe1c41b60 0x04010hb60 \ Device \ HarddiskVolume 1\ Documents and Settings \ LocalService \NTUSER.DAT

0xe1a39638 0x021eh638 \ Device \ HarddiskVolumel \ Documents and Settings \  NetworkService \ Local
Settings \ Application Data \ Microsoft \ Windows\ UsrClass.dat

Oxe 1a33008 0x01f 98008 \ Device \ HarddiskVolume 1\ Documents and Settings \
NetworkService \ NTUSER.DAT

Oxe 153ab60 0x06b7db60 \ Device \ HarddiskVolume 1\ WINDOWSsystem 32\ config \ software
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0xe1542008 0x06c48008 \ Device \ HarddiskVolume 1\ WINDOWSsystem 32\ config \ default
Oxe 1537b60 0x06ae4b60 \ SystemRoot \ System 32\ Config \ SECURITY

Oxe 1544008 0x06c4b008 \ Device \ HarddiskVolume 1\ WINDOWSsystem 32\ config \ SAM
Oxe13ae580 0x01bbd580 [no name]

0xe101b008 0x01867008 \ Device \ HarddiskVolumel \ WINDOWSsys tem32\ config \ system
Oxe 1008978 0x01824978 [no name]

Oxe1e158c0 0x009728 cO \ Device \ HarddiskVolume 1\ Documents and Settings \ Administrator \ Local
Settings \ Application Data \ Microsoft \ Windows\ UsrClass.dat

Oxelda4008 0x00f6e008 \ Device \ HarddiskVolumel \ Documentsa nd Settings \ Administrator \ NTUSER.DAT

' YyA6SN Gy [UBaGKENE || YIEAOA2dza | aSNI aarad vYSek
Even without the telling name, t he Value UEME_
examinati on.

> vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem use rassist

Volatility Foundation Volatility Framework 23.1

Registry: \ Device \ HarddiskVolume 1\ Documents and Settings \ Administrator \ NTUSER.DAT
Key name: Count

Last updated: 2010-08-15 19:17:23 UTC+000

Subkeys:

Values:

REG_BINARY UEME_CTLSESSION :

0x00000000 d7 c8 59 Oe 02 00 00 00 LYo

é [truncated] ¢é

REG_BINARY UEME_RUNPATH:C: \ Documents and Settings \ Administrator
\ Desktop \ ZeuS_binary_ 5767 b2c6d84d87a47d12da03f 4f 376ad.exe :

ID: 2

Count: 1

Last updated: 2010-08-15 19:17:23 UTC+000

0x00000000 02 00 00 00 06 00 00 00 60 35 58 7dae 3ccb 01 ... ) 5X}.<..

é [truncated] ¢é

| yas GNBAEAGK 2YKE G A& GKS OFfdS 2F GKS azAytz23azyé |

We need the off sween ESmpthH e c'osmo fatbwavree” it erest i ng
as it i s executed at | ogon of a wuser.

> vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem printkey -0 Oxel1l53ab60 -K
"Microsoft  \ Windows NT \ CurrentVersion \ Winlogon"

Volatility Foundation Volati lity Framework 23.1
Legend: (S) = Stable (V) = Volatile

Registry: User Specified
Key name: Winlogon (S)
Last updated: 2010-08-15 19:17:23  UTC+0000
Subkeys:
(S) GPExtensions
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(S) Notify
(S) SpecialAccounts
(V) Credenti als

Values:
REG_DWORD AutoRestartShell : (S) 1
REG_SzZ DefaultDomainName : (S) BILLY - DB5B96 DB

REG_Sz DefaultUserName : (S) Administrator
REG_Sz LegalNoticeCaption : (S)
REG_Sz LegalNoticeText : (S)

REG_SzZ PowerdownAft erShutdown : (S) 0

REG_SzZ ReportBootOk : (S) 1

REG_Sz Shell : (S) Explorer.exe

REG_Sz ShutdownWithoutLogon : (S) 0

REG_Sz System 1 (S)

REG_Sz Userinit :(S)C: \ WINDOWSsystem32 \ userinit.exe,

C:. \ WINDOWSsystem 32\ sdra 64.exe,

REG_Sz VmApplet 2 (S) rundll 32 shell 32,Control_RunDLL "sysdm.cpl"

é [truncated] ¢&

Iy & 6 INESE2V iy fiekasS L/ ¢ aSddAy3Ia

For the firewall settings, the ESthundssene ahbaosv et)o atn
then to iterate through several keys:

G/ 2y iaNEf$SENKRIMIB R! 00Saa¢ H SNHEBHFOREE RRSOBB %8 SNA ¢
G/ 2y 0 NEf$SAINKIMEE RS O Q0B Y& SIBH | fatntd2 tfA adl | y

b/ 2y i NEf$ SHENKISMMNE B OB ¥&Eh 318w | it ¥RA QRDBNRIAE Sht he
val weylooff SCsNB@letnt. 't is disabled (0), but shoul
> vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem printkey -0 0xel01b008 -K

"ControlSet001 \ Services \ SharedA ccess \ Parameters \ FirewallPolicy \ StandardProfile"

Volatility Foundation Volatility Framework 23.1

Legend: (S) = Stable (V) = Volatile

Registry: User Specified
Key name: StandardProfile (S)

Last updated: 2010 -08-1519:17:24U  TC+0000

Subkeys:

(S) AuthorizedApplications

Values:

REG_DWORD EnableFirewall : (S) 0

I yag 9jNESia2ivA 2K ki dzBSHEA A ©02vzyGKS ae2adSyYkK

The wuser account Il i st resides in the SAM hive o
account s, domain accounts are stored in the act
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of fsets foy) taedss)@Avieve (are needed from the abo\

accounts here, not even ean account for an unpriyv
> vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem hashdump -y 0Oxe101b008 -s Oxe 1544008
Volatility Foundation Volatility Framework 231

Administrator: 500:e 52cac 67419 a9a224a3hb108f 3fa 6¢cb6d: 8846f 7eaee 8fb 117ad06bdd830b7586 c:::
Guest:501:aad3b435b51404eea  ad3b435b51404 ee: 31d6cfe 0d16ae931b73¢c59d7e0c089c0::

HelpAssistant: 1000:4 e857c004024 e53cd538de64dedac 36b: 842b4013 c45a3b8fec 76ca54e5910581 ::
SUPPORT388945 a0:1002 :aad 3b435b51404 eeaad 3b435b51404 ee: 8f 57385 a61425 fc 7874 c3268 aa249eal::

2.3.4 Task 2.4: File and othemnalysis

For the fiYdaNladmeBEdaFNILBpNIUBNINS shou¥.d Hoeweivretrr, o d theeg
not neededWhat aherededa@i@®ERal ygi ns adiMRYyHa a:
plugin.

/2YYlIyRa dzaSR Ay GKAA GFalY

vol.py -- profile=WinXPSP  2x86 -fwindows -zeus.vmem handles - t File | grep sdra
vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem pstree

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem handles - p632,676,856 -t File,Mutant | grep
- i avira

vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem consoles

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem cmdscan

vdzSAGA2yRaayni 2 G &\

1. Building on the téadkxbefoiee.f Whdtt peotedsah
to it?

2. Examining the suspisulotuass kpsr olceefsosrees, fwhoart tshtear
objects the process has opened?

3. Can you find out which commands were typed i
Iy &6 QjNESiE20vA 2K Fni LINRP OSaa KEa IcywSESSYAKISKRE S (2 GK
With theubgandl we phn search for processé&s82that
(winlogon. exe).

> vol.py -- profile=WinXPSP  2x86 - fwindows - zeus.vmem handles -t File | grep sdra
Volatility Foundation Volatility Framework 231
0xff12bb40 632  0x644 0x120089 File

\ Device \ HarddiskVolume 1\ WINDOWSsystem 32\ sdra 64.exe

>

What makes this interesting is that this process
of the suspicious svchost.exe (see pstree | istin
> vol.py -- pr ofile=WinXPSP 2x86 -fwindows - zeus.vmem pstree

Volatility Foundation Volatility Framework 231

56 https://github.com/volatilityfoundation/volatility/wiki/Command%20Reference#fitystem(last visited: 30.
9.2014)
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Name Pid PPid Thds Hnds Time

0x810b1660 :System 4 0 58 379 1970-01-01
00:00:00 UTC+0000

. Oxff 2ab020:smss.exe 544 4 3 21 2010-08-11
06:06:21 UTC40000

.. Oxfflec978:winlogon.exe 632 544 24 536 2010-08-11
06:06:23 UTC+0000

... Oxff 255020 :Isass.exe 688 632 21 405 2010-08-11
06:06:24 UTC40000

... Oxff247020:services.exe 676 632 16 288 2010-08-11
06:06:24  UTC+0000

Oxff 1b8b28:vmtoolsd.exe 1668 676 5 225 2010-08-11
06:06:35 UTC+0000

..... Oxff 224020 :cmd.exe 124 1668 0 - 2010- 08- 15
19:17:55 UTC+#000

0x80ff 88d8:svchost.exe 856 676 29 336 2010-08-11
06:06:24  UTC+0000

Oxff 1d7da0:spoolsv.exe 1432 676 14 145 2010-08- 11
06:06:26  UTC+0000

é [truncated] ¢&

Iy & ¢ QjNIESIE20VA 2WKIEMiR& (2dzi Ay (GKS tAad 2F 202S0i0ak
Looking again with the handles plugin laytaniehdese t

“named :“pi AWEBRBD9 and “21A8lI Mot e also the correspon
objects.

(The wunfitl tieg eguiotud pluong, so for brevity, only t
> vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem handles - p632,676,856 -t File,Mutant |

grep -iavira

Volatility Foundation Volatility Framework 231

0x80f5cd78 632  0x898 0x12019f File \ Device \ NamedPipe\ _AVIRA_ 2109

Oxff 1e7dcO 632 0x8bc 0x1f 0001 Mutant _AVIRA 2109

Oxff 1398c0 856 0x434 0x12019f File \ Device \ NamedPipe\ _AVIRA_ 2108

0xff27b7e8 856  0x43c 0x1f0001 Mut ant _AVIRA 2108

I ya o SIiNdzQis20YA 2/yl yo 82dz TAYR 2dzi sKAOK O2YYlFYyR&a 6SNB
LINE OSadaaKk

The commands entered at the c¢cmd. exe process ¢

Vol atGz2lyiatyl &R a0 yeg.i n

> vol.py -- profile=WinXPSP  2x86 - fwindows - zeus.vmem consoles
Volatility Foundation Volatility Framework 231
ConsoleProcess: csrss.exe Pid: 608

Console: 0x4e23b0 CommandHistorySize: 50

HistoryBufferCou nt: 1 HistoryBufferMax: 4

OriginalTitle: C: \ Program Files  \ VMware\ VMware Tools \ TPAutoConnSvc.exe
Title: C: \ Program Files \ VMware\ VMware Tools \ TPAutoConnSvc.exe
AttachedProcess: TPAutoConnect.e Pid: 1084 Handle: 0x448
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CommandHistory: 0xf786f8 Application : TPAutoConnect.exe Flags: Allocated
CommandCount: 0 LastAdded: -1 LastDisplayed: -1
FirstCommand: 0 CommandCountMax: 50

ProcessHandle: 0x448

Screen 0x4e2ab0 X:80 Y:25

Dump:
TPAutoConnect User Agent, Copyright (c) 1999 - 2009 ThinPrint AG, 7.17.512.1
ConsoleProcess: csrss.exe Pid: 608

Console:  0xf 78958 CommandHistorySize: 50

HistoryBufferCount: 2 HistoryBufferMax: 4

OriginalTitle: ??ystemRoot% \ system 32\ cmd.exe

Title:

> vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem cmdscan
Volatility Foundation Volatility Framework 231
CommandProcess: csrss.exe Pid: 608

CommandHistory: ~ Oxf 786f 8 Application: TPAutoConnect.exe Flags: Allocated
CommandCount: 0 La stAdded: -1 LastDisplayed: -1
FirstCommand: 0 CommandCountMax: 50

ProcessHandle: 0x448

2.4 Task 3: Basic Linux memory analysis

The introductory part wi || ¥t,ar hdtha/ By @ WdeA YBFLRs |
f AYydzEpRYS&13
A | arge parttrodwidtli drakteo alni nuimx kernel membéry all

N W

fAYdzZEpA2YSYZahtlydaziha OYbog@EdKSacher should al so e
all ocat¥®y s3aSUB BBaOBhat only the first one is (f
However, al | systems in the exercise use the SLA

2.4.1 Task 3.1: Linux process analysis

The 'g\eacher wi || f\i\rst i‘ptroducg t he cxpm%a\pds“u:
fAYydzEgpLIAt AAalGT fAYdzEQPLIEALl dzEX f Ay dzE aldidd NBE Y LB EPdzBE @ L

57 https://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#systarformation
(last visited: 30. 9. 2014)

58 https://en.wikipedia.org/wiki/SLARBlast visited: 309. 2014)

59 https://en.wikipedia.org/wiki/SLUBlast visited: 309. 2014)

60 https://en.wikipedia.org/wiki/SLORast visited: 309. 2014)

51 hitps://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#proceg$zst visited:
30. 9. 2014)
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Besi des ftAhyedgisehfodi2h® be i ntroduced here, as i i s
t o KlhyeRfoSwmand covered tiinonm.he Wi ndows sec
For this task, we wil!/ be using the kbeast i mage
A 16 dzymi uizb monydooh O S Yy oY SY
A 16 dzymi nizb monydboh 9 b S A0 Y SY
The prlokydze! ddey (iTOmirmpusEpen profile supplied toget
in the same folder.
/I 2YYlIYyR&a dzaSR Ay GKAa G aj
vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_cpuinfo
vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 - LiveCD -
kbeast.mem linux_d mesg
vol.py  -- plugins=../vol - profiles -- profile=LinuxOpenSuSE 12_2-x86x86 - fopsu.lime linux_pstree
vol.py  -- plugins=../vol - profiles -- profile=LinuxOpenSuSE 12_2-x86x86 - fopsu.lime linux_bash
vdzSadazya G2 GFal oodmy
1. What type of procesmsar cecandelllownmamy cfysteen t
taken from?
2. The “attacker” has connected a device to the
3. Take the inagedftom taskind your own forensic
lyag SN G2 1jdzSadAz2y MY 2KVl Vid LIBT28KENROKBA 2a82ABRY .
1608Fad AYF3ISa 6SNB G118y TFTNRYK
One processor. fAyrHdzEd@OLIBlYySF 2 see t he
> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_cpuinfo
Vola tility Foundation Volatility Framework 231
Processor Vendor Model
0 Genuinelntel  Intel(R) Core(TM) i 7-2860QM CPU @2.50 GHz
| yASSNI (12 ljd28aGA2Yy HY ¢KS dl GAEROBINE 2 KRDKO2YB&O

An 8GB “Kanguru FI| asthABy da2 yoRWVEPBaUFt i ck/ dri ve.
> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_dmesg
Volatility Foundation Volatility Framework 231
[23 14885531810281020.2314885531 ] ] Initializing cgroup subsys cpuset
<6>[ 0.000000 ] Initializing cgroup subsys cpu
é [truncated)]
1- 2: new full speed USB device using ohci_hcd and address 5

<6>[ 5404.140360 ]usb
<6>[ 5404.402409] usb 1
<6>[ 5404.923893 ] Initializing USB Mass Storage driver...

- 2: configuration #1 chosenfrom 1 choice

<6>[ 5404.925165 ]scsi 3 :SCSI emulation for USB Mass Storage devices

<6>[ 5404.925515 ] usbhcore: registered new interface driver usb - storage

Page27
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<6>[ 5404.925517] USB Mass Storag e support registered.
<7>[ 5404.930674 ]usb - storage: device found at 5
<7>[ 5404.930675 ]usb - storage: waiting for device to settle before scanning

<7>[ 5409.939032 ]usb - storage: device scan complete

<5>[ 5409.947870] scsi 3:0:0:0: Direct - Access Kanguru FlashBlu PMAP PQ: 0 ANSI: 0
CCS

<5>[ 5409.952639 ]sd 3:0:0:0 : Attached scsigeneric sg 2 type O

<5>[ 5409.972223 ]sd 3:0:0:0 :[sdb] 15646720 512- byte logical blocks: ( 8.01 GB/7.46 GiB)

<5>[ 5409.982096 ]sd 3:0:0:0 :[sdb]Write Protect is off

<7>[ 5409.982098 ]sd 3:0:0:0 :[sdb] Mode Sense: 23 00 00 00

<3>[ 5409.982099 ]sd 3:0:0:0 :[sdb]Assuming drive cache: write through
<3>[ 5410.028186 ]sd 3:0:0:0 :[sdb] Assuming drive cache: write through
<6>[ 5410.028191 ] sdb: sdb 1

<3>[ 5410.077497] sd 3:0:0:0 : [sdb] Assuming drive cache: write through
<5>[ 5410.077500 ]sd 3:0:0:0 :[sdb] Attached SCSI removable disk
<6>[ 5428.108189 ]Jusb 1-2:USB disconnect, address 5

l VA6 SNI (Y o8B GA2yTAYR 82dzNJ 26y F2NByaird aSaarzy

The exact anablwerthespPeED) will wvary, but the stuc
t heyaypahPgram that | oads t hey Skiertnieglr ammg d u Ife ,t hpeeyr hi
transfer the data to the analysis appliance.

A niceawvile < dgiidEfDNB® ut

> vol.py -- plugins=../vol - profiles -- profile=LinuxOpenSuSE 12_2-x86x86 - fopsu.lime
linux_pstree

Volatility Foundation Volatility Framework 23.1
Name Pid Uid

systemd 1 0

.udevd 230 0

..udevd 437 0

..udevd 438 0

.systemd - journal 239 0

.haveged 386 0

.systemd - logind 391 0

login 402 0

..bash 1979 1000

...Su 2368 1000

...bash 236 9 0

..... insmod 2651 0

é [truncated] &

For morfeA yddziEapedrl §tke us ed
> vol.py -- plugins=../vol - profiles -- profile=LinuxOpenSuSE 12_2-x86x86 - fopsu.lime linux_bash
Volatility Foundation Volat ility Framework 23.1

Pid  Name Command Time Command
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é [truncated] ¢&
2369 bash 2014-09- 16 14:18:53 UTC+0000 make

2369 bash 2014-09-16 14:19:58 UTC+000 insmod lime  -3.4.6 -2.10 - default.ko
"path=/tmp/opsu.lime format=lime"

2.4.2 Task 3.2: Linux network connection analysis

The Eeacher wi || “i ntroduce t h&®i ma§VcbatoifI iLtiyn u xn
t Ay dzE gl NLIE f AYdzZEQATFO2YyFAIS f Ay dzE ¢ NR dziiaSndO | OK S %
f Ay dzE Qi podmrFapOd sOKSThe | asnortewa oenprhraand s aar ¢ he o

require a | o%ger explanation

Commands wused in this task

vol.py -- pl ugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 - LiveCD -
kbeast.mem linux_netstat iU

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -

kbeast.mem linux_ifconfig

vol.py  -- plugins=../vol - pro files  -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_route_cache

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_arp

vdzSadAz2yawui2 G &1

1. What networktponsshacenobeen on the kbeast i nf
2. Can you recover more information about recent
3. Has one of the interfaces been put into pr omi
4, Can you find any hints, thatr etcrtaefdf itco fortohme/rt oh

I yESSNI G (08180 APFGI62N] LRNI&AkO2yySOGA2ya | NB 2L

Three ports: tcp/ 631 (on | Pv4d and | Pvée | ocal host
the CUPS daemgn 8pP31lAsanwed adhellieoki (& Woff|l agt wor
omit Unix »yYdzkeyWSduagililtnhes lout put

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_netstat -U

Volatility F oundation Volatility Framework 231

TCP = 1:631 0 LISTEN cupsd/ 1561

TCP 127.0.0.1:631 0.0.0.0:0 LISTEN cupsd/ 1561

UDP 0.0.0.0:68 0.0.0.0:0 dhclienty 3771

' yag SNSEiRaYAjydzl y &2dz NBEO2GSNI Y2NB AYyTF2NXIFGA2Y | 0%
a

ae SYK

62 https://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#networking(last
visited: 30. 9. 2014)

83 http://vger.kernel.org/~davem/skb.htm(lastvisited: 309. 2014)

64 http://www.linuxfoundation.org/collaborate/workgroups/networking/sk_buffast visited: 309. 2014)
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As there are no open connections, we can stil]l I
queue st AwidePhjalLdtdina/ dzE pa 1 D @zF A Olc Orikediaenrde nce al so exp
out put .format.)

> mkdir pkts

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 -
LiveCD - kbeast.mem linux_pkt_queues - D pkts

Volatility Foundation Volatility Framework 231

Wrote 56 bytes to receive. 4121.22

Wrote 56 bytes to receive. 4125.22

Packets cfamr btehd dfifidc eannsesl 1252 2ledsdkcr avhagodkdts | ¢
t hceorrespoondieBsges

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu10_04x86 -fubunt u-10.04.3 -i386 -
LiveCD - kbeastmem linux_ psaux -p4121,4125

Volatility Foundation Volatility Framework 231
Pid Uid Gid Arguments

4121 999 999 /usr/lib/indicator - applet/indicator - apple t-session -- oaf - activate -
iid=OAFIID:GNOME_FastUserSwitchApplet_Factory -- oaf -ior -fd=21

4125 999 999 Jusr/lib/indicator - applet/indicator -applet -- oaf - activate -
iid=OAFIID:GNOME_ IndicatorApplet_Factory -- oaf -ior -fd= 36

S ckeas b ewiffohuyrndT f

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul10_04x86 -fubuntu -10.04.3 -i386 -
LiveCD - kbeastmem linux_ Isof - p 4121,4125

Volatility Foundation Volatility Framework 23.1
Pid FD Path

4121 0 /dev/nu Il

4121 1 /dev/null

4121 2 /dev/null

é [truncated]

4121 21 /home/ubuntu/.local/share/gvfs - metadata/home - b5e65f 35.log
4121 22 socket:] 20506 ]

4121 23 /home/ubuntu/.cache/indicator - applet - session.log

4125 0 /dev/null

é [truncated] ¢é

4125 21 /home/ubuntu/.local/share/gvfs - metadata’/home - b5e65f 35.log
4125 22 socket:[ 20602]
4125 23 /home/ubuntu/.cache/indicator - applet.log

85https://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#linux_pkt_que(last
visited: 309. 2014)

66 https://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#linux_sk_buff cache
(last visited: 309. 2014)
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We cabhhwlke packet ssobcekleotnsg wiot ht htehe i nodet meimber s
sockets don't show up in the internet sockets |
to other protocols (the first is perhaps more |

/' dSlolme students nanyi xt rsyo Ethay diEiwriFdk FtRA)E A w8 n' t wor |
plugin doesn't wan#d whehbbDoketsbDrc&aentashoerd ts ohcakved s
which would be the only.offef#&d¢deEpdwyRmy Fihdk 8t a iftie
tme with eachppahhamées if nglfdlyldakiy Seicidik etta K & rrnownt h
than the time frame of the exercise permits.

Searching the out gfoh idzE ik ¢eEesr\VERN enwe sh i wigt h

> vol.py -- plugins=../vo | - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_sk_buff_cache - D pkts
Volatility Foundation Volatility Framework 23.1

INFO : volatility.plugins.linux.slab_info: SLUB is currently unsupported.

INFO : volatility .plugins.linux.slab_info: SLUB is currently unsupported.

As f @ r efclpeéskosetds) t h,e rmsoetlhviensgy i nteresting catches tl

> hexdump - Creceive. 4121.22

00000000 6¢ 02 01 01 00 00 OO OO 04 00 OO0 00 26 00 00 00 |l........... &..|
00000010 06 01 73 00 05 00 00 OO0 3a 31 2e 34 35 00 00 00 |..s..... 1.45 .|
00000020 05 01 75 00 02 00 00 OO 07 01 73 00 05 00 00 00 |..u.......S.....|
00000030 3a 31 2e 34 36 00 00 00 |: 1.46 ..
00000038

> hexdump - Creceive. 4125.22

00000000 6¢ 02 01 01 00 00 OO OO 07 00 OO0 OO0 26 00 00 00 |l........... &...|
00000010 06 01 73 00 05 00 00 OO0 3a 31 2e 35 35 00 00 00 |.s.... 155 ..
00000020 05 01 75 00 02 00 00 OO 07 01 73 00 05 00 00 00 |.u.......S.....|
00000030 3a312e3 4 36 00 00 00 |: 1.46 ..
00000038

lYyagSN GdY ljldiS&I2¢Y 2F GKS AYGSNFI OSa o60SSy Lizi Ay
The answer to the third qufelsydzopA TB2y WNoThe, see t

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-

LiveCD - kbeast.mem linux_ifconfig

Volatility Foundation Volatility Framework 231

Interface IP Address MAC Address Promiscous Mode

lo 127.0.0.1 00:00:00:00:00:00 False

eth 0 10.0.2.15 08:00:27:02:70 :c5 False

lyasgSNI G2 jd8adAaz2y nY /Iy 82dz TAYR INBRKNFAGESER GiK
ZUKSN)I K2auak
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The answer is“(agai“n): None. There are no signs
See t he ofuktypdag g idfNYdzk p N2.dzi SpOF OK S

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fub untu -10.04.3 -i 386-

LiveCD - kbeast.mem linux_route_cache

Volatility Foundation Volatility Framework 231

Interface Destination Gateway

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04 x86 -fubuntu -10.04.3 -i 386-

LiveCD - kbeast.mem linux_arp

Volatility Foundation Volatility Framework 23.1

[ ]at 00:00:00:00:00:00 onlo

2.4.3 Task 3.3: File and kernel analysis

The teacher wi || i nommdno de\:y dzEhyél a3 » K IAo/ViBEngY 2 dzy (
f Ay dzE g2 @H S WA y dzEOY RBEK\SE MBryEl @ dA y dzEYo | & K

/] 2YYlIyRa dzaSR Ay GKA&a GFaly

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_mount | grep tmpfs

vol.py -- plu gins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_tmpfs -L

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_tmpfs -S 4 -Dcow

vol.py -- plugins=../v ol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_tmpfs -S 5 -Dtmp

vdzSAadA2yaoi2 G &j
1. Can you find something interesting in the ter
2. What wuser (s)/ group(s) dibdeltohneg itmot?2er esti ng f il
' YAGSNI Gawy jdiS@E 29z FAYR a2YSUKAY3I AyGaSNBadAy3a Ay
f

ThfeAdeE@u’lV’lleéa l isting of the temporary il e sys
ThieA y dzE yp¥2udgyiin woul d not mpieve .t he superblock nu

| I ORISEOG YSIFaaot a temporary file system.

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_mount | grep tmpfs

none Ivar/run tmpfs rw,relatime,nosuid

none Nib/init/rw  tmpfs rw,relatime,nosuid

none /dev/ishm tmpfs rw,relatime,nosuid,nodev

tmpfs /cow tmpfs rw,noatime

none /dev devtmpfs  rw,relatime

tmpfs tmp tmpfs rw,relatime,nosuid,nodev

none Ivar/lock tmpfs rw,relatime,nosuid,nodev,noexec

87 https://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#kerme mory-and-
objects (last visited: 309. 2014)
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> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul0 _04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_tmpfs -L
Volatility Foundation Volatility Framework 231

- > [var/run
- > [lib/init/rw

1

2

3 ->/dev/shm
4 ->/cow

5 ->/tmp

6

- > /var/lock

Forensically inter estiifngd &tsdee et wnoe xfti |Iéseyhsiaegnushp. e | Foi
we ffii@d@Svm{[FHhfiile | ookscolmpKleitsedif rd heekadrass’t aact i v i
on the system.

>head -12 vteQ 1SLDW

ubuntu@ubuntu:~$ more /etc/Isb - release
DISTRIB_ID=Ubuntu

DISTRIB_RELEASE=10. 04
DISTRIB_CODENAME=lucid
DISTRIB_DESCRIPTION="Ubuntu  10.04.3 LTS"
ubuntu@ubuntu:~$ df

Filesystem 1K- blocks  Used Available Use% Mounted on

aufs 513244 89632 423612 18% /

none 508312 244 508068 1% /dev
/dev/sr 0O 704226 704226 0 100% /cdrom
/dev/loop O 675968 675968 0 100% /rofs
none 513244 248 512996 1% /dev/shm

é [truncated] ¢é

Sec&®@ o6 whi ch sptyandhs Wrart eCo The i mage was taken f
system can't write to CD, every write is redirec
in Linux). Thus all writes not frodedl owed by a del

Dumping ftiHe tewmt bmsdohkydeE phY¥iph®a, thi-B optmeonvit
for the dumpS doiprteicotnorfyorantdhe super bl ock number.

> mkdir tmp cow

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu10_04x86 -fubunt u-10.04.3 -i 386-
LiveCD - kbeast.mem linux_tmpfs -S 4 -Dcow

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_tmpfs -S 5 -Dtmp

Most of the changes stem fr om st,het haeu tloinsatthi eca nu pbdez
di re02w@lyNk OF OKS kI LIk | NOKA @S &

| ®21wWK 2 Y Sk dzo dzy i ezk apekKm Efgiknd t he source code of the r
modul e k(biepasted ko) and t h©2¢yd@Aaf@idKkur ati on file

>ls -1

-rw-r--r-- 1 0 1.Mai 2012 acctlog. 999

-tw-r--r-- 1 3027 1.Mai 2012 bd-ipsecs -kbeast -vi.c
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STW-T - T 979 1.Mai 2012 config.h

- TWXF - XTI - X 12282 1.Mai 2012 _h4x_hd
4096 1.Mai 2012 init
20184 1. Mai 2012 ipsecs - kbeast -vil.c
20014 1. Mai 2012 ipsecs -kbeast -vl.cc 1
16420 1. Mai 2012 ipsecs -kbeast -v1.ko
1540 1.Mai 2012 ipsecs -kbeast -vl1.mod.c

1
1
drwxr -xr-x 2
1
1
1
1
-rw-r--r-- 1 3592 1.Mai 2012 ipsecs -kbeast -vl.mod.o
1
1
1
1
1
1
1

SIW-r-- T--
SIW-r-- T--
-IW-r-- I --
-IW-r-- I --
STW-T - T 13404 1 .Mai 2012 ipsecs -kbeast -vl.o

-IW-r-- - 532 Mai 2012 LICENSE

172 Mai 2012 Makefile

1.

-TW-r-- - 1.
46 1.Mai 2012 modules.order

1.

SIW-r-- T --

0

1899 1. Mai 2012 README.TX T
5693 1.Mai 2012 setup

STW-T-- T Mai 2012 Module.symvers
SIW-r-- T --

- TWXr - Xr -X

| 2wl Nk fs2odme traces of t heédfi&odf 2dker” can

> grep sudo auth.log

May 1 13:15:53 ubuntu sudo: ubuntu : TTY=unknown ; PWD=/home/ubuntu ; USER=root ;
COMMAND=/usr/shin/synaptic -- hide - man - window -- non- interactive -- parent -window -id 58720295 --
update - at - startup

May 1 13:17:59 ubuntu sudo: ubuntu : TTY=unknown ; PWD=/home/ubuntu ; USER=root ;

COMMAND-=/ust/sbin/synaptic -- hide - main - window -- non- interactive -- parent -window -id 58720295 -0
Synaptic::closeZvt=true -- progress - str Please wait, this can take some time. -- finish - str

Update is complete -- set - selections - file /tmp/tmpnwYMjC

May 1 14:09:00 ubuntu sudo: ubuntu : TTY=unknown ; PWD=/home/ubuntu ; USER=root ;

COMMAND=/usr/sbin/synapti ¢ -- hide - main-window -- non- interactive -- parent -window -id 58720295 -o
Synaptic::closeZvt=true -- progress - str Please wait, this can take some time. -- finish - str

Update is complete -- set - selections - file /tmp/tmpXkSWVz

May 1 14:10:29 ubuntu sudo: ubuntu : TTY=pts/ 0 ; PWD=/home/ubuntu ; USER=root ;
COMMAND-=/etc/init.d/networking restart

May 1 14:21:35 ubuntu sudo: ubuntu: TTY=pts/ 0 ; PWD=/home/ubuntu ; USER=root ;

COMMAND=/bin/kill - TERM 1350

May 1 14:22:15 ubuntu sudo: ubuntu : TTY=pts/0 ; PWD=/home/ ubuntu ; USER=root ;

COMMAND=/bin/kill - TERM 986

May 1 14:45:13 ubuntu sudo: ubuntu: TTY=pts/ 0 ; PWD=/home/ubuntu/_h  4x_; USER=root ;
COMMAND-=/shin/finsmod ipsecs - kbeast -v1.ko

May 1 14:48:34 ubuntu sudo: ubuntu : TTY=pts/0 ; PWD=/home/ubuntu ; USER=r oot ;

COMMAND=/bin/netstat - tnlp

>

' YAGSNI Gy [jd8180 A@¥SNDaOkIANRdzZLIOA0 RAR GKS A
Since the plugin cannot set wusers on the

no access toor //eettcc//pgarsosupd on t he system t he
and group ids cannot be recovered.
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2.5 Task 4: Finding and obtaining malware from memory images

I n itrhter o dutchteisoen t wo t asks, the teachegi mwd | to ffaimn
mal e r VI k& X )RRY 2,RAN 95 G LA K RAR B SRAIMNILDIR MRS a.R G
Emphasis should be not only on the commands and
in these c & RnaiMmoRsis o Mead bnadc kigmf or mati on about the
Tabl efanNBTt he System Serviltnapee spmirgmepea ndietd e o 1l
studkavel of priborekstihayhed @eayd rfciilsyedyeohd .

Concerning mal ware recover RdzyiJfadnfdSEatehad @lgg msul d

2.5.1 Task 4.1 Windows malware

Commands used:

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem malfind - D zeus.malfind -- output - file=zeus -
malfind

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem filescan > zeus.filescan

vol.py -- profile=sWinXPSP 2x86 -fwindows - zeus.vmem dumpfiles - D zeus.files -n

Is -1zeus.files | grep sdra

file zeus.files/file. 632.0 xff 37f270.sdra 64.exe.dat

strings windows - zeus.vmem | grep 193.104.41.75

strings -td -n 6 -awindows -zeus.vmem > zeus.s

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem strings - S zeus.s > zeus.strings

grep  193.104.41.75 zeus.stringscan

' YyAGSNI Gy [jdB8ENE 2¢1 Yy %Sdza 6S F2dzyR Ay (GKS aeaidsSy

Thel f AYURin | ists all memory sections that Vol at
guite Il ong, so it is better written to a file.
> mkdir zeus.malfind

> vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem malfind - D zeus.malfind -- output -

file=zeus - malfind

Some of these sections | ook |Iike a whole execut a
Process: services.exe Pid: 676 Addre ss:  0x7e0000

Vad Tag: VadsS Protection: PAGE_EXECUTE_READWRITE

Flags: CommitCharge: 38, MemCommit: 1, PrivateMemory: 1, Protection: 6

0x007e0000 4d 5a 90 00 03 00 00 00 04 00 00 0O ffff 00 00 MZ.....cc....
0x007e0010 b8 00 00 00 00 00 00 00 40 00 0 0 00 00 00 00 00 ... @.......
0x007e0020 00 00 00 00 OO OO 00 OO OO OO 00O OO OO0 00 00 00  ....ccooenene
0x007e0030 00 00 00 00 OO OO 00 OO0 OO OO 00O OO dO 00 00 00  ....ccooeenene

0x7e0000 4d DEC EBP
0x7e0001 5a P OP EDX
0x7e0002 90 NOP

58https://github.com/volatilityfoundation/volatility/wiki/LinuxCommand%20Reference#rootltétection (last
visited: 309. 2014)
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0x7e0003 0003 ADD [EBX], AL
0x7e0005 0000 ADD [EAX], AL
0x7e0007 000400 ADD [EAX+EAX], AL
0x7e000a 0000 ADD [EAX], AL

é [truncated] &

lyag SN G2 |[jdzSaidA2yF HIKS9 Bl N16O (iNBF FANRWLIGK S A Yl IS0

To obtain the mal war e, one canATﬁjcumtpi oonnydo ff oF fit yftReh e
plugin dumps the sceicteéminse ¢ owifti i o4 @ Yitsyi fHikweR (b o v e
exampl e) .

Anot heirs waoy | aBKNI ¢oxpSdEBteabl e i n t hieitnPpahllgy ni maye :

a listing of all open RdzYIeJHAfu®HE md ail h otwlse t ioma g enp
> vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem filescan > ze us.filescan
> vol.py -- profile=WinXPSP  2x86 - fwindows - zeus.vmem dumpfiles - D zeus.files -n
>|s -lzeus.files | grep sdra
-rw-r--r-- 1 1000 1000 131072 8.Sep 14:39 file. 632.0 xff 37f270.sdra 64.exe.dat
> file zeus.filesffile. 632.0 xff 37f270.sdra 64.exe.dat
\z,\?_uz.files/file. 632.0 xff 37f270.sdra 64.exe.dat: PE 32 executable (GUI) Intel 80386, for MS
indows

Offset(P) #Ptr #Hnd Access Name

0x029d9b40 1 1 R--- \ Device \ HarddiskVolume 1\ WINDOWSsystem 32\ sdra 64.exe
0x029d9cf O 1 0 -WD- \Device \ HarddiskVolume 1\ WINDOWSsystem 32\ sdra 64.exe

I yE6SNI (DY |OBERAEY GKS / 3/ &ASNUSNI R26yf2FR ! w[Y

From task 2.2 we have a destination | P address:
assumetthat from a HTTP connection and | ets furtdt
server. We can use the strings plugin to search

and maybe find a complete URL with this | P addre
A verywasy nmpd eto do this by simply using the stri

> strings windows - zeus.vmem | grep 193.104.41.75
d1 0 193.104.41.75 /cbd/ 75.bro
d1 193.104.41.75 /cbd/ 75.bro
193.104.41.75
193.104.41.75
q CKM193.104.41.75
http://  193.104.41.75 /cbd/ 75.bro
193. 104.41.75

Wi t h Vod (aN%ipflautgyi'nss, we can extract a |ittle more |

59 https://github.com/volatilityfoundation/volatility/wiki/Command%20Reference#stringiast visited: 30.9.
2014)
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> strings -td -n 6 -awindows -zeus.vmem > zeus.s
> vol.py -- profile=WinXPSP  2x86 - fwindows - zeus.vmem strings - S Zeus.s > zeus.strings
> grep 193.104.41.75 zeus.stringsc an

0072eca4d [632:75 b2ecad 688:7612 ecad 856:000 c3cad 1668:2012 ecad]:// 193.104.41.75 /chd/ 75.bro
0072eebc|[ 632:75 b2eebc 688:7612 eebc 856:000 c3ebc 1668:2012 eebc] :// 193.104.41.75 /cbd/ 75.bro
0400ece 8 [ 856:000 elce8] 193.104.41.75

05b2b3fc [856:000c63fc] : 193.1 04.41.75

05b2b7e7 [ 856:000 c67e7] g CKM 193.104.41.75

07617d98 [856:00c32d98] http://193.104.41.75/cbd/75.bro

07617 dd8 [ 856:00 c32dd8] 193.104.41.75

The extra effort gives more precise information.
(P)Dand virtual addresses (in t(hsee ep rcoocnensasneds raedf de
t adNRy3Ia

2.5.2 Task 4.2 Linux malware

I n the introductory part of this task, the teach
used to fimda mai wax ei mage.

f Ay dzE @ O&K SN ViporERUIO K S @ ey &v&& QI fsfi mi | @k Kiahd Rodarmraenpdts t o
f or Wi ndfoAwsdzE (aGK S Gprg R2&R BEARA.O v

There are several places in a Linuanspgetemer swhien
kernelf AYdzE9OKSOl Yyl FAYTF2T Ay dzE pOK DAY drk ¢ O K S Of] ApyFd
commands are used to check these.

Speemahasi s shouledk pH ea nchitfieboshdzE p OKEOhmpONFRaas it v
diefrfently from the other commands in this t

Finally, the teddhazE pWiglRIRdixrhidrroduce t he
/ 2YYl yRa dza SR

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -f ubuntu -10.04.3 -i386 - LiveCD -
kbeast.mem linux_Ismod

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
clean.mem linux_check_syscall > syscall.clean

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul10_04x86 -fubuntu -10.04.3 -i386 - Li veCD-
kbeast.mem linux_check_syscall > syscall.kbeast

diff -y -- suppress - commonr lines syscall.clean syscall.kbeast

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_check_afinfo

I yASSNI G jd8ENBRK26 OFy (GKS 10S8Fad Ne2301AG 08 F
KBeast is implemented as a Linux kernel modul e

modul es exported through the [/ proc/ modul es i nt
fAYdZEYE EVERI O UDAHY dEQOKS O] wive Rk BExEesYa Rtz Skace.

>vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_Ismod

Volatility Foundation Volatility Framework 231

>
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>vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_check_modules

Volatility Foundation Volatility Framework 231
Module Name
ipsecs_kbeast v 1

é [truncated] ¢&

lyagSN) 2 jdzSAalGABRYO8YOSKYUYRYN DA RYER 08 (GKS NP2
To find a |ist of sys cfailyldsE ynCaknSpOb| wigiadtrieCd: & bf yib ma u w & d
that Volatility believes to hhhaw95 been mani pul at e
> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-

LiveCD - kbeast.mem linux_check_syscall > syscall.kbeast

Table Name  Index Address Symbol

32bit 0x00 xc015d0c0 sys_restart_syscall
32bit 0x1 O0xc 0151520 sys_exit

32bit 0x2 0xc 0103560 ptregs_fork

32bit 0x3 0xf 817d870 HOOKED

32bit 0x4 0 xf 817e070 HOOKED

32bit 0x5 Oxf 817e600 HOOKED

32bit 0x6 0xc0207dd0 sys_close

é [truncated] ¢é

Since the output is quite (9ag,|lisfilsgaibasabieec
i's presernd dymbum koo OOF S yeadYBY& Ol 6§fs can be ¢ omg
find exactly which calls hav&Ada@mma md nfi rul tahltied . (
is not too | onhgand ti nc arne abseo ndaobnlee btyi me ) .

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-

LiveCD - kbeast.mem linux_check_syscall > syscall.kbeast

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu10_04x86 -fubuntu -10.04.3 -i386 -

LiveCD - clean.mem linux_check_syscall > syscall.clean

> diff -y -- suppress -common lines syscall.clean syscall.kbeast

32bit 0x3 0xc020a820 sys_read | 32bit 0x3 Oxf 817d870 HOOKED

32bit  Ox4 0xc020a7b0 sys_write | 32bit 0x4 Oxf 817e070 HOOKED

32bit 0x5 0xc 0208030 sys_open | 32hit 0x5 Oxf 817e600 HOOKED

32bit  Oxa 0xc0215e80 sys_unlink | 32bit Oxa 0xf817e1c0 HOOKED

32bit 0x25 Oxc015f 670 sys_kill | 32bit 0x25 Oxf 817d520 HOOKED

32bit 0x26 0xc0215c¢d0 sys_rename | 32bit 0x26 Oxf 817e470 HOOKED

32bit  0x28 0xc0215fd0 sys_rmdir | 32bit 0x28 Oxf 817e2a0 HOOKED

32bit 0x81 0xc0180d20 sys_delete_module | 32bit 0x81 Oxf 817e6f 0 HOOKED

32bit Oxdc 0xc0218ff O sys_getdents 64 | 32bit Oxdc Oxf 817e7c0 HOOKED

32bit 0x12d 0xc0215f90 sys_unlinkat | 32bit 0x12d Oxf 817e380 HOOKED

Li kewi se, the | DITAYdby drSHolweafE d wihehentries ma
al so marked in the clean Iimages.so they are |ike
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Likewise, the tty déwiydaEsOKEPImptis§iédmaai pamat addr
clean and th® infected i mage

> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 -
LiveCD - clean.mem linux_check_tty

Volatility Foundation Volatility Framework 231

Name Address Symbol

tty 1 Oxc 03bade 0 n_tty receive_buf

tty 2 Oxc 03bade 0 n_tty receive_buf

tty3 0Oxc 03bade 0 n_tty receive_buf

tty 4 0Oxc 03bade 0 n_tty receive_buf

tty 5 Oxc 03bade 0 n_tty receive_buf

tty 6 Oxc 03bade 0 n_tty receive_buf

tty 8 0Oxc 03bade 0 n_tty receive_buf

> vol.py -- plugins=../vol - profiles -- profile=L  inuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-
LiveCD - kbeast.mem linux_check_tty

Volatility Foundation Volatility Framework 231

Name Address Symbol

ttyl 0xc03bade0 n_tty rec eive_buf

tty 2 Oxc 03bade 0 n_tty receive_buf

tty 3 0xc 03bade 0 n_tty receive_buf

tty 4 0Oxc 03bade 0 n_tty receive_buf

tty 5 Oxc 03bade 0 n_tty receive_buf

tty 6 Oxc 03bade 0 n_tty receive_buf

tty8 0xc 03bade 0 n_tty receive_buf

As theroe processes that aref imadi pOK&daesOMB/R at rheep or

anything.

Lastly, there are they dzi P @raQlleyt ToZeli) mre t o ir kit @Ot 0
point RYydzE@wIORKSYTIZhe | ater gives another manipul at
> vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386-

LiveCD - kbeast.mem linux_check_afinfo

Volatility Foundation Volatility Framework 231

Symbol Name Member Address

tcp 4_seq_afinfo show

Oxf 817d650

lyagSNI G2

The |l inux_check_mo

j dzSa G A2 yYLotyS /2 F BRIz YSIEIGMNT NOBI  # NBIY

0KS A

dul es reports as hofdden

pl ugin

Vol at i lointhygp d2u.l 3.s1 ,pr esent( ii.ne.t hwehincohd us heo taimspben |
dumpedf mfdzEBRd2YB®, the answer to this question is:

0 http://www.ieee.security.org/TC/SPW2013/proceedings/4740a097 (talt visited: 30. 9. 2014)
1 http://volatility -labs.blogspot.com/2012/09/mowi4-averagecoderrootkit-bash.html (last visited: 30.9.
2014)
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3 Commands used

TASK 1.1 (Acquiring a Windows memory image)

winpmem_1.4 .exe testdump.raw

dir testdump.raw

netcat -1

winpmem_1.4.exe -d - |ncat.exe -- send - only exercise.example.net 11111

-p 11111 > testdump.crash # on the receiving system

Is - Itestdump.crash

vol.py -ftestdump - net.raw imageinfo

TASK 1.2.1  (Building the LIME memory extraction module)

cd src

make

uname - r

Is -1

TASK 1.2.2  (Acquiring a Linux memory image)

# remember that insmod requires root privileges!

insmod lime - 3.4.6 -2.10 - default.ko "path=/tmp/testdump.lime format=lime"

Is - | /tmp/testdump.lime

TASK 1.2.3  (Building a Linux profile)

cd volatility - tools/linux

make

zip OpenSuSE12.2 - x86.zip module.dwarf /boot/System.map -3.4.6 -2.10 - defaul
TASK 2.1 (Windows process analysis)

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem pslist

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem dlllist -p 856
vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem envars -p 856

vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem privs -p 856

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem getsids -p 856
TASK 2.2 (Windows network analysis)

vol.py -- profile=WinXPSP 2x86 - fzeus.vmem connections

vol.py -- profile=WinXPSP 2x86 - fzeus.vmem connscan

vol.py -- profile=WinXPSP  2x86 - f zeus.vmem sockets

vol.py -- profile=WinXPSP 2x86 - fzeus.vmem sockscan

TASK 2.3 (Windows Registry analysis)

vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem hivelist

vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem userassist

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem printkey - K "Microsoft

NT\ CurrentVersion  \ Winlogon"

t

\ Windows
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vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem printkey - K"Microsoft ~ \ Windows
NT\ CurrentVersion  \ Winlogon"

vol.py -- profile=WinXPSP2x86 - fwindows - zeus. vmem printkey -0 0xe101b008 -K
"ControlSet 001\ Services \ SharedAccess"

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem printkey -0 0xe101b008 -K
"ControlSet 001\ Services \ SharedAccess \ Parameters"

vol.py -- profile=WinXPSP2x86 - fwindows - zeus.vmem printkey -0 0xe101b008 -K
"ControlSet 001\ Services \ SharedAccess \ Parameters \ FirewallPolicy"

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem printkey -0 0xe101b008 -K
"ControlSet 001\ Services \ SharedAccess \ Parameters \ FirewallPolicy \ StandardProfile"

vol.py -- profile=WinXP  SP2x86 -fwindows -zeus.vmem hashdump -y Oxe101b008 -s Oxe 1544008

TASK 2.4 (Windows file and other analysis)

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem handles - t File | grep sdra

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem pstree

vpl.py -- pro file=WinXPSP 2x86 -fwindows - zeus.vmem handles - p632,676,856 -t File,Mutant | grep
- i avira

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem consoles

vol.py -- profile=WinXPSP 2x86 -fwindows -zeus.vmem cmdscan

TASK 3.1 (Linux process analysis)

vol.py -- plug ins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_cpuinfo

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_dmesg

vol.py -- plugins=../vol - profiles -- profile=LinuxOpenSuSE 12_2-x86x86 - fopsu.lime linux_pstree

vol.py  -- plugins=../vol - profiles -- profile=LinuxOpenSuSE 12_2-x86x86 - fopsu.lime linux_bash

TASK 3.2 (Linux network analysis)

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul10_04x86 -fubun tu-10.04.3 -i 386- LiveCD -
kbeast.mem linux_netstat -U
vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -

kbeast.mem linux_ifconfig

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 - LiveCD -
kbeast.mem linux_route_cache

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_arp

TASK 3.3 (Linux file analysis)

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_mount | grep tmpfs

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_tmpfs -L

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_tmpfs -S 4 -Dcow

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_tmpfs -S 5 -Dtmp

TASK 4.1 (Finding and obtaining Windows malware)

vol.py -- profile=WinXPSP2x86 -f windows - zeus.vmem malfind - D zeus.malfind -- output - file=zeus -
malfind
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vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem filescan > zeus.filescan

vol.py -- profile=WinXPSP  2x86 -fwindows - zeus.vmem dumpfiles - D zeus.files -n
Is -lzeus.files | grep sdra

filez eusfilesffile. 632.0 xff 37f270.sdra 64.exe.dat

strings windows - zeus.vmem | grep 193.104.41.75

strings -td -n 6 -awindows -zeus.vmem > zeus.s

vol.py -- profile=WinXPSP 2x86 -fwindows - zeus.vmem strings - S zeus.s > zeus.strings

grep 193.104.41.75 zeus.stringsca n

TASK 4.2 (Finding and obtaining Linux malware)

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_lsmod

vol.py  -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 - Live CD
clean.mem linux_check_syscall > syscall.clean

vol.py -- plugins=../vol - profiles -- profile=LinuxUbuntu 10_04x86 -fubuntu -10.04.3 -i 386- LiveCD -
kbeast.mem linux_check_syscall > syscall.kbeast

diff -y -- suppress - common lines syscall.clean syscall.kbeast

vol.p y -- plugins=../vol - profiles -- profile=LinuxUbuntul0_04x86 -fubuntu -10.04.3 -i386 - LiveCD -
kbeast.mem linux_check_afinfo
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