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About ENISA 

The European Union Agency for Network and Information Security (ENISA) is a centre of network and 
information security expertise for the EU, its member states, the private sector and Europe’s citizens. 
ENISA works with these groups to develop advice and recommendations on good practice in 
information security. It assists EU member states in implementing relevant EU legislation and works 
to improve the resilience of Europe’s critical information infrastructure and networks. ENISA seeks to 
enhance existing expertise in EU member states by supporting the development of cross-border 
communities committed to improving network and information security throughout the EU. More 
information about ENISA and its work can be found at www.enisa.europa.eu. 
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Legal notice 
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1 What Will You Learn 

The objective of this exercise is to give you a practical overview of the vulnerability handling process 
and how vulnerabilities reported to a CERT team should be handled. You will learn: 

 What the main responsibilities of a CERT team involved in a vulnerability case are; 

 How to design a vulnerability disclosure policy suitable for your CERT; and 

 How to deal with difficult situations that may arise through your role as a coordinator. 

2 Exercise Task 

2.1 Task 1 Responsibilities of a CERT team in a vulnerability case 

You will hear a description of a typical vulnerability case. Your task is to identify the CERT’s main 
responsibilities and activities in handling the reported vulnerability.  

 Think about the responsibilities which the CERT has as coordinator towards the vendor and 
the reporter of the vulnerability. 

 Name the actions that CERT has to take to resolve the case. 

Keep in mind that the CERT team always acts as an independent coordination centre. 

2.2 Task 2 Vulnerability disclosure 

The vulnerability handling process always involves the problem of disclosing information about the 
vulnerability. What is your opinion on vulnerability disclosure? Do you think this information should 
be kept secret or publicly disclosed? Think about the advantages and disadvantages of disclosing a 
vulnerability. 

2.3 Task 3 Designing a vulnerability disclosure policy 

Now you have some ideas as to what responsible vulnerability disclosure should be. What main 
aspects should be addressed in a vulnerability disclosure policy? Develop a general policy for your 
CERT. 

2.4 Task 4 Role-playing game: Introducing CERT coordination in a 
vulnerability case 

The trainer will tell you two stories. One will be a true story from the past, based on the Michael Lynn 
case: http://en.wikipedia.org/wiki/Michael_Lynn. The second one is a scenario which will be used in 
the game. 

The rules of the role-playing game: 

 The trainer is the game leader.  

 A game leader has an absolute power to shape, modify and adjust a game scenario; i.e.: 
o he can stop an action and introduce new factors and new conditions; 
o he can rewind an action to change factors or conditions or actions already performed; 

and 
o he can accelerate an action to avoid valueless activities. 
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 All students must fit their actions to what the trainer decides. 

 Students can communicate during a role-playing game only as players, not as students (e.g., 
they are not allowed to comment on an action, unless the trainer changes it). 

 A main purpose of the trainer is to achieve the goals of the exercise. 

2.5 Task 5 Identification of vulnerability handling phases 

During this post role-playing activity, students are given the task of identifying as many activities and 
processes as possible. This is achieved by a kind of brain-storming session with the trainer as the group 
leader. 

2.6 Task 6 Coordination of a single and multiple vendor case 

During the game in the previous task, you dealt with a single vendor case. It may happen, however, 
that a reported vulnerability affects more than one vendor. Think about the possible complications in 
a multiple vendor case. The trainer will give you some tips on the aspects you should consider 
especially carefully. 
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