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About ENISA

The European Union Agency for Network and Information Security (ENISA) is a centre of network and
information security expertise for the EU, its member states, the private sector and Europe’s citizens.
ENISA works with these groups to develop advice and recommendations on good practice in
information security. It assists EU member states in implementing relevant EU legislation and works
to improve the resilience of Europe’s critical information infrastructure and networks. ENISA seeks to
enhance existing expertise in EU member states by supporting the development of cross-border
communities committed to improving network and information security throughout the EU. More
information about ENISA and its work can be found at www.enisa.europa.eu.
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editors, unless stated otherwise. This publication should not be construed to be a legal action of ENISA or the
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1 What Will You Learn

Mobile devices add some additional conditions for the investigator. First, access to the device might
be difficult (geography, Bring Your Own Device (BYOD), and other privacy issues). Data access and
investigation tools used in other environments might not be working. It might be necessary to adjust
implemented incident-handling processes to adapt to these specific platforms. This course will serve

as an introduction to Mobile Technologies, and Incident Handling within this field.

2 Exercise Task

The Students will be given 5 main tasks:
1. Familiarisation with Android, AVD, and ADB
Cloning an Application
Analysing Cloned Application
Analysing Simplelocker
(Optional) Analysing Other Artifacts

vk wN

2.1 Task 1: Familiarisation with Android, AVD, and ADB

2.1.1 Open Android SDK Manager
e cd /android/adt-bundle-linux-x86-20140702/sdk/tools

e ./android

Android SDK Manager

SDK Path:
Packages
Name API Rev. | Status
v [ [ Tools
I Android SDK Tools 16 & Installed
% Android SDK Platform-tools 10 ¥ Notinstalled
¥ 1= Android 4.0.3 (API115)
] Documentation for Android SDK 15 1 | ¥ Notinstalled
SDK Platform 15 2 |¥ Notinstalled
& Samples for SDK 15 1 % Notinstalled
® ARM EABI v7a System Image 15 1 % Notinstalled
& Google APIs by Google Inc. 15 1 % Notinstalled
Sources for Android SDK 15 1 ¥ Notinstalled
> (Z Android 4.0 (API 14)
- (5] AmdAraid 3 3 fADL42Y
show: [ Updates/New [ Installed Obsolete Select New or Updates
Sortby: @ API level Repository Deselect All

Done loading packages.
Figure 1: Android SDK Manager

2.1.2 Open Android AVD Manager
e cd /android/adt-bundle-linux-20140702/sdk/tools/

e android avd
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© Create new Android Virtual Device (AVD)

Mame: GingerbreadForensics
Target: Android 2.3.3 - AP Level 10
CPU/ABI
SD Card: =
@ Size: |200 MiB
File
Snapshol:
Enabled
ckin:
® Built-in Default (WWGABOD) =
Resolution X
Hardware:
Property Walue Mew...

Abstracted LCD dens{ 240
max VM applicationH 24
Device ram size | 256

Create AVD Cancel

Figure 2: Android AVD Manager

2.1.3 Browse /home/enisa/.android

/home/<username>/.android/

/Users/<username>/.android

C:\Users\<username>\.android

2.1.4 Browse Enisa AVD folder
e cache.img: disk image of /cache partition
e sdcard.img: disk image of SD card (if created during AVD setup)
e userdata-gemu.img: disk image of /data partition
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Create an AVD named “SimpleLockerAVD” using avd manager

© Create new Android Virtual Device (AVD) - + x
AVD Name: [SimpleLockerAVD ]
Device: | Nexus 7 (2012) (7.0", 800 x 1280: tvdpi) =
Targek: [ Android 4.0.3 - APl Level 15 = ]
CPU/ABI: | ARM (armeabi-v7a) =
Keyboard: [ Hardware keyboard present
skin: | WXGAB0O-7in )
Front Camera: | None o)
Back Camera: None —
Memory Options: RAM: VM Heap: E]

Internal Storage: [200 ] |MiB 3|
SD Card:
® Size: [100 ] |MiB 3|
) File: Browse...
Emulation Options: [ | Snapshot "] Use Host GPU
("] override the existing AVD with the same name
[ Cancel OK

Figure 3: Create AVD

2.1.6 Add Hardware and open AVDs
e Modify Nexus 7 Hardware by Cloning Device and modifying the features

e  Add GPS to Enisa AVD (Edit) using AVD Manager

Android Virtual Device (AVD) Manager

Android Virtual Devices | Device Definitions

List of known device definitions. This can later be used to create Android Virtual Devices.

Device Create AVD...
Nexus 10 by Google
(i} Screen: 10.1", 2560 x 1600, X-Large xhdpi
RAM: 1907 MiB Create Device...
Nexus 4 by Google p—
[} Screen: 4.7", 768 x 1280, Normal xhdpi |emtlone. |
RAM: 1907 MiB Delete...
Nexus 5 by Google
(i} screen: 5.0", 1080 x 1920, Normal xxhdpi
RAM: 2GiB
Nexus 7 by Google
Screen; 7.0", 1200 x 1920, Large xhdpi
RAM: 2GiB
Used by: SimpleLockerAVD
Nexus 7 (2012) by Google
(Ill] Screen: 7.0", 800 x 1280, Large kvdpi
RAM: 1024 MiB
Nexus One by Gooale Refresh

[ ] A user-created device definition. [[] A generic device definition.

Figure 4: Device Definitions
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() Clone Device

Name: [Nexus 7-Mod ]

Screen Size (in): [?.02 ]

Resolution (px): [1200 l X |1920 ]

[ Accelerometer [ Gyroscope
Sensors:

& GPS [} Proximity Sensor
Cameras & Front & Rear

[ Keyboard
Input:

@® NoNav () DPad () Trackball
RAM: 256 || miB

& The device "Nexus 7" will be duplicated into
"Nexus 7-Mod" under the "User" category

Size:
Screen Ratio:

Density:

Buttons:

Device States:

-+ X

[large =
[notlung 2 |
[xhdpi =
| Software =
Portrait:

& Enabled [0 Navigation
Landscape:

[ Enabled [ Navigation
Portrait with keyboard:

& Enabled [ Navigation
Landscape with keyboard:

& Enabled [ Navigation

& Override the existing device with the same name

| Cancel | [ Clone Device |

Figure 5: Nexus 7-Mod

e Assign New Device to SimpleLockerAVD
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(4 Edit Android Virtual Device (AVD) - + X
AVD Name: |:SimpleLockerAVD
Device: Nexus 7-Mod (7.02", 1200 = 1920: xhdpi) =
Target: | Android 4.0.3 - API Level 15 2
CPU/ABI: | ARM (armeabi-v7a) =
Keyboard: [ Hardware keyboard present
skin: | WXGABOO0-7in =
Front Camera: | None =
Back Camera: | None ~
Memory Options:  RAM: 256 | VM Heap: |64
Internal Storage: |:200 | |MiB
SD Card: o y
@ size: |100 | | miB
) File: Browse
Emulation Options: [| Snapshokt [7] Use Host GPU
Override the existing AVD with the same name
| Cancel | OK

Figure 6: Modified Device

Note: Open AVDs (use separate terminals)

cd ./android/adt-bundle-linux-20140702/sdk/tools/
.Jemulator —avd Enisa -tcpdump dump.pcap

cd ./android/adt-bundle-linux-20140702/sdk/tools/
.Jemulator —avd SimpleLockerAVD
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File Edit Tabs Help

enisa@l0:~$ cd ./android/adt-bundle-1linux-x86-20140702/sdk/tools/
enisa@l0:~/android/adt-bundle-1inux-x86-20140702/sdk/tools$ ./emulator
-avd ENISA -tcpdump dump.pca;ﬂ

File Edit Tabs Help

enisa@l®:~$ cd ./android/adt-bundle-1inux-x86-20140702/sdk/tools/
(enisa@lﬂ:~/android/adt-bund1e-linux-x86-20140702/sdk/t0015$ ./emulator
-avd SimpleLockerAVDJ]

Figure 7: Launch AVDs in different terminals

16 enisa@10: ~fandroid/adt-bundle-linux-x86-20140702/sdk/tools - + X

Note: emulators must be opened on different terminals. These Terminals will be dedicated to the AVD,

do not close or write commands in them as this will close the emulator.

2.1.7 Sending commands through telnet:

Connect:
* telnet localhost 5554

Commands:

e power status full

e power status charging

e gsm call 0123456789

e smssend 12345 hello test sms
e geofix4851
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2.1.8 Try shortcut keys

Home

Menu (left softkey)

Star (right softkey)

Back

Call/dial button

Hangup/end call button

Search

Power button

Audio volume up button

Audio volume down button

Camera button

Switch to previous layout orientation (for example, portrait, landscape)
Switch to next layout orientation (for example, portrait, landscape)
Toggle cell networking on/off

Toggle code profiling

Toggle fullsereen mode

Toggle trackball mode

Enter trackball mode temporarily (while key is pressed)

DPad left/up/right/down

DPad center click

Onion alpha increase/decrease

HOME

F2 or Page-up button
Shift-F2 or Page Down
ESC

F3

F4

F5

F7

KEYPAD_PLUS, Ctrl-F5
KEYPAD_MINUS, Ctrl-F6
Ctrl-KEYPAD_S, Ctrl-F3
KEYPAD_7, Ctrl-F11
KEYPAD_9, Ctrl-F12

F8

F9 (only with —trace startup option)
Alt-Enter

F6

Delete
KEYPAD_4/8/6/2
KEYPAD_S
KEYPAD_MULTIPLY(*) / KEYPAD_DIVIDE(/)

2.1.9

Figure 8: Basic Emulator Commands?

Enable USB debugging on emulator

e Developer Options>USB debugging

(s Developer options

storage

DEBUGGING

USB debugging

Debug mode when USB is connected

Power menu bug reports

Include option in power menu for taking a

bug report

Figure 9: Developer Options

! http://developer.android.com/tools/help/emulator.html
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2.1.10 List Devices
e cd /android/adt-bundle-linux-x86-20140702/sdk/tools
o adb devices

2.1.11 Run command on specific device
e adb —-s emulator-5554 shell

2.1.12 Browse device folders using shell

e adb shell

e cd /data/data
o Is

e cd /data/app
o s

e exit

2.1.13 Push and pulli file to and from Emulator
e Create file on desktop (test.txt)
e adb push /home/Enisa/Desktop/test.txt /sdcard/testpush.txt
e adb pull/home/Enisa/Desktop/testpull.txt /sdcard/testpush.txt

2.2 Task 2: Cloning an Application

2.2.1 Runthe Android emulator

In terminal run commands:
e cd /android/adt-bundle-linux-20140702/sdk/tools/
e ./emulator —avd Enisa -tcpdump dump.pcap

2.2.2 Download and Install MySuperAV

In Android Emulator:
e Gotourl:10.0.2.2/Good.html on Browser
e Click on the download link

10.0.2.2/Good.html

Hi
Thas ks an Official App Stare

Super AW

Figure 10: Good Store
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2.2.3 Install the app

8 08 THU, OCTOBER 16

mysuperAV.apk

Figure 11: Download
%l w 8:05
© mysuperAv

Do you want to install this
application? It will get access to:

PRIVACY

"P modify or delete the contents of
your SD card
read the contents of your SD card

Cancel Install

Figure 12: Install

2.2.4 Runthe app

o mysuperAV

Scan Complete 0 malicious applications detected

Scanned: App :com.android.soundrecorderPath : /
system/app/SoundRecorder.apk

ned: App :com.android.sdksetupPath : /
m/app/SdkSetup.apk

Scanned: App :com.android.launcherPath : /
system/priv-app/Launcher2.apk

ned: App :com.android.defcontainerPat
m/priv-app/DefaultContainerService.ar
Scanned: App :com.android.smoketestPath : /
data/app/SmokeTestApp.apk

Scanned: App :com.android.quicksearchboxPath
/system/app/QuickSearchBox.apk

Scanned: App :com.android.contactsPath : /
system/priv-app/Contacts.apk

S ned: App :com.android.inputmethod.latinPath
tem/app/LatinIME.apk

Scanned: App :com.android.phonePath : /system/
priv-app/TeleService.apk

Scanned: App :com.android.calculator2Path : /
m/app/Calculator.apk

Scanned: App :com.android.proxyhandlerPath : /

system/priv-app/ProxyHandler.apk
i s apdeaid btk Dot

h:/

Figure 13: App Screenshot
2.2.5 Task: use adb pull to get apk file
2.2.6 Uninstall the app

2.2.7 Decode the app
e apktool d mysuperAV.apk

Page 9
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e e st
enisa@l0:~$ cd Desktop/Training-Material/Mobile_threats_IH/
enisa@l0:~/Desktop/Training-Material/Mobile_threats_IH$ lapktool d mysuperAV.apk

: Using Apktool 2.0.0-RC1l on mysuperAV.apk
: Loading resource table...

Loading resource table...
: Decoding AndroidManifest.xml with resources...

: Loading resource table from file: /home/enisa/apktool/framework/1.apk

: Regular manifest package...

: Decoding values */* XMLs...
: Baksmaling...

: Copying assets and libs...
: Copying unknown files...

: Copying original files...
nisa@l0:~/Desktop/Training-Material

Inject Code - Classes

1
1

1

T

1

L

I: Decoding file-resources...
L

L

L

L

L

Flo Edt
- > A e

W oestop
i mashican

View Bookmarks Go Tosls Help

L

T

Mobile_threats 1K

/e ktop Trainirg MateriolMobile theeats 1

&l

pokaip  mpmsperava
e

@ Agpications

Figure 14: ApkTool Decode

e Copy the custom smali folder (‘Mods/smali/code’) into the decoded app’s (‘smali/com’) folder

2.2.9

File Edit View Bookmarks Go Tools Help

¥l € ~ > A |@ | /home/enisa/Desktop/Training-Material/Mobile_threats_IH/Mods/smali

Places

4} Home Folder
B Desktop

{# Trash Can
[@ Applications

“code” folder

v

-

Free space: 10.1GiB (Total: 22.7 Gif

File Edit View Bgpbkmarks Go Tools Help

- +

M <~ > A |@ | /home/enisa/Desktop/Training-Material/Mobile_threats_IH/mysuperAv/smali/com

Places

4} Home Folder
B pesktop

& Trash can

& Applications

2items

v

- -

code example

Free space: 10.1 GiB (Total: 22.7 GiE

Inject Code - Manifest

Figure 15: Inserting Code

e Copy the contents of Mods/manifest/Mods_AndroidManifest.xml into the decoded app’s

Manifest (mysuperAV/AndroidManifest.xml) (use leafpad and read instructions on

Mods_AndroidManifest.xml)

File Edit View Bookmarks Go Tools Help

Fl <~ > A |@ | /nome/enisa/Desktop/Training-Material/Mobile_threats_IH/Mods/manifest

Places

4} Home Folder
B Desktop

f Trash can

[@ Applications

: [Mods_Andro
idManifest.x

ml

1item (1 hidden) Free space: 10.1 GiB (Total: 22.7 GiB)
] mysuperAV -+ x
File Edit View Bookmarks Go Tools Help

<~ > A @ fhome/enisafDe5ktoprlainingfMateriaI/Mobileithreat)JHfmysuperAV Y

Places

4} Home Folder
B Desktop

ﬁ Trash Can

[@ Applications

Sitems

-

- .

original res

-

smali

AndroidMani|
Fest.xml

Figure 16: Manifest Files

apktool.yml

Freespace: 10.1 GiB (Total: 22.7 Gig}
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File Edit Search Options Help

-

Make sure the following Permissions are included in your manifest
(inside manifest tag)

<manifest>

<uses-permission......

</manifest>

-

x Mobile threats incident handling

& *androidManifest.xml -+ x
File Edit Search Options Help

<?xmlversion="1.0" encoding="utf-8" standalone="no"?>

<manifest xmlns:android="http://schemas.android.com/apk/res/android" package="com.example.mysuperav">

<uses-permission android:name="android.permission.READ_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission. WRITE_EXTERNAL_STORAGE"/>

<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name=" andmld permissionWRITE_EXTERNAL_STORAGE"/>
<uses-permission android:nam on.INTERNET"/>

<uses-permission android:nam on.RECEIVE_SMS" />
<uses-permission android:nam on.READ_PHONE_STATE"/>

" | <uses-permission android:nam 0n.READ_SMS"/>

<uses-permission android:name="andreid.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.INTERNET"/>

<uses-permission android:name="android.permission.RECEIVE_SM5"/>
<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.peri ion.READ_SMS"/>
<uses-permission android:name="android.peri ion.READ_CONTACTS"/>
<uses-permission android:name="android.permission. ACCESS_FINE_LOCATION"/>
<uses-permission android:name="android.permission. ACCESS_COARSE_LOCATION"/>

<uses-permission android:nam ndroid.permission.READ_CONTACTS"/>
<uses-permission android:nama ndroid.permission. ACCESS_FINE_LOCATION"/>
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>

S\

<application android:allowBackup="true" android:debuggable="true" android:icon="@drawable/ic_launcher" and

<activity android:label="@string/app_name" android:name=".MainActivity">

<=

-

<-

Make sure the following receivers are included in your manifest
(inside application tag)

<application>

<receiver ......

</application>
-

<receiver android:name="com mde SMSBroadcastReceiver”>
<intent-filter android:priorik
<action android:nami ”andrcld.prcvlder.Telephcny.SMSiDELIVER"#
<action android:name="android.provider.Telephony.SMS_RECEIVED"/>
<fintent-filter>
</receiver>

<intentfilter>
<action android:name="android.intent.action. MAIN"/>
<category android:name="android.intent.category.LAUNCHER"/>
<fintentFilter>
<factivity>

<receiver android:nami
<intentfilter android: by="1">

n android:name= andro .provider.Telephony.SMS_DELIVER"/>

& <action android:name="android.provider.Telephony.SMS_RECEIVED"/>
<fintent-filter>

<freceiver>

om.code.SMSBroadcastReceiver”>

</application>
</manifest>

Figure 17: manifest modification

1. Build app

e apktool b mysuperAV

enisa@l0:~/Desktop/Training-Material/Mobile_threats_IH$ lapktool b mysuperAV

L :
I
I: Smaling...
I

I: Building resources.
I: Building apk file.

Using Apktool 2.0.0-RC1l on mysuperAV
Checking whether sources has changed..

Checking whether resources has changed..

enisa@l0:~/Desktop/Training-Material/Mobile_threats_IH$

B AppScations

Figure 18: Building App

2. Move apk to signAPK folder

e Copy apk (mysuperAV/dist/mysuperAV.apk) and places it in the Tools/SignAPK folder

Page 11
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(]
File Edit View Bookmarks Go Tools Help
] € » » A |@ /home/fenisa/Desktop/Training-Material/Mobile_threats_IH/mysuperaAv/dist

Places -
4} Home Folder

B Desktop

{#d Trash Can

& Applications

"mysuperAV.apk” (385.7 KiB) Android package

Free space: 10.1 GiB (Total: 22

] SignAPK
File Edit View Bookmarks Go Tools Help
¥l € * > A |@|/homefenisa/Desktop/Training-Material/Jools/SignAPK

Places v T Ty o
4} Home Folder | |

B Desktop * certificate.p key.pks mysuperAV.a | signapk signapk.jar signapk-bb

{#§ Trash Can em pk

[@ Applications ) | ] | | | ] [ ]

16items Free space: 10.1GiB (Total: 22

Figure 19: Placing apk into SingAPK

2.2.10 Sign the apk

e java—jar signapk.jar certificate.pem key.pk8 mysuperAV.apk mysuperAV_signed.apk

File EdiL Tabs el

enisa@l0:~/Desktop/Training-Material/Tools/SignAPK$ java -jar signapk.jar cer|

ificate.pem key.pk8 mysuperAV.apk mysuperAV_signed.apk
enisa@lo:~/Desktop/Training-Material/Tools/SignAPKS ||

Signapk

Ldit View Dockmarks Go rools relp
€ 7 > A i@ [romejenisa/Dasktops raining-Material/Tools/SignaPK

@& ®|=

mysuperava mysuperav_ | signapk  signapicjar
Pk signed.apk

Figure 20: Sign apk

2.2.11 Install the app

In Android Emulator:

Make sure mysuperAV is not installed
Go to url: 10.0.2.2/Bad.html on Browser
Click on the Download link
Install the app

10.0.2.2/Bad.html

Hi

This ix & Bad Anp Store

er &% ! Wodifed just far vaw:)

Figure 21: Bad Store
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mysuperAV_signed-1.apk

D¢ mplete.

Figure 22: Download apk

2.2.12 Runthe app
e Open and run the app. See that all works fine.
e Close the app

2.2.13 Add Contact
e Go to ‘People’ app
e C(lick ‘Create New Contact’
o Select ‘Keep Local’
e Name: Bank
e Phone: +123456789
e C(lick ‘Done'

2.2.14 Send SMS to emulator
e echo sms send +123456789 ‘This is Confidential’ | nc localhost 5554
o echo sms send + 123456789 ‘your bank pin code is 1234’ | nc localhost 5554

File Edit Tabs Help

enisa@l0:~$ echo sms send +123456789 'This is Confidential!’
localhost 5554

Android Console:

Figure 23: Send SMS

2.2.15 View Stolen Data

e Open text file “/var/www/htmi/myfile.txt” found on the Bad Server! This text file contains the
stolen data that was taken from the victims device.

¢ sudo leafpad /var/www/html/myfile.txt

]
File Edit Tabs Help

enisa@l0:~$ |sudo leafpad /var/www/html/myfile.txt

& myfile.txt -+
File Edit Search Options Help

sms

(Number: +123456789 .Message: This is Confidential!)
(Number: +22222222 .Message: sss)

(Number: +12345 .Message: testzwdds )

(Number: +12345 .Message: testzwdds )

(Number: +12345 Message: test2wdds )

Figure 24: Stolen Data
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2.3 Task 3: Analysing Cloned Application
2.3.1 Task: use adb pull to get apk file

2.3.2 Analyse network traffic
e cd /android/adt-bundle-linux-20140702/sdk/tools/
e wireshark dump.pcap
e find http post to bad server (/bad.php)

Stream Content
POST /index.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Host: GUen—
Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVATLABLE (java 1.4) |

878d6134795005¢7b5c6d8213e99afe9=bce45f0e9976b708b01fe888b7acachoB44e9c7458dd991chses
c3a81eb0381a37695d613837417297270a98¢94181572¢3752348b5e2144011805121140¢ce1f726cece3n

7642519f442e9e24bb4130a457d50¢02. 74572347ec 1d9178d7d1e4fc4a81f7a5a5b9
a H a 220d26372b5b985d550032401b9643d 16910761 fca2db1db587d7193449e835¢8fcf6f2d4701229641bb3

be17e46134c04d4a811bee3ec95ffI8c60d63dcb66b279d3bd4693a09d43896a8dc fB9532cbcf223783fe
Filter: [tep.stre §7b810a255582e10d6347¢63411d4b5505a63e112c41189ed7844c8121520a4a28dfalb78c65¢6a2¢3182f
No. Time 4e10185235a2084 fb9ed853ff fafocbc344de79279410953884fbbab685b162f3f93b885¢2c5401616b5a
T 331149 [96406445198de0f7224090194fd7a4b8182f1a70f4619ee25ff2174e0190197d52e515dfc410aa8185cae
*2 Jbc17ae77a397eee607232025f1111901637e6: 78107626 4170c426405f64799b

40 114.9 lag599e6c4a7f73bb3602e7283befcco6bbf34f f69adc5745099e00196a25b34 fbOCCT6842d43e310daSTS

44 115.€ J9281d1c53512¢32HTTP/1.1 266 0K
45 115.1 : - o I

48117.7  gntire conversation (1364 bytes) =

491177

31114.8  Find Save As Print ASCIl EBCDIC Hex Dump CArrays @ Raw
34 124.9

39 114.9 5

43 115.¢ Help Filter Out This Stream | | Close

46 115. 1uoyyo " 1viv:Z:
47 117.754718 16.60.2.15 64 56059 > http
56 117.786417 10.6.2.15 Tce 64 50059 > http [
|» Frame 47: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)

E' Ethernet II, Src: RealtekU 12:34:56 (52:54:00:12:34:56), Dst: RealtekU 12:35:02 (52:54:00:12

Figure 25: Network Traffic

A e

2.3.3 Create new Investigation Folder

e Place original (Mobile_threats_IH/mysuperAV.apk) and cloned/signed
(Tools/SignAPK/mysuperAV_signed.apk) apks into a new folder “Mobile_threats_IH
/Investigation”

Note: Alternatively you can also find both apks in path (/var/www/html/). Copy and paste them

into the investigations folder.

Bookmarks Go Tools Help

A |@| /home/enisa/Desktop/Training-Material/Mobile_threats_IH |3
v
R
Investigation Mods Apk.zip mysuperAv.a
nk

Free space: 10.1GiB (Total: 22.7GiB)

Bogkmarks Go Tools Help

‘ /home/enisa/Desktop/Training-Material/Tools/SignAPK ‘

B0 9[Els @ s

certificate.p  key.pk8  mysuperAV.qd mysuperAV_ | signapk signapk.jar  signapk-bb
em pk signed.apk

Free space: 10.1GiB (Total: 22.7GiB

Investigation - +
arks Go Tools Help

ome/enisa/Desktop/Training-Material/Mobile_threats_|H/Investigation \

&

perAV_
pk signed.apk

om0 4 I FTabals 23 7 i0)

Figure 26: Investigation Folder
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4 Decode both apk files

In terminal run command:
cd Desktop/Training-Material/Mobile_threats_IH/Investigation

2.3.

apktool d mysuperAV.apk
apktool d mysuperAV signed.apk

enisa@10: ~/Desktop/Training-Material/Mobile_threats_IH/Investigation

Flle Edit Tabs Help

: Using Apktool 2.0.0-RC1 on mysupe
: Loading resource table...
: Loading resource table...

rAV.apk

: Decoding AndroidManifest.xml with resources...
/home/enisa/apktool/framework/1.apk

: Loading resource table from file:
: Regular manifest package...
: Decoding file-resources...
: Decoding values */* XMLs...
: Baksmaling...
: Copying assets and libs..
: Copying unknown files.
Copying original f1les

~n15a@10 /Desktop/Tralnlng Mater1a1/Mob1le threats_IH/Investigation$ apktool d mysuperAv_|

Eigned.apk

T USING APKTOOL Z.0.0-RCL ON MySUPErAvV_signed.apk

: Loading resource table...
: Loading resource table...

: Decoding AndroidManifest.xml with resources...

Figure 27: Decode apk files

5 Compare the content of both Manifests

In terminal run command:
cd Desktop/Training-Material/Mobile_threats_IH/Investigation

2.3.

diff mysuperAV/Andr0|dMan|fest cml mysuperAV_signed/AndroidManifest.xml

enisa@®16: ~/Besktop/Tralnlng-Materlal/Mobile_threats_IH/Investigation

File edit Tabs Help

android: p="
android:
android:
android:
android:
android:
ELGIZSEE

: name=

: name="'

android.
android.
android.
android.
android.

and101d.
android.

.RECEIVE_BOOT_COMPLETED"

n.WRITE_EXTERNAL_STORAGE"

permission.
permission.
permission.
READ_SMS" />
.READ_CONTACTS" />
ACCESS_FINE_LOCATION"
ACCESS COARSE LOCATIO

permission.
permission.

INTERNET" />
RECEIVE_SMS"/>
READ_PHDNE_STATE" />

<receiver androild:name="cam.code.S5MSBroadcastReceiver™>
=zintent-filter android:priority="1"=

<action android:nam
<action android:nam
</intent-filter>
</receivers=

"android.provider.Telephony.SMS_DELIVER"

android. provider.Telephony.SMS_RECEIVED

sktop/Training-Material /Moblle threats IH/Investigation$ i

Figure 28: Modified Manifest

6 Convert apks into jar files

cd Desktop/Training-Material/Tools/dex2jar/
./dex2jar.sh ../../Mobile_threats_IH/mysuperAV.apk
./dex2jar.sh ../../Mobile_threats_IH/mysuperAV_signed.apk
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=nisa@10:~/Desktop/Training-Material/Tools/dex2jar-0.0.9.15% ./dex2jar.sh ../../Mobile_thr
cats_IH/Investigation/mysuperAV.apk

this cmd 1s deprecated, use the dZj-dexzjar 1f possible

dex2jar version: translator-0.0.9.15

dex2jar ../../Mobile_threats_IH/Investigation/mysuperAV.apk -> ../../Mobile_threats_IH/Inv|

estigation/mysuperAV_dex2jar.jar

Done.

enlsa@l0:~/Desktop/Training-Material/Tools/dex2jar-0.0.9.15% ./dex2jar.sh ../../Mobile_thr
eats IH/Investigation/mysuperAV signed.apk

this cmd 1s deprecated, use the d2j-dex2jar if possible

dex2jar version: translator-0.0.9.15

dex2jar ../../Mobile_threats_IH/Investigation/mysuperAV_signed.apk -> ../../Mobile_threats|
IH/Investigation/mysuperAV_signed_dex2jar.jar

Done.

enisa@l0:~/Desktop/Training-Material/Tools/dex2jar-0.0.9.15% D

] Investigation

le Edit View Bookmarks Go Tools Help
1 € = » A [@l /home/enisa/Desktop/Training-Material/Mobile_threats_IH/Investigation ¥

aH(::ne Folder ’ d; Q D D

Desktop mysuperAV  mysuperAV_ mysuperAV.aimysuperAV_{ mysuperAV_ mysuperAV |
Trash can i signed pk dex2jar.jar | signed.apk fsigned_dex?

Applications jarjar

Figure 29: Dex2jar

2.3.7 Analyse classes
e Open JD-GUI (Programming > JD-GUI)
e Open both apks in JD-GUI

2.4 Task 4: Analysing Simplelocker

2.4.1 Task: Install Simplelocker

e Disable Network connection on VM!!!

e cd Desktop/Training-Material/Mobile_threats_IH/
e 7z e Simplelocker.apk.zip

e <ask for password in class>

e Install using adb install or adb push

2.4.2 Task: Analyse Simplelocker

e Use apktool, analyse manifest

o Use dex2jar to create jar file

e Open jar file with jd-gui
o Challenge 1: What encryption algorithm is being used?
o Challenge 2: What is the encryption key
o Challenge 3: What files types are being encrypted

2.4.3 Task: Remove Simplelocker
e Uninstall simplelocker using adb uninstall

2.5 Task 5 (Optional): Analysing Other Artifacts

Under /home/enisa/Mobile_threats_IH you will find samples of apks (Apk.zip), some of them are
malicious while others are not. Some samples are still dangerous; Command and Control servers still
active. You may wish to hand them to your students for additional practice.

Since some of the artefacts are still active, in order to analyse the network connections you may wish
to use sandbox tools such as Anubis.

If you wish to run the applications locally, you should:

Page 16



x

*
*

X x

* 3 Mobile threats incident handling
* Toolset, Document for students
enisa
|
x *

e use a segregated unprotected network, and clean/dummy devices without personal data
(accounts, credentials, etc); or

e use a dns and http server on the host, simulating the C&C servers (a possible approach could
be to run the tool in a sandboxed malware analysis tool, check for network connections, and
configure dns and http servers accordingly); or

disable network connection (note that this may not always produce results, as the code may check
for network connection prior to running its code)

2.5.1 Task: Flappy Bird

Analyse the code of both Flappy bird APKs. One of them is malware. Which one?
e Go to Mobile Folder:

o cd /home/enisa/Desktop/Training-Material/Mobile_threats_IH/
e Unzip Simple locker file:

o unzip Apk.zip

o <ask for password in class>

2.5.2 Upload apk files to automated tools
e Anubis;
e Mobile Sandbox;
e Joe sandbox mobile;
e Others.

2.6 Questions

No. Question Answer

1 List any suspicious
permissions that are being
acquired

2 Can you identify any

background app components
(Services/Broadcast
Receivers)?

3 Can you identify the
initial/starting activity?
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4 Do you notice any suspicious
network connections

initiated by the application?

5 From the code, can you see
any suspicious Functions?

6 If so, can you link these
functions to the permissions
and/or suspicious network
connections?

7 List any other useful
information (eg: encryption
keys, data being saved to
database, etc.)

8 What is the main purpose of
this artefact?

3 Conclusion

Depending on the student’s previous experience with Mobile Technologies, he/she should be able to
answer most of the questions listed in section 2.1.5.1.
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