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The exercise objectives

What to focus on during initial analysis

Factors that affect incident handling priorities

How to communicate with media reporters and other third 
parties

What technical tools are used to resolve an incident
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Introduction to the Incident Handling 
Management

Incident handling workflow

Incident handling phases

Incident handling tools
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Introduction - Incident handling 
workflow
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Introduction - Incident handling 
phases (cycle)
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Introduction - Incident handling 
phases (cycle)

Data analysis

• Collect the data
- Incident reporter

- Monitoring systems

- Reffering database

- Other sources

• Consider future legal action
- Use the best practices in collecting legally

acceptable evidence
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Introduction - Incident handling 
phases (cycle)

Data analysis

• Ask yourself:
- Which data will most likely contain the 

information you need to resolve the incident?

- What sources of data do you trust the most?

- What security devices do you trust the most?

- What people do you trust the most? 
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Introduction - Incident handling 
phases (cycle)

Resolution research

• Exchange ideas and observations

• Use the brainstorming model

• Organise short briefing sessions

• Reaction time is very important



9

Introduction - Incident handling 
phases (cycle)

Action proposed

• You are the incident owner! Feel 
responsible for its resolution

• When contacting external parties –
communicate in understood adjusted 
language – using “descriptive mode”

• Think what could be done by:
- Attack target

- CSIRTs

- LEA

- “Attacker” (owner of the attacking side)
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Introduction - Incident handling 
phases (cycle)

Action performed

• Use the action proposed as the plan

• Monitor the performance of actions:

- Is the attack target’s service turned off?

- Is the attack target’s service still vulnerable?

- Is the traffic which should be filtered still 
visible in the network?

- Other responses can be checked by traditional 
means such as e-mail, phone or any other kind 
of direct contact. Ask what has been done.
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Introduction - Incident handling 
phases (cycle)

Eradication and recovery

Recover or restore to normal the 
service
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Incident handling tools

The table of the incident handling tools

Recognize them

Learn the basics of their functionality

What do you think about these tools? Do you have any 
favourites?

What other tools do you consider useful?
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Incident 1 – Phishing campaign

NoCompany123 
employees recive 
email (change in 

the event agenda)

NoCompany123 
employee calls the 

organiser

Organiser do not 
confirm "its" email

NoCompany123 
employees 

susspect 
cyberattack

NoCompany123
employees report 

incident to the 
internal CSIRT
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Incident 2 – Computer brake-in

Sensitive data 
leakage 

detection (online 
sharing platform)

The incident 
reported to 

CSIRT

Further leakage 
annnounced and 

possible

Identification of 
the breached 

computer

Another break-in 
discovered
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Incident 3 – Ransomware

Email to Energy 
Support "from" 
Electro Energy 

(.docx file attached)

Email sent back to 
Electro Energy for 

further explanation
(content not found)

Email opened by 
Electro Energy 
employees (10 

persons)

Ransomware 
launched and 
victims' assets 

encrypted

Backup solution not 
available

CSIRT reported
about the incident
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Incident handling tasks

Incident resolution – action 
proposed

Collection of electronic evidence

Contact with hosting company

Ensuring validity of data (hardware 
/ software)

Contact with LEA

Collected data validation

Incident resolution – data analysis

Physical disconnection of infected 
machines from the organization 
network

Defining Indicators of Compromise

Imaging the disk and memory 
dump

Contact with “attacking side” CSIRT

Incident verification
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Incident handling workflow / process
- Task 1

To identify and present the generic model for IH process 
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Incident handling workflow / process
– Task 2

To identify and present 
the detailed process for 
particular scenarios
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Incident handling workflow / process
– Task 3

To recognize the 
functionality of the tools
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Incident classification task – CSIRT.PT 
taxonomy
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Incident classification task –
eCSIRT.net taxonomy
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Incident classification task –
eCSIRT.net taxonomy



23

Get to work!

Any questions?
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