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1. Foreword 

This three-day training module will follow the tracks of an incident handler and investigator, teaching best 
practices and covering both sides of the breach. It is technical in nature and has the aim to provide a guided 
training for both incident handlers and investigators while providing lifelike conditions. Training material 
mainly uses open source and free tools.  

 Forensic process 
This exercise and the two following ones demonstrate the technical side of a forensic process. However, it 
is absolutely necessary to understand and follow the principles, which are fundamental for the successful 
delivery of forensic services. It is strongly recommended to read the introductory part of the ENISA Ψ5ƛƎƛǘŀƭ 
CƻǊŜƴǎƛŎǎΩ exercise1, where the principles are explained in more detail. 

For the technical part of the forensic process, two principles are of utmost importance. 

¶ Data integrity ς electronic evidence must not be modified in any way during the forensic process, 
including the initial data capture 

¶ Audit trail ς a record of all actions taken when handling digital evidence must be created and 
preserved.  

¢ƘŜ ǿƘƻƭŜ ŦƻǊŜƴǎƛŎ ǇǊƻŎŜǎǎ ŀǘ ŀƭƭ ǎǘŀƎŜǎ Ƴǳǎǘ ōŜ ŎƘǊƻƴƻƭƻƎƛŎŀƭƭȅ ŘƻŎǳƳŜƴǘŜŘ ŎƻƴǎǘƛǘǳǘƛƴƎ ŀ Ψ/Ƙŀƛƴ ƻŦ 
/ǳǎǘƻŘȅΩ2. The main purpose of a Chain of Custody is to provide a proof to the court, that at no point in time 
the evidence could had been tampered with. 

There is however a practical issue directly related to the first of the two principles. There are situations, 
when the investigators need to make a decision to alter some evidence to extract some other pieces of 
evidence, otherwise unavailable. The best example illustrating that need is taking a memory dump of a 
ǊǳƴƴƛƴƎ ǎȅǎǘŜƳΦ ¢ƻ ōŜ ŀōƭŜ ǘƻ ŘǳƳǇ ǘƘŜ ǎȅǎǘŜƳΩǎ ƳŜƳƻǊȅ ǘƘŜ ƛƴǾŜǎǘƛƎŀǘƻǊǎ ƴŜŜŘ ǘƻ Ǌǳƴ ŀ ǎǇŜŎƛŀƭƛȊŜŘ ǇƛŜŎŜ 
of code on that system. Running any code alters system state (memory, disk, processor registers and many 
ƳƻǊŜύΦ ²ƘŀǘΩǎ ƳƻǊŜΣ ǘƘŜ ŎƻŘŜ Ƙŀǎ ǘƻ ōŜ ŘŜƭƛǾŜǊŜŘ ǎƻƳŜƘƻǿ ǘƻ ǘƘŜ ǎȅǎǘŜƳ όƻǾŜǊ ǘƘŜ ƴŜǘǿƻǊƪΣ ǿƛǘƘ ŀ ¦{. 
ƳŜƳƻǊȅΣ ŜǘŎΦύ ǿƘƛŎƘ ŀƭǎƻ ŀƭǘŜǊǎ ǘƘŜ ǎȅǎǘŜƳ ǎǘŀǘŜΦ ¢ƘŜǊŜΩǎ ŀƭǎƻ ŀ Ǉossibility, that the system state is modified 
ōŜȅƻƴŘ ƛƴǾŜǎǘƛƎŀǘƻǊǎΩ ƛƴǘŜƴǎƛƻƴǎΣ ŀǎ ǘƘŜ ŘŜƭƛǾŜǊȅ ƻŦ ōƛƴŀǊȅ ŎƻŘŜ Ƴŀȅ ƛƴǘǊƻŘǳŎŜ ǎƻƳŜ ƳŀƭƛŎƛƻǳǎ ŎƻŘŜ. On the 
other hand, the old-school method ς cutting the power off and taking disk images with a hardware write-
blocker is no longer a viable option. Modern malware often resides in memory and leaves very little traces 
on disks and therefore it is important to dump memory before switching the system off. In such case it is 
important to document very carefully all actions taken ς including any commands issued, tools run, network 
connections made or external media connected. The documentation must include all details such as the 
exact date and time, command syntax, serial numbers of media, cryptographic hashes of external tools used 
and so on. Another point to make is that only tools that are well documented, the investigators know well 
ŀƴŘ ŀǊŜ ΨǊŜǇǳǘŀōƭŜΩ Ŏŀƴ ōŜ ǳǎŜŘΦ  

There are two fundamental reasons for all the precautions described above. Firstly, it must be possible to 
distinguish traces left by forensic examiners and their actions from traces originally present in the system. 
This is possible only when actions are documented and tools used have predictable run patterns, including 

                                                           

1 Digital forensics https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-
material/documents/digital-forensics-handbook (last accessed 30.09.2016) 
2 Chain of custody https://en.wikipedia.org/wiki/Chain_of_custody (last accessed 30.09.2016) 

https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/digital-forensics-handbook
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/digital-forensics-handbook
https://en.wikipedia.org/wiki/Chain_of_custody
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any side effects (creating or deleting temporary files). Secondly, one of the criteria applied to a forensic 
analysis is its repeatability. The whole process of finding traces and making conclusions must be 
reproduceable by another, independent forensic expert equipped with adequate knowledge and sufficiently 
capable. As the reasoning process begins with the assessment of the evidence and the way it was collected, 
carefully written and maintained documentation is key. One must keep in mind that during judicial 
proceedings challenging the evidence or the way it was collected is a focal point for the opposing party. 

 Forensic report 
A forensic report is (or at least should be) the final product of any forensic investigation. It is one of the least-
liked aspects of an investigation and as such is often written in full, at the end of investigation. Unfortunately, 
this approach is completely flawed. No good report can be created without precise and comprehensive 
notes. For that single reason it is highly recommended to understand the requirements the report is 
supposed to meet. Reports differ in many ways depending on the situation ς rudimentary incident response 
activities, internal investigation within a company, a task for the (Law Enforcement Agency) LEA or an 
examination for a defence attorney ς all require different forms, different detail levels and some of them 
can be in part regulated by the legal system or internal company policies. It is beneficial for the investigator 
to know the requirements up front as it influences the process (how thorough the analysis should be, is there 
anything specific to look for, etc.). It is also very helpful, as the way notes are created throughout the 
investigation determines the amount of work required to put together a full report. A smart way of taking 
notes could allow for integrating them into the report rather than writing a report while trying to extract 
anything relevant from notes.3 

                                                           

3 Report Writing Guidelines http://www.forensicmag.com/article/2012/05/report-writing-guidelines (last accessed 
30.09.2016) 

http://www.forensicmag.com/article/2012/05/report-writing-guidelines
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2. The story triggering incident handling and investigation processes.  

¢ƘŜ ŎǳǎǘƻƳŜǊΩǎ organization has found out that some of its sensitive data has been detected in an online text 
sharing application. Due to the legal obligations and for business continuity purposes the CSIRT team has 
been tasked to conduct an incident response and incident investigation to mitigate the threats.  

The breach contains sensitive data and includes a threat notice that in a short while more data will follow. 
As the breach leads to a ǎǇŜŎƛŦƛŎ ŜƳǇƭƻȅŜŜΩǎ ŎƻƳǇǳǘŜǊ ǘƘŜƴ /{Lw¢ ǘŜŀƳΣ ǘŀǎƪŜŘ ǘƻ ƛƴǾŜǎǘƛƎŀǘŜ ǘƘŜ ƛƴŎƛŘŜƴt, 
follows the leads.    

Below is presented a simplified overview of the training technical setup.  

Workstation 1

Workstation/Phone 2

Compromised web-server (command and 
control server function)

Compromised web-server (payload)

Compromised web-server (drive-by)

Router, DHCP

Firewall

Web-proxy

 

Figure 1: Network setup 

Below is presented detailed technical setup of the whole training.  
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Figure 2: Compromise scope 
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3. Local incident response and investigation 

 Course description and goal 
This scenario presents, both theoretically and practically, basic stages of the incident response and 

investigation process. It leads the trainees through a typical case, where a malicious action is reported and 

the aim is to find its source and handle the incident as a local one, limited to the workstation only.  

At the beginning, emphasis is placed on proper preparation ς principles, tools and techniques. A systematic 

approach to incident response is presented and practiced. The introduction is then followed by a simulated 

incident report when the response begins. After engagement conditions are met and required authorisation 

is given, the students start investigating the incident while maintaining a proper forensic regime. Students 

are given a set of web-proxy and firewall logs to find the workstation that was potentially the original source 

of the activity reported as security incident. 

During the second part of the exercise students perform a forensic analysis of a Microsoft Windows 
workstation, while maintaining full audit trail of actions taken and creating timeline of events and finding 
Indicators of Compromise. This exercise ends up with a summary and a group discussion on further 
investigation, incident containment, eradication and incident reporting. 

 Course run 
-  PART 1: Preparing to respond ς theoretical introduction to incident response methodologies with a focus on 

single host computer (Microsoft Windows 10) and guidelines for collecting electronic evidence.  

o References and sources of information:  

-  PART 2: Responding to incident ς theoretical introduction to CSIRT actions in the scope of this incidentς 

constituency, authorisation and response scope  

o References and sources of information: 

-  PART 3: Forensic capture 

o TASK 1: Collecting evidence: guide the trainee through evidence collection procedures and creating 

a forensically sound image of workstation including a memory dump.  

o Create a Microsoft Windows 10 workstation forensic image and memory dump. 

¶ Tools and procedures used:  

¶ DumpIT: http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-

mainstream/ , https://zeltser.com/memory-acquisition-with-dumpit-for-dfir-2/  

¶ OSForensics: http://www.osforensics.com/osforensics.html 

¶ Belkasoft RAM Capturer: http://belkasoft.com/ram-capturer 

Á Collect information from the workstation ς logs, traces of activity for fast access 

¶ Tools and procedures used: ACPO: http://www.digital-detective.net/digital-

forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf  

Forensic Examination of Digital Evidence: A Guide for Law Enforcement 

https://www.ncjrs.gov/pdffiles1/nij/199408.pdf  

¶ The Enhanced Digital Investigation Process Model: 

http://dfrws.org/2004/day1/Tushabe_EIDIP.pdf , 

https://www.cerias.purdue.edu/assets/pdf/bibtex_archive/2003-29.pdf 

http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-mainstream/
http://www.moonsols.com/2011/07/18/moonsols-dumpit-goes-mainstream/
https://zeltser.com/memory-acquisition-with-dumpit-for-dfir-2/
http://www.osforensics.com/osforensics.html
http://belkasoft.com/ram-capturer
http://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf
http://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf
https://www.ncjrs.gov/pdffiles1/nij/199408.pdf
http://dfrws.org/2004/day1/Tushabe_EIDIP.pdf
https://www.cerias.purdue.edu/assets/pdf/bibtex_archive/2003-29.pdf
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¶ Categories of the Investigative process model (page 102): 

https://books.google.gr/books?id=WXs_rw1aR1sC&pg=PR5&source=gbs_selected

_pages&cad=3#v=onepage&q&f=false 

¶ An Extended Model of Cybercrime Investigations: 

https://www.utica.edu/academic/institutes/ecii/publications/articles/A0B70121-

FD6C-3DBA-0EA5C3E93CC575FA.pdf 

¶ A Hierarchical, Objectives-Based Framework for the Digital Investigations Process: 

https://www.dfrws.org/2004/day1/Beebe_Obj_Framework_for_DI.pdf 

¶ FORZA ς Digital forensics investigation framework that 

incorporate legal issues: https://www.dfrws.org/2006/proceedings/4-Ieong.pdf 

¶ Guide to Integrating Forensic Techniques into Incident Response - NIST SP 800-86: 

http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf 

¶ Electronic Crime Scene Investigation: An On-the-Scene Reference for First 

Responders: https://www.ncjrs.gov/pdffiles1/nij/227050.pdf 

¶ Electronic Crime Scene Investigation: A Guide for First Responders, Second Edition: 

https://www.ncjrs.gov/pdffiles1/nij/219941.pdf 

¶ Digital Evidence in the Courtroom: A Guide for Law Enforcement and Prosecutors: 

https://www.ncjrs.gov/pdffiles1/nij/211314.pdf 

¶ Digital Evidence Guide for First Responders: http://www.iacpcybercenter.org/wp-

content/uploads/2015/04/digitalevidence-booklet-051215.pdf 

¶ First Responders Guide to Computer Forensics: 

https://www.sei.cmu.edu/reports/05hb001.pdf 

¶ Digital Evidence Field Guide: What Every Peace Officer Must know: 

https://www.rcfl.gov/downloads/documents/digital-evidence-field-guide 

¶ Best Practices For Seizing Electronic Evidence v.3: A Pocket Guide for First 

Responders: http://www.crime-scene-

investigator.net/SeizingElectronicEvidence.pdf                                        

-  PART 4: Forensic analysis 

o TASK 2: Confirm if this computer was involved in the data breach and find traces of malicious 

activity if present. 

Á Perform disk analysis 

¶ Tools and procedures used: 

¶ AccessData FTK Imager: http://accessdata.com/product-download/digital-

forensics/ftk-imager-version-3.4.2  

¶ WinHex: https://www.x-ways.net/winhex/  

¶ Forensic Posters: https://github.com/Invoke-IR/ForensicPosters  

¶ PowerForensics: https://github.com/Invoke-IR/PowerForensics , 

http://www.invoke-ir.com/2016/02/copying-locked-files-with-

powerforensics_5.html  

¶ Bulk extractor: http://tools.kali.org/forensics/bulk-extractor , 

http://digitalcorpora.org/downloads/bulk_extractor/ , 

https://github.com/simsong/bulk_extractor  

¶ Browser History Viewer: http://www.nirsoft.net/utils/browsing_history_view.html  

¶ SQLite Database Browser: http://sqlitebrowser.org/  

https://books.google.gr/books?id=WXs_rw1aR1sC&pg=PR5&source=gbs_selected_pages&cad=3
https://books.google.gr/books?id=WXs_rw1aR1sC&pg=PR5&source=gbs_selected_pages&cad=3
https://www.utica.edu/academic/institutes/ecii/publications/articles/A0B70121-FD6C-3DBA-0EA5C3E93CC575FA.pdf
https://www.utica.edu/academic/institutes/ecii/publications/articles/A0B70121-FD6C-3DBA-0EA5C3E93CC575FA.pdf
https://www.dfrws.org/2004/day1/Beebe_Obj_Framework_for_DI.pdf
https://www.dfrws.org/2006/proceedings/4-Ieong.pdf
http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf
https://www.ncjrs.gov/pdffiles1/nij/227050.pdf
https://www.ncjrs.gov/pdffiles1/nij/219941.pdf
https://www.ncjrs.gov/pdffiles1/nij/211314.pdf
http://www.iacpcybercenter.org/wp-content/uploads/2015/04/digitalevidence-booklet-051215.pdf
http://www.iacpcybercenter.org/wp-content/uploads/2015/04/digitalevidence-booklet-051215.pdf
https://www.sei.cmu.edu/reports/05hb001.pdf
https://www.rcfl.gov/downloads/documents/digital-evidence-field-guide
http://www.crime-scene-investigator.net/SeizingElectronicEvidence.pdf
http://www.crime-scene-investigator.net/SeizingElectronicEvidence.pdf
http://accessdata.com/product-download/digital-forensics/ftk-imager-version-3.4.2
http://accessdata.com/product-download/digital-forensics/ftk-imager-version-3.4.2
https://www.x-ways.net/winhex/
https://github.com/Invoke-IR/ForensicPosters
https://github.com/Invoke-IR/PowerForensics
http://www.invoke-ir.com/2016/02/copying-locked-files-with-powerforensics_5.html
http://www.invoke-ir.com/2016/02/copying-locked-files-with-powerforensics_5.html
http://tools.kali.org/forensics/bulk-extractor
http://digitalcorpora.org/downloads/bulk_extractor/
https://github.com/simsong/bulk_extractor
http://www.nirsoft.net/utils/browsing_history_view.html
http://sqlitebrowser.org/
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Á Perform memory analysis 

¶ Tools and procedures used: 

¶ Volatility Framework: https://github.com/volatilityfoundation/volatility , 

http://www.volatilityfoundation.org/#!25/c1f29 , Web interface for the Volatility 

Memory Forensics Framework: https://github.com/kevthehermit/VolUtility  

¶ Rekall Memory Forensic Framework: https://github.com/google/rekall , 

http://www.rekall-forensic.com/index.html       

Á Analyse logs 

¶ Tools and procedures used: 

¶ Windows 10 Prefetch Parser: 

https://github.com/505Forensics/tools/tree/master/win10_prefetch , 

http://www.505forensics.com/updated-windows-10-prefetch-parser/  

Á Analyse registry 

¶ Tools and procedures used: Windows Registry Forensics, Second Edition: Advanced 

Digital Forensic Analysis of the Windows Registry 2nd Edition by Harlan Carvey  

¶ Registry Explorer: https://binaryforay.blogspot.gr/2015/02/introducing-registry-

explorer.html , 

http://ericzimmerman.github.io/Software/RegistryExplorer_RECmd.zip 

Á Examine suspicious artefacts 

¶ Tools and procedures used: 

¶ Pestudio: https://www.winitor.com/index.html  

¶ IOC Finder: https://www.fireeye.com/services/freeware/ioc-finder.html  

¶ LOKI ς Indicators Of Compromise Scanner: 

http://www.darknet.org.uk/2016/01/loki-indicators-compromise-scanner/ , 

https://github.com/Neo23x0/Loki  

¶ Remnux: https://remnux.org/  

Á Create timeline and put the leads together 

¶ Tools and procedures used:  

o log2timeline is a tool designed to extract timestamps from various files 

found on a typical computer system(s) and aggregate them  

https://github.com/log2timeline/plaso/wiki  

Á Draw conclusions 

-  PART 5: Reporting and follow up actions 

o TASK 3: Advise on the course of action 

Á Create Indicators of Compromise 

Á Create a report sketch ς the most important findings 

¶ Report template and references: ACPO: http://www.digital -detective.net/digital-

forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf   

and Forensic Examination of Digital Evidence: A Guide for Law Enforcement 

https://www.ncjrs.gov/pdffiles1/nij/199408.pdf  

Á Create recommendations of immediate actions to take 

-  PART 6: Exercise summary ς ŘƛǎŎǳǎǎƛƻƴ ƻƴ ǘƘŜ ǇŀǊǘƛŎƛǇŀƴǘǎΩ ǇŜǊŦƻǊƳŀƴŎŜ ŀƴŘ ƭŜǎǎƻƴǎ ƭŜŀǊƴŜŘ 

https://github.com/volatilityfoundation/volatility
http://www.volatilityfoundation.org/
https://github.com/kevthehermit/VolUtility
https://github.com/google/rekall
http://www.rekall-forensic.com/index.html
https://github.com/505Forensics/tools/tree/master/win10_prefetch
http://www.505forensics.com/updated-windows-10-prefetch-parser/
https://binaryforay.blogspot.gr/2015/02/introducing-registry-explorer.html
https://binaryforay.blogspot.gr/2015/02/introducing-registry-explorer.html
http://ericzimmerman.github.io/Software/RegistryExplorer_RECmd.zip
https://www.winitor.com/index.html
https://www.fireeye.com/services/freeware/ioc-finder.html
http://www.darknet.org.uk/2016/01/loki-indicators-compromise-scanner/
https://github.com/Neo23x0/Loki
https://remnux.org/
https://github.com/log2timeline/plaso/wiki
http://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf
http://www.digital-detective.net/digital-forensics-documents/ACPO_Good_Practice_Guide_for_Digital_Evidence_v5.pdf
https://www.ncjrs.gov/pdffiles1/nij/199408.pdf
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 Tools and environment 
-  Exercise performed using Microsoft Windows 10 operating system 

-  Forensic tools used: 

o Windows Registry Recovery (http://www.mitec.cz/wrr.html) 

o Windows File Analyzer (http://www.mitec.cz/wfa.html) 

o Internet History Browser (http://www.mitec.cz/ihb.html) 

o RegRipper (https://github.com/keydet89/RegRipper2.8) 

o Autopsy/TSK (http://www.sleuthkit.org/autopsy/) 

o Log2Timeline (https://github.com/log2timeline/plaso/wiki) 

-  Malicious and attack code: 

o DarkComet / Xtremerat 

o Mimikatz https://github.com/gentilkiwi/mimikatz  

o Nmap-7.12 https://nmap.org/dist/nmap-7.12-setup.exe  

o KiTrap0D https://www.exploit-db.com/exploits/11199/  

o Pass-The-Hash Toolkit http://www.coresecurity.com/corelabs-research-special/open-source-

tools/pass-hash-toolkit  

o Keimpx (build to .exe) https://github.com/inquisb/keimpx  

o Kain & Abel http://www.oxid.it/cain.html  

o fgdump http://foofus.net/goons/fizzgig/fgdump/  

o Pwdump7 http://www.tarasco.org/security/pwdump_7/  

o Proxifier https://www.proxifier.com/  

Time: 8h  

http://www.mitec.cz/wrr.html)
http://www.mitec.cz/wfa.html)
http://www.mitec.cz/ihb.html)
https://github.com/keydet89/RegRipper2.8)
http://www.sleuthkit.org/autopsy/)
https://github.com/log2timeline/plaso/wiki)
https://github.com/gentilkiwi/mimikatz
https://nmap.org/dist/nmap-7.12-setup.exe
https://www.exploit-db.com/exploits/11199/
http://www.coresecurity.com/corelabs-research-special/open-source-tools/pass-hash-toolkit
http://www.coresecurity.com/corelabs-research-special/open-source-tools/pass-hash-toolkit
https://github.com/inquisb/keimpx
http://www.oxid.it/cain.html
http://foofus.net/goons/fizzgig/fgdump/
http://www.tarasco.org/security/pwdump_7/
https://www.proxifier.com/
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4. Collecting evidence 

 Memory acquisition 
When acquiring memory from a live system, analysts should try to minimize the number of traces left on the 
system (both on disk and in the memory) as a result of the memory acquisition process.  

In the analysed case USB Drive with portable version of Belkasoft Live RAM Capturer software was attached 
to the analysed system which then was used to dump memory image onto the same USB Drive. 

 

Figure 3: Memory capture 

When collecting memory of a live system, an analyst should always note the exact time when the memory 
dump was taken, what tools were used and what traces were left on the analysed system as a result of the 
memory acquisition process. 

 Disk image acquisition 
A proper way of creating a hard disk image is by using a hardware write-block device4. In ǘƘƛǎ ŜȄŜǊŎƛǎŜ ǿŜΩǊŜ 
dealing with virtualised hardware which cannot be imaged with hardware blockers, so we have to rely on 
system tools.5 

                                                           

4 Forensic disk controller https://en.wikipedia.org/wiki/Forensic_disk_controller (last accessed 30.09.2016) 
5 Linux for computer forensic investigators: «pitfalls» of mounting file systems http://www.forensicfocus.com/linux-
forensics-pitfalls-of-mounting-file-systems (last accessed 30.09.2016) 

https://en.wikipedia.org/wiki/Forensic_disk_controller
http://www.forensicfocus.com/linux-forensics-pitfalls-of-mounting-file-systems
http://www.forensicfocus.com/linux-forensics-pitfalls-of-mounting-file-systems
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5. Environment preparation 

All the practical exercises will be done using CAINE Linux6. Students should import the provided virtual 
machine appliance which contains additional set of scripts and all files necessary for completing the 
exercises. Next, the teacher should ask students to attach separate storage drive with evidence files 
(memory dump and disk image) ς evidence.vmdk. 

 

Figure 4: Mounting the evidence 

After completing this step student should start CAINE virtual machine and try to login into the system (user: 
enisa, password: enisa). 

By default, ǘƻ ǇǊŜǾŜƴǘ ŀŎŎƛŘŜƴǘŀƭ ŎƘŀƴƎŜǎ ǘƻ ǘƘŜ ŜǾƛŘŜƴŎŜ ƳŀǘŜǊƛŀƭ /!Lb9 [ƛƴǳȄ ŘƻŜǎƴΩǘ ǘǊȅ ǘƻ Ƴƻǳƴt any 
hard drives detected at the boot time. This is especially important when CAINE Linux is used to create raw 
copy of the hard drive without using separate Write Blocker. 

After logging into the system students should mount partition with the evidence files using read only mode. 
¢ƘŜ ŜŀǎƛŜǎǘ ǿŀȅ ǘƻ ŀŎŎƻƳǇƭƛǎƘ ǘƘƛǎ ƛǎ ǘƻ ǳǎŜ άaƻǳƴǘŜǊέ ǳǘƛƭƛǘȅΦ άaƻǳƴǘŜǊέ Ŏŀƴ ōŜ ǎǘŀǊǘŜŘ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ 
green hard drive icon at the bottom panel. Then student should choose partition with evidence files and 
click OK. 

                                                           

6 CAINE (Computer Aided Investigative Environment) http://www.caine-live.net/ (last accessed 30.09.2016)    

http://www.caine-live.net/
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Figure 5: Mounting the evidence 

After this operation evidence data should be available at the /media directory (in this case /media/sdb1).  

Now, students should open terminal and go to /media/sdb1/Windows directory (or any other directory 
where partition with evidence files was mounted) which contains three files: 

¶ disk.raw ς raw image of Windows 10 disk (dd format); 

¶ memory.img ς dump of Windows 10 memory taken shortly after the attack; 

¶ MD5SUMS ς file with MD5 sums of disk.raw and memory.img. 

 

Figure 6: Evidence 

¢ƘŜ ƴŜȄǘ ǎǘŜǇ ǎƘƻǳƭŘ ōŜ ǾŜǊƛŦƛŎŀǘƛƻƴ ƻŦ a5р ŎƘŜŎƪǎǳƳǎ ǘƻ ƳŀƪŜ ǎǳǊŜ ŜǾƛŘŜƴŎŜ Řŀǘŀ ƛǎƴΩǘ ŎƻǊǊǳǇǘŜŘ ƻǊ ŀƭǘŜǊŜŘ 
in any way. To calculate checksums students should use md5sum command and then compare its output 
with checksums stored in MD5SUMS file. Depending on the hardware and size of evidence calculating MD5 
ǎǳƳǎ ƳƛƎƘǘ ǘŀƪŜ ǎƻƳŜ ǘƛƳŜΣ ǘƘƻǳƎƘ ƛƴ ǘƘƛǎ ŎŀǎŜ ƛǘ ǎƘƻǳƭŘƴΩǘ ōŜ ƳƻǊŜ ǘƘŀƴ ŀ ŦŜǿ ƳƛƴǳǘŜǎΦ 
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Figure 7: Checksum 

If the checksums are correct students can proceed to the next exercises. 
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6. Memory analysis 

In this exercise students will use the Volatility Framework7 to analyse memory dump of Windows 10 (x86) 
system. Memory dump was taken shortly after the attack and the aim is to get preliminary assessment, 
possibly finding traces of malware or attacker activity.  

This exercise covers only basic usage of Volatility. To get more thorough information on Volatility Framework 
refer to previous ENISA Advanced Artefact Analysis exercise8. 

At the time of writing this document, Windows 10 support by Volatility Framework was still considered to 
be in the initial phase. To make analysis of memory dump possible, additional patches were applied and 
special version of Volatility was put at /home/enisa/training/tools/volatility/ directory. Applied patches are 
expected to be merged into main Volatility repository in the near future. Note that certain Volatility plugins 
might still not work as expected or might be returning partially garbled results. 

 Checking memory dump file 
Students should start by executing Volatility imageinfo command which will provide general information 
about dumped memory. 

 

Figure 8: Running Volatility 

From the imageinfo output students can read list of suggested profiles as well as addresses of DTB, KDBG 
and KPCR structures. Correct profile to use is Win10x86_44B89EEA9. 

                                                           

7 An advanced memory forensics framework https://github.com/volatilityfoundation/volatility (last accessed 
30.09.2016)  
8 Advanced artefact analysis https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-
training-material/documents/advanced-artifact-handling-handbook (last accessed 30.09.2016)  
9 This profile was introduced in one of the applied patches. When code is merged into main Volatility repository name 
of this profile might change. 

https://github.com/volatilityfoundation/volatility
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/advanced-artifact-handling-handbook
https://www.enisa.europa.eu/topics/trainings-for-cybersecurity-specialists/online-training-material/documents/advanced-artifact-handling-handbook
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From this point, all following Volatility commands should be executed with the profile explicitly set to 
Win10x86_44B89EEA. Additionally to make commands execute quicker students can specify addresses of 
DTB, KDBG and KPCR structures: 

--dtb=0x1a8000 --kdbg=0x82461820 --kpcr=0x8248b000 --profile=Win10x86_44B89EEA 

To check if everything is working students should try to list processes with the pslist command: 

 

Figure 9: Pslist command 

Exercise: 

-  /ƘŜŎƪ ǿƘŀǘ ƘŀǇǇŜƴǎ ǿƘŜƴ ά²ƛƴмлȄусέ ǇǊƻŦƛƭŜ ƛǎ ǳǎŜŘ ƛƴǎǘŜŀŘ ƻŦ ά²ƛƴмлȄусψпп.уф99!έ? 

-  ²Ƙŀǘ ƘŀǇǇŜƴǎ ƛŦ ȅƻǳ ŘƻƴΩǘ ǎǇŜŎƛŦȅ 5¢.Σ Y5.D ŀƴŘ Yt/w addresses at the command line? 

Since all following commands during Windows memory analysis will be used with the same set of 
parameters, for convenience students can create alias to vol.py: 

ǾƻƭҐΩκƘƻƳŜκŜƴƛǎŀκǘǊŀƛƴƛƴƎκǘƻƻƭǎκǾƻƭŀǘƛƭƛǘȅκǾƻƭΦǇȅ -f /media/sdb1/Windows/memory.img --dtb=0x1a8000 --
kdbg=0x82461820 --kpcr=0x8248b000 --profile=Win10x86_44B89EEAΩ 

 Scanning memory with Yara rules 
For an initial assessment, it is worthwhile to scan the memory dump for signatures of known malware and 
other threats. As the source of signatures students will use Yara signatures from Yara Rules Repository10. 

Yara rules can be found at /home/enisa/training/ex1/yara-rules. 

Students should start by switching to the yara-rules directory. 

                                                           

10 Repository of Yara rules  https://github.com/Yara-Rules/rules (last accessed 30.09.2016) 

https://github.com/Yara-Rules/rules
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Figure 10: Yara rules 

All Yara rules are contained in several *.yar files grouped into a few categories. For the general Windows 
memory scan it is not necessary to use all rules as some might lead to many false-positives or give low value 
results (e.g. a rule detecting Base64 encoding). 

Students can choose which rules they want to use by creating additional *.yar file, including all other *.yar 
files. In this case, students will use rules from CVE_Rules, Exploit-Kits and malware directories. 

 

Figure 11: Selecting the rules 

Next, students should scan memory using yarascan plugin and the previously created rules files: 

 

Figure 12: Yarascan 

The general output format is as follows.  
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Figure 13: Yara rules detection 

Count all distinct rules detected. 

 

Figure 14: Sorting detections 

As a result of the scan, several rules were detected. It is worth checking the code of each detected rule to 
get additional information. Some rules might turn out to be too generic and lead to false-positives in a 
system wide scan. 

To find which rule is defined in what file, students can use grep tool. 

 

SharedStrings rule in malware/MALW_LURKO.yar. 
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Inspection of the SharedStrings rule reveals that it will be matched if any of the defined strings are found in 
process memory, even a ǎƛƴƎƭŜ ǿƛŘŜ ǎǘǊƛƴƎ ά\x00\x00ER\x00\Ȅллέ ς what seems to be the case in this 
scenario. Since this string isƴΩǘ ǘƻƻ ǎǇŜŎƛŦƛŎ ŀƴŘ ƴƻ ƻǘƘŜǊ ǎǘǊƛƴƎǎ ǿŜǊŜ ŦƻǳƴŘ, it is likely this is a false positive. 

Exercise: 

¶ Using results.txt and inspecting the code of each of the detected rules, try to determine which rules 
are worth further consideration and might be useful, and which ones are likely false positives. 
 
SharedStrings ς likely false positive 
Spyeye_plugins ς likely false positive 
UPX ς generic but possibly interesting (benign proceǎǎŜǎ ŀǊŜƴΩǘ ƻŦǘŜƴ ¦t· ǇŀŎƪŜŘύ 
With_Sqlite ς too generic, benign processes can also use Sqlite 
Xtreme, xtreme_rat, xtremrat ς interesting matches 
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It turns out that interesting rules are the ones related to Xtreme RAT. Students can also check that Xtreme 
RAT rules matched three distinct processes, the same ones in which UPX packed code was detected: 

 

Figure 15: Matched rules 

After completing this part students should conclude that the system is most likely infected with malware ς 
at least Xtreme RAT. They should also note the names and Process identifiers of the processes containing 
malicious code. 

Suspected processes: 

¶ svchost.exe (Pid: 4888) 

¶ explorer.exe (Pid: 4872) 

¶ update.exe (Pid: 5172) 
At the end, students should also copy the results.txt file to a separate directory as an additional piece of 
evidence. 

 Analysis of the process list 
Students should start with listing all running processes using Volatility pslist plugin: 

 

Figure 16: Pslist plugin 

.ŀǎŜŘ ƻƴ Ψ{ȅǎǘŜƳΩ process start time students can determine that system was started at 2016-08-16 
12:54:2411. Note that all times returned by Volatility are UTC times. Some tools might be returning times 
using different time zones (e.g. using local time zone of the environment where analysis is taking place or 

                                                           

11 Creating a Baseline of Process Activity for Memory Forensics https://www.sans.org/reading-
room/whitepapers/forensics/creating-baseline-process-activity-memory-forensics-35387 (last accessed 30.09.2016)  

https://www.sans.org/reading-room/whitepapers/forensics/creating-baseline-process-activity-memory-forensics-35387
https://www.sans.org/reading-room/whitepapers/forensics/creating-baseline-process-activity-memory-forensics-35387
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time zone of the environment that is being analysed). The teacher should emphasize the importance of 
correctly recognizing and checking the time zone used in the output of given tool. 

For starters, it is worth searching the process list for the process identifiers (PIDs) of processes containing 
malicious code from the previous task. 

 

Figure 17: Process list 

Note that process PID is presented in the second column, while the third column contains the PID of the 
parent process.  

From this output, students can determine that processes containing malicious code were started shortly 
after system boot, around 13:02:57. Though at this point it is hard to tell whether this is a result of a fresh 
infection or the computer was infected some time ago. 

Secondly, students can notice that svchost.exe (PID:4888) and explorer.exe (PID:4872) were started before 
update.exe. Moreover update.exe later started a few cmd.exe processes. It is worth to note timestamps 
when cmd.exe processes were started: 

¶ 2016-08-16 13:07:36 

¶ 2016-08-16 13:42:12 

¶ 2016-08-16 14:08:30 

¶ 2016-08-16 14:18:48 

¶ 2016-08-16 14:23:02 

¶ 2016-08-16 14:23:46 
When searching for parent processes of explorer.exe, svchost.exe and update.exe (PIDs: 4748 and 5860) no 
processes with such PIDs are returned. This means that processes with those PIDs are already gone from 
process list. 

 

Figure 18: Parent processes 

It is often interesting to check the command line which was used to start a given process. Students can do 
this using the dlllist plugin. 
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Figure 19: Dlllist 

From this output, students can check that the update.exe executable is located at 
%APPDATA%\HostData\update.exe. 

One more thing to notice is that there are two explorer.exe processes present in the system while 
normally there should be only one. 

 

Figure 20: Explorer.exe processes 

Explorer.exe with PID 4872 was started using the original Windows executable, though it is not the main 
explorer.exe process which was started when user logged in (PID:2068). This suggest that malware is using 
RunPE12 technique as a form of its disguise.  

 Network artefacts analysis 
To search memory for artefacts of network connections students can use the netscan Volatility plugin. The 
output of the plugin is the list of TCP and UDP endpoints, both IPv4 and IPv6.   

 

Figure 21: Network artefacts 

                                                           

12 RunPE: How to hide code behind a legit process http://www.adlice.com/runpe-hide-code-behind-legit-process/ 
(last accessed 30.09.2016)  

http://www.adlice.com/runpe-hide-code-behind-legit-process/



























































































































