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1. Foreword

Thisthree-daytraining module will follow the tracks @hincident handler and investigator, teaching best
practices and covering both sides of ttieach It is technical in nature and has the aim to provide a guided
training for both incident handlers and investiged while providing lifelike conditions. Training material
mainlyusesopen source and free tools.

1.1 Forensic process
Thisexerciseand the two followingonesdemonstratethe technical side o& forensic processdowever,it
is absolutely necessary to undgandand followthe princiges, which are fundamental for thguccessful
delivery of forensic servicel.is strongly recommened to readthe introductory part of theENISAPS5 A I A |
C 2 NB \exerkisdavRerethe principles are explained more detail.

For the technical part of the forensic procesgo principles are of utmost importance

9 Data integrityg electronic evidence must not be modified in any way during the forensic process
including the initial data capture
9 Audit trail¢ a record of alactions taken when handling digital evidenoeist be created and
preserved
tKS gK2tS FT2NByaAirO LINBOSaa 4G |ttt adlr3sSa vYydzad
/ dza (?ZTRedm@in purpose of a Chain of Custody is to provide a fdbé caurt, that at no point irtime
the evidence could rhbeentampered with.

Thereis however apracticalissuedirectly related tothe first of thetwo principles There are situations,
when theinvestigators need to make a decision to alter some evidancextract someother pieces of
evidence,otherwise unavailable The lest example illustrating that need is taking a memory dump of a
NHzy yAy3a aeaiosSyeo ¢2 6S Fo6fS (2 RdzYL) G6KS aeaidisSvyQa
of code on thasystem. Running any code alters system state (memory, disk, processor registers and man
Y2ZNBO® 2KIGQa Y2NB:Z (GKS O2RS KIFa (G2 0S RSt ADSNE
YSY2NEZI SGOd0 ¢KAOK | a2z I fossiSilyathatitie Systand siate $ Woddied I
0S@2yR Ay@SaidAdalriz2NBRQ AyidiSyairzyas Fa (GKS . ®SHeA dS
other hand, the oleéschool method; cutting the power off and taking disk images with a hardware write
blocker is no longer a viable optioModern malware often residein memory and leges very little traces

on disks and thereforé is important to dump memory before switching the system off. In such daise
important to document very carefully all #@ens takenc includingany commands issued, tools run, network
connections made or external media connect&tie documentation must include all details suchttees

exact date and time, command syntax, serial numbers of media, cryptographic hashes dlexiels used

and so onAnother point to make is that only tools that are well documented, the investigators know well
FYR FNB WNBLMzil 6ftSQ Oy 06S dzaSRO®

There are two fundamental reasofisr all the precautions described aboveérsty, it must be possile to
distinguishtraces left by forensic examiners and their actions from traces originally present in the system.
Thisis possible only whemctions are documented and tools used have predictable run patterns, including

1 Digital forensicéttps://www.enisa.europa.eu/topics/trainingor-cybersecurityspecialists/onlinetraining-
material/documents/digitalforensicshandbook(lastaccessed 30.09.2016)
2 Chain of custodinttps://en.wikipedia.org/wiki/Chain_of custodflastaccessed 30.09.2016)
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any side effed (creating or deling temporary files). Secohd one of the criteriaapplied to a forensic
analysis is its repeatabilityThe whole process of finding traces and making conclusions must be
reproducebleby another, independent forensic expert equipped with adequate kndgdeand sufficiently
capable As the reasoning process begins with the assessment of the evidence and the way it was collectec
carefully written and maintained documentation is kedne must keep irmind that during judicial
proceedings challenging theigence or the way it was collectedagocal pointfor the opposingparty.

1.2 Forensic report
Aforensic report igor at least should behe final product of any forensic in&tigation.It isone of the least
liked aspects of amvestigation and as such is often written in full, at the end of investigdtiafortunately,
this approach is completely flaweblo good report can be created without preciaad comprehensive
notes. For that single reasoit is highly recommended tainderstand the requirementshe report is
supposed to meet. Reports diffar many ways depending on the situatignudimentary incident response
activities, internal investigation within a companw, task for the(Law Enforcement AgencyEAor an
examinaton for a defenceattorney ¢ all require different forms different detail level&and some of them
can bein part regulatedby thelegal system or internal company policiiss beneficial for the investigator
to know therequiremensup frontas it influenceshe proass (how thorough the analysis should be, is there
anything specific to look for, etc.)t is also very helpful, as the way notes are created throughout the
investigation determines the amount of work required to put togetheuk feport. A smart way of taking
notes could allow fointegrating them into the report rather than writing a repasthile trying to extract
anything relevanfrom notes?

3 Report Writing Guidlineshttp://www.forensicmag.com/article/2012/05/reporiwriting-guidelines(lastaccessed
30.09.2016)
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2. The sory triggelingincident handling and investigation processes.

¢ KS O dzoigahiyaBadIes found out that some of its sensitive data has been detecadmine text
sharing application. Due to the legal obligations and for business continuity pufhes€SIRT team has
been tasked to conduct an incident response and intideestigation to mitigate the threats.

The lveach contains sensitive data and includes a threat notice that in a short while more data will follow.
As the breach leads @3 LISOAFTA O SYLX 28SSQa O2YLJziSNI G§KSvyt, / {L
follows the leads.

Below is presented simplified overview of the training technical setup.

LTS

Workstationl

LTI

Workstation Phone2

Firewall Compromised welserver(drive-by)

Figurel: Network setup

Below is presented detailed technical setup of the whole training.
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COMPANY INTERNAL NETWORK

Internal DNS
server

Atacker uploads to DNS server
additional scanning tools.
Then uses DNS server to

exfiltrate stolen data.

DNS server compromise
(vulnerability or guessed pass)

=
- =

Internal network

Network
scanning

O =7
WORKSTATION1

Data exfiltration Dropzone stores also files
exfiltrated from other companies

P or some covert channel)

VM3

(FTP, dropzone)

Extra malicious files & toolz
downloaded onto WORKSTATION1

e
ad

Due to RAT server localization
participants won't get access to
RAT server image during exercise.

A—
RAT server

EI RAT connects to C2

User gets infected by exploit.
RAT installation on WORKSTATIONL.

Figure2: Compromise scope

[

User vitists well known blog
related to his company sector.

VML

(blog.example.com)

E‘ Redirection to EK
Blog is based on WordPress landing page

CMS and was recently compromised.
Attackers injected to the blog

malicious |S script redirecting to EK.

VM2
(EK landing page)
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3. Local incident response and investigation

3.1 Course description and goal
This scenario presents, both theoretically and practically, basic stages of the incident response and
investigation process. It leads theainees through a typical case, where a malicious action is reported and
the aim is to find its source and handle the incident as a local one, limited to the workstation only.

At the beginningemphasigs placed on proper preparatianprinciples, toolsand techniquesA g/stematic
approach to incident response is presented and practiced. The introduction is then followed by a simulated
incident report when the response begins. After engagement conditions are met and required authorisation
is giventhe gudents start investigating the incident while maintaining a proper forensic regime. Students
are given a set of weproxy and firewall logs to find the workstation that was potentially the original source

of the activity reported as security incident.

During the second part of the exercise students perform a forensic analysis of a Microsoft Windows
workstation, while maintaining full audit trail of actions taken and creating timeline of events and finding
Indicators of Compromise. This exercise ends ug witsummary and a group discussion on further
investigation, incident containment, eradication and incident reporting.

3.2 Course run
- PART 21Preparing to respond theoretical introduction to incident response methodologies with a focus on
single host compute(Microsoft Windows 10) and guidelines faollecting electronic evidence
0 References and sources of information:
- PART 2: Responding to incidentheoretical introduction to CSIRT actions in the scope of this inaident
constituency, authorisation anag:sponse scope
0 References and sources of information:
- PART 3: Forensic capture
0 TASK 1: Collecting evidence: guide the trainee through evidence anllpcticedures andreating
aforensically sound image of workstation including a memory dump.
0 CreateaMicrosoft Windows 10 workstation forensic image and memory dump
9 Tools and procedures used:
T DumpIT:http://www.moonsols.com/2011/07/18/moonsolslumpit-goes
mainstream/, https://zeltser.com/memoryacquisitionrwith-dumpit-for-dfir-2/
1 OSForensicéittp://www.osforensics.com/osfeensics.html
1 Belkasoft RAM Capturenitp://belkasoft.com/ram-capturer
A Collect information from the workstatioglogs, traces of activity for fast access
I Tools and procedures used: ACR@://www.digital-detective.net/digitat
forensicsdocuments/ACPO_Good Practice_Guide for_Digital Evidence v5.pdf
Forensic Examination @figital Evidence: A Guide for Law Enforcement
https://www.ncjrs.gov/pdffiles1/nij/199408.pdf
1 The EnhanaDigital Investigation Proceb&odel:
http://dfrws.org/2004/dayl/Tushabe EIDIP.pdf
https://www.cerias.purdue.edu/assets/pdf/bibtex_archive/2023.pdf
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Categories of the Investigative m®ss model (page 102):

https://books.google.gr/books?id=WXs_rwlaR1sC&pg=PR5&source=gbs_selected
pages&cad=3#v=onepage&q&f=false

An Extended Model of Cglcrime Investigations:

https://www.utica.edu/academic/institutes/ecii/publications/articles/AOB70121

FD6EC3DBAOEASC3E93CC575pd

A Hierarchical, ObjectivdBased Framework for the Digital Investigations Process:

https://www.dfrws.org/2004/dayl/Beebe Obj Framework for DI.pdf

FORZA Digitalforensics investigation framework that

incorporate legal issuesitps://www.dfrws.org/2006/proceedings/4eong.pdf

Guide to Integrating Forensic Techniques into Incident RespdiERTSP 80686

http://csrc.nist.gov/publications/nistpubs/80@6/SP80886.pdf

Electronic Crime Scene Investigation: AntlB:Scene Reference for First

Respondershttps://www.ncjrs.gov/pdffiles1/nij/227050.pdf

Electronic Crime Scene Investigation: A Guide for First Responders, Second Edition

https://www.ncjrs.gov/pdffiles1/nij/219941.pdf

Digital Evidence in the Courtroom: A Guide for Law Enforcement and Prosecutors:

https://www.ncjrs.qov/pdffiles1/nij/211314.pdf

Digital Evidence Guider First Responderéiitp://www.iacpcybercenter.org/wp

content/uploads/2015/04/digitalevidencéooklet:051215.pdf

First Responders Guide to@puter Forensics:

https://www.sei.cmu.edu/reports/05hb001.pdf

Digital Evidence Field Guide: What Every Peace Officer Must know:

https://www.rcfl.gov/downloads/documents/digitaévidencefield-guide

Best Practices For Seizing Electronic Evidence v.3: A Pocket Guide for First

Respondershttp://www.crime-scene

investigator.net/SeizingElectronicEvidence.pdf

- PART 4: Forensic analysis
0 TASK 2XZonfirm if this computer was involved in the data breach and find traces of malicious
activity ifpresent.
A Perform disk analysis

1
1

=

Tools and procedures used:

AccessData FTK Imageitp://accessdata.com/productiownload/digitat
forensics/ftkimagerverson-3.4.2
WinHex:https://www.x-ways.net/winhex/

Forensic Posterséittps://github.com/Invoke|R/ForensicPosters
PowerForensicsittps://github.com/InvokelR/PowerForensics
http://www.invoke-ir.com/2016/02/copyinglockedfiles-with-
powerforensics 5.html

Bulk extractorhttp://tools.kali.org/forensics/bulkextractor,
http://digitalcorpora.org/downloads/bulk extractor/
https://github.com/simsong/bulk _extractor

Browser History Viewehttp://www.nirsoft.n et/utils/browsing_history view.html
SQLite Database Browsettp://sqlitebrowser.org/
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A Perform memory analysis

9 Tools and procedures used:

1 Volatility Frameworkhttps://github.com/volatilityfoundation/volatility,
http://www.volatilityfoundation.org/#!25/c1f29, Web interface for the Volatility
Memory Forensics Frameworlkttps://github.com/kevthehermit/\VVolUtility

1 Rekall Memory Forensic Framewolnkips://github.com/google/rekall,
http://www.rekall-forensic.com/index.html

A Analyse logs

9 Tools and procedures used:

1 Windows 10 Prefetch Parser:
https://github.com/505Forensics/tools/ee/master/win10 prefetch
http://www.505forensics.com/updateevindows10-prefetchparser/

A Analyse registry

1 Tools and procedures usedlindows Registry Forensics, Second Edition: Advanced
Digital Forensic Analysis of the Windows Registry 2nd Edition by Harlan Carvey

1 Registry Explorehttps://binaryforay.blogspot.qr/2015/02/introducingeqgistry
explorer.html,
http://ericzimmerman.github.io/Software/ReqistryExplorer RECmd.zip

A Examine suspicioustefacts
Toolsand procedures used:
Pestudio: https://www.winitor.com/index.html
IOC Findemttps://www.fireeye.com/services/freeware/iodinder.html
LOKL Indicators Of Compromise Scanner:
http://www.darknet.org.uk/2016/01/lokiindicatorscompromisescannetr/,
https://github.com/Neo23x0/Loki

I Remnuxhttps://remnux.org/

A Create timeline and put the leads together

9 Tools and procedures used:

o log2timeline is a tool designed to extract timestamps from various files
found on a typical computer system(s) and aggregate them
https://github.com/log2timeline/plaso/wiki

A Draw conclusions
PART 5: Reporting and follow up actions
0 TASK 3: Advise on the course of@cti
A Create hdicators of Compromise
A Create a report sketchthe most important findings
1 Report template and references: ACP@p://www.digital -detective.net/digitat
forensicsdocuments/ACPO_Good Practice_Guide for_Digital Evidence v5.pdf
and Forensic Examination of Digital Evidence: A Guide for Law Enforcement
https://www.ncjrs.gov/pdffiles1/nij/199408.pdf
A Create recommendations of immediate actions to take
PART 6: Exercise summaiR A 8 Odza 4 A2y 2y GKS LI NIAOALI yGAQ LISNJI

= =4 —a -
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3.3 Tools and environment

- Exercise performed using Microsaftindows 10 operating system

- Forensic tools used:

o0 Windows Registry Recovetyiifd://www.mitec.cz/wrr.html)

Windows File Analyzehi(p://www.mitec.cz/wfa.html)
Internet History Browserh{tp://www.mitec.cz/ihb.html)
RegRipperhttps://github.com/keydet89/RegRipper2.8)
Autopsy/TSKhttp://www.sleuthkit.org/autopsy/)

0 Log2Timelinehttps://github.com/log2timeline/plaso/wiki)
- Malicious and attack code:

o DarkComet/ Xtremerat
Mimikatzhttps://github.com/gentilkiwi/mimikatz
Nmap-7.12https://nmap.org/dist/nmap-7.12setup.exe
KiTrapODnttps://www.exploit-db.com/exploits/11199/
PassTheHashToolkithttp://www.coresecurity.com/corelabseseart-special/opensource
tools/passhashtoolkit
Keimpx (build to .exelttps://github.com/inquisb/keimpx
Kain & Abehttp://www.oxid.it/cain.html
fgdumphttp://foofus.net/goons/fizzgig/fgdump/
Pwdump7 http://www.tarasco.org/security/pwdump 7/
Proxifierhttps://www.proxifier.com/

0]
(0]
(0]
0]

O O O ©°

O O O O O

Time: 8h
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4. Collecting evidence

4.1 Memory acquisition
Whenacquiring memory from ave systemanalyssshould try to minimizéhe number of traces left on the
system (both on disk and in the memory) as a result of the memory acquisition process.

In the analysed case USB Drive with portable version of Belkasoft Live RAM Capturer software was attacht
to the analysed system which thevas used to dump memory image onto the same D8ize.

-

Select output folder path:
D:y,

Loading device driver ...
Physical Memory Page Size = 4096
Total Physical Memory Size = 3583 MB

Capture! Cancel Close

Figure3: Memory capture

When collecting memory of a live systeamanalyst should always nothe exact time wherthe memory
dump was taken, what tools were used and whaces were left on the analysed system as a result of the
memory acquisition process.

4.2 Disk image acquisition
A proper way otreating aharddisk imagés by using &ardware writeblock devicé Inii KA & S E SNIDA
dealing with virtuabed hardware which cannot be imaged with hardware block&wsyehave to rely on
system tools$

4 Forensic disk controllerttps://en.wikipedia.org/wiki/Forensic_disk controll¢lastaccessed 30.09.2016)
5 Linux for computer forensic investigators: «pitfalls» of mounting file systeips/www.forensicfocus.com/linux
forensicspitfalls-of-mountingfile-systemglastaccessed 30.09.2016)
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5. Environment preparation

All the practical exercises will be done using CAINE LiStixdents should importe provided virtual
machine appliance which conta additional set of scripts and all files necessary for compldtiag
exercises. Next, the teacher should ask students to attach separate storage drive with evidence file:
(memory dump and disk imageevidence.vmdk.

o
= General Storage
m System
Storage Tree Attributes
Display 2'orag
® Storage @ Controller: IDE Hard Disk: |IDE Primary Slave v| B~
: & cainelinux.vdi _ _
= Audio : solid-state Drive
EP Network : Information
. E
£ Serial Ports mpty Type (Format): Normal (VMDK)
& uUsB Virtual Size: 200,00 GB
& shared Folders Actual Size: 25,06 MB
Details: Dynamically allocated storage
Location:
Attached to: -
2 E &
Help Cancel oK

Figure4: Mounting the evidence

After completinghis step studenshould start CAINE virtual machine and try to login into the system (user:
enisa, password: enisa).

Bydefault,i 2 LINBE @Sy G | OOARSyGlt OKIFIy3Sa (2 0(KSt&@PARS
hard drives detected at the boot time. This is especially important when CAINE Linux is used to create ra\
copy of the hard drive without using separate Write Blocker.

After logging into the system students should mount partition with the evidemes fising read only mode.
¢tKS SIhLairsSadg o1& (2 FO0O0O2YLIX AAaK (GKA& A& (2 dzaS da
green hard drive icon at the bottom panel. Then student should choose patrtition with evidence files and
click OK.

6 CAINE (Computer Aided Investigative Environmieiiit)//www.caine-live.net/ (lastaccessed 30.09.2016)

14


http://www.caine-live.net/

Forensic analysis

enisa 1.0 | December 206

Detected BLOCK DEVICES and their current mount status.
Selected devices are togaled mount/unmount.
——

Selected devices will be mounted READ-ONLY

Make a selection:
Device FS Tvpe Label Size (ME) Mount Paint Status
fdevfsdal ext4 SEE 30,7149 Writeable
&|

) Refresh ® cancel « 0K

Mounting

@ Dﬂ B "Mounter(ass... * enisa@training: ... “|h|

Figure5: Mounting the evidence
After this operation evidence data should be available at the /media directory (in this case /media/sdbl).

Now, students should open terminal and go to /media/sdb1/Windows directory (or any other diyector
where partition with evidence files was mounted) which contains three files:

disk.rawg raw image of Windows 10 disk (dd format)
memory.imgq dump of Windows 10 memory taken shortly after the attack
MD5SUMS, file with MD5 sums of disk.raw amdemory.img

File Edit Wiew Search Terminal Help
enisaftraining: /media/sdbl /Windowss 1s -1h
1-1-11 280

“Fe-F--F-- 20:45 disk.ra

1 root root 245G aqo 18

-r--r--r-- 1 root root 28 ago 19 12:47 MDSSUMS
-rF--r--r-- 1 root root 3,5G ago 19 12:43 memory.1lmg
enisaftraining: /media/sdbl /Windowsg

Figure6: Evidence

¢KS ySE(G aAGSL) aK2dd R 05 OSNRAFAOIGA2Y 2F a5p OKSC
in any way. To calculate checksums students shouldngiessumcommand and then compare its output

with checksums stored in MD5SUMS file. Depending on the hardware and size of evidence calculating MC
ddzya YAIKEG GF1S a2YS GAYS: (K2dAK Ay GKA&a Ol &S
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File Edit WView Search Terminal Help

enisaf@training: /media/sdbl /Windows$ cat MDSSUMS
: 2e70bef 402120 c8z memaory . 1mg
disk. raw

5% mdSsum memory.img disk.raw

memaory . 1mg

Figure7: Checksum

If the checksums are correct students can proceed to the next exercises.

Forensic analysis
1.0 | December 206
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6. Memory analysis

In this exercise students will usiee Volatility Frameworkto analyse memory dump of Windows (xB6)
system. Memory dump was taken shortly afteethttack and the aim is to get preliminary assessment
possibly finding traces ahalware or attacker activity.

This exercise covers only basic usage of Volatility. To get nan@utfhinformation on Volatility Framework
refer to previous ENISA Advanc&defact Analysis exerci$e

At the time of writing this document, Windows 10 support by Volatility Framework was still considered to
be in the initial phase. To make analysis of memory dump possible, additional patches were applied anc
special version oVolatility was put at /home/enisa/training/tools/volatility/ directory. Applied patches are
expected to be merged into main Volatility repository in the near future. Note that certain Volatility plugins
might still not work as expected or might be returgipartially garbled results.

6.1 Checking memory dump file
Students should start by executing Volatilityageinfocommand which will provide general information
about dumped memory.

File Edit View

enisag@training g / ty$ ./vol.py -f /media/sdbl/Windows/memory.img imageinfo
Volatility Fou atility Framework 2.5

, WinlOxS6 44BS9EEA
emoryFae

s/memory.1mg)

Number of
Image Type (Servic

KLS
I
Image
enisa@training:~/

Figure8: Running Volatility

From theimageinfooutput students can read list of suggested profiles as well as addresses of DTB, KDB(
and KPCR structures. Correct profile to use is Win10x86_44BB9EEA

” An advanced memory forensics framewditkos://github.com/volatilityfoundation/volatility (lastaccessed
30.09.2016)

8 Advanced artefact analydigtps://www.enisa.europa.eu/topicsftainingsfor-cybersecurityspecialists/online
training-material/documents/advancedrtifact-handlinghandbook(lastaccessed 30.09.2016)

® This profile was introduceith one of the applied patchesVhen code is merged into main Volatility repository name
of this profile might change.
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Fom this point, all following Volatility commands should be executed with the profile explicitly set to
Win10x86_44B89EEA. Additionally to make commands execute quicker students can specify addresses
DTB, KDBG and KPCR structures:

--dtb=0x1a8000-kdbg=0x82461828kpcr=0x8248b006-profile=Win10x86_44B89EEA

To check if everything is working students shlauy to list processes with thgslistcommand:

File Edit View Search Terminal Help

py -f /mediassdbl/windows/memory.img --kdbg=0x82461820 --dtb=0x1a8000 - -kpcr=0x8248

Figure9: Pslist command
Exercise:

-/ KSO1 6KIFG KFLIISya 6KSYy d2AymnEycé LRBFALS A&
- 2 KFG KIFLILISya AT @&2dz R2ydddresses dbtOeicdnmimardl ineZ Y5. D |

Since all following commands during Windows memory analysis will be used with the same set of
parameters, for convenience students can create alias to vol.py:

G2t T Qk K2YSk Sy Aal k(NI ¥hadjaIdoIivir@idws/methary.ilngrkbEOk1a80R0D 2 £ ©
kdbg=0x824618268kpcr=0x8248b006profile=Win10x86_44B89EBA

6.2 Scanning memory with Yara rules
For an initial assessmerit is worthwhile to scanthe memory dump for signatures of known malware and
other threats. As thesource of signatures students will use Yara signatures from Yara Rules Refository

Yara rules can be found at /home/enisa/training/ex1/yades.

Students should start by switching to the yades directory.

10 Repository of &ra rules https:/github.com/YaraRules/rule{lastaccessed 30.09.2016)
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File Edit W¥iew Search Terminal Help

enisaftraining:~% cd ~/training/exl/yara-rules

enisa@training:~/training/exl/yara-rules$ Ls

Antidebug AntiVM email LICENSE Mobile Malware Webshells
Crypto Exploit-Kits Malicious Documents Pac

CVE_Rules index.yar malware README. md
enisa@training:~/training/exl/yara-rulesg I

FigurelO: Yara ules

All Yara rules are contained in several *.yar files grouped into a few categories. For the general Window

memory scarit isnot necessary to use all rules as some might lead to manyfalsiives or givéow value

results (e.garule detecting Bas64 encoding).

Students can choose which rules they want to use by creating additional *.yandileding all other *.yar

files. In this casestudents will use rules from CVE_Rules, Exglitst and malware directories.

File Edit Wiew Search Terminal Help

enisa@training:~/training/ex1/yara-rules Exploit-Kits/ malware/ -name
' cho 1ncli o e ri

] yara-rul
a/training/exl/yars
"raining
"raining
K: I'|i|'|-_

find CVE Rules

o I'|i|'|-_

"raining

“ralning

trainine
enilsa@training:~/training/exl,

e e e

Figurell: Selecting the rules

Next students should scan memaory usingrgscan plugin anthe previously created rules files:

File Edit WView Search Terminal Help
saftraining:-
tility Fou
a string (-¥)

yarascan -y rules.yar

ERRCR @ wvolatility.debug
enisaftraining:~/training/e
volatility Foundation V 111ty Framework 2.5
enisaftraining:~/training/ex

Figurel2: Yarascan

The gneral output format is as follosv
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Edit  View

Share

Figurel3: Yararules detection

Caunt all distinct rules detected.

File Edit WView Search Terminal Help
enisagtraining:~/training/exl/yara-rules$ grep 'Rule: " sort | unig -c
, Rule: '
3 Rule:
) Rule:
Rule:

Figurel4: Sorting detections

As a result ofhe scan several rules were detectedt is worth checkng the codeof each detected rule to
get additional information. Some rules might turn out to be too generic and lead to-falsiéives ina
system wide scan.

To find which rule is defineid whatfile, students can usgreptool.

File Edit Wiew Search Terminal Help
enisa@training:~/training/exl/yara-rules$ grep -RL 'rule *SharedStrings'

enisa@training:~/training/exl/yara-ruless []

SharedStringrule in malware/MAW _LURKO.yar.

20



Forensic analysis
1.0 | December 206

File Edit View Search Terminal Help
rule SharedStrings : Family {

author = "Katie Kleemo
last_updated = "07-

strings:
internal names
$11 "Butter dlie

"ETClientDLL"

condition:

description = "Internal names

BT[0-9.]+\\ButterFlyD

found 1n LURKO/CCTVO

any of them //todo: finetune this

samples"

Inspection othe SharedStrings rule reveals that it will be matched if any of the defined staiedsund in
process memory, evea d A Y 3t S & GOKOERKONE 5y /@évhat seems to be thease in this

scenario. Since this string/iQ i G 2 2

Exercise:

ALISOATAOD

Iy Ritisfikely @isiiKaSalke goditg y 3

9 Using results.txt and inspectirtige code of each ofhe detected rulestry to determine which rules
are worth further consideration and might be useful, and which ones are likely false positives.

SharedStrings likely false positive
Syeye_ pluging likely false positive

UPXc generic but possibly interesting (benign préca S &

With_Slite ¢ too generic, benign processes can also Siflge
Xtreme, xtreme_rat, xtremrag, interesting matches

I NBy Qi

2FTGSy 't
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It turns out that interesting rules are the ones related to Xtreme RAT. Students can also check that Xtreme
RATrules matched three distinct processes, the same ones in which UPX packed code was detected:

File Edit View Search Terminal

enisaftraining:~/t rule po-1 - = = | grep Owner | unig -c

» Owner | uniq -c

Figurel5: Matched rules

After completing this part students should conclude tha system is most likely infected with malwate
at least Xtreme RAT. They should also nbnames andProcessdentifiers of the processes containing
malicious code.

Suspected processes:

1 svchost.exe (Pid: 4888)

1 explorer.exe (Pid: 4872)

1 update.exe (Pid: 5172)

At the end students should also copiie results.txt file toa separate directory as an additional piece of
evidence.

6.3 Analysis of the process list
Students should start with listing all running processes using Volalistplugin:

Figurel6: Pslist plugin

I & S R{ exiyipfo¥ess start time students can determine that system was started at-28116
12:54:24%, Note that all times returned by Volatility are UTC times. Some tools might be returning times
using different time zones (e.g. using local time zone of t@renment where analysis is taking place or

11 Creating a Baselingf Process Activity for Memoiyorensic$ittps://www.sans.org/reading
room/whitepapers/forensics/creatindpaselineprocessactivity-memoryforensics35387(lastaccesse®0.09.2016)
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time zone of the environment that is being analysed)e Teacher should emphasize the importance of
correctly recognizing and checkitige time zone used in the output of given tool.

For startes, it isworth searcling theprocess list fothe process identifiersRID$ of processes containing
malicious code from the previous task

- = e e
File Edit WView Search Terminal Help

enisa@train ol pslist | cut -c 12- | egrep '(4gss
indation volatility Framework 2.5

aining:-g

Figurel?: Process list

Note that process PID is presented in the second column, whgl¢hird column containghe PID ofthe
parent process.

From this output students can determine that processes containing malicious code were started shortly
after system boot, around 13:02:57. Though at this pdimg hard to tell whether this is a result affresh
infection orthe computer was infected some time ago.

Secondlystudents can notice that svchost.exe (PID:4888) and explorer.exe (PID:4872) were started before
update.exe. Moreover update.exe later started a few cmd.exe proce#isisswvorth to note timestamps
when cmd.exe processes were started:

201608-16 13:07:36

201608-16 13:42:12

201608-16 14:08:30

201608-16 14:18:48

201608-16 14:23:02

201608-16 14:23:46

When searching for parent processes of explorer.exe, svchost.exe and update.exd {Bf2md 5860) no
processes with such PIDs are returned. This means that processes with those PIDs are already gone frc
process list.

=A =4 =4 =4 =8 =9

Figurel8: Parent processes

It isoften interesting to checkhe command line which was used start a given process. Students can do
this usinghe dlllist plugin.
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File Edit View Search Terminmal Help
enisag@training:~% vol dlllist -p 4 | grep 'Command line'
volatility Foundation Vol Framework 2.5

enisa@training:~% vol dlllist -p 4872 | grep 'Command line'

volatility Foundation Volatility Framework 2.5

5 (=] |'-|."|'—.|'.—. (-]
enisaftraining:~% vol dlllist -p 5172 | grep 'Command line'
volatility Foundation volatility Framework 2.5

: CivUsers\Peter\AppData\Roaming\HostData\update.exe
enisagtraining: ~§ I

Figure19: Dlllist

From this outputstudents can check thalhe update.exe executable is located at
%APPDATAHostDataupdate.exe.

One more thing to noticés that there are two explorer.exe processes present in the system while
normally there should be only one.

File Edit View Search Terminal Help

enisaf@train st | cut -c 12- | egrep '(Name|explorer.exe]
5 &

volatility Found volatility Framework 2.5
FID FFID Thds Hnds

1556 =7

4748

Figure20: Explorer.exe processes

Explorer.exe with PID 4872 was started udimgoriginal Windows executable, thoughis not the main
explorer.exe process which was started when user logged in (PID:2068). This suggest that malware is usi
RunPE technique as a form of its disguise.

6.4 Network artefactsanalysis
To search memory fartefactsof network connections studes can usehe netscanVolatility plugin.The
output of the plugin is the list of TCP and UDP endpoints, both IPv4 and IPv6.

Figure21: Network artefacts

12RunPE: How to hide code behind a legit pro¢ess//www.adlice.com/runpehide-codebehindlegit-process/
(lastaccessed 30.09.2016)
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