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1 Introduction

Goal

Setting up and working with AbuseHelper.
Target audience

Technical and management CERT staff
Course Duration

4 hours

Frequency

Once per team

Structure of this document

Duration
Introduction to the exercise 30 min
Task 1: Setting up AbuseHelper 60 min
Task 2: Working with AbuseHelper 120 min
Summary of the exercise 30 min

2 General Description

During this exercise, the AbuseHelper application will be set up and used to consolidate diverse
incident relevant information feeds. The participants will learn how to install, maintain and work with
the tool.

3 EXERCISE COURSE

The course of this exercise is as follows. All discussions should be moderated by the trainer.

3.1 Introduction to the exercise

The introduction should consist of the following points:
e definition of proactive incident detection;
e introduction and presentation of information feeds;
e explanation of technology used in AbuseHelper (XMPP).

Definition of proactive incident detection
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Proactive detection of incidents is the process of discovery of malicious activity in a CERT’s
constituency through internal monitoring tools or external services that publish information about
detected incidents, before the affected constituents become aware of the problem. It can be viewed
as a form of early warning service from the constituents’ perspective. Effective proactive detection of
network security incidents is one of the cornerstones of an efficient CERT service portfolio capability.
It can greatly enhance a CERT’s operations, improve its situational awareness and enable it to handle
incidents more efficiently, thus strengthening the CERT’s incident handling capability, which is one of
the core services of national/governmental CERTs.!

Introduction and presentation of information feeds

Most external services offer incident data in the form of IP addresses, URLs, domains or malware
associated with a particular malicious activity, such as a bot, C&C server, malicious URL or scanning.
Sometimes more sensitive data are offered, such as stolen user credentials or credit card data. Some
services may also offer alerts in more abstract forms depending on detection models used internally
in the service.?

Agents for these feeds are included with the AbuseHelper distribution:

= DShield http://www.dshield.org/feeds doc.html

= Shadowserver http://www.shadowserver.org/wiki/

= AbuseCH https://www.abuse.ch/

= ARF https://tools.ietf.org/html/rfc5965

= Logfiles (Syslog)

= Arbor Networks http://atlas.arbor.net/

= CleanMX http://www.clean-mx.de/

= Dragon research Group http://www.dragonresearchgroup.org/
= P lists (IPv4, IPV6)

=  MalcOde http://malcOde.com/database/

=  Malware Blacklist http://www.malwareblacklist.com/

=  Malware Domainlist http://www.malwaredomains.com/
= QOpen BL http://www.openbl.org/

= PhishTank https://www.phishtank.com/

=  Project Honeypot https://www.projecthoneypot.org/

= RSS https://en.wikipedia.org/wiki/RSS

= RTIR http://bestpractical.com/rtir/

= Spambhaus http://www.spamhaus.org/

=  Whois https://en.wikipedia.org/wiki/Whois

= Zone-H https://www.zone-h.org/

L ENISA, Baseline Capabilities of National / Governmental CERTs, Part 2:
http://www.enisa.europa.eu/act/cert/support/files/baseline-capabilities-of-national-governmental-certs-
policy-recommendations

2 Proactive detection of network security incidents
https://www.enisa.europa.eu/activities/cert/support/proactive-detection
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Figure 1: Evaluation of services/feeds found in ENISA study ‘Proactive detection of network security incidents’

Explanation of technology used in AbuseHelper (XMPP)

The software was developed to provide a framework on which incident response teams can build their
own handling systems and processes. It is developed under the terms of the MIT license® to let teams
take part in the progress of the system.

The development is led by the company Clarified Networks Oy,* which specializes in software products
for analysing and visualising incidents. They provide commercial support, training and consulting in
regards to AbuseHelper and other products (see summary section below). It is also possible to file
issues via the Bitbucket site.®

AbuseHelper is written in Python and developed relying on XMPP protocol (not mandatory) and
agents. The base principle is to control an agent via a central chat room where all bots are listening.
Agents are exchanging information in subrooms. AbuseHelper is then scalable and each agent follows
a KISS (Keep it Simple, Stupid) approach. Each user is able to produce the perfect workflow for his
business. The user just needs to take the agents he needs and connect them together.

3 http://www.opensource.org/licenses/mit-license.php
4 https://www.clarifiednetworks.com/FrontPage
5> https://bitbucket.org/clarifiednetworks/abusehelper/issues?status=new&status=open
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CleanMX spam
bridgebot dshield abusixbot shadowecbot
| ! ! !

AbuseHelper.source cleanmx AbuseHelper source.dshield AbuseHelper source.abusixbot AbuseHelper source.shadowccbot

/N /N /N F N
cleanmx sanitizer historian dshicld sanitizer historian historian abusixbot sanitizer shadowcebot sanitizer historian

T T T

AbuseHelper sources

l

whois

l

AbuseHelper.whois

]

historian AbuseHelper.as BELNET AbuseHelper.as.CustomerA AbuseHelper.as.CustomerB AbuseHelper.as unknown

b TN

historian historian AbuseHelper.ass historian historian

l

AbuseHelper.customer.all_to_mail_wiki

Abmx-xclpu..a]_m_m.ul_w.k.i wc}le}pm al_to_mail_wiki

wikibot historian mailer

Figure 2: AbuseHelper workflow structure (https://www.cert.be/files/demolayout3. png)é

In the references section and in the folder on the Virtual Image (references
/usr/share/trainer/14 PID), additional material is provided, which will help you in
addressing this part of the exercise.

3.2 Keys to the exercise

3.2.1 Task 1 Setting up AbuseHelper

In this task, the students will set up their own instance of AbuseHelper. They will learn which issues
might appear, which components are important for running the software and how to find additional
information.

The software provides the collected information through different means. You can connect via a XMPP
client and view the data manually or filter and write it to almost any output format you would need
(like a trouble ticket system). You can use AbuseHelper to send alert mails or let it write information
to files.

5 https://www.cert.be/pro/abusehelper

Page 4


https://www.cert.be/pro/abusehelper

Proactive Incident Detection
Handbook, Document for teachers

September 2014

The Virtual Image has been prepared with all necessary tools, libraries and sources to install and use
AbuseHelper. Please be aware that an Internet connection is mandatory to make use of the live feeds.

These are the steps that are necessary to install and run AbuseHelper on the Virtual Image.

H%6%

1.

%%
%% listen: Which ports will ejabberd listen, which service handles it
%% and what options to start it with.

%%
{listen,

[

Ejabber Daemon’
sudo /etc/init.d/ejabberd start # Start the Jabber service

sudo ejabberdctl register abusehel localhost exercise # register
a user for the bots (username host password)

sudo ejabberdctl register trainer localhost exercise # register
a user for the trainer (username host password)

sudo ejabberdctl register trainee localhost exercise # register
a user for the students (username host password)

sudo vi /etc/ejabberd/ejabberd.cfg # open the ejabberd
configuration file and edit the following lines

max user sessions 100 # maximum sessions for a single user
s2s default policy deny # deny server to server communication

5% {shaper, c2s shaper}, # search for and comment out the
default shaper configuration

LISTENING PORTS

{5222, ejabberd_c2s, [

{access, c2s},

%%{shaper, c2s_shaper},

{max_stanza_size, 65536},

%%z1ib,

starttls, {certfile, "/etc/ejabberd/ejabberd.pem"}
11,

Figure 3: ejabberd.cfg shaper configuration

{mod muc, [
%%{host, "conference.@HOST@"},
{access, muc},
{access create, muc},
{access persistent, muc},
{access admin, muc_admin},

{max users admin threshold,
20}, # add this entry

7 Ejabberd Installation and Operation Guide http://www.ejabberd.im/files/doc/guide.html
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{max user conferences, 1000}, # add
this entry

{max users, 500}

1},

%%{host, "conference.@HOST@"},
{access, muc},

{access_create, muc},
{access_persistent, muc},

{access_admin, muc_admin},
{max_users_admin_threshold, 20},
{max_user_conferences, 1000}!
{max_users, 500}

11,

Figure 4: ejabberd.cfg shaper configuration

sudo /etc/init.d/ejabberd restart # Restart ejabberd server

AbuseHelper
sudo useradd -m abusehel # add a system user for AbuseHelper
sudo mkdir -p /var/lib/ah2 # create the working directory

sudo chown root:abusehel /var/lib/ah2 # ownership of the working
directory

sudo chmod 0750 /var/lib/ah2 # directory access rights set to
read, write

cd /usr/share/trainer/14 PID/adds/abusehelper/ # change your
current directory (trainee for the students)

sudo python setup.py install # run the AbuseHelper setup script

cd /usr/local/lib/python2.7/dist-packages/abusehelper # change
directory

sudo python contrib/confgen/confgen.py /var/lib/ah2/production
# start the configuration script

Enter the following information:

XMPP username: abusehel@localhost # as defined during user
registration

XMPP password: exercise # you will be asked to enter this
twice

XMPP lobby channel: abusehelper # this is the initial channel
to connect to when starting the Jabber client

Configure mailer? Yes # let AbuseHelper send alert mails
SMTP host: localhost # use the local MTA for delivery
SMTP port: 25 # use the standard SMTP port

SMTP auth user: no auth # no authentication necessary

Mail sender: abusehelper@localhost # mail sender address
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sudo chown -R root:abusehel /var/lib/ah2/production # access
rights have to be corrected after the configuration script

sudo chmod 0750 /var/lib/ah2/production # see above
sudo chmod g+w /var/lib/ah2/production/archive # see above

sudo chown abusehel /var/lib/ah2/production/log # this directory
has been added and must be owned by the abusehel system user for

logging
sudo chown abusehel /var/lib/ahZ/production/state # see above

sudo vi /var/lib/ah2/production/startup.py # open the startup
script and check the entries made by means of the confgen script

Insert this line after ‘service room=service room,’inthe ‘def basic’section:

xmpp ignore cert = True, # this deactivates checking ssl
certificates

Comment out the following line in the ‘def configs’ section:

# yield basic (“roomgraph”)

sl:arI:U|:|.|:q.|r {,:‘var,:‘lib,:‘ahz,:‘production] - gedit

Documents Help

€, Undo

| ] ejabberd.cfg 3% startup.py % sanitizer.py 3% abusech.sanitizer.py 3#
import os

"
| '\‘l from abusehelper.core.config import relative_path

from abusehelper.core.startup impeort Bet

F, xmpp_jid = 'abusehel@localhost’

’ xmpp_password = 'exercise'
service_room = 'abusehelper'
enable_mailer = True

>

- def basic(name, *args, **attrs):
— template = Bot.template(

‘ xmpp_Jjid=xmpp_jid,
ANPP_PdSsSWOT U= ANPP_PdsswWOl O,
service_room=service_room,
xmpp_1ignore_cert = True,|

## Uncomment the following lines, and the bots will keep
## persistent state and log to ﬁ.les respectively.
bot state file=relative name + ".state"
log_file = relative_path ".log™)

"log", name +
return template(name, *args, **attrs)

Figure 5: Startup.py

Configure the mail recipient in the runtime.py file:

sudo vi /var/lib/ah2/production/runtime.py

Change the recipient from someone@example.com to trainer@localhost (or
trainee@localhost)
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def configs():
# Source definitions

yield source("dshield"”,
asns=[680,24940])

yield source("abusech")
yield source("arborssh")
yield source("sshlog")
yield source("cymru-rss")

# Customer definitions

yield customer("everything-to-mail-at-8-o-clock",
rules.ANYTHING(),
mail(to=["trainer@localhost"], times=["108:30"]))

yield customer("asn3-or-netblock",
rules.OR(
rules.MATCH("asn", "3"),
rules.NETBLOCK("127.6.68.1", 16)))

yield customer("fi-urls",
rules.MATCH("url", re.compile(r"~http(s)?://[\w\.]+\.Fi(\W|S)", re.u | re.I)))

yield customer("ENISA",
rules.MATCH("tag", "ENISA"),
I mail(to=["trainer@localhost"], times=["10:35"]))

Figure 6: Runtime.py

3. Start AbuseHelper

sudo su - abusehel -s /bin/bash # change to the abusehel system
user

botnet start /var/lib/ah2/production # start the bots defined in
the startup.py script

botnet status /var/lib/ah2/production # ask for the status, at
least one instance should be running

botnet stop /var/lib/ah2/production # stop the abusehelper bots
Logs can be found in these directories:

/var/lib/ah2/production/log/

/var/log/ejabberd/

To enable logging functionality for every bot (logs can be found from
/var/lib/ah2/production/log)uncomment the lines outlined below in the picture.
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C

File Edit View Search Tools Documents Help
n P Open ~ ﬂ Save |g. € Undo

| ] ejabberd.cfg % startup.py % sanitizer.py % abusech.sanitizer.py %
import os

from abusehelper.core.config import relative_path
from abusehelper.core.startup import Bot

xmpp_jid = 'abusehel@localhost'
xmpp_password = 'exercise'
service_room = 'abusehelper’
enable_mailer = True

def basic(name, *args, **attrs):
template = Bot.template(
xmpp_jid=xmpp_jid,
Xmpp_password=xmpp_password,
service_room=service_room,
o dapnnre Fact _ Trye
## Uncomment the following lines, and the bots will keep
## persistent state and log to files, respectively.
bot_state_file=relative_path("state", name + ".state"),
log_file = relative_path("log", name + ".log")

return template(name, *args, **attrs)

Figure 7: Startup.py state and log configuration

4, Start Jabber clients

There are several Jabber clients installed; you should at least try the following ones:

Psi+

Graphical client; you will have to trust the certificate presented by the Jabber service
manually.

M Service Discovery

090 00 = XB  Lr2EETG localhost | @+ & 4 % @ _
S _— * localhost 2 (0/0)
Address: | localhost v | Node: v || Browse | | trainer o)
Name v JID Node
§4 localhost localhost
v & chatrooms conference.localhost
» & abusehelper abusehelper@confe...
» & abusehelper.source.abusech abusehelpersource....
» & abusehelper.source.dshield abusehelpersource....
» & abusehelper.sources abusehelper.sources...
» & IRC Transport irc.localhost
» §4 Publish-subscribe pubsub.localhost
» ] SOCKSS Bytestreams proxy.localhost
» §4f vCard User search vjud.localhost

["] Auto-browse into objects

[ Automatically get item information

rsi |_ Close | | @ 2 Online v

Figure 8: Psi+ initial configuration

This screenshot shows the service discovery feature:
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@ Psi: Service Discovery

20 00 =RB aE =

Address: | localhost

Name
jsjlocalhost

Z-Z8Chatrooms
+-gRabusehelper
gRabusehelper.customer.all_to_wiki
ZRabusehelper.customer.unknown_to_mail
ZRabusehelper.source.dshield
ZRabusehelper.source.ircfeed
ZRabusehelper.sources
ZRabusehelper.type.malware
+-@Rabusehelpertypes
+-gabusehelper.type.spam
+-gZRabusehelper.type.unknown
+-ZRIRC Transport
+§4{SOCKS5 Bytestreams
+JefPublish-Subscribe
+Jejvcard User Search

Localho

v Browse

JID Node

’T| Node:

localhost
conference.localhost
abusehelper@conference.l...
abusehelper.customer.all_t...
abusehelper.customer.unk...
abusehelper.source.dshield...
abusehelper.source.ircfeed...
abusehelper.sources@conf...
abusehelper.type.malware...
abusehelper.types(@confer...
abusehelper.type.spam@c...
abusehelper.type.unknown...
irc.localhost

proxy.localhost
pubsub.localhost
vjud.localhost

Figure 9: Psi+ service discovery

= Roomreader

Command line client, comes with AbuseHelper
roomreader --xmpp-ignore-cert trainer@localhost abusehelper

16] INFO

1 INFO <abu

helper@conference.

clock'

helper@conference.

0 <abusehelper@conference.

ot[29716] INFO =abusehelper@c

root 16] INFO =abusehelper@conference.
root[29716] INFO =abusehelper@conference.

08:53 root[29716] INFO <abusehelper@conference.

Lhost abusehelper

with JID ‘trair
it

2 INFO Offering ser
0 sent 'archivebec
localhost/archivebot > INFO Joining room

localhost/runtime> 201

localhost/archivebot>

INFO L

fruntime - B INFO Waiting for 'arc
localhost/runtimes= INFO Lost connection to '

localhost/runti S s INFO Waiting for 'archiveb

localhost/runtimes

Figure 10: Roomreader

Use these credentials for the clients (used in roomreader application):

XMPP username:
students

XMPP password: exercise

XMPP Room: abusehelper

trainer@localhost #

INFO Sent 'archivebot'

2 INFO Joining room '

Lost connection to '

trainee@localhost

for
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Task 2 Working with AbuseHelper

This part will contain several subtasks.

1.

Making yourself familiar with AbuseHelper

The first step will be to watch the different subrooms and identify the information flow. The
table at the end of this section helps to structure and evaluate the learning process. Figures

11 and 12 show screenshots from different data feeds.

©) [50] abusehelper % % abusehelpersource.abusech % @ ©¥ abusehelpersource.dshield % | % abusehelpersources %

29] <dshield> feed=dshield, updated="2012-08-20 01:59:12", ip=113.16.175.170, reports=141, asn=0, lastseen=2012-08-19, targets=86,
2010-02-08

29] <dshield> feed=dshield, updated="2012-08-21 07:49:26", ip=113.53.240.6, reports=120, asn=0, lastseen=2012-08-21, targets=73,
2009-11-23

29] <dshield> feed=dshield, updated="2012-08-19 13:48:13", ip=115.84.178.97, reports=150, asn=0, lastseen=2012-08-19, targets=93,
2009-08-03

:29] <d5hle\d> feed=dshield, updated="2012-08-21 06:00:43", ip=115.187.16.2, reports=198, asn=0, lastseen=2012-08-21, targets=13,

#111:38:29] <d5hle\d> feed=dshield, updated="2012-08-19 13:32:12", ip=115.187.16.3, reports=156, asn=0, lastseen=2012-08-19, targets=9,
firstseen=2010-03-04

:38:29] <dshield> feed=dshield, updated="2012-08-19 19:20:28", ip=94.73.43.8, reports=258, asn=0, lastseen=2012-08-19, targets=143,
firstseen=2012-02-09
#[11:38:30] <dshield> feed=dshield, updated="2012-08-09 18:56:08", ip=115.119.211.20, reports=229, asn=0, lastseen=2012-08-09, targets=141,
firstseen=2012-03-11
#[11:38:30] <dshield> feed=dshield, updated="2012-08-21 03:12:38", ip=60.250.7.19, reports=290, asn=0, lastseen=2012-08-20, targets=141,
firstseen=2012-02-20
#[11:38:30] <dshield> feed=dshield, updated="2012-08-21 07:44:00", ip=188.247.81.5, reports=7437, asn=0, lastseen=2012-08-21, targets=560,
firstseen=2011-11-14
#[11:38:30] <dshield> feed=dshield, updated="2012-08-21 01:58:44", ip=125.209.77.78, reports=3034, asn=0, lastseen=2012-08-20, targets=811,
firstseen=2012-01-19
#-[11:38:30] <dshield> feed=dshield, update
#-[11:38:30] <dshield> feed=dshield, update
firstseen=2012-08-16
#-[11:38:30] <dshield> feed=dshield, updated="2012-06-25 20:35:25", ip=196.1.236.5, reports=1, asn=0, targets=1
#[11:38:30] <dshield> feed=dshield, update: '2012-07-26 10:28:13", ip=66.249.71.168, reports=30, asn=0, |astseen=2012-07-25, targets=5,
firstseen=2012-04-21
#-[11:38:30] <dshield> feed=dshield, updated="2012-08-21 00:40:20", ip=109.100.44.115, reports=830, asn=0, lastseen=2012-08-20, targets=294,
firstseen=2012-03-25
#[11:38:30] <dshield> feed=dshield, updated="2012-08-09 12:29:46", ip=122.224.4.49, reports=2419, asn=0, lastseen=2012-08-08, targets=1651,
firstseen=2012-05-17

#[11:38:33] <dshield> feed=dshield, updated="2012-08-11 02:03:40", ip=128.31.12.39, reports=157, asn=3, lastseen=2012-08-11, targets=78,
firstseen=2009-10-20

'2012-06-25 19:07:38", ip=89.222.133.76, reports=1, asn=0, targets=1
'2012-08-18 01:57:53", 118.213.88.25, reports=1607, asn=0, lastseen=2012-08-16, targets=1315,

Figure 11: Dshield bot data

Moderators (2)
¢ dshield

P dshield.sanitizer
Participants (1)
@ptrainer

~ |visitors

Q [108] abusehelper % | abusehelpersource.dshield 3% % abusehelper.source.abusech %

| Topic: |
77147 <dUUSECIT> SLElUS=0IINE, 1eeU=aUuuse.il, MdIWaIe=Zeus, [EVer=UNKIUWI, [J=1UY.71.45.52, Ue= ZULZ-Us-U0 10:40:27 UTL , S0UILe
ttps://zeustracker.abuse.ch/rss.php, host=web-shopz.net, "more info"="https://zeustracker.abuse.ch/monitor.php?host=web-shopz.net", country=NL,
typs C&C, asn=21155
#[15:37:14] <abusech> status=unknown, feed=abuse.ch, malware=zeus, level=unknown, ip=46.166.157.141, time="2012-08-06 16:41:28 UTC", "source
ttps://zeustracker.abuse.ch/rss.php, host=46.166.157.141, "more info"="https://zeustracker.abuse.ch/monitor.php?host=46.166.157.141",
country=Al, type=c&c, asn=28753, sbl="http://www.spamhaus.orq/sbl/sbl.lasso?query=5BL134107"
#1[15:37:14] <abusech> status=unknown, feed=abuse.ch, malware=zeus, level=unknown, ip=77.92.154.181, time="2012-08-06 16:39:11 UTC", "source
url"=https://zeustracker.abuse.ch/rss.php, host=77.92.154.181, "more info"="https://zeustracker.abuse.ch/monitor.php?host=77.92.154.181", country=TR,
type=c&c, asn=42910, sbl="http://www.spamhaus.org/sbl/sbl.lassc?query=5BL 150253"
#115:37:14] <abusech> status=online, feed=abuse.ch, malware=zeus, level=unknown, ip=127.0.0.2, "source url"=https://zeustracker.abuse.ch/rss.php,
host=blackzing. moea.com, "more info"="https://zeustracker.abuse.ch/monitor.php?host=blackzing.mooo.com", time="2012-08-06 16:34:52 UTC", type=c&c,
asn=0, sbl="http://www.spamhaus.org/sbl/sbl.lasso?query=5BL233"
#[15:37:14] <abusech> status=online, feed=abuse.ch, malware=zeus, level=unknown, ip=188.93.150.35, time="2012-08-06 16:31:43 UTC", "source
url"=https://zeustracker.abuse.ch/rss.php, host=facebookrecover.net, "more info"="https://zeustracker.abuse.ch/monitor.php?host=facebookrecover.net",
ceuntry NL, type=c&c, asn=21155
#[15:37:14] <abusech> status=offline, feed=abuse.ch, malware=citadel, level=unknown, "source url"=https://zeustracker.abuse.ch/rss php,
host=lafuerzablanca.com, "more info"="https://zeustracker.abuse.ch/monitor.php?host=lafuerzablanca.com”, time="2012-08-02 07:10:48 UTC", type=cé&c,
asn=0
#1(15:37:14] <abusech> status=online, feed=abuse.ch, malware=zeus, level="
"source url"=https:j/zeustracker.abuse.chirss.php, host=click-on.ru, "mare info'
type=cé&c, asn=50448
#[15:37:14] <abusech> status=offline, feed=abuse.ch, mal itadel, level=unknown, "source url"=https://zeustracker.abuse.ch/rss.php,
host=exampleanddacked.in, "more info"="https://zeustracker.abuse.ch/monitor.php?host=exampleanddocked.in", time="2012-08-02 06:51:48 UTC",
type=c&c, asn=0
#115:37:14] <abusech> status=online, feed=abuse.ch, malware=citadel, level="hacked webserver", ip=77.222.40.149, time="2012-08-02 06:29:19 UTC",
"source url"=https://zeustracker.abuse.ch/rss.php, host=reklama-garant.ru, "more info"="https://zeustracker.abuse.ch/monitor.php?host=reklama-garant.ru",
country=RU, type=c&c, asn=44112, sbl="http://www.spamhaus.org/sbl/sbl.lasso?query=5BL149614"
4 4] <abusech> status=online, feed=abuse.ch, malware=zeus, level=unknown, ip=31.204.130.58, time="2012-08-01 18:52:47 UTC", "source
ttps://zeustracker.abuse.ch/rss.php, host=fmdIl.org, "more info"="https:/jzeustracker.abuse.ch/monitor.php?host=fmdIl.org", country=NL, type=cé&c,
asn=49544
#[15:37:14] <abusech> status=online, feed=abuse.ch, malware=citadel, level="hacked webserver", ip=50.22.66.188, time="2012-08-01 18:23:15 UTC",
"source url"=https://zeustracker.abuse.ch/rss.php, host=topt ‘eagency.com, "maore
l info"="https://zeustracker.abuse.ch/monitor.php?host=tophatinsuranceagency.com", country=US, type=c&c, asn=36351

Figure 12: AbuseCH bot data

acked webserver”, ip=109.95.210.16, time="2012-08-02 07:01:27 UTC",
https://zeustracker.abuse.ch/monitor.php?hest=click-an.ru", country=RU,

Carry on and include additional data feeds

In this task the students should identify and describe the data feeds in the

Moderators (1)
Py abusech
Participants (1)
Pyptrainer
Visitors

/usr/share/lib/python2.7/dist-packages/abusehelper/contrib
section and document which to include. Afterwards they should configure the bots in the
startup.py and runtime.py files (error messages will be logged to the bot files in the
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/var/lib/ah2/production/log/ folder):

# Launch a nice source bot from the contrib. Remember to explicitly
# define the bot module name, as this is not a core bot!

yield basic("abusech", "abusehelper.contrib.abusech.abusechbot")

yield basic("arborssh", "abusehelper.contrib.arbor.ssh")

yield basic("sshlog", "abusehelper.contrib.sshlogbot.sshlogbot” ,MBt Jvar/log/auth.leg")

yield basic("cymru-rss", "abusehelper.contrib.rssbot.rssbot",fee http://www.team-cymru.org/News/secnews.rss")

Figure 13: Startup.py bot configuration
# Source definitions

yield source("dshield",
asns=[680,24940])

yield source("abusech
yield source("arborssh")
yield source("sshlog")
yield source("cymru-rss")

Figure 14: Runtime.py bot configuration

The user account used in order to run the AbuseHelper application is abusehel.
Restart AbuseHelper with commands:

botnet stop /var/lib/ah2/production

botnet start /var/lib/ah2/production

wsehelpersource.abusech % 7 abusehelpersource.spamhaus % ©) [3346] abusehelper.source.malwaredomainlist % | ©¥ abusehelpersource.arbor % 4|+ =(x

Topic:
f[ﬂa.u 57] <arbor> cduntzﬂ 0, cc=FR, ip=213.151.174.158, registry=ripencc, "as name"="FCV FRANCE CITEVISION SAS", bgp_prefix=213.151.160.0119, |~ Moderators (1)
allocated=2001-04-02, asn=25187 parbor
#[16:43:58] <arbor> count=3.0, cc=CO, ip=186.112.30.109, registry=lacnic, "as name"="COLOMBIA TELECOMUNICACIONES S.A. ESP", Participants (1)
bgp_prefix=186.112.16.0/20, allocated=2009-04-29, asn=3816 Dytrainer

#[16:43:58] <arbor> count=3.0, cc=CO, ip=190.146.89.60, registry=lacnic, "as name"="Telmex Colombia S.A.", bgp_prefix=190.146.88.0/22,
allocated=2007-01-11, asn=10620

#[16:43:58] <arbor> count=2.0, cc=IT, ip=84.33.192.45, registry=ripencc, "as name"="INCUBATEC-AS incubatec GmbH - 5rl", bgp_prefix=84.33.192.0/18,
allocated=2004-08-19, asn=34081

#[16:43:58] <arbor> count=2.0, cc=AR, ip=190.220.229.200, registry=Iacnic, "as name"="Techtel LMDS Comunicaciones Interactivas S.A.",
bgp_prefix=190.220.224.0/21, allocated=2008-08-13, asn=11664

#[16:43:59] <arbor> count=2.0, cc=C0, ip=186.169.248.157, registry=lacnic, "as name"="Telefonica Moviles Colombia", bgp_prefix=186.169.0.0/16,
allocated=2011-04-04, asn=27921

#[16:43:59] <arbor> count=2.0, cc=CN, ip=58.254.143.204, registry=apnic, "as name"="CHINA169-GZ China Unicom IP network Chinal69 Guangdong
province”, bgp_prefix=58.254.142.0/23, allocated=2005-06-17, asn=17816

#[16:43:59] <arbor> count=2.0, cc=IT, ip=92.60.66.31, registry=ripencc, "as name"="NML-AS NEWMEDIALABS SRL", bgp_prefix=92.60.66.0/24,
allocated=2007-11-30, asn=47880

#[16:43:59] <arbor> count=2.0, cc=CO, ip=186.145.9.117, registry=lacnic, "as name"="Telmex Colombia S.A.", bgp_prefix=186.145.8.0/22,
allocated=2010-03-11, asn=10620

#[16:44:00] <arbor> count=2.0, cc=CN, ip=221.202.69.107, registry=apnic, "as name"="CHINA163-BACKBONE CNCGROUP Chinal69 Backbone",
bgp_prefix=221.200.0.0/14, allocated=2003-06-12. asn=4837

#[16:44:00] <arbor> count=2.0, cc=C0, ip=186.180.144.82, registry=lacnic, "as name"="Colombia Movil", bgp_prefix=186.180.128.0/17,
allocated=2010-09-20, asn=27831

#[16:44:00] <arbor> count=2.0, cc=ES, ip=80.36.181.254, registry=ripencc, "as name"="TELEFONICA-DATA-ESPANA TELEFONICA DE ESPANA",
bgp_prefix=80.36.0.0/16, allocated=2001-11-12, asn=3352

#[16:44:001 <arbor> count=2.0, cc=PL, ip=178.36.239.249, registry=ripencc, "as name"="INTERNETIA-AS Netia SA", bgp_prefix=178.36.0.0/15,
allocated=2010-01-28, asn=12741

#[16:44:011 <arbor> count=2.0, cc=UA, ip=46.211.207.26, registry=ripencc, "as name"="KSNET-AS Kyivstar GSM", bgp_prefix=46.211.128.0/17,
allocated=2010-12-17, asn=15895

#[16:44:01] <arbor> count=2.0, cc=FR, ip=78.227.103.125, registry=ripencc, "as name"="PROXAD Free SAS", bgp_prefix=78.192.0.0/10,
allocated=2007-03-15, asn=12322

#[16:44:01] <arbor> count=2.0, cc=CN, ip=218.23.163.51, registry=apnic, "as name"="CHINANET-BACKBONE No.31,jin-rong Street",
bgp_prefix=218.23.160.0/20, allocated=2001-04-12, asn=4134

Visitors

Figure 15: Arbor bot data
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1sehelper.source.dshield % | ¥ abusehelpersource.abusech % ) [200] abusehelper.source.spamhaus % % abusehelper.source.malwaredomainlist % 4‘ v x|
| Topic: |
ZUETIER.LE Ul AWSUPETTIUSUNIYLCL | CU=U,  SUUICE UIT =1L W WL Well SOOI 5L LUN IS V. P, UIIESLEps 20U9-U0- 13 UU.UU.U0 UTC | asli=I939z, |

Moderators (1)
reverse=vip-www3.superhosting.cz.

#[15:56:18] <malv

22.236.47.205, ¢ malwaredomainlist
2009-08-25 00:00:00 UTC", asn=09318 Participants (1)

omainlist> feed=mdlcsv, description=RFI, url=http://iad4151.co.kr/cqi/data/readme.txt,
registrant=iad4151@hanmail.net, cc=0, "source url"=http:/fwww.malwaredomainlist.com/mdlcsv.php, timestam

#115:56:18] <malwaredomainlist> feed=mdlcsv, description="directs to exploits", url=http:/js.tongji.linezing.com/1189582/tongji.js. ip=119.42.225.167, rtrainer
registrant="Le Guo |arrykwo@yahoo.com", cc=0, "source url"=http://www.malwaredomainlist.com/mdlcsv.php. timestamp="2009-08-25 00:00:00 UTC", Visitors
asn=37963, reverse=Ivsl.bmvip.cnz.alimama.com
#115:56:19] <malwaredomainlist> feed=mdlcsv, description="malware calls heme", url=http://kenybs.c dppryr php, ip=74.54.82.224,

-

registrant="DRT / regerakk@yaheo.com", cc=0, "source url"=http://www.

asn=21844, reverse=e0.52.364a.static.theplanet.com

#[15:56:19] <malwaredomainlist> feed=mdlcsv, reverse=bluechip3.ukhostdu.com.,
url=http: ffwww.oiluk.net/cache/cache 94afbfb2f291e0bf253fcf22229d238¢ 180836fb956ab9d91a50f9add968699, ip=188.64.184.32, asn=47625, cc=0,
"source url"=http://www.malwaredomainlist.com/mdlcsv.php, timestamp="2003-08-30 00:00:00 UTC", registrant=domain-admin@easily.co.uk

mainlist> feed=mdlcsv, description="redirects to fake av", url="http://goeglle.in/in.cqi?4&parameter=wifi", ip=91.207.6.114,
senia Victorovna Soboleva / jorazs@yandex.ru", cc=0, "source url"=http://www.malwaredemainlist.com/mdlcsw.php, timestamp="2009-09-01
7142, reverse=114.6.207.91.unknown.SteepHost.Net.

omainlist> feed=mdlcsv, description="iframe directs to Luckysploit", url=http://bundesregeirunq.de/, ip=217.13.199.34,

registrant="Frank Schuster / info@prosite.de", cc=0, "source url"=http://www.malwaredomainlist.com/mdicsv.php, timestamp="2009-09-01 00:00:00 UTC",
asn=15657, reverse=www14.prosite.de.

t.com/mdIcsv.php, timestamp="2009-08-28 00:00:00 UTC",

#115:56:19] <mal edomainlist> feed=mdlcsv, description=RFI, url=http://www.unixpoint02.xpg.com.b txt, ip=200.149.77.223,
registrant="Contato WFG / registro@webforce.com.br", cc=0, "source url"=http://www.malwaredomainlist.com/mdlcsv.php, timestamp="2009-09-03
00:00:00 UTC", as| 738

#[15:56:19] < omainlist> feed=mdIcsv, description="Adware Dream Media Player",

url=http://preview.licenseacqguisition.orq/196/1056417821.10121/dmp exe, ip=143.215.203.17, registrant="William Freeman / neteng@zango.com”, cc=0,
"source url"=http:/jwww.malwaredomainlist.com/mdlcsv.php, timestamp="2009-09-03 00:00:00 UTC", asn=2637

#115:56:20] < edomainlist> feed=mdlcsv, description="directs to trojan", url=http:/adgallery.whitehousedrugpolicy.gov/members/Miley-Cyrus-
Nude/default.aspx 198.77.71.192, registrant=abuse@noc.privatedns.com, cc=0, "source url"=http://www.malwaredomainlist.com/mdlcsv.php.
timestamp="2009-09-05 00:00:00 UTC", asn=3356, reverse=adgallerywhitehousedrugpolicy.gov.

#[15:56:20] <malwa mainlist> feed=mdlcsv, description=RFl, url=http://www.tudoaqui2.xpg.com.br/testa.txt, ip=200.149.77.223, registrant="Contato
WFG / registro@webforce.com.br", cc=0, "source url"=http://www.malwaredomainlist.com/mdlcsv.php, timestamp="2009-09-07 00:00:00 UTC", asn=7738

$115:56:22] edomainlist> feed=mdlcsv, description="obfuscated iframe directs to exploits", url=http:/fjarasumjazz.com/, ip=118.219.234 63, g
registrant="jae-jin In chl57@hanmail.net", cc=0, "source url"=http://www.malwaredomainlist.com/mdlcsv.php, timestamp="2009-09-10 00:00:00 UTC", [ ‘
asn=9318

Figure 16: Malwaredomainlist data

©) [6]abusehelper % % abusehelpersource.dshield % % abusehelpersource.abusech % | abusehelpersource.spamhaus % v|x
| Topic |

#i15:5157] <spamhaus: url="http://www.spamhaus org/drop/drop.lasso?query=SBL106079", source="Spamhaus DROP", netblock=198.181.64.0/19, | Moderators (1)
registry=arin, allocated=1993-12-02, cc=US ¥ spamhaus
#[15:51:57] <spamhaus url="http://www.spamhaus.org/drop/drop.lasse?query=SBLI6708", source="Spamhaus DROP", netblock=198.183.32.0/19, Participants (1)

registry=arin, allocated=1993-08-10, cc=US ytrainer

#[15:51:58] <spamhaus> url="http://www.spamhaus.org/drop/drop.lasse?query=SBL23976", source="Spamhaus DROP", netblock=198.186.25.0/24, \Visitors

registry=arin, allocated=1993-06-21, cc=US

#[15:51:58] <spamhaus> url="http://www.spamhaus.erg/drop/drop.lasse?query=SBL8179", source="Spamhaus DROP", netblock=198.204.0.0/21,

registry=arin, allocated=1993-06-22, cc=US

#[15:51:58] <spamhaus> url="http://www.spamhaus org/drop/drop.lasse?query=SBL106080", source="Spamhaus DROP", netblock=198.205.64.0/19,

registry=arin, allocated=1993-08-12, cc=US

#[15:51:59] <spamhaus> url="http://www.spamhaus.org/drop/drop.lasse?query=SBL96745", source="Spamhaus DROP", netblock=199.5.152.0/23,

registry=arin, allocated=1993-12-14, cc=US

#[15:51:59] <spamhaus> url="http://www.spamhaus org/drop/drop.lasse?query=SBL103498", source="Spamhaus DROP", netblock=199.33.145.0/24,

registry=arin, "as name"="CYBERNET - CyberNET Engineering", bgp_prefix=199.33.145.0/24, allocated=1994-01-10, asn=10739, cc=US

#[15:51:59] <spamhaus> url="http://www.spamhaus.org/drop/drop.lasse?query=SBL96704", source="Spamhaus DROP", netblock=199.34.128.0/18,
' registry=arin, allocated=1994-01-07, cc=US

#[15:52:00] <spamhaus> url="http://www.spamhaus.org/drop/drop.lasse?query=SBL96703", source="Spamhaus DROP", netblock=199.46.32.0/19,

registry=arin, allocated=1994-01-22, cc=US

#[15:52:00] <spamhaus> url="http://www.spamhaus.org/drop/drop.lasse?query=SBL9159", source="Spamhaus DROP", netblock=199.60.102.0/24,

registry=arin, allocated=1994-04-07, cc=CA

#[15:52:00] <spamhaus> url="http://www.spamhaus org/drop/drop.lasse?query=SBL147763", source="Spamhaus DROP", netblock=199.71.192.0/20,

registry=arin, allocated=1994-02-01, cc=CA

#[15:52:011 <spamhaus> url="http://www.spamhaus.org/drop/drop.lasse?query=SBL96702", source="Spamhaus DROP", netblock=199.84.64.0/19,

registry=arin, allocated=1994-02-10, cc=CA

#115:52:01] <spamhaus> url="http://www.spamhaus.ora/drop/drop Jasso?query=SBL109258", source="Spamhaus DROP", netblock=199.88.32.0/20,

registry=arin, allocated=1994-03-24, cc=US

#115:52:01] <spamhaus> url="http:/www.spamhaus.org/drop/drop.lasso?query=5BL109259", source="Spamhaus DROP", netblock=199.88.48.0/22,

registry=arin, allocated=1994-03-24, cc=US

#115:52:01] <spamhaus> url="http://www.spamhaus.org/drop/drop.lasso?query=SBL6658", source="Spamhaus DROP", netblock=199.120.163.0/24,
registry=arin, allocated=1994-03-03, cc=US I ‘

#115:52:02] <spamhaus> url="http://www.spamhaus.ora/drop/drop.lasso?query=S5BL97023", source="Spamhaus DROP", netblock=199.165.32.0/19,
registry=arin, allocated=1994-04-29, cc=US

Figure 17: Spamhaus data

3. Filter information feeds
There are different ways to filter the incoming information to be more relevant to your
organisations infrastructure. Start with dshield and open the runtime.py. You will find an entry
regarding the Autonomous System Numbers (ASN) (see Figure 18). Change the ASN to your
organisation’s network(s). Edit runtime.py
(/var/lib/ah2/production/runtime.py) to filter ASN numbers. In the following
screenshot (Figure 18) we configured the ASN 680 and 24940 to fetch exclusively data for
these networks. A list linking ASN to organisations can be found here.
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def configs():
# Source definitions

yield source("dshield",
Bsns=[680, 24940])

yield source("abusech")
yield source("arbor")
yield source("spamhaus")

Figure 18: Runtime ASN config in runtime.py

The functionality of this filter mechanism is implemented in the dshield bot itself.

Sanitizers take the raw data provided by the bots, clean it according to the configuration and
deliver it into the abusehelper.sources room. Examples for sanitizer scripts are available in
/var/lib/ah2/production/custom/. These can be easily adapted for other bots. You can add
fields in the sanitizer scripts:

grom abusehelper.core import events
import sanitizer

class DShieldSanitizer(sanitizer.Sanitizer):
def sanitize(self, event):
new = events.Event()

new.update("ip", event.values("ip", sanitizer.ip))

if not new.contains("ip"):
self.log.error("No valid IP for event %r", event)
return

new.update("time", event.values("updated", sanitizer.time))
if not new.contains("time"):
self.log.error("No valid time for event %r", event)
return

new.update("asn", event.values("asn"))
new.add("tag", "ENISA")
yield new

if _name__ == "__main__":
DShieldSanitizer.from_command_line().execute()

Figure 19: Dshield sanitizer with tag added

These fields/tags can be used in rules. Let the students create a sanitiser script for one of the
bots from contrib and modify it to add the ENISA tag to the output.
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® @ ® abusehelper.sources@conference.localhost

Topic: |

[13:13:22] <dshield.sanitizer> ip=192.76.176.9, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC N

[13:13:22] <dshield.sanitizer> ip=87.77.61.136, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=141.76.124.135, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=194.95.226.24, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=130.75.116.210, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=130.75.1.32, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=195.37.26.239, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=134.169.35.138, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=137.226.34.229, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=139.18.25.3, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=195.37.209.182, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=141.35.40.136, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=134.169.22.80, tag=ENISA, asn=680, time=2012-09-03 12:44:33 UTC
[13:13:22] <dshield.sanitizer> ip=195.37.234.90, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=193.174.126.158, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=141.46.8.84, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=141.23.85.105, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=129.217.96.196, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=192.53.103.108, tag=ENISA, asn=680, time=2012-09-04 07:55:55 UTC
[13:13:22] <dshield.sanitizer> ip=134.96.7.100, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] =dshield.sanitizer> ip=131.220.111.150, tag=ENISA, asn=680, time=2012-09-04 09:23:17 UTC
[13:13:22] =dshield.sanitizer> ip=129.26.163.117, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC
[13:13:22] <dshield.sanitizer> ip=141.23.113.152, tag=ENISA, asn=680, time=2012-09-04 05:55:34 UTC

Figure 20: Dshield output with ENISA tag

You can write rules to filter output. First, tweak the def _mail section in the runtime.py to use
abusehelper.sources as data input:

def _mail(room):
mail_room = room_prefix +
yield Session("mailer",
src_room=mail_room,

'.sources"

to=to,

cc=cc,

times=times,

template=template)
return _mail

Figure 21: Runtime rules in runtime.py

Secondly, add a customer definition:

yield customer("ENISA",
rules.MATCH("tag", "ENISA"),

B nmail(to=["trainer@localhost"], times=["10:35"]))

Figure 22: Custom rule

In the next screenshot (Figure 23) an example report is shown (you might have to open the
mail with the command line mail utility first):
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From abusehelper@exercisels

To trainer@exercise’iJ

| % Reply | |4 ReplyAll| ~ |= Forward || & Archive

10:25 AM
Other Actions =

T2ULZ-U9-Ud ZITZ/T3L UTL, L34,
2012-09-04 21:27:31 UTC,134.
2012-09-03 13:59:16 UTC,129,
2012-09-04 05:55:34 UTC, 212,
2012-09-04 05:55:34 UTC,194,
2012-09-04 05:55:34 UTC,141.
2012-09-04 21:27:31 UTC, 212,
2012-09-04 05:55:34 UTC,134,
2012-09-04 10:08:17 UTC,131.
2012-09-04 21:27:31 UTC,141.
2012-09-04 05:55:34 UTC,141.

.30.239.170,

2012-09-04 05:55:34 UTC,132,

2012-09-04 05:55:34 UTC,141.

2012-09-04 05:55:34 UTC,134,

2012-09-04 05:55:34 UTC,130.

2012-09-04 21:27:31 UTC,141.

.75.74.1839,

2012-09-04 21:27:31 UTC,141.

2012-09-05 00:39:00 UTC,195.

2012-09-04 21:27:31 UTC,194,

2012-09-04 21:27:31 UTC,129,

2012-09-04 21:27:31 UTC,128,

2012-09-04 05:55:34 UTC,193.

2012-09-04 05:55:34 UTC,141.

2012-09-04 05:55:34 UTC,192.

2012-09-04 21:27:31 UTC,141

2012-09-04 05:55:34 UTC,130

75, 2.5,
130.4.1,

217.4.42,
201.3.83,
94,20.169,
22,28.250,
201.31.186,

245,224,250,

246,9.1186,
76.189.223,
53,203.29,

252,173.4,
24,167,238,
96.191.5,

149,176,121,

23.111.45,

5,194,204,
37.142.123,
94,127.98,
70.144.21,
176,164,863,
174.75.166,
53,184,248,
76.176.9,

2012-09-04 05:55:34 UTC,87.77.61.136,

2012-09-04 05:55:34 UTC,141.
2012-09-04 22:07:04 UTC,194,
2012-09-04 05:55:34 UTC,130.
2012-09-04 05:55:34 UTC,130.
2012-09-04 05:55:34 UTC,195.
2012-09-04 05:55:34 UTC,134,
2012-09-04 05:55:34 UTC,137.
2012-09-04 05:55:34 UTC,139,
.37.209.182,
2012-09-04 05:55:34 UTC,141.
2012-09-03 12:44:33 UTC,134,
2012-09-04 05:55:34 UTC, 195,
2012-09-04 05:55:34 UTC,193.
2012-09-04 05:55:34 UTC,141.
.23.85.105,
2012-09-04 05:55:34 UTC,129,
2012-09-05 01:39:34 UTC,192.
2012-09-04 05:55:34 UTC,134,
2012-09-05 05:13:23 UTC,131.
2012-09-04 05:55:34 UTC,129,
2012-09-04 05:55:34 UTC,141.

2012-09-04 05:55:34 UTC,195

2012-09-04 05:55:34 UTC,141

76.124.135,
95,226.24,
75.116.210,
75.1.32,
37.26.239,
169.35.138,
226.34.229,
18.25.3,

35.40.138,
169.22.80,
37.234.90,

174,126,158,

46.8.84,

217.96.196,
53.103.108,
96.7.100,

220.111.150,

26.163.117,
23.113.152,

* @ 1attachment: report.csv 43.0KB

| save| ¥

Figure 23: Screenshot of mail with report

Other examples for rules can be found in the BruCon workshop presentation (to be found in
the /references folder).

The table below can be used in two ways by the students. First, it helps to structure the
learning experience with this exercise by providing tasks that require the students to look at
different aspects of the software. Second, it helps in the evaluation of the exercise. You can
use the information entered into the table to measure the student’s knowledge of
AbuseHelper after the exercise. Of course, you are free to add more questions.
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Which feeds are standard?

Which information do these deliver?

Where are additional feed bots available?

Integrate the Arbor SSH bot

startup.py:

yield basic(‘arborssh’,’abusehelper.contrib.arbor.ssh’)
runtime.py:

yield source(‘arborssh’)

Integrate the sshlogbot

startup.py: yield basic(‘sshlog’,
‘abusehelper.contrib.sshlogbot.sshlogbot’,
path=‘/var/log/auth.log’)

runtime.py:

yield source(‘sshlog’)

Integrate the Team Cymru RSS feed
startup.py:

yield basic(‘cymru
rss’,’abusehelper.contrib.rssbot.rssbot’,
feeds=‘http://www.team-
cymru.org/News/secnews.rss’)
runtime.py: yield source(‘cymru-rss’)

Create sanitizer scripts for the included bots (copy
from existing abusech.sanitizer.py)

Modify one sanitizer to add tag=ENISA to the output
and send corresponding report to localhost mailbox.

Name three bots you find most useful for your
work and give reasons for your decision
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4 Summary of the exercise

The summary should contain the following information.

a)

b)
c)

VSRoom:® VSRoom extends the AbuseHelper capabilities with data visualization (in the
browser) and workflows for critical service providers and governmental agencies; the source
code is provided on Bitbucket;

summary of the table entries;

discussion of issues that occurred during installation/use.

The most important part is a discussion regarding the usefulness in the working procedures

of the participating team. The instructor should lead the team to a decision whether to
deploy AbuseHelper in their own organization.

5 REFERENCES

1.

Cert.be, Abusehelper, 2011
http://www.abusehelper.be/

Clarified Networks, AbuseHelper, 2012
https://bitbucket.org/clarifiednetworks/abusehelper
Clarified Networks, AbuseHelper, 2012
https://www.clarifiednetworks.com/AbuseHelper

Additional resources are located in the /References directory of this exercise.

8 Virtual Situation Room (Clarified VSRoom) - a Situation Awareness System for Critical Infrastructure

https://www.clarifiednetworks.com/Clarified%20VSRoom
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