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Main Objective

In this exercise the students will learn how to leverage information
gathered during analysis into actionable signatures. Both network and
system oriented signatures will be discussed.

Targeted Audience

CERT Technical specialists. The exercise will use information gathered
during previous exercises 'Artifact analysis fundamentals’ and
‘Advanced artifact analysis’, these are likewise recommended as
prerequisites.

Total Duration

Approx. 8.0 hours

Time Schedule

Introduction to Snort rules, and Yara patterns. 3 hours
Task 1: Developing Snort rules 2.0 hours
Task 2: Developing Yara patterns 2.0 hours
Summary of the exercise 0.5 hour

Frequency

Once per team
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1 Objective and Description

The exercise begins with an introduction to Yara and Snort signature creation. Additionally, the
exercise covers signature syntax, descriptions of methods, how to make best use of different
options, and the main differences between the two tools.

Further, students will create Yara and Snort signatures, based on a set of results of malware analysis
conducted in previous exercises. After the creation of signatures, verification is performed. Yara
signatures are checked by analysing the files, and performing a verification to see if the samples
belong to the same family of malware samples identified (no false positive hits). Snort signatures will
be verified based on the set of network traffic capture (PCAP) files prepared earlier. Similar to the
Yara, students should look into capture files and identify suspicious traffic, and avoid false positive
hits.

Students will learn how to leverage on information gathered during analysis into actionable
signatures. Both network and system oriented signatures will be discussed.

The training is intended for CERT technical specialists. This exercise will use information gathered
during analysis conducted in the previous exercises.

2 General description

The goal of this exercise is to enable students to use information gathered during malware analysis
for the purpose of identifying compromised systems using automated tools. To accomplish this, two
approaches have been chosen to describe identification patterns of malware behaviour. Both are
open source, they are implemented in various tools, and they are used in the wild. One of the tools
(Yara) focuses on system evidence. The other (Snort*) focuses on patterns found in network traffic.

The information used in the signatures is derived from analysis in previous exercises.

This exercise starts with an introduction to the two formats, and will provide some background
information like tools which use the formats to identify compromised systems or alternative
approaches to achieve the same goal.

After the introduction, each format will be handled in a separate task. The trainer will provide one
example to convert analysis information into an actionable pattern in each task. Afterward, the
students will use the information gathered from the previous exercises to write signatures and test
them in a hands-on setting.

3 Exercise Course

3.1 Introduction

Developing malware signatures from information gathered during the analysis step is an important
part of the incident response process as it defines the line between detection and
reaction/correction. Being able to transform identified characteristics of malware behaviour (both
system and network related) into signatures and patterns, which can be used by off the shelf
software to identify compromised systems, supports an organisation’s recovery from an incident.

4 Open source network intrusion prevention and detection system http://snort.org/
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3.2 Network Intrusion Detection Systems (NIDS)

NIDS analyse network traffic for characteristics of malicious behaviour. This functionality can be
signature, anomaly, or rule based. Generally signatures detect the properties of attacks, rules
monitor attributes of vulnerabilities, and anomalies are based on the normal state of network traffic
and signal on deviations from this normal state. For the purpose of this exercise, we will focus on a
sub-category of NIDS, namely extrusion detection. The focus does not lie in the detection of the
attack but rather on detecting the behaviour of already compromised systems and the
corresponding malware.

There are mainly two Intrusion Detection Systems making use of rules in the Snort syntax: Snort and
Suricata®. Snort is under development since 1998, open source and backed by the company
Sourcefire (now a subsidiary of Cisco). Suricata has been under development since 2009 and targets
new technologies and solutions. It is open source and backed by the Open Information Security
Foundation.

3.2.1 Alternative IDS

Apart from commercial/proprietary systems, the most important alternative approach to network
IDS is the Bro® Network Security Monitor. This system uses its own approach to signature creation
(called policies instead of rules in Snort/Suricata). The developers consider Bro as being more of a
framework, providing its users with flexible monitoring and analysis capabilities. One of Bro’s most
prominent uses are in research projects’.

3.2.2 Log analysis

Firewall and web proxy logs can be used to identify network anomalies caused by misconfiguration
and malware. By implementing network egress policies and filters, systems and applications on
these systems can be identified when they try to communicate to non-local, illegitimate
destinations. To centralise and automatically correlated log information, SIEM & (Security
Incident/Event Management) systems have been developed.

3.2.3 Blackhole routing®

By routing illegitimate destination networks (like locally unused RFC 1918 and reserved networks) to
a blackhole router, it is possible to identify compromised systems scanning to map the local
network.

5 SURICATA IDS http://suricata-ids.org/

5 Bro Network Security Monitor https://www.bro.org/

7 Bro Research Projects https://www.bro.org/research/index.html

8 Practical Application of SIEM https://www.sans.org/reading-room/whitepapers/logging/practical-application-
sim-sem-siem-automating-threat-identification-1781

9Remotely Triggered Blackhole Filtering
http://web.archive.org/web/20060113035842/http://www.cisco.com/warp/public/732/Tech/security/docs/bl

ackhole.pdf
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3.2.4 Honeypots!®

Honeypots are isolated and closely monitored systems in a network that attracts attackers by
simulating a potentially vulnerable system. Due to the monitoring and the restricted environment, it
is possible to identify attacks and study the methods, and means of attacking parties.

3.2.5 Domain name system (DNS)

By monitoring Domain name system (DNS) requests for known malware related domains (drop
zones, C&C servers etc.), it is possible to identify compromised clients and mark these for further
investigation.?

4 Developing Snort signatures

4.1 Introduction

There will be three mandatory parts for this exercise and some optional add-ons. The first example
will be guided by the trainer to demonstrate the process and to provide the students with a hands-
on example. There are two different tasks for the students, one provided with information gathered
during the analysis in the previous exercise and one based on information gathered by network
based analysis tools (MITMProxy, Tcpdump, and Wireshark).?

The necessary information for all three tasks is placed in the corresponding subdirectory of the
training material. This is to provide the trainer with the possibility of starting the exercise with a
clean sheet for all students or to be able to use the tasks without prerequisite exercises.

In all tasks Snort is used to test the signatures.

4.2 Snort syntax

The Snort website provides a thorough documentation of the rules syntax.!® Here we will focus on
the basic structures and explain the main parts of the approach in the trainers example walk-
through.

Parts of a rule: Rule headers, Rule options
Parts of the rule headers: Action(s), Protocol(s), IP Address(es), Port(s), Direction(s)

Parts of the rule options: General, Payload, Non-Payload, Post-Detection

4.2.1 Keywords

There are keywords which are often used to define and narrow down the length of rules. The most
important are documented below and more can be found in the official Snort documentation:

Flow
Defines the direction and state of the traffic on which the rule will be activated.

10ENISA Report on Digital Honeypots http://www.enisa.europa.eu/media/press-releases/new-report-by-eu-
agency-enisa-on-digital-trap-honeypots-to-detect-cyber-attacks

11 Malicious DNS Activity http://exposure.iseclab.org/

2Tools are covered in exercises 1 and 2 of this set.

13 Writing Snort Rules http://manual.snort.org/node27.html

14 payload Detection http://manual.snort.org/node32.html
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Content
Contains a pattern that is searched for in the packet payload. It can be manipulated by further
keywords following in the rule options.

Nocase
Deactivates case matching for the previous 'content' keyword in the rule.

Offset
Marks the position in the packet to start searching for the pattern defined in the previous 'content'
keyword.

Depth
Defines how far an IDS should search for a pattern in a packet as defined in the previous 'content'
declaration.

Pcre
This keyword can be used to write patterns in regular expressions.

Classtype

Classtype contains a single or combined word to classify the type of event which has triggered the
rule.

Sid

Each rule is identified by a unique Snort rule identifier (sid). Sid’s above 1.000.000 can be used for
local rules.

Msg
This option contains a description of the event which will be logged and gives an analyst an
impression regarding the nature of an incident.

Reference
Rule writers can include links and pointers to vulnerability databases (CVE, OSVDB, general URL).

4.2.2 Perl Compatible Regular Expressions (PCRE) excursion

The Perl Compatible Regular Expressions library provides a set of functions as an APl to enable
applications to use the Perl syntax to define regular expressions. The usage of this library allows the
snort operator to define very flexible matching rules. For example, the following rule tries to match
Kelihos download activity and uses PCRE to match the binary names of a certain set of malware
samples:

Example:

alert http $HOME NET any -> $EXTERNAL NET any (msg:"ET TROJAN
Possible Kelihos.F EXE Download Common Structure 2";
flow:to_server,established; content:"/mod"; depth:4; nocase;
http uri; content:".exe"; nocase; http uri; fast pattern:only;
pcre:"/*\/mod[12]\/[*\/]1+?\.exe$/Ui"; content:!"User-Agent|3a|";
http_header; nocase; content:"Host|3a|"; depth:5; http header;
reference:md5,9db28205c8dd40efcf7f61lel55a96de5; classtype:trojan-
activity; sid:2018395; rev:3;)

The following is an explanation of the PCRE syntax of this example:

pcre:"/*\/mod[12]\/[*\/]1+?\.exe$/Ui"
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The expression itself is contained between / markings, followed by post-expression modifiers U and
i. The latter tells Snort to match the expression without regard to case and the former to match the
decoded URI.

The » marks the beginning of the URI string. The backslash “escapes” the following slash, meaning
to use a literal / followed by the string mod and the digit 1 or 2. Afterwards we have another escape
slash. The expression in the squared bracket modified by +? means all further slashes and the
content in between will be matched exactly.

The term \.exe$ signifies the string “.exe” being the end of the line.

5 Trainer example of creating a rule

This is a step by step walkthrough of the process which leads from the collection of malware
properties to a usable rule.

First collect all network related data from static and dynamic analysis or real world data gathered
during the detection of an incident.

Secondly organise the information according to helpful categories (IPs, domains, protocols, payload,
etc.).

Thirdly sort the information and add context like WHOIS data for domains and IPs, and information
about the content of websites. Search for previous analysis of related incidents. Take care to avoid
alerting the potential attacker of your analysis.

Identify properties unique to the behaviour of the malware. Important criteria during this phase is to
include the context of the information source (dynamic analysis / static analysis, in the wild), type of
the malware (e.g. spear-phishing / botnet) and the environment of the target (consumer, company,
type of industry).

Define the rule options section, and convert identified information into an actionable rule. Keep in
mind that you should try to make the rule as simple as possible. Optimally, there would be a single
property of the traffic that identifies the malware in question. In a less than optimal situation; the
student needs to focus on a balance of false positives and false negatives (aka common error rate).

5.1 Collect network related information from previous analysis

Cuckoo Sandbox report has been used, that contains traffic related to Kelhios botnet
(/home/enisa/enisa/ex5/malware/kelihos/).

Sort the collected data and comment where feasible.

Hostname P Comment
api.hostip.info 162.220.62.158 Benign, used to identify the (geo)-location of a compromised system.
promos.fling.com 208.91.207.58 Adult content, used to locate the system.
centos.uni.me 192.95.12.34 Malicious, known for phishing, spam, scam.
goemaag.eu Malicious, known for spam and scam.

favoritepartner.com

linercable.com
biggestsetter.com 207.46.90.178 Malicious, known to host malware.

alliswellintheuniverse.com
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Hostname P Comment
feyzmusteri.com 159.253.43.35 Benign.

swvyobtu.cn

IP Addresses

Comment

162.220.62.158
192.95.12.34

8.8.8.8
114.27.230.172

208.91.207.58
46.244.22.1

178.32.190.142
12.68.251.164

94.242.250.64
109.185.35.188

98.223.25.70

72.133.219.122

68.108.56.201

72.138.240.8

99.232.196.57

68.12.6.244

72.209.179.108

158.108.158.8

24.252.71.133

77.125.122.247

78.60.189.180

67.163.223.154

79.109.160.230

50.138.43.110

151.201.146.132

99.244.180.6
98.219.81.229

75.143.74.178
119.234.25.145

174.59.116.96
24.66.23.176

109.124.4.110
190.83.173.209

92.252.146.185
68.96.35.73

72.223.84.114
81.182.148.250

98.177.159.28
188.25.65.226

207.46.90.178
24.146.131.169

115.241.244.152
67.161.248.22

67.162.88.135
109.94.15.209

178.90.228.64 24.236.213.231 74.69.26.215 24.49.16.10 159.253.43.35
68.104.249.11 87.120.121.69 109.54.204.2 50.132.50.186 95.70.51.221
59.112.241.239 117.254.239.233 83.97.64.104 71.87.111.192 178.122.66.246
134.90.132.122 186.59.40.103 85.254.24.26 113.193.174.162 113.193.5.82
71.71.43.133 183.81.134.136 71.62.3.91 67.191.172.150 158.181.158.115
84.237.188.146 80.178.4.218 82.178.120.116 174.6.210.126 178.89.33.73
173.216.103.84 109.61.172.2 75.66.87.119 188.240.72.209 2.181.241.94

85.198.174.245

71.237.235.104

There is no apparent (easily
identifiable) pattern in the set
of IP addresses collected
during dynamic analysis, so
this data set will be ignored
for the rule creation.

URL

http://api.hostip.info/country.php

Parameters

GET /country.php HTTP/1.1
Accept-Language: en-us

Accept: */*

User-Agent: Mozilla/4.0 (compatible; Win32;
WinHttp.WinHttpRequest.5)
Host: api.hostip.info
Connection: Keep-Alive

Comment

GET /geo/txt/city.php HTTP/1.0
Host: promos.fling.com
Connection: close

http://promos.fling.com/geo/txt/city.php

http://swvyobtu.cn/stat2.php?w=30000&i=0 A GET

00000000000000000000000576f48f7&a=1 | /stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=1 HTTP/1.1
Host: swvyobtu.cn
User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0 A GET

00000000000000000000000576f48f7&a=19 | /stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=19 HTTP/1.1
Host: swvyobtu.cn
User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0 A GET
00000000000000000000000576f48f7&a=21  /stat2.php?w=30000&i=000000000000000000000000576f
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URL

Parameters

Comment

48f7&a=21 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=4

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=4 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=5

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=5 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=6

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=6 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=7

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=7 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=8

GET
/stat2.php?w=300008&i=000000000000000000000000576f
48f7&a=8 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=23

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=23 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=24

GET
/stat2.php?w=300008&i=000000000000000000000000576f
48f7&a=24 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=25

http://swvyobtu.cn/stat2.php?w=30000&i=0
00000000000000000000000576f48f7&a=26

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=25 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

GET
/stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=26 HTTP/1.1

Host: swvyobtu.cn

User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close
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URL Parameters Comment

http://swvyobtu.cn/stat2.php?w=30000&i=0  GET

00000000000000000000000576f48f7&a=27  /stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=27 HTTP/1.1
Host: swvyobtu.cn
User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://swvyobtu.cn/stat2.php?w=30000&i=0  GET

00000000000000000000000576f48f7&a=11  /stat2.php?w=30000&i=000000000000000000000000576f
48f7&a=11 HTTP/1.1
Host: swvyobtu.cn
User-Agent: Opera/6 (Windows NT 5.1; ; LangID=409; x86)
Connection: close

http://feyzmusteri.com/pAfy.exe GET /pAfy.exe HTTP/1.0
Host: feyzmusteri.com
Accept: */*
Connection: close
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows
98)

http://feyzmusteri.com/pAfy.exe GET /pAfy.exe HTTP/1.0
Host: feyzmusteri.com
Accept: */*
Connection: close
User-Agent: Mozilla/4.0 (compatible; MSIE 5.0; Windows
98)

5.2 Examine the data and select the information to be used in the rule

The IP addresses and host names observed in network traffic are often weak indicators as they might
be generated by an unknown algorithm in the malware. The same information found in static
analysis (a host name or URL hard-coded in the malware) is a strong indicator. If, for some reason,
you cannot dissect the code, you would need a lot of samples and many application reruns to
identify the algorithm used to create network connections.

For this example we will assume the following:
e Host names and IP addresses are created dynamically.
e We have found the string pAfy.exe in the code of the malware.
Optionally, advanced students can try to create a rule covering Kelihos traffic with Perl Compatible
Regular Expressions (PCRE).
5.2.1 Rule header
Change into the exercise working directory and create a rules file:
cd /home/enisa/enisa/ex5
vi snort/enisa-snort-rule-1.rules
Start writing the rule with the header:
alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS

Composing the header for this example is quite simple. We are using the “alert” keyword
throughout the examples, as we are not planning to interfere with traffic generated by the malware
but rather want to be aware of a compromise on our network. The other parameters define the
connection as initiated from the network defined as the local network of the organisation operating
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the IDS, from every possible port going to all other possible addresses and target ports on the server
side configured as HTTP ports.

(msg:”ENISA EXERCISE outgoing kelihos traffic”;
classtype:trojan-activity; flow:to_server,established;
content:” /pAfy.exe”; nocase;)

Elert tcp $HOME_NET any -> $EXTERNAL_NET 80 (msg:"ENISA EXERCISE outgoing kelihos traffic"; classtyp]

e:trojan-activity; flow:to_server,established; content:"/pAfy.exe"; nocase; sid:10000001;)

Figure 1: Trainer example rule version 1
The file with prepared rule can be found in /home/enisa/enisa/ex5/snort/enisa-snort-rule-1.rules.

5.2.2 Rule testing

There are several ways to test Snort rules. One convenient way is to use Rule2alert, a set of python
scripts reading Snort rules and making use of Scapy®® (a Python network packet manipulation tool) to
create a PCAP file containing traffic matching exactly the rule. The steps regarding the installation
can be omitted as rule2alert is pre-installed in the virtual appliance:

exercise@exercise:/usr/share/trainer/XX_Signatures/addons$ sudo apt-get install python-scapy
Reading package lists... Done
Building dependency tree

Reading state information... Done
python-scapy is already the newest version.

Figure 2: Trainer example of Scapy installation

Install Scapy using sudo apt-get install python-scapy command.

Change the directory to the /home/enisa/enisa/ex5/addons/ subdirectory and use subversion to
checkout the rule2alert code: svn checkout
https://rule2alert.googlecode.com/svn/trunk/ rule2alert-read-only.

exercise@exercise:/usr/share/trainer/XX_Signatures/addons$ svn checkout https://rule2alert.googlecod
e.com/svn/trunk/ rule2alert-read-only

Checked out revision 88.

Figure 3: Trainer example of rule2alert installation

Move back to the main directory (cd /home/enisa/enisa/ex5/) and invoke rule2alert like
this:

python addons/rule2alert-read-only/r2a.py -v -c
snort/snort.test.conf -m 192.168.0.0/16 -e 192.0.2.53/32 -f
snort/enisa-snort-rule-1l.rules -w snort/enisa-exercise-test-1.pcap.

The definition of keys used is as follows:

-v print verbose information including the hex payload presentation to stdout.
-c use this file as Snort configuration.

-m declares the SHOME_NET variable with the following network.

-e defines the SEXTERNAL_NET network.

-f the rules file to be used.

-w to this file the resulting network traffic should be written in PCAP format.

15Scapy http://www.secdev.org/projects/scapy/

Page 10


https://rule2alert.googlecode.com/svn/trunk/
http://www.secdev.org/projects/scapy/

x X Developing countermeasures (signatures, indicators of compromise)
* Artifact analysis training material

December 2014

Building Rule: 10000001

Hex Payload Start
2f 70 41 66 79 2e 65 78

Hex Payload End

Loaded 1 rules succesfully!
Writing packets to pcap...
Finished writing packets

Figure 4: Trainer examnle rule testing

Check snort/enisa-exercise-test-1.pcap file with Wireshark (or another sniffer with PCAP reading
capabilities) and confirm whether the created traffic matches your expectations.

*Frame 1: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)

*Raw packet data

*Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.0.2.1 (192.0.2.1)
+Transmission Control Protocol, Src Port: 53495 (53495), Dst Port: http (80), Seg: @, Len: ©

a Follow TCP Stream <@exarcises

/pAfy.exd

0000 45 00 00 2c 00 01 00 00 40 06 f8 20 cO a8 Q@ 01 E..,.... @.. ....
0010 cO 00 02 01 do f7 00 50 2b 22 4f c7 00 00 Q@ GO
0020 60 02 00 09 ce ec B0 OO ©2 04 GO B9  T.iii. o

Figure 5: Trainer example Wireshark screenshot

Invoke Snort and let it read the PCAP your created: snort -d -c snort/snort.test.conf
-g -A console -k none -r snort/enisa-exercise-test-1.pcap

You should get the following output:

07/28-14:21:47.145402 [**] [1:10000000:0] ENISA EXERCISE outgoing
kelihos traffic [**] [Classification: A Network Trojan was detected]
[Priority: 1] {TCP} 192.168.123.1:46013 -> 192.0.2.53:80

135,13,0% sudo snort -d -c snort/snort.test.conf -q -A console -k none -r snort/enisa-exercise-test-
1.pcap

[sudo] password for exercise:
10/06-10:54:30.767321 [**] [1:10000001:0] ENISA EXERCISE outgoing kelihos traffic [**] [Classificat
ion: A Network Trojan was Detected] [Priority: 1] {TCP} 192.168.0.1:53495 -> 192.0.2.1:80

Figure 6: Trainer example rule testing with Snort
5.2.3 Rule refining

Now there is a working rule, and he next step is to refine the rule to make use of Snort optimisations
like pre-processors, and to narrow the rule definition to avoid false positives.
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Snort includes several pre-processors for protocols. One of these is the HTTP Inspect, it detects HTTP
traffic (in previously reassembled connections), normalises it and lets the administrator write rules
containing specialised commands for parts of the HTTP syntax.

Example: (msg:”ENISA EXERCISE outgoing kelihos traffic”;
classtype:trojan-activity; flow:to_server,established;
content:”GET”; http method; content:”/pAfy.exe”; http uri; nocase;)

Depth, offset, and distance keywords can be used to define the location of a pattern in the payload.
Depth limits the search to the configured point in the packet. Offset lets the pattern matching start
after a given data point within the payload. Distance can be used similarly with the difference that
the pointis in relation to the previous matched pattern.

Example: (msg:”ENISA EXERCISE outgoing kelihos traffic”;
classtype:trojan-activity; flow:to_server,established;
content:”GET”; http method; offset:0; depth:3; content:”/pAfy.exe”;
distance:1l; http uri; nocase;)

6 Studentstask 1

The students will analyse a Ramnit!® sample. Following the information will be presented to the
trainer.

Cuckoo Sandbox report can be used along with PCAP file (/home/enisa/enisa/ex5/malware/ramnit/).

Trainees should sort the collected data and comment where feasible.

Hostname IP Comment
awrcaverybrstuktdybstr.com 66.228.49.83 HTTPS connection
google.com 74.125.227.200  74.125.227.197  74.125.227.193 | Benign, possibly used to check

74.125.227.199  74.125.227.206  74.125.227.192 | connectivity
74.125.227.201  74.125.227.194  74.125.227.198
74.125.227.195 74.125.227.196

awecerybtuitbyatr.com 66.228.49.83 HTTPS connection

There is only sparse network related information available. We have two odd host names, which are
directly related to the malware function, but the traffic itself is SSL encrypted. If data gathered by
MITMProxy is available, this would enhance the analysis but not necessarily improve the rule’s
quality. So students are left with using the following option:

DNS requests to one or both of awrcaverybrstuktdybstr.com and awecerybtuitbyatr.com domains.
Rule header: alert udp $HOME NET any -> $EXTERNAL NET 53

The payload matching the hexadecimal presentation has been chosen as it is better in resource
efficiency (no translation from ASCII by Snort) and more accurate as there would be no encoding
errors:

(msg:”ENISA EXERCISE outgoing ramnit DNS request”; classtype:trojan-
activity; content:”|11 61 77 65 63 65 72 79 62 74 75 69 74 62 79 61
74 72 03 63 6f 6d 00 00 01 00 01|”; sid:10000010;)

1Ramnit Goes Social http://www.seculert.com/blog/2012/01/ramnit-goes-social.html
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Change to the directory: /home/enisa/enisa/ex5 to test the rule.

Invoke rule2alert like this:

python addons/rule2alert-read-only/r2a.py -v -c
snort/snort.test.conf -m 192.168.0.0/16 -e 192.0.2.53/32 -f
snort/enisa-snort-rule-2.rules -w snort/enisa-exercise-test2.pcap

No. Time Source Destination Prot Len Info

+Internet Protocol Version 4, Src: 192.168.0.1 (192.168.0.1), Dst: 192.0.2.1 (192.0.2.1)
*User Datagram Protocol, Src Port: 47661 (47661), Dst Port: domain (53)
~Domain Name System (query)
Transaction ID: 0x2020
~Flags: 0x0100 Standard query
Qi venn v e = Response: Message 1s a query
= Opcode: Standard query (0)
= Truncated: Message is not truncated
= Recursion desired: Do query recursively
e e P Z: reserved (0)
........... 0 ... Non-authenticated data: Unacceptable
Questions: 8209
Answer RRs: 24951
Authority RRs: 25955
Additional RRs: 25970
*Queries

@

- o

- o
(o]
|

o .
LI O | I |

~[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Messaae: Malformed Packet (Exception occurred)

0000 45 00 00 3d 00 01 00 00 40 11 f8 04 cO a8 00 01 E..=eous @ovvivns

0010 cB 00 02 01 ba 2d P9 35 00 29 d5 62 20 20 01 00 ..... -.5 .).b

0020 20 11 61 77 65 63 65 72 FRFIZBACEINGERE  .avecer NGTERTN
PIEAGE] 74 72 03 63 6f 6d 00 20 00 01 60 01 atr.com. ...
Figure 7: Student task 1 Wireshark screenshot

Check the file with Wireshark.

Note the warning regarding a malformed DNS packet, after that invoke Snort and let it read the
PCAP you created:

snort -d -c snort/snort.test.conf -g -A console -k none -r
snort/enisa-exercise-test-2.pcap

You should see the following output:

08/20-11:42:19.673960 [**] [1:10000010:0] ENISA EXERCISE outgoing
ramnit DNS query [**] [Classification: A Network Trojan was
Detected] [Priority: 1] {UDP} 192.168.0.1:21837 -> 192.0.2.1:53

The created rule matches the traffic; nevertheless, further refinement for efficiency and protocol
comprehension is recommended.

Content: 7|01 00 00 01 00 00 00 00 00 00|”; offset:2;

The hex content signifies a recursive DNS query. Offset tells Snort to start matching the payload 2
bytes after the start of the packet payload.

Distance:0; content:"|00 01 00 01|"; distance:0;

Distance:0 lets Snort match the pattern only if directly after the previous match the following hex
code 00 01 00 01 matches.

The complete rule is presented as follows.
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alert udp $HOME NET any -> S$EXTERNAL NET 53 (msg:"ENISA EXERCISE
outgoing ramnit DNS query"; classtype:trojan-activity; content:"|01
00 00 01 00 00 OO0 OO0 OO 00|"; offset:2; content:"|11] 61 77 65 63 65
72 79 62 74 75 69 74 62 79 61 74 72 03 63 6f 6d 00|"; distance:0;
content:" |00 01 00 01|",; distance:0; sid:10000011;)

7 Students task 2

In this task, the Cuckoo report will not contain a clear indication of network activity. The following
solution is based on information collected by running the UNIX tool 'strings' on the malware binary.

There is only actionable information in the 'strings' output.

cd /home/enisa/enisa/ex5/malware/poisonivy/ && strings -a malware-
poisonivy.exe

The '-a' switch forces a scan of the whole file instead of initialized sections. This is of course only
necessary when, e.g. scanning an ELF binary on Linux, but is mentioned here for completeness.

126,13,0% strings -a malware-pisonivy.exe > strings-poisonivy.txt

127,13,0% less strings-poisonivy.txt []

Figure 8: Student task 2 strings command

During the analysis of the strings output an interesting host name can be detected.

\Classes\http\shell\open\commandV
icrosoft\Active Setup\Installed Components\
thecrusher
thecrusher.no-ip.biz
admin
msnpro
{04AC5F42-0A94-7D2E- A7BE- A4BA277243CF}

) 'VogA.I4

icrosoft\Windows\CurrentVersion\Run
SOFTWAR icrosoft\Windows\CurrentVersion\Run
explorer.exe

Figure 9: Students task 2 strings output

In this case, this is the only actionable item to be found is domain name, so this is used in order to
create a rule.

T T
Hostname ‘ P ‘ Comment

thecrusher.no-ip.biz ‘ n/a, dynamic ‘ no-ip provides dynamic DNS services under the domain no-ip.biz

alert udp $HOME NET any -> $EXTERNAL_NET 53

For this step, it is recommended to convert the string 'thecrusher.no-ip.biz' into hexadecimal®” as it
increases resource efficiency (no translation from ASCII by Snort) and is more accurate as it avoids
encoding errors:

Hex To ASCII Converter http://dolcevie.com/js/converter.html
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thecrusher.no-ip.biz - 74 68 65 63 72 75 73 68 65 72 2e 6e 6f 2d
69 70 2e 62 69 Ta

Example: (msg:”ENISA EXERCISE outgoing Poison Ivy DNS request”;
classtype:trojan-activity; content:”|74 68 65 63 72 75 73 68 65
72 2e 6e 6f 2d 69 70 2e 62 69 7a|”; sid:10000020;)

Navigate to the directory: /home/enisa/enisa/ex5 and invoke rule2alert like this.

python addons/rule2alert-read-only/r2a.py -v -c
snort/snort. test.conf -m 192.168.0.0/16 -e 192.0.2.53/32 -f
snort/enisa-snort-rule-3.rules -w snort/enisa-exercise-test3.pcap

No. Time Source Destination Prot Len Info

+Internet Protocol Version 4, Src: 192.168.0,1 (192,168.0.1), Dst: 192.,0.2.1 (192.0.2.1)
*User Datagram Protocol, Src Port: 59831 (59831), Dst Port: domain (53)
~Domain Name System (query)
Transaction ID: 0x2020
~Flags: 0x0100 Standard query
Buvh vaen v s = Response: Message is a query
= Opcode: Standard query (0)
Truncated: Message is not truncated
Recursion desired: Do query recursively
e e P Z: reserved (0)
........... 0 ... Non-authenticated data: Unacceptable
Questions: 29800
Answer RRs: 25955
Authority RRs: 29301
Additional RRs: 29544
*Queries

@

<1

- @

- o
|

~[Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Messaae: Malformed Packet (Fxcention occurred)l

0000 45 00 00 39 00 01 00 0O 40 11 f8 08 cO a8 00 01 E..9.... @.......
0010 cO 0O 02 01 €9 b7 00 35 00 25 8b e7 20 20 01 00  ....... 5 %.. .
0020 74 68 65 63 72 75 73 68 65 72 2e 6e 6f 2d 69 70 thecrush er.no-ip
0030 2e 62 69 7a 20 00 01 00 01 .biz ...

Figure 10: Student task 2 Wireshark screenshot

Review the file with Wireshark application and note the warning regarding malformed DNS packet.

Invoke Snort and let it read your created PCAP: snort -d -c snort/snort.test.conf -q
-A console -k none -r snort/enisa-exercise-test-3.pcap

You should see the following output: 08/22-10:51:37.672281 [**] [1:10000020:0]
ENISA EXERCISE outgoing Poison Ivy DNS query [**] [Classification: A
Network Trojan was Detected] [Priority: 1] {UDP} 192.168.0.1:57192 -
> 192.0.2.1:53

The created rule matches the traffic, nevertheless a refinement in terms of efficiency and protocol
comprehension is recommended.

Example: alert wudp $HOME NET any -> S$EXTERNAL NET 53 (msg:"ENISA
EXERCISE outgoing Poison Ivy DNS query"; classtype:trojan-activity;
content:" |01 00 00 01 00 00 00 00 OO0 00|"; offset:2; content:"|74 68
65 63 72 75 73 68 65 72 2e 6e 6f 2d 69 70 2e 62 69 7a|"; distance:0;
content:" |00 01 00 01|",; distance:0; sid:10000021;)
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8 Developing Yara patterns

In this task description we use excerpts from the official Yara documentation
(http://yara.readthedocs.org/en/latest/index.html).

8.1 Yara

Yara is a tool aimed at but not limited to helping malware researchers to identify and classify
malware samples. With Yara descriptions of malware families can be created based on textual or
binary patterns. Each description or rule consists of a set of strings and a boolean expression which
determines its logic.

Yara was installed during the ‘Building artifact handling and analysis environment’ exercise as one of
the Cuckoo sandbox dependencies. For this exercise, create the directory yara in /fhome/enisa/.

S mkdir /home/enisa/yara

S c¢d /home/enisa/yara

8.2 Developing Yara patterns'®
Yara rules are easy to write and understand, and they have a syntax that resembles the C language.

Example Yara rule:

rule EXGHPIGRUIE
{

strings:
Smy_text_string = "text here" /* Text strings are enclosed on double quotes just like in the C
language */

_ ={E2 34 A1 C8 23 FB } /* Hex strings are enclosed by curly brackets, and they
are composed by a sequence of hexadecimal numbers that can appear contiguously or separated
by spaces */

BRVIREEERE - /mds: [0-9a-zA-Z){32)/ /* Regular expressions are defined in the same way as
text strings, but enclosed in backslashes instead of double-quotes, like in the Perl programming
language */

condition:

Smy_text_string or $my_hex_string or SiijMeBexd

}

Each rule in Yara starts with the keyword rule followed by a rule identifier — in the above example

the identifier is ”_".

BWe use the introduction to developing Yara patterns from Victor M. Alvarez in the first paragraphs, the
original text can be found in the official Yara documentation at:
https://github.com/plusvic/vara/blob/master/docs/writingrules.rst
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Rules are generally composed of two sections: strings definition and condition. The strings definition
section can be omitted if the rule doesn’t rely on any string, but the condition section is required.
Decimal numbers are not allowed in hex strings. You can add comments to your YARA rules just as if
it was a C source file, both single-line and multi-line C-style comments are supported. Conditions are
nothing more than Boolean expressions as found in all programming languages.

Yara keywords: all, and, any, ascii, at, condition, contains, entrypoint, false, filesize, fullword, for,
global, in, import, include, int8, int16, int32, matches, meta. nocase, not, or, of, private, rule, strings,
them, true, uint8, uint16, uint32, wide.

In this exercise we will use malware sample “aop.exe” from previous exercise. Create a directory
called malware and copy the file “aop.exe” to /fhome/enisa/yara/malware directory:

$ cd /home/enisa/yara

S mkdir malware

$ cp /home/enisa/enisa/ex5/malware/aop.exe malware/

At the beginning we will need to extract strings from this sample. To obtain the list of all strings
under the Linux “strings” tool can be used.

$ strings malware/aop.exe | more

Vab{5
| SaWP
S5U1t%
Lgll
_.l"qF"h
#,20
_¥toL
B%0]
hT5p
i%2wk
ttlaf
},a"A
“58E
51%2,
neU(f
h7R}"
Figure 11: Strings found in aop.exe file

We will build the first simple rule, create a file called ‘enisa.yara’ using any text editor of your choice
(we use nano in this example):

$ cd /home/enisa/yara

$ nano enisa.yara
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rule ENISA
{
strings:
Sfool = "fG&G"
S$foo2 = "KvYkC"
Sfoo3 = "3 [+.-"
$food = "P5'tr"
Sfoob5 = "7PQW"
condition:
S$fool and $foo2 and $foo3 and $food and $foob5
}
GHU nano 2.2.6 File: /homefenisafvarafenisa.vara

Figure 12: Editing /home/enisa/yara/enisa.yara file

(The file with that rule can be found in /fhome/enisa/enisa/ex5/rules/1.yara.)

Our rule will have the name “ENISA” and will be matched only when all the strings will occur in the
file according to the conditions specified.

Our rule is done. Now we need to check for hits by typing the following commands in the console:

$ c¢d /home/enisa/yara/

$ yara enisa.yara malware/aop.exe
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ENISA aop.exe

Figure 13: Patterns producing a hit in aop.exe examination

(The file with that rule can be found in /home/enisa/enisa/ex5/rules/2.yara.)

Output:

ENISA aop.exe

This output means that there is a hit in rule “ENISA” and file “aop.exe”. No output means that there
is no hit.

We can also write the condition part in easier way such as all of (Sfoo*):

rule ENISA
{
strings:
$fool = "fG&G"
S$foo2 = "KvYkC"
$foo3 = "3 |+.-"
$food = "P5'tr"
S$foo5 = "7PQW"
condition:
all of ($foo*)
}

(The file with that rule can be found in /home/enisa/enisa/ex5/rules/2.yara.)

This is equivalent to the previous rule. The difference is the ‘condition’ part where we replaced a
logical conjunction of five named strings to be matched with a short construction requiring a match
of all the strings defined in the section that begin with “foo’.
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Beside the string definition and condition sections, rules can also have a metadata section where
you can put additional information about your rule. The metadata section is defined with the
keyword meta and contains identifier/value pairs:

rule ENISA
{
meta:
author = "ENISA"
description = "malware"
strings:
Sfool = "fG&G"
$foo2 = "KvYkC"
Sfoo3 = "3|+.-"
$food = "P5'tr"
Sfoo5 = "7PQW"
condition:
all of ($foo*)
}

(The file with that rule can be found in /home/enisa/enisa/ex5/rules/3.yara)

Note that the identifier/value pairs defined in the metadata section cannot be used in the condition
section. Their only purpose is to store additional information about the rule.

Our example malware is packed with UPX, we can do one single rule for both — packed and
unpacked malware.

To make a copy and unpack malware type the following command in the console:

$ cd /home/enisa/yara/malware
S cp aop.exe aop2.exe

$ sudo apt-get install upx

$ upx -d aop2.exe
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2

Figure 14: Decompression of aop2.exe file

‘upx —d’ means decompress in the example above. Now we have packed the file “aop.exe” with UPX
and unpacked “aop2.exe”.

To find common strings in both files, type the command:

$ comm -1 -2 <(strings aop.exe | sort) <(strings aop2.exe | sort)

$ comm -1

Figure 15: The strings common to both files

Command comm -1 -2 shows what lines are in common in both strings while <(strings aop.exe |
sort) returns a list of strings from “aop.exe”, then sorts it. Output sends as a string to compare.

Now we have list of strings that are in both binaries. As mentioned above, we can now build a single
rule that matches both files.

$ cd /home/enisa/yara
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$ nano enisa.yara

Replace content enisa.yara file with the following content:

rule ENISA
{
strings:
§ = "~0;~, "
$ = "5866"
$ = "7PQW"
S = "<At;<Bt7"
$ = "M263"
$ = "m3WgP"
S = "n ux"
$ = "UsOR"
$ = "? Xran@std@EYAXXZ"
condition:
all of them
}

(The file with that rule can be found in /home/enisa/enisa/ex5/rules/4.yara)

As we are not referencing any string individually, we do not need to provide a unique identifier for
each of them. In those situations, you can declare anonymous strings with identifiers consisting only
in the S character.

Now we can test the rule by typing the following command in the console:

$ yara -r enisa.yara malware

Note the ‘-r’ option conducts recursive search of the directories.

Figure 16: Testing the rule shows two hits

Unpacked malware has more unique character strings. For example, we can find strings like
prsionaljrg, prsionyta and providesmid.

Such unique names like "prsionaljrg, prsionyta and providesmid" usually distinctly identify a
particular malware family. We can write rules which may detect new versions of this malware.
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rule ENISA
{
strings:
$ = /prsionaljrg/i
$ = /prsionyta/i
$ = /providesmid/i
condition:
any of them
}

(The file with that rule can be found in /home/enisa/enisa/ex5/rules/5.yara)

We use simple regular expressions for case insensitive (“i” char after end of regexp — after “/” )
strings.

But this rule can generate false positives which will match, for example, an HTML file with saved
news about this malware. To prevent this we add hex values:

rule ENISA
{
strings:
Smz = { 4d 5a } /* DOS header */

$dos = { 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e
6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64 65 } /*
DOS stub */

$s = /prsionaljrqg/i

$s = /prsionyta/i

$s = /providesmid/i

condition:

Smz and $dos and any of ($s*)

}

(The file with that rule can be found in /home/enisa/enisa/ex5/rules/6.yara)

The above values were obtained by the command:

$ cd /home/enisa/yara/malware

$ hexdump -C aop2.exe | more
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enisa@enisa:/tmp% hexdump -C aop2.exe

AeeEeAAe 4Ad 53 90 00 A3 00 08 00 A4 ff oo

pEAEER1e bE OO AD OO0 OO OO A0 DO 40 0o 06

QEeEeeZ2e 00 00 00 B0 B0 00 08 B8 06 pe o

OEAEAE30 00 00 A0 A0 0O 00 A0 8O0 60 8 01 66

GeeEe648 Oe 1f ba Be 00 b4 09 cd 21 b3 4c cd 21 54

pEaEEese 69 73 20 70 72 6f 67 72 61 Ge Ge |is program canno|
oEPEEEREE 74 20 62 65 20 72 75 Be 20 44 Af 53 |t be run in DOS |
oeooee7e 6d 6f 64 65 2e 0d Bd B2 24 ae 0o

0OEEEAE80 al 87 8b 2e e5 eb o5 7d e5 eb e5

oeEoee9e d3 ch ee 7d o7 eb e5 T7d d3 7 ef e5

AEEAREaR 9e fa ed 7d e7 e6 e5 7d 66 T: efb e5

GEeeeebe B8a f9 ef 7d ee 6 o5 7d 8a eh e5
oEEoeAcd e5 E._-Eu ed 7d eb e7 5 7d 26 f2 ef e5

opooeede Ad f9 ef 7d 9 e6 5 7d  8d 7d f5 e6 e5 7
0aeEe0Ged 22 eB e3 7d ed ef o5 7d 52 a eb eb

geeeeafte 00 09 00 0O 0O 00 08 00 68 pa ae
QEEeA1ee 60 00 60 60 00 00 B0 BB 50 4 4c 01 04
0eEE0118 ae 44 87 53 00 00 00 00 60 aa of
peEAeR120 oAb 61 06 00 00 AO B1 A0 80 oo oo
0EOOO130 ec 54 01 00 0O 10 00 OB OO 0e 40
QeEEeL4e 60 10 00 60 00 10 68 60 64 0e 0o
QEEee1se 64 00 00 00 00 00 00 60 08 10 08
QEEEOLEE 60 00 08 60 02 00 68 00 600 10 68
lllustration 1: Hexadecimal dump of the executable file

00000000 4d 5a 90 00 03 00 00 0O 04 00 00 00 ff£ f££f 00 00

00000010 b8 00 00 00 00 00 00 00 40 00 00 0O 00 00 00 0O

00000020 00 00 00 0O 00 00 00 0O 00 00 00 0O 00 00 00 0O

00000030 00 00 00 00 00 00 00 00 00 00 00 00 08 01 00 00

00000040 0Oe 1f ba 0Oe 00 b4 09 cd 21 b8 01 4c cd 21 54 B8

00000050 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6F [is

program canno |

00000060 74 20 62 65 20 72 75 6e 20 69 6 20 44 4f 53 20 |t be
run in DOS |

00000070 6d 6f 64 65 2e 0d 0d Oa 24 00 00 00 00 00 00 00
lmode....$....... |

These values are characteristic for Windows binary files.

You can also create a less accurate rule using an automatic tool like YaraGenerator from
https://github.com/XenOphOn/YaraGenerator. In this exercise, the yaraGenerator.py file is in the
/home/enisa/enisa/ex5/ directory.

YaraGenerator depends on the python-pefile module. This module should be already installed as a
result of the previous exercise. Otherwise you need to install it.
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Copy the yaraGenerator.py script to /home/enisa/yara and create a directory called modules with
two files: exe_blacklist.txt and exe_regexplacklist.txt.

$ cd /home/enisa/yara
$ cp /home/enisa/enisa/ex5/yaraGenerator.py /home/enisa/yara

$ mkdir modules/ && touch modules/exe blacklist.txt ; touch
modules/exe regexblacklist.txt

To generate the rule, type the following command:

$ python yaraGenerator.py -v -a ENISA -r ENISA -d malware -f exe
malware/

065245%bbbefdl', "c2fbd

12 of them

lllustration 2: Rule generated by the yaraGenerator

The settings used above are:

usage: yaraGenerator.py [-h] -r RULENAME [-a  AUTHOR] [-d
DESCRIPTION]

[-t TAGS] [-v] —-f InputDirectory
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YaraGenerator

positional arguments:

InputDirectory Path To Files To Create Yara Rule From

optional arguments:
-h, —--help show this help message and exit
-r RULENAME, --RuleName RULENAME

Enter A Rule/Alert Name (No Spaces + Must
Start with

Letter)
—a AUTHOR, --Author AUTHOR

Enter Author Name
-d DESCRIPTION, --Description DESCRIPTION

Provide a wuseful description of the Yara

-t TAGS, --Tags TAGS Apply Tags to Yara Rule For Easy Reference

(AlphaNumeric)
-v, —--Verbose Print Finished Rule To Standard Out
-f , —--FileType Select Sample Set FileType choices are:

unknown, exe,

pdf, email, office, js-html

9 Summary

This exercise focused on the technical aspects of converting actionable information found during the
analysis of malware samples into rules and patterns, that can be deployed to intrusion detection
systems (both network- and host-based).

The students learned how to dissect usable information for different pattern matching methods, and
how to write simple signatures/rules. During the conclusion of the exercise, the trainer should focus
on the process of collecting and sorting information, and identifying actionable information.
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