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About ENISA

The European Union Agency for Network and Information Security (ENISA) is a centre of network and
information security expertise for the EU, its member states, the private sector and Europe’s citizens.
ENISA works with these groups to develop advice and recommendations on good practice in
information security. It assists EU member states in implementing relevant EU legislation and works
to improve the resilience of Europe’s critical information infrastructure and networks. ENISA seeks to
enhance existing expertise in EU member states by supporting the development of cross-border
communities committed to improving network and information security throughout the EU. More
information about ENISA and its work can be found at www.enisa.europa.eu.
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Legal notice

Notice must be taken that this publication represents the views and interpretations of the authors and
editors, unless stated otherwise. This publication should not be construed to be a legal action of ENISA or the
ENISA bodies unless adopted pursuant to the Regulation (EU) No 526/2013. This publication does not
necessarily represent state-of the-art and ENISA may update it from time to time.

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external
sources including external websites referenced in this publication.

This publication is intended for information purposes only. It must be accessible free of charge. Neither ENISA
nor any person acting on its behalf is responsible for the use that might be made of the information contained
in this publication.
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© European Union Agency for Network and Information Security (ENISA), 2013

Reproduction is authorised provided the source is acknowledged.
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1 What Will You Learn

The aim of this exercise is to provide you with an understanding of the software tools and hardware
required by a CERT in order to offer a service.

2 Ecercise Task

Although the roles and functions of CERTs vary, there are many common services provided by
different CERTSs. The trainer will give you a general introduction to common CSIRT service models. A
suggested model for this exercise is presented at http://www.cert.org/csirts/services.html. You will
create a concept for providing these services. The trainer will act as a mentor, asking leading
qguestions to help you find your way. An example service — Incident Handling — Incident Analysis —
will be completed at the beginning, with the trainer playing a more important role to give you a
better understanding how you should proceed. Handouts with network diagrams will be provided to
make your task easier.

2.1 Task 1 Incident Handling — Incident Analysis

Attached below you will find diagrams showing the infrastructure of a new CERT. This CERT is expected
to provide an incident handling service. Your task is to answer the questions of the trainer regarding
the infrastructure needed to provide the service. Is the architecture, as presented, sufficient? Do you
have ideas on what software will be required? Any suggestions for improvements?

2.2 Task 2 Further 3-5 services

Together with the trainer, choose 3-5 services as described in the CERT document. Modify and expand
the existing infrastructure shown in the diagrams below in order to achieve your desired goal of
providing these services. Enumerate the software you would use.
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