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Media Coverage 

 

1.1 English Coverage 
 Businesses participate in 'biggest ever' cyber security exercise, By Staff, Out-Law.com, 31 October 2014 

 Working together helps build confidence, By Nathalie Steiwer, Europolitics, 31 October 2014 (full text below) 

 Hundreds of companies face 2,000 cyber-attacks in EU exercise, By Doug Drinkwater, SC Magazine, 31 
October 2014 

 
  

 Europe runs largest cyber-security exercise to date, Tereza Putlarova, E&T, 31 October 2014 

http://www.out-law.com/en/articles/2014/october/businesses-participate-in-biggest-ever-cyber-security-exercise/
http://www.scmagazineuk.com/hundreds-of-companies-face-2000-cyber-attacks-in-eu-exercise/article/380408/
http://eandt.theiet.org/news/2014/oct/cyber-europe-2014.cfm
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 Biggest cyber-threat ‘from software failure, not crime’, Ann Cahill, Irish Examiner, 31 October 2014 

 European professionals discuss ways to promote cyber security, By Staff, Shanghai Daily, 31 October 2014 

 Zero Day Weekly: CurrentC hacked, White House Breached, APT28 exposed, Verizon shamed, By Staff, 
ZDNet, 31 October 2014 

 200 Organization Take Part in Largest European Cybersecurity Exercise to Date, By Eduard Kovacs, Security 
Week, 30 October 2014 

 EU carrying Out Biggest Ever Cybersecurity Exercise: Information Security Agency, By Staff, RIA Novosti, 30 
October 2014 

 BIGGEST THREAT to Europe’s cybersecurity? Hint: not hacker, By Jennifer Baker and John Leyden, The 
Register, 30 October 2014 (full text below) 

 

 
 

 EU Conducts its largest cybersecurity test, By Cory Bennett, The Hill, 30 October 2014 

 Biggest ever cyber security exercise in Europe is underway, By Staff, Net-Security, 30 October 2014 

 EU holds largest-ever cyber-security exercise, By Derek Gatopoulos, Associated Press, 30 October 2014 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.irishexaminer.com/ireland/biggest-cyber-threat-from-software-failure-not-crime-295746.html
http://www.shanghaidaily.com/article/article_xinhua.aspx?id=249837
http://www.zdnet.com/zero-day-weekly-currentc-hacked-white-house-breached-apt28-exposed-verizon-shamed-7000035269/
http://www.securityweek.com/200-organizations-take-part-largest-european-cybersecurity-exercise-date
http://en.ria.ru/society/20141030/194858971/EU-Carrying-Out-Biggest-Ever-Cybersecurity-Exercise-Information.html
http://www.theregister.co.uk/2014/10/30/the_threats_to_europes_cybersecurity_arent_what_you_think_they_are/
http://thehill.com/policy/cybersecurity/222404-eu-conducts-its-largest-cyber-security-test
http://www.net-security.org/secworld.php?id=17558
http://www.bigstory.ap.org/article/bcf5a98af60d4db3aff96565c2f3046b/eu-holds-largest-ever-cyber-security-exercise
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Syndicated by: 

o New York Times 
o ABC News 
o FOX News 

http://www.nytimes.com/aponline/2014/10/30/world/europe/ap-eu-eu-cyber-security-.html?ref=europe&_r=2
http://abcnews.go.com/International/wireStory/eu-holds-largest-cyber-security-exercise-26574352
http://www.fox10phoenix.com/story/27165124/eu-holds-largest-ever-cyber-security-exercise
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o Yahoo news 
o Daily Mail 
o Times of Israel 
o Daily Reporter 
o NDTV 
o WHLT 
o MyBroadBand 
o The Garden Island 
o Item Live 
o US news 
  

http://news.yahoo.com/eu-holds-largest-ever-cyber-security-exercise-152713648.html
http://www.dailymail.co.uk/wires/ap/article-2814407/EU-holds-largest-cyber-security-exercise.html?ITO=1490&ns_mchannel=rss&ns_campaign=1490
http://www.timesofisrael.com/eu-holds-largest-ever-cyber-defense-exercise/
http://www.greenfieldreporter.com/view/story/bcf5a98af60d4db3aff96565c2f3046b/EU--EU-Cyber-Security
http://www.ndtv.com/article/world/european-union-holds-largest-ever-cyber-security-exercise-614203
http://www.whlt.com/story/27165124/eu-holds-largest-ever-cyber-security-exercise
http://mybroadband.co.za/news/smartphones/113177-eu-plays-cyber-war-games.html
http://thegardenisland.com/news/world/eu-holds-largest-ever-cyber-security-exercise/article_e0a22479-6981-5fb9-89d8-f6218436aa54.html
http://www.itemlive.com/business/eu-holds-largest-ever-cyber-security-exercise/article_5cb2a8a6-8b02-508d-8c3e-b068fcbe78b8.html
http://www.usnews.com/news/world/articles/2014/10/30/eu-holds-largest-ever-cyber-security-exercise
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 Europe under massive virtual cyber attack, By Staff, EurActiv, 30 October 2014  
 

 

http://www.euractiv.com/sections/infosociety/europe-under-massive-virtual-cyber-attack-309623
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 EU launches largest ever European cyber security exercise, By Staff, Telecompaper, 30 October 2014 
 

 
 Europe hosts its biggest ever cyber security exercise, By Dave Neal, V3, 30 October 2014 

 EU Cybersecurity Test Success, Network Security Agency Says, Dugie Standeford, Washingotn Internet Daily, 
3 November 2014 

 Cyber simulation, By staff, Professional Security, 30 October 2014 
 

1.2 Spanish Coverage 
 Brussels sheads light on infrastructures with its largest ‘cybersecurity’ exercise (Bruselas pone el foco en las 

infraestructuras en su mayor ejercicio de ‘ciberseguridad’), By Staff, El Mundo, 31 October 2014 

 

 

 

 

 

 

 

http://www.telecompaper.com/news/eu-launches-largest-ever-european-cyber-security-exercise--1046291
http://www.v3.co.uk/v3-uk/news/2378570/europe-hosts-its-biggest-ever-cyber-security-exercise
http://www.washingtoninternetdaily.com/
http://www.professionalsecurity.co.uk/news/training/cyber-simulation/
http://www.elmundo.es/tecnologia/2014/10/31/545355b3268e3ee81d8b4574.html
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 The most important cybersecurity exercise carried out in Europe (El ejercicio de seguridad cibernética más 

importante hecho en Europa), By Staff, La Vanguardia, 30 October 2014 

 The largest ever test for cyber security organized in Europe, Cyber Europe 2014 (La ciberseguridad, a examen 

en el mayor ejercicio celebrado en Europa, Cyber Europa 2014), By Staff, EFE, 30 October 2014 

 The EU carries out huge training exercises to counter possible cyber attacks (La UE lleva a cabo grandiosos 

entrenamientos para enfrentar un possible ciberataque), By Staff, RIA Novosti, 30 October 2014 

 Important cyber security exercise in Europe (Importante ejercicio de ciberseguridad en Europe), By Staff, 30 

October 2014 

 Importante ejercicio de ciberseguridad en Europa, (Important cybersecurity exercise in Europe) By Staff, El 

Economista, 30 October 2014 

http://www.lavanguardia.com/tecnologia/internet/20141030/54418423031/ejercicio-seguridad-cibernetica-europa.html
http://www.efeempresas.com/noticia/la-ciberseguridad-a-examen-en-la-cyber-europe-2014/
http://sp.ria.ru/international/20141030/162804059.html
http://www.entornointeligente.com/articulo/3964029/VENEZUELA-Importante-ejercicio-de-ciberseguridad-en-Europa-30102014
http://ecodiario.eleconomista.es/internacional/noticias/6203232/10/14/Importante-ejercicio-de-ciberseguridad-en-Europa.html#.Kku8SLqTPiAwRrY
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 Europe carries out a grand scale information security exercise (Europa realiza ejercicio a gran escala de 

seguridad informática), By Staff, Panama On, 30 October 2014 

 “Cyber Europe 2014” the most extensive cyber security exercise in Europe (“Cyber Europe 2014”, el ejercicio 

de ciberseguridad más extenso de Europa), By Camilo Bravo, 24horas, 30 October 2014   

 Mega exercise in the European Union against cyber attacks (Mega ejercicio en Unión Europea contra ataques 

cibernéticos), By Staff, La Cronica, 30 October 2014 

 Largest cyber security exercise in Europe to date takes place today (Se realiza hoy el mayor ejercicio de 

ciberseguridad de Europa hasta la fecha), By Staff, ICNDiario, 30 October 2014 

 EU carries out mega exercise against cyber attacks (UE realiza mega ejercicio contra ciberataques), By Staff, 

30 October 2014 

 The European Union carries out mega simulation against cyber attacks (Unión Europea realiza mega 

simulacro contra ataque cibernéticos), By Staff, Poblanerías, 30 October 2014 

1.3 French Coverage 
 The EU holds its largest cyber security exercise ever conducte to date (L'UE organise son plus grand exercice 

de cybersécurité jamais réalisé jusqu'ic), By Staff, People Daily, 31 October 2014  

http://www.panamaon.com/noticias/internacional/1155511-europa-realiza-ejercicio-a-gran-escala-de-seguridad-informatica.html
http://www.24horas.cl/tendencias/mundodigital/cyber-europe-2014-el-ejercicio-de-ciberseguridad-mas-extenso-de-europa-1476618
http://www.lacronica.com/EdicionEnLinea/Notas/CienciayTecnologia/30102014/903799-Mega-ejercicio-en-Union-Europea-contra-ataques-ciberneticos.html
http://www.icndiario.com/2014/10/30/se-realiza-hoy-el-mayor-ejercicio-de-ciberseguridad-de-europa-hasta-la-fecha/
http://eleconomista.com.mx/internacional/2014/10/30/ue-realiza-mega-ejercicio-contra-ciberataques?cx_Unoticias=Nota05
http://www.poblanerias.com/2014/10/union-europea-realiza-mega-simulacro-contra-ataques-ciberneticos/
http://french.peopledaily.com.cn/International/n/2014/1031/c31356-8802887.html
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 Large cybersecurity exercise in Europe (Vaste exercice de cybersécurité en Europe), By Staff, AFP, 30 October 

2014 (full text below) 

o Bilan 

 Largest ever cybersecurity exercise in Europe taking place today (Le plus grand exercice de cyber sécurité en 

Europe a lieu aujourd’hui), By Marc Jacob, Global Security Mag, 30 October 2014 

 And if a cyber attack caused the ruin of a nation? (et si une cyberattaque causait la perte d'une nation?), By 

Staff, IT espresso, 30 October 2014 

 Luxembourgish particiation in the second exercise phase of “Cyber Europe 2014” (Participation 

luxembourgeoise à la seconde phase de l’exercice "Cyber Europe 2014"), By Staff, Gouvernment.lu, 30 

October 2014 

 Luxembourg participates in the "Cyber Europe 2014" exercise (Le Luxembourg participe à l’exercice «Cyber 

Europe 2014») By Jessica Cencetti, ITnation.lu, 30 October 2014 

 Could a cyber attack cripple a nation by 2025 ? (Une cyberattaque peut-elle paralyser une nation d’ici 2025 

?), By Ariane Beky, Silicon, 30 October 2014 

 Large cybersecurity exercise (Vaste exercice de cybersécurité), By Staff, Le Devoir, 30 October 2014 

 

1.4 Italian Coverage 
 Cyber Europe: the largest European cybersecurity exercise takes place today (Cyber Europe: oggi la più 

grande esercitazione europea sulla sicurezza informática), By Staff, Help Consumatori, 30 October 2014   

 Cybersecurity: the largest-ever exercise in Europe (Sicurezza informatica, al via la più grande esercitazione di 
sempre in Europa), By Staff, il Velino, 30 October 2014   

http://www.bilan.ch/economie/400-experts-participent-plus-vaste-exercice-de-cybersecurite-europe
http://www.globalsecuritymag.fr/Le-plus-grand-exercice-de-cyber,20141030,48443.html
http://www.itespresso.fr/cyberattaque-causait-perte-nation-80719.html
http://www.gouvernement.lu/4137327/30-cyber-europe
http://www.itnation.lu/news/le-luxembourg-participe-lexercice-cyber-europe-2014/34734/
http://www.silicon.fr/cyberattaque-paralyser-nation-2025-pew-100689.html
http://www.ledevoir.com/international/europe/422616/europe-vaste-exercice-de-cybersecurite
http://www.helpconsumatori.it/new-media/cyber-europe-oggi-la-piu-grande-esercitazione-europea-sulla-sicurezza-informatica/87695
http://www.ilvelino.it/it/article/2014/10/30/sicurezza-informatica-al-via-la-piu-grande-esercitazione-di-sempre-in-europa/0ab3d28d-8ce7-4511-8c72-246e23fef87f/
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 #CyberEurope2014: CE, cybersecurity exercise (#Cybereurope2014: CE, esercitazione sulla sicurezza 
informatica), By Staff, Agenzia Giornalistica Globalpress, 30 October 2014   

1.5 German Coverage 
 Today: the largest cybersecurity exercise in Europe so far (Heute: Bisher größte Übung zur Cybersicherheit in 

Europa), By Staff, 02elf Düsseldorfer Abendblatt, 31 October 2014 

 Cyber Europe 2014: Large-scale exercise on cybersecurity in Europe (Cyber Europe 2014: Großangelegte 
Übung zur Cybersicherheit in Europa), By Rudolf Felser, Computerwelt, 30 October 2014 

 
 

 Cyber-attacks: Europe under virtual attack (Cyber-Attacken: Europa unter virtuellem Beschuss), By Jeremy 
Fleming, 30 October 2014 

 European experts test network security in the largest cyber exercise to date (Europäische Experten testen in 
bisher größtem Cybermanöver Netzsicherheit), By Stefan Krempl, Heise Newsticker, 30 October 2014 
Cyber Europe 2014: 29 European countries try to act against cyber attacks (Cyber Europe 2014: 29 
europäische Länder testen Handlungsfähigkeit gegen Cyberattacken) By Staff, Heise, IX, 30 October 2014 

 The largest cybersecurity exercise in Europe so far (Bisher größte Übung zur Cyber-Sicherheit in Europa), By 
Staff, All About SECURITY, 30 October 2014 

http://www.globalpress.eu/6/0/8736/-CYBEREUROPE2014--CE--ESERCITAZIONE-SULLA-SICUREZZA-INFORMATICA.html
http://02elf.net/europa/heute-bisher-groesste-uebung-zur-cybersicherheit-in-europa-848589
http://www.computerwelt.at/news/technologie-strategie/security/detail/artikel/106839-cyber-europe-2014-grossangelegte-uebung-zur-cybersicherheit-in-europa/
http://www.euractiv.de/sections/innovation/cyber-attacken-europa-unter-virtuellem-beschuss-309644
http://www.heise.de/newsticker/meldung/Europaeische-Experten-testen-in-bisher-groesstem-Cybermanoever-Netzsicherheit-2438827.html
http://www.heise.de/ix/meldung/Cyber-Europe-2014-29-europaeische-Laender-testen-Handlungsfaehigkeit-gegen-Cyberattacken-2438781.html
http://www.all-about-security.de/wirtschaftsnachrichten/artikel/16508-bisher-groesste-uebung-zur-cyber-sicherheit-in-europa/
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1.6 Greek Coverage 
 The largest cyber security exercise by ENISA (Η μεγαλύτερη άσκηση ασφαλείας στον κυβερνοχώρο από τον 

ΕΝΙSA), By Staff, ANA-MPA, 30 October 2014   
Syndicated by: 

o Kathimerini 
 
 

 
 ENISA: Preparedness exercise for the security of Internet (ΕΝΙSA: Ασκηση ετοιμότητας για την ασφάλεια του 

Internet), Ο Φιλελεύθερος, 31 October 2014 

 EU: cybersecurity exercise (ΕΕ: Άσκηση ασφάλειας στον κυβερνοχώρο0), By Staff, Real.gr, 31 October 2014 

 Cyber Europe 2014: Pan-European exercise for cybersecurity (Cyber Europe 2014: Πανευρωπαϊκή άσκηση 
για την ασφάλεια στον κυβερνοχώρο), By Staff, euronews, 30 October 2014 

 The largest European security “web-exercise” in Athens (Η μεγαλύτερη ευρωπαϊκή "web-άσκηση" 
ασφαλείας στην Αθήνα), By Staff, MEGA TV, 30 October 2014 

 The largest cybersecurity exercise in Europe so far (Πραγματοποιείται η μεγαλύτερη μέχρι τώρα άσκηση 
ασφάλειας στον κυβερνοχώρο στην Ευρώπη), By Staff, Prisma News, 30 October 2014  

 The biggest cyber security exercise is coordinated from Greece (Η μεγαλύτερη άσκηση στην ΕΕ για την 
κυβερνο-ασφάλεια, με συντονισμό από την Ελλάδα) By Staff, Nerit, 30 October 2014   

 The largest cybersecurity exercise in Europe (Η μεγαλύτερη άσκηση σχετικά με την ασφάλεια στον 
κυβερνοχώρο στην Ευρώπη), By Staff, Diorismos, 30 October 2014   

 EU preparedness exercise for the security of the Internet (Ασκηση ετοιμότητας για την ασφάλεια του 
Internet θα κάνει η Ε.Ε.), By Staff, tovima, 30 October 2014   

http://www.kathimerini.gr/790032/article/texnologia/diadiktyo/h-megalyterh-askhsh-asfaleias-ston-kyvernoxwro-apo-ton-enisa
http://www.kathimerini.gr/790032/article/texnologia/diadiktyo/h-megalyterh-askhsh-asfaleias-ston-kyvernoxwro-apo-ton-enisa
http://www.philenews.com/el-gr/eidiseis-technologia/53/225921/enisa-askisi-etoimotitas-gia-tin-asfaleia-tou-internet
http://www.real.gr/DefaultArthro.aspx?page=arthro&id=365233&catID=22
http://gr.euronews.com/2014/10/30/paneuropean-exercise-cyber-security-scenario-cyber-europe-2014-takes-place-on-/
http://www.megatv.com/megagegonota/article.asp?catid=27372&subid=2&pubid=34087152
http://www.prismanews.gr/index.php/kosmos/technology/item/91638-i-megalyteri-mexri-twra-askisi-asfaleias-ston-kyvernoxwro-stin-eyrwpi
http://www.nerit.gr/eidiseis/epistimi/technologia/megaliteri-askisi-stin-ee-schetika-tin-kiverno-asfalia-sintonismo-apo-tin-ellada/
http://www.diorismos.gr/sumvainoun/20223/h-megaluterh-askhsh-sxetika-me-thn-asfaleia-ston-kuvernoxwro-sthn-eurwph
http://www.tovima.gr/world/article/?aid=646002
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 Cyber Europe 2014: Πανευρωπαϊκή άσκηση για την ασφάλεια στον κυβερνοχώρο (Cyber Europe 2014, Pan- 
European Exercise for cyber security), By Staff, gr.euronews, 30 October 2014   

1.7 Portuguese Coverage 
 Europe holds its largest and most complex cybersecurity exercise (Europa realiza o seu maior e mais 

complexo exercício de cibersegurança), By Staff,  Público, 30 October 2014   
 

 
 Today Europe tests response to a cyber attack (Europa testa hoje resposta a ciberataque), By Staff, Jornal 

SOL, 30 October 2014   

 Europe is now the target of a cyberattack (Europa será hoje alvo de um ciberataque), By Staff, Diário de 
Notícias, 30 October 2014  By Staff, Jornal SOL, 30 October 2014   

 Europa testa resposta a ciberataque (Europe tests cyber attack response) By Staff, ionline.pt, 30 October 
2014   

 Europe is conducting an important cybersecurity exercise (Europa faz importante exercício de 

cibersegurança), By Staff, NE10, 30 October 2014   

 O maior exercício de cibersegurança na Europa realiza‑se hoje (The largest cybersecurity exercise in Europe 

is being held today), By staff, Diario Digital, 30 October 2014   

 Bruxelas Europa testa hoje resposta a ciberataque (Brussels, Europe tests today response against cyber 

attacks) By staff, Notícias ao Minuto, 30 October 2014   

http://www.publico.pt/tecnologia/noticia/europa-realiza-o-seu-maior-e-mais-complexo-exercicio-de-ciberseguranca-1674616
http://www.sol.pt/noticia/117595
http://www.dn.pt/inicio/globo/interior.aspx?content_id=4210418&utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+DN-Globo+(DN+-+Globo)
http://noticias.ne10.uol.com.br/tecnologia/noticia/2014/10/30/europa-faz-importante-exercicio-de-ciberseguranca-517086.php
http://diariodigital.sapo.pt/news.asp?id_news=741036
http://www.noticiasaominuto.com/tech/298669/europa-testa-hoje-resposta-a-ciberataque
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1.8 Other Languages 

 Grootste simulatie van cyberaanvallen in Europa ooit (Biggest ever simulation of cyber attacks in Europe) NL, 
By staff, Security.nl, 30 October 2014   

 Norisinās līdz šim Eiropā lielākās kiberdrošības mācības (Europe's largest ever cyber security training taking 
place)LT, By staff, tvnet.lv, 30 October 2014   

 Europa houdt grootste cyberoefening ooit, (Europe’s biggest ever cyber exercise) NL, By staff, hln.be, 30 
October 2014   

 ЕС провежда най-голямото учение по киберсигурност ( EU holds the largest study on cyber security) by 
Staff, dnevnik.bg, 30 October 2014 

 

1.9 Full Text of Articles  
 
“Working together helps build confidence” 
By Nathalie Steiwer 
Europolitics 
31 October 2014 
 
Interview with Udo Helmbrecht, executive director, ENISA 
 
The third major pan-European exercise in cyber security was organised on 30 October by the European Union 
Agency for Network and Information Security (ENISA). The Executive Director of the agency, Udo Helmbrecht, draws 
conclusions from these experiences in view of the legislative negotiations underway on the network security 
directive (NIS).  
 
What is the purpose of the Cyber Europe 2014 exercise, bringing together 400 public and private experts from 
Europe?  
 
We are testing our standard response procedures to cyber attacks at the technical and political level: how we 
respond to incidents, how we document them, how to obtain aid. The results will help us to identify the next steps 
and what needs to be improved. Since the first exercise in 2010, we have been proceeding in stages. Beginning with 
the governmental level, we realised that we did not even have a list of telephone contacts in all member states. In 
some countries, interior ministers are responsible for cyber security, while elsewhere it is the economy or defence 
minsters. We now have these governmental contacts but it is not sufficient: 80% of infrastructure in Europe falls 
under the private sector. We have therefore brought together one hundred or so participants from the financial and 
banking sector in particular.  
 
What conclusions can you draw from these exercises?  
 
The construction of a community and of capacity are two important factors. We learn which profiles we need in the 
ministries, what the technical requirements are and the decisions necessary on a political level. As in the fight 
against criminality within Europol, some member states have a long history of cooperation, while others do not. We 
need all member states to reach the same level of capacity.  
 
If such cooperation already exists, what will be the purpose of the NIS directive?  
 
Ideally, we should have an ecosystem which operates autonomously, but in certain areas this is not the case. The 
directive makes it possible to generalise procedures by allowing member states a margin of manoeuvre for their 
implementation. Practically all member states have adopted a national strategy for cyber security. They are 

https://www.security.nl/posting/407029/Grootste+simulatie+van+cyberaanvallen+in+Europa+ooit?channel=rss
http://www.tvnet.lv/tehnologijas/internets/533128-norisinas_lidz_sim_eiropa_lielakas_kiberdrosibas_macibas
http://www.hln.be/hln/nl/4125/Internet/article/detail/2107101/2014/10/30/Europa-houdt-grootste-cyberoefening-ooit.dhtml
http://www.dnevnik.bg/evropa/novini_ot_es/2014/10/30/2409849_es_provejda_nai-goliamoto_uchenie_po_kibersigurnost/?ref=rss
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published on our website. The missing three or four strategies should be ready at the beginning of 2015. The NIS 
directive would push all member states to effectively implement certain things.  
 
Why impose the notification of IT incidents?  
 
Industry states that notifications are a burden to manage from an administrative point of view, but enterprises such 
as governments need data to make the right decisions. In the framework of the telecoms regulation, which already 
imposes notifications in this sector, we learnt, for example, that the challenges are not so much viruses, but having 
energy rescue facilities.  
 
At the Council, member states are refusing to be obliged to exchange confidential information. Have the exercises 
not reinforced trust? The exercises make it possible to have a common understanding of threats: from the classical 
phishing to the stuxnet virus targeting infrastructures. Working together then helps to build personal associations so 
that people can trust one another and begin to share confidential information on national problems or best practice.  
 
 
The problem is that there is a slight difference between the confidential information that you provide to somebody 
you trust and that which is included in an official document.  
 
In light of this experience, which businesses should be obliged to provide notifications?  
 
The current telecoms regulation already includes internet access providers and progress has been made with the 
banking sector on a voluntary basis. The problem now is that we are talking about a highly competitive sector: we 
must be sure that competitors will not use the incidents declared by others as a commercial argument. Being 
transparent must not be a competitive disadvantage. We must above all identify what falls under the responsibility 
of the government, what the critical infrastructures are: energy, water, cash points... The problem is that some of 
these structures are private, while others are public. We therefore need a good definition of the types of structures 
concerned. The list of businesses concretely involved will automatically follow on from this. 
 
Vaste exercice de cybersécurité en Europe  
By Staff 
Agence France Presse  
30 October 2014 
 

Plus de 400 experts en cybersécurité participaient jeudi au plus grand exercice de simulation ayant jamais 
eu lieu en Europe, a indiqué la Commission européenne. 
L'exercice baptisé "Cyber Europe 2014" simulait "une crise de grande ampleur affectant des infrastructures 
d'information essentielles". 
 
Plus de 2.000 incidents étaient traités, indique la Commission, citant notamment des attaques contre des 
services en ligne, des rapports des services de renseignement et des reportages des médias sur des cas de 
cyberattaque, ainsi que des "défacements" de sites web (attaques modifiant leur aspect), des exfiltrations 
d'informations sensibles et des attaques contre des réseaux d'énergie ou de télécoms. 
 
Cet exercice mobilisait plus de 200 organisations et 400 professionnels de 29 pays européens. Il impliquait 
plusieurs centres d'exercice dans toute l'Europe, dont la coordination est assurée par un centre de contrôle 
central, selon l'exécutif européen. 
"Seuls des efforts communs de ce type contribueront au maintien de la protection de la société et de 
l'économie d'aujourd'hui", a souligné la commissaire en charge des Nouvelles technologies, Neelie Kroes, 
insistant sur le fait que "la sophistication et le volume des cyberattaques augmentent tous les jours". 
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"Il y a cinq ans, il n'existait aucune procédure de coopération entre les États membres de l'Union en cas de 
cybercrise", a renchéri Udo Helmbrecht,le directeur général de l'Agence européenne chargée de la sécurité 
des réseaux d'information (Enisa). 
 
"Aujourd'hui, les procédures permettant d'atténuer une cybercrise au niveau européen sont en place 
collectivement. Le résultat de l'exercice nous dira où nous en sommes et permettra d'identifier les 
prochaines mesures à prendre en vue de continuer à améliorer la situation", a-t-il estimé. 
 
L'Enisa publiera ensuite un rapport sur cet exercice. Selon l'agence, les cyberattaques sur internet à 
l'échelle mondiale ont augmenté en 2013 de près d'un quart et le nombre total de violations de données 
était supérieur de 61% à celui de 2012. Chacune des huit principales violations a abouti à la perte de 
dizaines de données. 
 
La Commission a proposé début 2013 un plan de lutte qui obligera les Etats à adopter une stratégie en 
matière de sécurité des réseaux d'information et à désigner des autorités nationales compétentes. 
 

BIGGEST THREAT to Europe’s cybersecurity? Hint: not hackers - Largest EVER Europe-wide cybersecurity exercise, 

The Register 

By Jennifer Baker and John Leyden 
30 Oct 2014  

Forget cyber-espionage, cyber-warfare and cyber-terrorism. The biggest threat to Europe’s infrastructure 
cybersecurity are power outages and poor communication. 

On Thursday, ENISA (European Network and Information Security Agency) held its biggest ever 
cybersecurity exercise involving more than 200 organisations and 400 cyber-security professionals from 29 
European countries. 

The bi-annual* event simulates a lifelike attack, modelled on real events, to test the reaction of national 
Computer Emergency Response Teams (CERTS), government ministries, telco companies, energy 
companies, financial institutions and internet service providers. 

But Steve Purser, Head of Operations at ENISA explained: “The biggest threats we really see are not 
attacks, but hardware and software failures.” 

#CyberEurope2014 will simulate more than 2,000 separate cyber-incidents, including denial of service 
attacks, website defacements, exfiltration of sensitive information and attacks on critical infrastructure. 

Purser says he’s confident that they are testing the right things. “I speak at a lot of events and there are a 
lot of glib comments from people saying we need to share more data. But actually we need to share LESS 
data. We live in an age of data pollution and we need to discuss the right things at the right level.” 

This would appear to include a standard array of attacks that systems need to be tested against but 
nothing particularly tricky such as exploitation of unpatched vulnerabilities, custom malware, data 
contamination or social engineering. 
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The distributed exercise, involving several exercise centres across Europe working with a central exercise 
control centre, is designed to test EU cooperation and escalation procedures. The exercise will also test out 
the EU-Standard Operational Procedures, a set of guidelines to share operational information on cyber 
crisis. 

In the case of the Spanish military, at least, the exercise involves military personnel in camouflage uniforms 
(¿Por qué?) crowded together around laptops and wide screens in a crowded room on the outskirts of 
Madrid. A picture by OneMagazine illustrates the claustrophobic scene, seemingly devoid of tapas, cafe or 
other Spanish essentials. 

Last year global web-based attacks increased by almost a quarter and the total number of data breaches 
was 61 per cent higher than 2012 according to Symantec’s Intelligence Report. 

Each of the eight top data breaches resulted in the loss of tens of millions of data records while 552 million 
identities were exposed. Meanwhile, ENISA’s Threat Landscape report says that threat agents have 
increased the sophistication of their attacks and their tools and multiple countries have developed 
capabilities that can be used to infiltrate all kinds of targets, governmental and private. 

The proposed EU Network and Information Security Directive, (aka the Cybersecurity Directive) aims to 
address these problems. The draft law is currently being discussed by national representatives, the 
European Parliament and the European Commission. 

Some elements of the original law have already been substantially watered down. Originally “key internet 
enablers" faced mandatory security breach and incident notification requirements, but this was changed 
by the European Parliament and the provision now applies only to “market operators who provide critical 
infrastructure”. 

Who and what these market operators are is vaguely worded and a cause for dispute between member 
states at the negotiating table. 

“Member states deal with critical infrastructure in different ways - some are asset based, some process 
based and the challenge is to put those together. It’s a complex situation,” said Purser adding that events 
like CyberEurope2014 help to identify weaknesses. 

He believes the proposed directive is a step in the right direction: national governments would still be 
required to appoint a competent central authority and develop a national cybersecurity strategy. These 
national authorities would be required to liaise with ENISA and an EU-wide “Cooperation Network”. 

Professor Udo Helmbrecht, executive director of ENISA, commented: “Five years ago there were no 
procedures to drive cooperation during a cyber-crisis between EU Member States. Today we have the 
procedures in place collectively to mitigate a cyber-crisis on European level. The outcome of today’s 
exercise will tell us where we stand and identify the next steps to take in order to keep improving.” 

However there is considerable resistance from some national representatives to mandatory sharing of 
information between countries as envisaged in the current draft law. Some countries fear giving away too 
much information to subjecting companies to “reputational damage”. 

https://www.enisa.europa.eu/media/press-releases/biggest-ever-cyber-security-exercise-in-europe-today/
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Based on previous CyberEurope events, Purser thinks that those involved are getting better at sharing 
information, and he was keen to stress that “we are not talking about industrial espionage, which I think is 
a false debate. [ENISA] is not interested in handling national security information. But exercises like this 
provide valuable bottom-up knowledge behind the policy.” 

ENISA will produce a report on its findings from Thursday’s exercise by the end of the year, while the next 
discussion between national representatives on the cybersecurity directive will take place on November 
27. Bootnote 

*Cyber Europe actually takes place in three phases throughout the year: technical – which involves the 
incident detection, investigation, mitigation and information exchanges (completed in April); 
operational/tactical – dealing with alerting, crisis assessment, cooperation, coordination, tactical analysis, 
advice and information exchanges at operational level (today and early 2015); and strategic, which 
examines decision making, political impact and public affairs. Thursday's activities form the main part of 
the whole exercise. 

ENISA promises that the exercise will not affect critical information infrastructures, systems, or services.  

 


