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e To generate awareness about Risk
Management and Risk Assessment

o To Inform non IT-Security experts about
the meaning of Risk Management

e To Indicate ways for the incorporation of
Risk Management into the organization

e To deliver examples on standard ways to
use Risk Management

WwWw.enisa.europa.eu



x
* o

 Risk-Management in the strategy of the
organization

« Risk Management and its relationship with
Security Management

 Integration of Risk Management and other
operational processes

 Examples of Risk Management and Risk
Assessment
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Risk Risk
Management Management :
in the organization integration with Operational
other processes Management

Examples of Risk Management and
Risk Assessment for given SME types

Specialists
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Management
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Manag. Manag. desk

Company Risk Management Process

Operational
Process

Security Management

Security policies

IT-Risk Management
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e Tabular method to identify important
business processes

* Dependency between business processes
and assets

 Identification of the criticality of assets In
the context of business processes
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Overview of the process

Control

Plan :
Implement Monitor
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Simplified Risk Management process

Corporate RM
strategy Py
Threats

Asset identification
/\ Vulnerabilities

Organization

Risk Assessment

Impact

Requirements

Risk ident. (quant.)

Risk Treatment

Gap analysis

Identified measures

Implementation plan
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Maintenance of big picture Risk Management

Corporate
Risk Management Risk Assessment
Strategy
. | Risk Treatment
Definition of Scope and Identification of Risks T
Identification of options
Framework for the T | Y
management of risks Analysis of relevant Risks
Development of action plan
Definition of External Environmerlt vl uEen o Fis e

Approval of action plan

Definition of Internal EnvironmerIt

Implementation of action plan

Generation of Risk Management
Context
Identification of residual Riskg
Formulation of Risk Criteria
u Risks Communication o
Risks Awareness < Risk '0/’6
Consulting A : 2,
(all aspects included in the interface cceptance |
K with other operational or product processes)

Recurrence

I:I Long term I:I Middle term

[ | shortterm Monitor and Review (plans, events, quality)
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 Integration of Risk Management with
security management

* Integration of Risk Management with other
relevant operational processes

 Integration of Risk Management with
corporate one
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Integration with security

' Business

IT-Security

management Continuity for
IT-Services
IS Risk
Management
Security Security

in SLA and Communication

Outsourcing forum
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Integration with operational processes

L S

Procurement development
IS Risk
Management
Configuration
and Test
Maintenance
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Integration with operational Risks

N

Op-Risk
Indicators Risk
and Landscape

Evaluation
Incident

Data base
< X 4 &

Credit Risks %, IS
Market Risks ”0) Known incidents X

People S s\&

Products 60 (;)\o

. > ’
Op. Risks Systems R
Processes
@ IS Risk
Management
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« Business processes

o IT infrastrUg_ture

 Non IT Iinfrastructure

e Threats and exposures for assets
 Examples of assets protection
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* Product processes (Consulting,
Development, Purchase)

e Supporting processes (Finance, HR,
Sales, Marketing)

e Operational processes (Administration, IT-
operations, IT-Maintenance, Physical
security)
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. Premises'(c;)_ffices, computing rooms,
archives)

* Physical components (alarms, cameras,
cables, mobile assets)

 Energy (voltage, gas, heat, cooling)
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» For the identified assets give threats,

vulnerabilities, impacts and likelihood (l.e.
risks)

* For the identified risks provide
measurements to mitigate those
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Characteristics of second ENISA deliverable

» Modular structure
» Oriented towards target groups

e Various levels of detall of Risk
Management

e Typical structure of SMEs
* Provision of good practice for protection
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