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DATA PROTECTION NOTICE:
2023 ENISA CYBERSECURITY
MARKET ANALYSIS ON
CRYPTOGRAPHIC PRODUCTS
AND SERVICES - SURVEY

ENISA is conducting a cybersecurity market analysis focusing on cryptographic products and services
to collect data for such analysis. First, via an expression of interest form published on the ENISA
website, ENISA will collect the contacts of potential respondents willing to engage in the survey. Then
ENISA will send to those contacts the URL to the survey page. The survey itself is going to be
anonymous (no personal data, neither company names, will be collected through the survey).

Your personal data are processed in accordance with Regulation (EU) 2018/1725 on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies, offices
and agencies and on the free movement of such data’.

The data controller of the processing operation is ENISA, in particular the Market, Certification and
Standardisation Unit (MCS).

The data processors involved in the processing operation are:

e EaudeWeb, established in Romania, who is responsible for ENISA’s web site hosting under
specific service contract with ENISA,;

e EUSurvey, that is a web application for online survey creation and publication developed and
maintained by European Commission’s DG DIGIT that ENISA uses for creating and managing
surveys?;

e Bocconi Institute for Data Science and Analytics (BIDSA), established in Italy, that under
specific contract with ENISA will provide respondents with assistance when filling in the survey;

e External experts under specific contract with ENISA supporting ENISA in conducting the
survey and in drafting the report. To collaborate with these external experts, ENISA also uses
the CIRCABC/Certification Management IT System (CerMIT)3;

" Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons
with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of
such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002.

2 The privacy statement about the processing and the protection of your personal data when using EUSurvey is available at:
https://ec.europa.eu/eusurvey/home/privacystatement

3 https://www.enisa.europa.eu/about-enisa/data-protection/register_data_processing_activities/29-circa-bc-document-management-

platform.pdf
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The legal basis for the processing operation is article 5(1)(a) of Regulation (EU) 2018/1725, on the
basis of Regulation (EU) No 881/2019 (Cybersecurity Act), in particular the provisions establishing the
tasks of ENISA.

The purpose of this processing operation is to support ENISA’s survey on the 2023 cybersecurity
market analysis on cryptographic products and services. In particular, to collect the expression of
interest of stakeholders to participate in the survey, engage interested persons in the survey,
communicate with them within the scope of engaging them in the survey, provide access to the survey,
and provide assistance where needed with the access/use of the form to express interest and with the
survey in itself.

The following personal data are processed:

e Contact data from expression of interest: first name, last name, affiliation
(organisation), email address.

These data will be used to distribute the link to the survey. The survey itself is going to be anonymous
(no personal data, neither company names, will be collected through the survey).

Access to your personal data is granted only to designated ENISA staff, the members and observers
of the ENISA Ad Hoc Working Group on EU Cybersecurity Market supporting ENISA with the data
collection and analysis and with the drafting of the report, designated staff of ENISA’s processors, and
bodies charged with monitoring or inspection tasks in application of EU law (e.g. internal audits,
European Anti-fraud Office — OLAF).

Storage of personal data: the contact data collected upon registration at the ENISA website are stored
on the ENISA’s (and contractor's EaudeWeb) servers and are only processed within EU/EEA.

Your contact data will be kept for a maximum period of six months after the closure of the project,
unless the participants have provided their consent for further processing by ENISA (in order for the
participants to get informed about future ENISA activities and events). In the latter case, ENISA will
keep the contact data until the participants withdraw their consent. Personal data will be deleted after
the end of the retention periods.

You have the right of access to your personal data and to relevant information concerning how we use
it. You have the right to rectify your personal data. Under certain conditions, you have the right to ask
that we delete your personal data or restrict its use. You have the right to object to our processing of
your personal data, on grounds relating to your particular situation, at any time. We will consider your
request, take a decision and communicate it to you. If you have any queries concerning the processing
of your personal data, you may address them to ENISA at market@enisa.europa.eu . You may also
contact at any time the ENISA DPO at dataprotection@enisa.europa.eu .

You have the right of recourse at any time to the European Data Protection Supervisor at
https://edps.europa.eu
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