PRIVACY STATEMENT —
ENISA'S INFORMAL

EXPERT GROUP

Your personal data shall be processed in accordance with the Regulation (EU) 2018/1725 on
the protection of natural persons with regard to the processing of personal data by the Union
institutions, bodies, offices and agencies and on the free movement of such data?.

The data controller of the processing operation is ENISA CSIRTs Relation (CR) team.

The legal basis for the processing operation is: i) Article 5(1) (a) of Regulation (EU) 2018/1725,
on the basis of Regulation (EU) No 526/2013, in particular the provisions establishing the tasks
of ENISA, ii) Article 5(1) (d) of Regulation (EU) 2018/1725- consent of data subjects.

The purpose of this processing operation is the creation and maintenance of ENISA’s Informal
Expert Groups for receiving expert input on ENISA products in the broader area of CSIRTs.

The data processors of this processing operation will be entities contracted by ENISA to carry
out studies in the broader area of CSIRTs, whenever reports and/or other deliverables produced
during these studies will require input from ENISA’s Informal Expert Groups.

The following personal data are being processed:

First name, last name, organization that is represented, title/position, e-mail address, CVs (for
the candidate selection process or for selected Informal Expert Group members).

Opinions/feedback from selected Informal Expert Group members in the form of written/verbal
comments or via forms will not generally contain personal data, except specific cases on ad hoc
basis.

The recipients of the data will be: designated ENISA staff involved in the data processing
operation (ENISA CR Team), as well as ENISA contractors (data processors) supporting the data
processing operation (e.g. Compagnie Européenne d'Intelligence Stratégique (CEIS) —
European Strategic Intelligence Company). The data may also be available to EU bodies charged

1 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of
natural persons with regard to the processing of personal data by the Union institutions, bodies, offices and agencies and
on the free movement of such data, and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002.
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with monitoring or inspection tasks in application of EU law (e.g. internal audits, European Anti-
fraud Office — OLAF).

Personal data of selected members of Informal Expert groups will be kept as long as an
Expert Group formally exists or for the duration of individual membership in the Expert Group and
for additional 2 years after the end of the aforementioned periods for audit purposes. Personal
data of candidates that have not been selected as members of an Informal Expert Group are kept
for up to 6 months after the end of the selection process.

You have the right of access to your personal data and to relevant information concerning how
we use it. You have the right to rectify your personal data. Under certain conditions, you have
the right to ask that we delete your personal data or restrict its use. You have the right to object
to our processing of your personal data, on grounds relating to your particular situation, at any
time. We will consider your request, take a decision and communicate it to you. If you have any
queries concerning the processing of your personal data, you may address them to
relations@enisa.europa.eu. You may also contact at any time the ENISA DPO at
dataprotection@enisa.europa.eu.

You shall have right of recourse at any time to the European Data Protection Supervisor at
https://edps.europa.eu.
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