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1

The approach

The study comprised two main phases. The first phase, ‘stock-taking’, was intended to gather
all the data that will make up the work base for the study and divided in three main activities:
desktop research, poll and interviews. During the desktop research more than 230 documents
have been analysed including high reputational publications (i.e. technical reports, specialised
books, good practices, standards, papers), other technical documents like whitepapers,
product/services and sheets and latest news i.e. forums, mailing lists, twitter, blogs.
Over 304 experts were contacted for the study of which 50 participated in the poll. The
experts were divided in categories such as:
•

Manufacturers and integrators

•

Security tools and services providers

•

Distribution System Operation (DSO)

•

Transmission System Operation (TSO)

•

Power generation

•

Smart Grid services provider (e.g. marketer)

•

Academia and R&D

•

Public bodies

•

Standardisation bodies

Figure 1: Categories of contacted stakeholders participated in the poll
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Twenty three experts were interviewed. Experts participating in the interviews were enquired
about topics such as:
•

The importance of cyber security in the smart grid business case

•

Smart grid pilots, and in particular on the how cyber security is being addressed

•

Risk assessments, including new threats, interdependencies, the role of ICT, etc.

•

Basic components of the smart grid, including infrastructures and services

•
Knowledge on existing initiatives (i.e. R&D projects, information sharing platforms,
working groups, etc.) and on how to improve them
•
The impact of the Smart Grid Task Force EG2’s report about “Regulatory
recommendations for data safety, data handling and data protection”
•

Main cyber security challenges of the smart grid

•

The importance of technology, processes and people for making the smart grid secure

•

How to measure the effectiveness of cyber security controls

•

How to deal with pan-European cyber attacks and the role of CERTs in such scenarios

The second phase of the study was based on the qualitative analysis of the findings and the
development of recommendations for different categories of stakeholders. As a result of the
first stage of the study we had built up a large data source which comprised diverse
information. Finally, ENISA organised a validation workshop on 29th of February 2012 where
the report was presented and the experts had the opportunity to validate the results of the
study.

Smart Grid Security
3
Annex III. Survey and interview analysis

2

The smart grid business case and the importance of cyber security

Several topics on the smart grid business case are discussed in this section. Firstly the main
drivers behind the adoption of the smart grid are analysed by the experts of the study.
Secondly, this chapter presents a review on which could be the factors for the success of the
future grid. Finally, thoughts about the importance of cyber security and privacy in the future
smart grid have been structured for an easy comprehension by the reader.

2.1 Main drivers for the smart grid business case
It is interesting to see that a majority of respondents consider reliability and resiliency as well
as optimization and efficiency (also mentioned as cost reductions) of the power grid as key
factors driving the smart grids business case. In relation to having a reliable and resilient grid,
several experts referred to the Fukushima disaster to illustrate the importance of these two
factors.
There was also a high level of agreement on how important smart grids are for achieving a
scalable power grid, and referred to “distributed energy generation” and specifically to
customers becoming electricity producers – not only consumers, a new role which is normally
called “prosumers” – as an essential aspect for grid scalability.
Additionally, some experts also provided ecological/environmental arguments (e.g.
greenhouse gas emission reduction) as important reasons behind the smart grid business
case. In particular they consider that an efficient and well-managed integration of renewable
energy sources in the grid, as well as the incorporation of the Electric Vehicle (EV), will be
essential – but not sufficient, since grid efficiency and optimization are also key factors – to
achieve these goals.
Several experts also referred to the new added-value services for consumers and to a better
management as other reasons supporting the smart grid business case.
To this regard, all stakeholders agree that the smart grid business case is being pushed – by
companies and/or governments – to the market instead of growing from a need for better
services for consumers. According to them, this is happening for a number of different
reasons already mentioned (e.g. 20-20-20 objectives, new business opportunities, grid
efficiency, etc.). Moreover, some experts stated that customers are not directly demanding
smart grids, because they are not aware about what it is and how they can benefit from its
implementation.

2.2 Factors of success in the adoption of the smart grid
Most of the experts also provided their point of view on those factors which they consider of
major importance for the adoption of the smart grid.
 Definition of the smart grid concept: an agreement on a common definition of what
the smart grid is and how to implement it is considered a relevant factor of success.
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Economical reasons: energy fraud prevention and costs reduction are considered
important mainly by security providers, DSOs and TSOs. However, there is a body of
opinion among some of the respondents which argues that there is no real evidence
that the smart grid adoption will lead to lower the price of the electric service to the
final consumer.
Homeland security: it is largely agreed that homeland security will be as relevant as
the economical motive for a successful adoption of the smart grid, with a total
agreement among the experts belonging to public bodies and academia/R&D. It is
interesting to highlight that respondents showed no agreement regarding which,
privacy or homeland security/cyber-security, are more relevant. Nevertheless, most of
them accepted that they are absolutely related.
Customer privacy issues: privacy issues affecting consumers are mainly considered by
academia and R&D experts and public bodies, but also by DSOs and security providers,
as an important success factor. They consider it necessary to guarantee user
acceptance, especially regarding smart metering and the added-value services2 that
might be available in the future. They think that this is a cultural issue, that might be
not so important outside the EU, but which is critical in many member states (MS). In
fact, some public bodies and companies think that reasonable efforts are being made
already (i.e. in The Netherlands or Nordic countries). Finally, it is interesting to
highlight that some experts declared that, for providing some of the so-called addedvalue services, user profiling is of paramount importance (e.g. to guarantee and
efficient energy provisioning), but at the same time it can collide with privacy and
safety requirements.
Customer awareness and education: some experts explicitly state that in order to
foster customer acceptance, they have to be informed about the benefits of the smart
grid (e.g. advantages of being a prosumer, modernisation of the grid, etc.). Most of the
initiatives on this topic are related to privacy problems, and mostly led by consumer
organizations. Additionally, the current power quality and security of supply, which are
key aspects on customer satisfaction, are considered by European customers to be at
the top level. There are only some complaints regarding cost increases, but users have
an overall satisfaction on the service. Therefore, actions on customer
awareness/education have to deal with these facts when trying to educate the
consumer on the benefits of the smart grids.
Smart meters acceptance: a small number of respondents expressed concerns
regarding how smart meters would be paid and/or financed, as providers are finding
difficulties to convince final customers to be the ones assuming it. Moreover, to
achieve smart meters acceptance, customer awareness and education is essential.
Some respondents explained the UK’s case of success. The UK’s Government decided

A few predict that some value-added services will emerge in the future, such as energy-comparison web-sites, efficiency
advice for home energy management, or even energy management through smart appliances. They could be brought up by
new companies or even energy marketers.
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that the smart meters roll-out had is led by energy suppliers instead of DSOs. Energy
suppliers are the ones working on the new added-value services for consumers, and
are keener to better explain its benefits on energy efficiency and savings.

2.3 The importance of privacy and cyber security
Acknowledging that both, cyber security and privacy, are key factors for making the smart grid
a success, the experts participating in the study also provided the following appreciations on
these two topics:
 A slight majority of experts think that not enough attention is being paid to cyber
security and data privacy, as it is exemplified by current smart grid pilots which are
focusing on other functionalities.
 Moreover, from a technical point of view, many vendors and security providers say
that this issue is not being addressed appropriately. They consider that cyber security
and privacy should be addressed already at the design phase, because leaving it for
later will raise the associated costs.
 On the other hand, several experts stated that attention to cyber security is increasing
in Europe and that this tendency will continue in the following years.
 A R&D interviewee declared that for the upcoming years, technology sophistication
will lead to greater security needs.
 Some experts expressed their doubts regarding the importance of security and data
privacy, especially considering that there is no objective data available or even a clear
description on how the smart grid architecture will be in technically implemented.
 Regarding to the previous point, other experts also stated that prior to security and
privacy, primary concepts of the smart grid (i.e. architecture, objectives,
functionalities, services, etc.) need to be well addressed.
 A few experts also declared that the cost aspect of cyber security is not high when
compared with all the rest, and at the same time its benefits are really high.
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3

Smart grid test pilots and the role of cyber security at this phase

When asked for familiarity of projects that are being carried out worldwide on smart grids
technology, a majority of experts confirmed the knowledge of various pilots related to
different domains of the smart grids, as it can be seen from the diagram below.
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No

Figure 1 Percentage of respondents which are aware of existing pilots
Several experts declared they knew about the different projects because they have, to some
extent, participated in at least one of these projects. However, most of them seem to simply
know basic data about the pilots, gathered either through informal communications or from
the pilot’s website itself. Additionally, various experts also referred us to the Joint Research
Centre (JRC) document [101], to inform us about the different projects that are being carried
out in Europe. This document shows the development status of smart grids in Europe as a
basis for discussion among the stakeholders and to promote the sharing of knowledge,
experiences and best practices. However, it is interesting to highlight two relevant aspects.
The first one is that the great majority of the experts know who is leading the pilots they know
about. The second one is that several experts consider that the US is more active and
advanced in what refers to smart grid pilots. Finally, we can say there is a lack of global
perspective on the projects, resulting on each expert only knowing about those projects
related to the topics of their interest.
Based on the answers to the questionnaire as well as on the interviews carried out, it could be
stated that, in general terms, pilots are not considering cyber security at all (with very few
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exceptions). Moreover, it can also be said that in those projects described by the
stakeholders, there is a lack of security measures. Additionally, many of the projects they
know about are at an early stage. Some experts declared that this the reason why pilots are
focusing on testing smart grid applications and functionalities, which are considered essential,
and not on cyber security which is considered a second line issue. The general opinion is that
cyber security is almost always considered as an important topic in any smart grid project.
However, when it comes to a practical implementation is often ignored because of project
budgets, pipelines, and lack of expertise, etc. An expert also stated that it would have been
more rigorous to also test these important aspects during the pilot phase, to effectively check
that the security aspects considered during the design phase were effective. We consider this
a very important issue since there are contradictory points of view on what refers to
considering cyber security at the design phase. There are experts who think that during this
phase, both at the architectural and device levels, cyber security and privacy has been
adequately considered. On the other hand there are also experts who stated that security has
been considered as an overlay more than a very integral part of the design phase. Finally, it is
important to highlight that some experts declared that cyber security and privacy are taken
into account seriously once they start massive deployments, as it is happening already in the
smart meters roll-out.
The complete list of pilots identified by the experts is included in Annex V. This list has been
completed with a number of pilots identified during the desktop research phase.
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4

Risk assessments considering ICT risks

This section details the knowledge of the experts with regards to the existence of risk
assessments initiatives in the field of smart grids. Additionally, interesting opinions on how to
address the protection of smart grids based on a risk-driven approach are also presented in
combination with other interesting thoughts about risk assessments methodologies,
strategies, etc.

4.1 Knowledge of risk assessment initiatives
In general terms, a wide majority of the stakeholders is aware of at least one specific project
(either in their own companies or in other organisations) related to cyber security risks
assessments for the smart grid. On the following chart, this information is presented by
stakeholder type.

0%

20%

40%

60%

80%

100%

Manufacturers
Security provider
DSO
TSO
Retail energy
Academia RD
Public bodies
Standardisation
Yes

No

Figure 2 Percentage of respondents which are aware of existing risk
assessment initiatives
The chart shows that all those experts belonging to the manufacturers (100%) stakeholder
type are aware of initiatives related to cyber security risks assessments. On the opposite side
we have TSOs. Surprisingly TSOs have the lowest knowledge (39%) about this kind of projects.
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4.2 The best known initiatives on cyber security risk assessments
The experts who were aware of initiatives on cyber security risk assessments were asked to
list and briefly describe them. As the reader will notice from the following list, experts
provided a rich and varied spectrum of initiatives, which include specific projects,
organizations and task forces addressing the topic, guidelines and articles, tools, etc., all of
which are addressing ICT risks in the smart grid to some extent.
What follows is the complete list of initiatives provided by the experts participating in the
study:
Official documents and articles:
 NIST IR 7628: “Guidelines for Smart Grid Cyber Security: Vol. 3, Supportive Analyses
and References”
 CEN/CENELEC/ETSI - SGIS: “M490’s Risk assessment task”
 DG CONNECT’s Ad-hoc Expert Group for the Security and the Resilience of Information
Technology and Communication Networks of the Smart Grid: "Challenges and
recommendations for ICT security and resilience of Smart Grids”
 UK HMG IA Standard No. 1: “Technical Risk Assessment”
 US Department of Energy: “Electricity Sector Cybersecurity Risk Management Process
Guideline”
 National Rural Electric Cooperative Association: “Guide to Developing a Cyber Security
and Risk Mitigation Plan”
 IEEE Security & Privacy magazine: “Security and Privacy Challenges in the Smart Grid”
Conferences, forums, congresses, and online resources:
 CIRED 2011
 IEEE-PES GM 2011
 Cigré Symposium 2011.
 smartgridsecurity.blogspot.com
 cissp.logicalsecurity.com
Tools and methodologies:
 OpenAMI
 IS1
Public bodies addressing the topic:
 NERC (Natural Environment Research Council)
 FERC (Federal Energy Regulatory Commission)
 UK HMG IA (UK Government's National Technical Authority for Information Assurance)
 IEEE (Institute of Electrical and Electronics Engineers)
 CIGRÉ (Council on Large Electric Systems)
 NIST (National Institute of Standards and Technology)
 Germany's BSI (Federal Office for Information Security)
 CPNI (Centre for the Protection of the National Infrastructure)
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Department of Homeland Security (USA)
Department of Energy (USA)
Netbeheer Nederland
CEN (European Committee for Standardization)
CENELEC (European Committee for Electrotechnical Standardization)
ETSI (European Telecommunications Standards Institute)
European Commission

Task forces:
 European Commission Smart Grid Task Force
 SGIS of the CEN/CENELEC/ETSI - SGCG (M490)
 Security Technical Expert Group (STEG).
 DG CONNECT’s Ad-hoc Expert Group for the Security and the Resilience of Information
Technology and Communication Networks of the Smart Grid
Private organizations addressing the topic:
 IBM
 Kema
 IO Active
 Detica
 Southern Company (USA)

4.3 Important aspects on risk assessments in smart grids
As far as the importance of the topic is concerned a high level of consensus is reached among
the experts. They consider that, in order to determine the cyber security goals and needs for
the protection of national energy infrastructures, public bodies should follow a risk-driven
approach. Moreover, there are experts who consider that DSOs, and maybe also TSOs, should
conduct mandatory risk assessments. To this regard, an expert expressed the necessity that
such mandatory risk assessments should be based on a selected methodology, and which
should include a dependability analysis, a threat analysis, and a vulnerability assessment.
Other experts suggested involving technical people to indicate the critical assets and
processes, the most critical threats (e.g. intentional threats) and to help define a plan to
address them. According to one expert, it should be recognised that priorities on risks and
threat levels might be different across Member States.
Some experts highlighted that a risk-based analysis is considered necessary to assess the
consequences of using the Internet and other public networks in the smart grid, an important
aspect for new value-added services. Likewise, in order to identify which components of the
smart grid should undergo a security certification process, a detailed risk-based analysis
should also be considered.
In relation to the methodologies for assessing ICT related risks in the smart grid, according to
an expert belonging to a DSO in The Netherlands the current risk assessments tools used by
DSOs are not good to deal with the very distributed nature of the smart grid, and in particular
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of the smart metering systems. Therefore they decided to go for a manual risk assessment in
collaboration with other Dutch DSOs based on a workshop approach, where experts met to
collaboratively identify risks. Moreover in a second round they have started to use a more
actual methodology, the IS1 methodology from the UK.
Some other experts supported the fact that there is not a good methodology for
understanding/assessing the cyber risks of the smart grid, and they asked for a Programme to
address this need, which focuses on the definition of a standard risk assessment methodology
oriented to the security governance in utility companies. To this regard some experts referred
to the actual work being carried out on this topic by the SGIS European Working Group, the
DG CONNECT’s ad-hoc expert group, and other US working groups so as to not reinvent the
wheel. Several experts also considered that such a methodology should include
interdependencies analysis, among power grids from DSOs and/with TSOs. For some experts,
another important factor is the inclusion of a stakeholder analysis. This means that an ideal
standard methodology should consider the opinions, assumptions and expectations from
those stakeholders which can eventually impact the utility in different ways, with a special
attention on the customer and the supplier points of view. The stakeholders to be considered
could include government, academia, manufacturers/vendors, customers, energy suppliers,
retailers, DSOs, TSOs, etc. Experts from the standardisation field also suggested that a risk
assessment methodology should consider the different use cases of the smart grid. Moreover,
each use case can and should be classified into one of a number of predefined risk levels.
Examples of these use cases include the management of Distributed Energy Resources (DER),
demand-response applications and electricity market operations, interaction between
consumers and marketing companies, etc.
Finally, some of the experts suggested that the integration of the end user property (e.g.
demand-response and home-based energy sources) as part of the smart grid widely extends
the attack surface area, bringing new risks for electricity delivery. Since it is not possible to
control what is going on inside the end-customer houses it should be considered as a high-risk
area. New cyber security issues can originate in citizens and affect DSOs and TSOs.
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5

The basic components of the smart grid

There are several points of view on what is the real scope of the smart grid, which will be
discussed in detail in the following paragraphs. However, to defend the smart grid from a
business case point of view, various experts concur in saying that the smart grid should be
seen globally, as the electricity system of the future. They consider that the huge
cost/investment of implementing the necessary infrastructures cannot be understood without
the benefits deriving from the new services, applications and functionalities (e.g. reduced
emissions, increased energy efficiency, demand-response, etc.).
However, as we already mentioned, when addressing the details, not all the experts agree on
what exactly the smart grid is. We will explain these different opinions in the following lines.

5.1 The horizontal view of the smart grid
Experts were asked about the components that should be considered part of the smart grids.
For the majority of experts, the smart grid should span the complete value chain of electricity
delivery, from electricity production in the power plants to its consumption by final clients,
including trading, transmission, distribution, marketing (industrial and residential), etc.
An important characteristic which has been highlighted by many experts is the bidirectionality feature of the smart grid. Bi-directionality should be considered in two different
ways. On one hand it means that the grid should be able to make use of any distributed
generation resource at the end-users, such as batteries, solar panels on the roofs, etc. On the
other hand, there is also a high consensus – especially among manufacturers, security tools
and services providers and DSOs – on the fact that smart grid should be based on a supporting
ICT infrastructure based on bidirectional communications.
Experts agree that the public and private sectors are undertaking prospective actions,
business definition and enhancement in all areas by adding intelligence to the whole system,
including generation, transmission, distribution, retail, etc. However, it is interesting to
mention that DSOs and TSOs consider that Distribution and Transmission are respectively the
most affected domains by the emergence of the smart grids. Other participants mention that
small energy producers should not be left aside.
There is no clear agreement among experts when it comes to clarify whether AMI, smart
homes and smart industry are part or not of the smart grid concept. For instance, there is a
member from a public body who considers them as completely different concepts, while
there are different experts stating that everything is interrelated and cannot be analysed
separately. DSOs for instance consider that what is inside the house (e.g. household
automation, smart appliances, home energy management, etc.) is outside the scope of the
DSO – with the frontier between the grid and the household at the smart meter – and should
be the objective of smaller and more flexible companies such as energy marketers, home
appliances manufacturers, etc. According to them, the DSO should be agnostic of what is
going on inside the house. DSOs should provide signal prices to the smart meter and the
house automation system should be in charge of switching off/on one appliance or another in
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accordance to the energy management policy defined by the end user together with the
energy marketer. Something similar occurs with micro-generation (e.g. solar panels on the top
of buildings).

5.2 Vertical view of the smart grid
When the smart grid is presented as an underlying infrastructure supporting a number of new
services and/or applications, there is no real agreement on what the smart grid is and what
falls out of its scope.
A body of opinion states that the smart grid should include a very powerful communication
infrastructure, with specific characteristics (e.g. it should reach any place necessary, with a
good band-width, appropriate delays and vey high reliability) to support smart grid
applications and services. The smart grid concept includes all aspects, from devices,
technologies and infrastructures to operations (e.g. grid management or market operation)
and services (e.g. demand-side management).
On the other hand, there are some experts who consider that the smart grid is everything that
is related with the grid operation and data communication, and therefore it should be
separated from added-value services. The grid operator invests on the grid so that all the
other actors can build services upon these investments. However, there is also one expert
which consider that those services related to the management of the grid (e.g. demand-side
management), could also be considered as part of it. Once again, the part of the grid closer to
the final consumer is under controversy. Particularly, the majority of experts consider
necessary to separate metering from value-added services oriented to the end user (i.e.
services provided inside the HAN). A defined group of experts think that this type of services
should not be part of the smart grid.

5.3 New applications and services
During the survey a number of value-added services and applications were enumerated by the
experts. A DSO expert suggested that there are three great domains of applications in the
smart grid: 1) AMI-based applications/services, 2) distributed generation management, 3) and
advanced distribution/transmission automation. In the following lines we provide the full list
of the applications and services enumerated by the experts classified into these three
domains.
 AMI or consumer-management oriented applications/services: these include all
those services and applications oriented to consumer management, including demandside management, home-energy management, smart metering, etc. As supported by
several DSO experts, these services are not necessarily provided by the DSO. However,
DSOs can incentivise a shift in consumer behaviour of the energy consumption habits,
for instance by signalling energy prices in real time to the smart meter.
 Distributed generation management: services and applications of this domain focus
on the control and management of Distributed Energy Resources (DER). Most of the
experts envision that, in the future, DERs will appear appropriately distributed all along
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the grid so as to avoid great amounts of energy transfers (i.e. from bulk generation to
the consumers). DERs can include roof sun panels, wind farms, batteries, etc. Actually,
many experts referred to the Electric Vehicles (EV) as a relevant part of the distributed
generation management, since they can be seen as batteries whose energy can be
consumed locally or put back to the grid during the critical hours.
Advanced distribution/transmission automation: which implies having a more robust
and reliable grid in order to support the new applications and types of users
connected. This will include substation automation, storage management, electricity
distribution advanced applications, etc. For instance, several experts explained to us
that in an emergency situation (e.g. faulty medium-voltage grid) islanding will be a
technique to isolate an energy-autonomous segment till the service is resumed – as
long as the local micro-generation power is enough to sustain basic services –.
Integrating DER in the balancing equation of available energy and demand will also be
part of the advanced distribution/transmission automation. This will bring great
changes from an ICT and physical/electrical point of view. For instance, a DSO expert
stated that the physical topology of the distribution network will need to be based on
a ring structure so if there is a line cut in one area power can be rerouted to other
parts of the grid. Likewise, another DSO expert explained that new controlling devices
and sensors will need to be deployed all over the grid (i.e. at substations, transformer
centres, lines, etc.).

In addition to the previous list of services, one of the experts also considered that macrogeneration (i.e. bulk generation) will also be affected by the Smart Grid.

5.4 About a standard smart grid architecture
Based on the previous reasoning, it might become apparent that there is not a clear definition
of what the smart grid is. The group of experts that represent the standardization bodies
recognise that currently there is no clear standard for the architecture of the smart grid, and
what is worse, some working groups are paralysed by this lack of definition. The lack for a
standard architecture spans all the different domains (e.g. generation, distribution, etc.). In
particular, some experts consider that the smart meter could be the central piece of the home
energy services, but at the same time they declare that it might also happen that this device
will only be in charge of providing information to a home automation system, which will be
ultimately the system in charge of the aforementioned management features. Moreover, an
expert declared that the aforementioned islanding features and demand-response
functionalities are the kind of objectives that will be crucial in the evolution of the smart
meter in the upcoming years. Therefore, it can be concluded that there is a need for
consensus on the architecture. Such architecture has already presented in Annex I.
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6

Knowledge and participation on smart grid initiatives

This section deals with taking stock of how well known are those initiatives dealing with smart
grid cyber security issues, at the national and EU levels. Moreover, experts provide their
points of view on what aspects could be improved and suggests valuable actions to that aim.

6.1 Knowledge on smart grid initiatives
The experts participating in the survey were firstly asked about their knowledge concerning
organizations, working groups and R&D projects on smart grid somehow related with cyber
security.
As we can observe on the diagram below, from the list provided there are some organizations
and working groups which were selected by most of the stakeholders. It is especially
interesting that experts belonging Academia and R&D are the best informed.
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Figure 3 Degree of knowledge on initiatives related to cyber security
From the initiatives mentioned on the survey, the most well known is the CEN/CENELEC/ETSI
association for smart grid standardisation. The majority of the stakeholders coincide in
pointing it as a reference for smart grids issues. In contrast, PRIME Alliance is hardly known by
any stakeholder type, with the exception of DSOs, which is quite logical since this alliance
gathers manufacturers and DSOs. It is relevant that the Open Meter initiative is also well
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known among most of the stakeholders. The Open Meter initiative looks to define a standard
for AMI.
Apart from the closed list provided, several experts also suggested other initiatives. Many of
them mentioned ESCoRTS (European network for the Security of Control and Real-Time
Systems), CIGRE (International Council on Large Electric Systems) and EEGI (European
Electricity Grid Initiative).
The rest of the initiatives mentioned have been studied by the authors of this study and are
listed and described in Annex V.

6.2 Stakeholder involvement
Experts were also asked whether they participate or not in European and national information
exchange platforms and other working groups devoted to smart grid cyber security issues. The
results to this question are represented in the following chart.
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Figure 4 Degree of involvement on initiatives related to cyber security
It is relevant to highlight that the most active participants are representatives from
standardisation, DSO, manufacturers and energy retailers. They are particularly active in
sharing knowledge solutions in forums, workgroups and in public/private initiatives. It is
relevant that DSOs are significantly more active than TSO, probably because the electrical
distribution network will undergo a more significant change than the transmission grid.
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The high level of participation from the standardization group is probably explained because
of the efforts being done at national and the EU level to standardize the smart grid. Groups
such as CEN/CENELEC/ETSI are developing standards for the EU commission supported and
encouraged by specific work groups such as the DG-INFSO or the Smart Grid Task Force.
Likewise, the high level of participation shown by manufacturers is probably explained
because they are a stakeholder heavily affected by any standardisation activity.
Security providers, Academia and R&D are beginning to participate in the groups, especially
now that it seems the electrical sector has recognized the high risks which might affect the
smart grid. However, they are still far behind other stakeholders.
Additionally, experts were asked to provide the name and a description of those initiatives
where they participate. Moreover, they were also inquired about what could be improved.
Answers were varied but the groups which appeared more times were DG CONNECT ad-hoc
expert group and EuroSCSIE but without an outstanding presence. Experts consider DG
CONNECT ad-hoc expert group as one of the most important working groups concerning cyber
security of the smart grid.
The rest of the initiatives mentioned have been studied by the authors of this study and are
included in Annex V.

6.3 Thoughts on the initiatives
In general terms, experts participating in the study expressed different opinions about how
European cyber security initiatives are being managed, organised and coordinated. A minority
of them were absolutely satisfied; while the majority consider that there is space for
improvement. Additionally, an expert from the EC, who is directly involved in one of these
initiatives, declared that the general impression is that people are not happy on how things
are being done in these groups. This same expert emphasized that this might be the result of a
generalized perception that cyber security is not at the front-line of the smart grid priorities.
He stated that other topics such as funding, incentives or customer acceptance are considered
more important for the development of the smart grid.
Additionally, there are also some experts that complained because these initiatives lack from
visibility. An expert declared that MS critical infrastructure protection agencies are not doing
much to advertise them.
Two experts belonging to the TSO stakeholder type expressed their concern about the
existence of dozens of initiatives – specifically working groups – addressing the same issues all
across the EU – this does not only happens with cyber security initiatives – , at the European,
national, regional and municipal level. According to these experts this is a consequence of
how the EU is organised, where all regions address the same topics. Moreover, they also
declared that in many of these initiatives around 80% of the people are the same and always
talk about the same topics. Actually they consider that in most of these initiatives experts only
talk but no real work is done, something that in the US does not happen so often.
When the experts were asked about specific initiatives, interesting points of view arose.
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Most of the experts that participated in EG2 of the Smart Grid Task Force, on privacy issues of
the smart grid, were quite satisfied with how the group functioned and on its composition.
They consider that all the necessary stakeholders were present.
Of special interest was the discussion on the overlapping and lack of coordination between DG
CONNECT’s ad-hoc EG and the Smart Grid Information Security (SGIS) working subgroup.
Several experts belonging to almost all stakeholder types consider that these two initiatives
have overlapping work programmes. Experts from both groups were enquired on this issue,
and declared that a meeting was organised to clarify the scopes of the work programmes.
These experts stated that clear orientation and non-overlapping scopes were agreed.
Specifically DG CONNECT’s ad-hoc EG work will address national-wide or European-wide
aspects, considering the highest level of security with focus on regulatory authorities in
Europe for influencing on European policies. On the other hand SGIS WG mission will continue
to be based on the M490 mandate, and therefore ESOs will identify the standard framework
for providing end-to-end information security to the smart grid.
However, another issue affecting both groups was raised by one expert of the EC, which
declared that around 50% of the experts in one group are also present in the other group and
at the same time, these experts complain because they do not have enough resources to
commit to the work expected to be done in these two initiatives. He thinks that the number of
experts on the cyber security topics of the smart grid is not very large and it is responsibility of
the EC to make the most of it; having two different initiatives might not be efficient. Under his
point of view, the SGIS subgroup should be maintained since it is under the umbrella of the
European Directive for the standardization of the smart grid, and therefore there is a solid
legal basis supporting it. On the other hand, other experts participating in the study declared
that there is room for the two working groups since their target objectives are different.
Finally, this same expert also declared that it seems that the SGIS subgroup is not progressing
at the appropriate pace. Moreover, he thinks that the reason for this is the lack of a concrete
work programme with specific deliverables and milestones. However MS also recognizes that
the lack of a standard architecture makes difficult to make an appropriate risk analysis to
advance in concrete cyber security proposals.

6.4 Suggestions for improvement
Regarding the suggestions on how to improve the current initiatives on cyber security, the
most outstanding consideration was the need for a better coordination so as to avoid
duplicated work, same topics, etc. According to the experts, current workgroups are dealing
with the same issues. However there is a lack of fluid communication among them which is
not efficient from an investment/monetary point of view. At the European level, several
experts suggested that there should be a unique central coordinating committee with a global
vision of all of the European initiatives dealing with cyber security and privacy issues. This
committee or group would be in direct contact with the EC and other public bodies and
standardisation organisations, and would include under its umbrella not only initiatives as DG
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CONNECT’s ad-hoc EG or SGIS working subgroup, but also initiatives as OpenMeter and the
like.
Regarding SGIS and DG CONNECT’s ad-hoc EG, a DSO expert considers that there is room for a
higher participation and leadership from the DSOs and also TSOs in the two groups. Under his
point of view, DSOs are the ones implementing the largest portion of the smart grid.
Therefore, and in order to fully understand the requirements of the smart grid, this is an
important aspect. He considers very good news that solution providers are teaming up, but
there should be more requirements coming from the DSOs.
In any case, most of the experts consider important that all types of stakeholders take part in
cyber security working groups, so as to make the collaboration more successful.
Other aspects for improvement were also suggested. What follows is the list of these
suggestions:
 All initiatives should have a clear strategy for results dissemination.
 Moreover, a small number of experts considered important the creation of a
dissemination working group targeting end consumers.
 There should be initiatives targeting awareness-raising of C-level (e.g. CEO, CTO, etc.)
staff on the importance of the cyber security and data privacy in the smart grid.
 Initiatives on smart grid cyber security should count on with operational technology
staff (OT) and information technology staff (IT).
 There should be initiatives with higher technical level.
 Terminology (e.g. smart grid components/architectural model) discrepancies should be
clarified across all initiatives.
 There are great economic interests that should be appropriately managed to avoid
lobbies pushing for their own interests.
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7

Outlook on the report “Regulatory recommendations for data safety, data
handling and data protection”

All the stakeholders are asked about their knowledge regarding recommendations of data
privacy and data protection, published in the report: “Regulatory recommendations for data
safety, data handling and data protection” of the DG Energy's Smart Grid Task Force EG2.
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Figure 5 Degree of knowledge of the final report from EG2
The above graph shows a certain lack of awareness regarding these recommendations
gathered on the report published by the EG2. Only manufacturers, standardization experts
and DSOs crossed the threshold of 50%. The standardization group shows the highest level of
knowledge, crossing the threshold of 75%.
We have also asked the stakeholders who have answered affirmatively to give their opinion
about these recommendations. Most of them agree with the following appreciations:
 The provided recommendations are very positive and a high-quality work, and can be
used as the starting point regarding privacy and data protection in the smart grid.
 The report is a useful compendium that takes, as a reference, technical and legislative
"established" issues on data privacy and information security included in the European
framework to analyze the specific roles and responsibilities of entities operating in the
new grid context.
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Privacy requirements will evolve over time as the delivery of energy is a careful
balance between the need to maintain supply, protect critical national infrastructure
and allow for commercial services to develop. What is required therefore is a process
for periodic review and amendment to the data use regimes.

Other individual opinions which were relevant are listed in the following lines:
 The recommendations and requirements provided are only an overview of the
problem; they are too general. It is necessary to go into the details in what concerns to
application development and related regulations, for instance by detailing the
necessary technologies.
 These recommendations focus only on the privacy aspect of the smart grid. The
document does not contemplate cyber security which is intimately related to data
privacy and data protection. Moreover resilience, robustness and flexibility of the
electrical system should also be considered altogether.
 Recommendations need to be further extended and aligned with other similar
documents, especially with NISTIR-7628 and IEC TC57.
 The report should stress the importance on the need to share information among the
stakeholders about incidents, threats, vulnerabilities and good practices in a secure
way.
 The report establishes a useful list of recommendations which supplements the
requirements that are set out in the data protection acts (and are backed up through
the Human Rights legislation). However it might be necessary to provide a definition of
what constitutes 'regulated' (i.e. permissible under a licensed activity of an energy
supplier or network operator) uses of energy consumption data.
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8

The main cyber security challenges in the smart grid

Experts were asked about the main cyber security challenges that the smart grid faces.
All stakeholders agreed that one of the main challenges is having a robust grid to overcome
potential attacks, and particularly Denial of Service (DoS) attacks. Another important
challenge for most of the experts is data protection, including consumer data as well as
control and automation readings and commands. With respect to consumer data, it is of
particular interest to be able to protect consumers from those situations in which personal
information can be inferred from personal data (e.g. particularly on habits). On the other
hand, guaranteeing integrity and authenticity of the data processed by automated decisionmaking systems in the smart grid (i.e. automatic distribution balancing, automatic current
disruptions, etc.) is considered critical. To this regard, an expert from a DSO explained that, in
the new grid, there will be many more stakeholders than in the past. Service providers, the
DSO itself and the end-consumer might need to have access to the same metering data.
Providing a secure access to the necessary information is a great challenge that will have to be
solved.
The abovementioned challenges were pointed out by at least one expert of each stakeholder
type. Besides, there are other important challenges that were also quoted and which are
presented in the following lines following a classification which is based on the types of
stakeholders who mentioned them.
 For manufacturers and academia/R&D, the main challenges are related to
unauthorized access to systems or devices, which might derive in escalation of
privileges, denial of service attacks, exploit injections, man in the middle attacks, etc.
 For security tools and services providers and standardization bodies, the main
challenge is raising awareness and training among manufacturers, as they have to
build secure devices, as well as provide expert support.
 Security tools and services providers consider that a change of mentality is also
necessary among utilities to avoid situations where cyber security is considered an
important issue until it comes to practical implementations when is often ignored
because of project budgets, pipelines, lack of expertise, etc.
 Security providers and public bodies also refer to necessity of an end-to-end security,
from the lowest levels (meters, physical, etc.) to the upper ones (application systems,
integration with corporate systems, value-added services, etc.) and all along the smart
grid value chain. Smart grid companies along the value chain are getting more and
more dependent on each other and they need to get securely interconnected.
 A DSO expert stated that it is necessary to understand that smart grid systems (i.e.
SCADA, control devices, metering equipment, sensors, etc.) will not be physically
isolated anymore since we are moving towards a network of systems.
 To this regard, TSOs and retail energy providers declared that it will be a challenge to
separate the competitive part (value-added services for consumers, customer/supplier
relationship, etc.) from the non competitive part (remote meter reading, network
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operations, etc.). This will be necessary to minimize the chance that cyber security
issues affecting end-consumers have an impact on grid operational facilities (i.e.
control centres, substation automation equipment, etc.), so as to keep a controlled
and stable electricity network.
For Public bodies and Academia and R&D, the challenge is to maintain the current
degree of stability in the grid, with similar or even less black-outs or brown-outs. The
inclusion of ICT services must not negatively affect such statistics.
An expert from a public body considers that it will be challenging to transition from the
current grid to the future smart grid. To this end a proper integration of legacy systems
into a robust and resilient grid will be of paramount importance.
Public bodies and DSOs also highlighted that the future integration of different energy
types (e.g. heat, gas and electricity) at the metering infrastructure could derive into
interdependencies and shared cyber security risks among operators and service
providers dealing with critical infrastructures of different nature.
An expert from a European public agency declared that addressing the consequences
of incomplete regulations can be a great challenge. He pointed out to the European
regulation that requires smart meters to be deployed into houses in a short period of
time not taking into account information security risks, which is a basic aspect for
addressing privacy issues.
Grid monitoring is considered a great challenge for academia and R&D. Availability of
specific traffic analyzers, communication monitoring and application log monitoring
and related technologies will be a hot topic in the short/medium term.
A R&D expert declared that having standard interfaces at smart grid devices,
particularly in what refers to the interaction with security devices such as identity
management systems, will be a short-term challenge.
Finally, DSOs and Academia and R&D experts believe that defining a standard
architecture of the smart grid is necessary in order to develop secure devices and
provide holistic security solutions.

When the experts participating in the study were asked to choose the top 1 cyber security
challenge, generally different answers were provided by different stakeholder types.
For Manufacturers and Academia/ R&D, having secure devices is the top priority. On the
contrary, TSOs, security tools and services providers and manufacturers consider that data
privacy and information and communications security is the key challenge. Finally public and
standardization bodies coincide in that the most relevant aspect is to have a reliable power
grid through proper integration of all components.
In any case, many experts suggested that, in order to identify the most relevant challenges, a
risk-driven approach should be followed. Each organisation is different and such an approach
would help decide the most adequate strategy for protecting the infrastructure end-to-end.
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9

The main pillars of smart grid cyber security

Stakeholders were asked to choose out from the topics technology, processes and people,
which is most relevant one when addressing cyber security in smart grids.
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Figure 6 Importance of technology, processes and people for making the
smart grid secure
If we analyse the raw numbers, processes obtains the first position of the rank, people the
second and technology the third. The great majority of the experts consider that processes
are the most relevant aspect to pay attention to when dealing with cyber security. People and
technology – second and third in the rank – got a similar grade with only three points of
different in favour of people.
If we analyse the results on a per stakeholder basis the results present slight differences. For
manufacturers, DSOs, TSOs, academia and standardization bodies, processes are the most
important aspect to address. On the contrary, technology is the factor that has a greatest
impact according to security tools and services providers, while people are the one chosen by
public bodies.
Experts participating in the study provided specific comments for each one of the three areas
considered. They all agree that the three areas have to be addressed. What follows is a
summary of these comments:
 Processes: all processes in the organisation have to be analysed and secured. An
Information Security Management System (ISMS) shall provide the necessary
organizational structures, processes, policies and procedures to be able to respond to
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the ever evolving threat panorama, foster training and awareness rising among staff
and deal with technological issues.
People: People have to be aware of the risks and threats – such as social engineering –
that might affect their organisations and lives. In order to achieve this objective,
periodic training is of key importance. Moreover, training needs to be adapted to each
member of the staff according to the position they hold.
Technology: components of the smart grid have to follow a privacy and security by
design approach. Additionally, a defence in depth strategy is considered also a must. In
any case, robustness and reliability of the whole grid have to be the guiding principles
both from a physical and an ICT point of view.

Experts also listed several other important issues that do not only affect one of the previous
categories but at least two, or even all of them at the same time. These are the following:
 The current specific focus on smart meters should be further extended to other critical
smart grid subsystems, especially: secondary distribution substations, primary
distribution substations, transmission substations, micro grids, control centres, and IT
and telecommunication systems linking them together.
 Following a holistic approach is the better way to secure the smart grid of the future.
Different use cases need to be considered altogether since addressing specific ones in
an isolated way will eventually result in risks not considered by anyone. Furthermore,
securing individual components does not solve the problem of interdependency issues.
 Home Area Networks are directly dependent of end consumers. Establishing an ISMS
or even providing appropriated and updated training in this domain is impossible or
highly difficult. Therefore, these systems need to be completely fool-proof, and for this
purpose technology will play a key role.
 The more sophisticated technology is, the more threats you have to address.
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10 Certifications and the role of National Certification Authorities
Experts participating in the study were asked whether national certification authorities could
play a relevant role in what respects to the security of smart grids. Those respondents who
answer positively were further enquired about what this role could be.
The following chart shows that a great majority of participants believe that these entities have
an important role to play from now on.
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Figure 7 Percentage of experts considering security certifications
important
To the question of what specific roles could National Certification Authorities (NCA) perform
experts provided several answers. All of them have been summarised in the following lines:
 NCAs should guarantee that the critical components of the smart grid are secure
enough by checking against predefined protection profiles. To this regard, experts
envision that smart grid devices will require trust and authentication capabilities, and
given the expected level and scale of deployment, they consider that there is no doubt
that some certain interoperability should be required.
 In order to identify such components experts agreed that a risk-based approach should
be followed, though some experts already pointed out to those components that
might lead to a black-outs/brown-outs, including devices that handle keys, those that
are involved in some critical transactions/operations, etc.
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To this regard, NCAs should not only target the products in place but also whole setups. For instance, control centres installations are normally turnkey projects under the
control of the provider (e.g. manufacturer or integrator). Asking for a secure-certified
SCADA software package is not enough. The whole set-up needs to be certified,
including for instance the network communications and security gear as well as the
software platform of the servers and other devices (i.e. operating systems, basic
security setups, etc.)
Most of the experts agreed that device/product certification (i.e. devices or complete
set-ups) is not enough to guarantee that the smart grid is secure. A complementary
certification assessing and certifying organizational aspects, processes, people, etc. is
also necessary. This means that NCAs should not only target solutions providers (i.e.
vendors, manufacturers) but also utilities and services providers and the way they
operate their infrastructures and systems. For these two different categories, different
certification approaches are needed and have to be considered simultaneously.
Additionally, there are two bodies of opinion on having a European-wide evaluation
scheme that applies to all EU MS. There are experts that consider that such a process
needs to be coordinated by a European entity, and not independently by each NCA at
each MS. On the contrary, other experts argue that priorities on risks and threat levels
might be different across Member States and should be addressed independently as a
national security issue.

Most of the experts did not only provide their opinions on what should be the role of
certification authorities, but also shared with us their concerns and points of view on how the
abovementioned certification strategies should be implemented. However, in all cases the
underlying basic principle is to not reinvent the wheel.

10.1 Strategy for implementing a device-oriented security certification
With the objective in mind of certifying smart grid individual components and full set-ups,
many experts declared that Common Criteria is a reference standard to be considered. Other
general reference standards that were mentioned include FIPS 140 and PCI PTS. Finally, ISA 99
standard on security controls for embedded systems was also referenced several times.
Additionally, an expert explained that in some MS there are already bodies that give advice on
which security level devices should be certified with. Such ongoing initiatives can be
considered as an example for future work on this issue. For instance, this expert mentioned
the case of the Technical Assurance Authority (CSG), a Government Authority, which is
currently designing an accreditation process for smart metering devices in the UK.
Among the general reference frameworks, Common Criteria was by far the most referenced
standard, and many interesting opinions regarding its applicability were provided. For
instance, several experts belonging to the security tools and services provider stakeholder
type, coincided in that Common Criteria (CC) is not specialised on control systems and other
smart grid industrial elements, so it can be a reference but not the definitive guide when
requiring secure devices to providers/manufacturers. Common Criteria needs to be really
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focused on smart grid and smart metering equipment. According to these same experts,
Common Criteria could be extended to include specific security profiles for the smart grid,
similar to those related to the Smart Card Industry. In the context of the Smart Card industry
there is already a common way to use Common Criteria which is basically an agreement of the
involved industry (not directly related to the standard) on how to use the Common Criteria,
which resulted in the development of a joint interpretation library.
On the other hand, there is a body of opinion which states that Common Criteria could be a
high burden for manufacturers and integrators. According to the experts supporting it,
Common Criteria requires too many details for a certain implementation of functionality. This
means that if a manufacturer decides to change the functionality of a certain product/device
it will need to also change the security profile, resulting in a need for readapting the whole
certification process. Moreover, Common Criteria is complex and the technology for smart
grid security is not yet mature enough to be included in this framework. Somehow supporting
this idea, some representatives from DSOs, public bodies and security services providers
declared that there is a need to be agile. They consider that we cannot simply wait to choose
and develop the best standard for certifying products and setups. For this purpose they
suggest that quick tests (e.g. white-box audits, code audit, etc.), not focused on certifying
Common Criteria or other certifications, as those that could be conducted by organisations
such as the ENCS, are very valuable and agile too, as it is done in the US inside the INL or
Sandia Labs through the National SCADA Test Bed (NSTB) programme. Existing ICS cybersecurity standards could be a good reference for such tests. To this respect, one of the experts
also referred to WIB’s requirements for vendors which is already an IEC/PS document (preaccepted standard) with number 62443 and also part of the ISA framework (as ISA 62443).

10.2 Security governance certification strategy
As it became clear from the previous paragraphs, a security certification for electricity
operators and other organisations related with providing value-added services is necessary.
Security needs to be seen as a process that needs to continuously evolve and be monitored
and tested. Therefore, experts suggested to have something similar to ISO 27K series of
standards. Such a certification should take into account risk assessment and risk management
no matter if the systems in place can be trusted (i.e. security-certified systems) or not (e.g.
legacy systems). Moreover, such certification should check the proper implementation of
integral ISMS. A certification like this would provide a baseline for utilities and other
stakeholders to measure themselves (i.e. benchmark and to assess the security posture) but
also to compare them one to another.
For this purpose, several experts referred us to ISA 99, NIST 7628 Guidelines for Smart Grids
Cyber security, and of course the aforementioned ISO 27K as a more general framework. It is
interesting to highlight that, according to an expert from a national public body, NIST
guidelines cannot be directly applicable since it has been demonstrated that smart grids in the
US are not directly comparable to those in Europe. If ISO 27K were the chosen security

Smart Grid Security
29
Annex III. Survey and interview analysis

framework standard it should be adapted to the smart grid field, as it happened with the
telecommunications sector that has its own annex.
Similarly to the strategy for product/device certification, experts declared that we should not
only focus on deciding the best standard for security management (e.g. ISO 27K). In parallel,
we should incentivize independent third party companies and organisations to carry out
security assessments and penetration testing on DSOs in order to identify vulnerabilities and
security flaws.
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11 Considerations about how to measure cyber security in smart grids
During the study several issues regarding measuring cyber security were discussed. In the
following lines we will explain the main coincidences and discrepancies among all of them
regarding this topic.

11.1 A reference framework for measuring security objectives
One of the issues experts were enquired about was on how could be verified if security
controls are effective. In general terms DSOs, TSOs and public bodies consider that cyber
security must be measured in terms of robustness, resiliency or reliability of the network
under attack conditions. Counting the number and impact (i.e. monetary, image, lives, etc.) of
incidents, writing detailed reports about them and controlling the degree of robustness during
the operation are some of the metrics/techniques enumerated by these experts.
However, many experts agreed on the necessity of having a standard common framework to
ensure a minimum level of harmonisation on security and resiliency requirements across
Member States, establishing the basis for a minimum set of auditable controls across Europe.
This framework would allow National Regulatory Authorities (NRAs) to effectively measure
the appropriate security controls and make comparisons among different companies.
According to the experts, such a framework should consider:
 Including a minimum set of standards and guidelines, such as: 1) a reference common
architecture; 2) a reference risk assessment methodology; 3) a methodology for
assessing interdependencies, 4) an incident handling reference strategy, 5) technical
requirements for products; 6) organisational requirements for legal entities playing a
market role; 7) standard requirements matching requirements for products with
organisational requirements (i.e. default secure reference configurations, guidance for
technicians configuring setups, etc.); 8) standard requirements for security
governance. Those standards and guidelines should be developed by counting on with
all stakeholders3.
 Defining certifications schemes for product/devices and utilities operating the grid. A
certification authority organised preferably as a Public-Private Partnership (PPP),
counting with specific test beds as well as an expert group of auditors would extend
certificates to products, setups and organisations. Guaranteeing the independency of
such an entity is necessary according to experts, since the market is deregulated and is
very commercial.
 Articulating regulatory mechanisms asking for mandatory product/device and
organisational security governance certifications (in the terms described in section 10),
as well as risk assessments (in the terms described in section 4). Requirements should
be more stringent for systemic organisations. The results of such evaluations should be

3

One expresses his concern because some non-standard security requirements are pushed by companies for economic
reasons.
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communicated to the National Security/Regulatory Authorities, which in turn should
report to a European body. In case of incompliance there should be regulatory
pressures like monetary fines/fee/penalties.
An expert belonging to a DSO suggested updating the European Directive 2008 114/EC,
Council Directive on the Identification and Designation of the European CIs to also
include the DSOs and not only TSOs. This update would provide a legal basis that
would support the abovementioned mandatory evaluations for DSOs.
The results of these evaluations should be of public knowledge, available to everybody
and in particular to the consumer, so that they can react to the security posture of the
utility organization. One way of doing this while not revealing confidential information
is as simple as that an authorised organisation gives a “green tic” approving their
security strategy.
Some experts suggested that this framework should be articulated and managed by
the European Commission in coordination with DG Energy.
Finally, such a framework should establish the basis for allowing DSO’s, TSO’s and
maybe also other stakeholders share internal best practices.

It is interesting to highlight that there are discordant opinions about such a framework. For
instance, one expert considers that methodologies, tools and regulatory mechanisms should
be defined very carefully to avoid situations as those of the NERC-CIP in the US or in other
national initiatives on CIP across the EU. This expert stated that a framework asking for
security assessments (i.e. certifications and risk analysis) can even be counterproductive. This
can happen if operators do not continue investing in security once they achieve the security
control objectives defined in coordination with the competent authority. Operators will only
comply with a minimum level of security, which does not necessarily guarantee that they are
really secure. In such situations control objectives are defined by the risk analysis being
carried out by the operators themselves. As a result operators define their own priorities,
which in turn can result in each one addressing those aspects that are less problematic.

11.2 Measuring security during the lifecycle of product development
Experts were enquired whether development process evaluation is more or less important
than security functionalities verification. More than a half of the answers stated that they are
equally important, and that it is not possible to choose one over the other, as they have
different purposes and objectives/methods.
In any case a high number of respondents consider that, if one has to be chosen, it should be
the development process evaluation. The main reason for this answer is efficiency. According
to the respondents this type of measures can avoid redesigns which would have costly
consequences in a large life-cycle domain, such as is the case of Industrial environments as
the smart grid. Just a few of them (especially among DSOs and TSOs) consider that verification
is more important than a development process evaluation.
Some experts consider that choosing between one or another might depend on the number
or importance of the devices to be deployed. According to them, the most important ones
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(i.e. control or massively deployed devices) have to be evaluated during the development
process and at several intermediate critical points. This same thesis was supported by
manufacturers which additionally stated that such evaluation must be agile.
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12 Managing cyber attacks
Experts were asked about the best options to detect, isolate and mitigate an incident in a PanEuropean attack scenario. As it will be seen in the following lines, experts did not only refer to
large-scale incidents but to cyber security incidents in its broadest sense. All contributions are
considered highly valuable. Therefore, in the following lines we will present the conclusions
on how to deal with cyber security incidents in general.
During the interviews and also in the answers to the questionnaire, some experts pointed out
that a cyber security incident can impact any domain along the value chain. For this reason,
different stakeholders will have to be involved depending on the type of incident, ranging
from electricity generation to consumption, and at all levels, from infrastructures to services
and operations.
Moreover, some experts also consider that depending on the cyber attack it is of high
importance to pay attention to value-chain interdependencies, as for example among DSOs,
with TSOs, retailers, etc. as well as to the impact on other critical infrastructures at the
national and European levels.

12.1 Experience in dealing with power-grid related incidents
There are several experts who referred to past experiences on pan-European incidents, such
as the Italian blackout deriving from problems at the Swiss and French power grids, to support
the idea that domino effects cannot be managed at the national level. According to them
there is a need to have a pan-European entity to coordinate these transnational structures.
Several experts stated that TSOs and DSOs are used to dealing with incidents of different type
(e.g. blowing of transformers due to an overload) and that there exist already mechanisms in
place, at the organisational and coordination level and also at the technical level that should
be considered. According to these experts DSOs and TSOs are good already in restoring the
power service since they’ve been doing it for the last 100 years. To this regard, an expert from
a public body explained that there is already a cooperation model among TSOs in Europe with
a crisis management strategy and two central points from where they monitor – and also act
on – the TSOs’ networks in Europe and where TSO operators can work together in case of an
emergency.

12.2 Detecting cyber security incidents
Representatives from a DSO, a public body and security tools and services provider agreed
that TSOs and DSOs need to perform monitoring actions to detect possible incidents affecting
the European power grid as a whole and also in each MS. In European-wide incidents, many
experts consider that TSOs should be the organisations in charge of monitoring and triggering
alarms. As an example of this, an expert mentioned the IRRIS FP7 IP project, which role is to
create an alarming system among different operators/energy providers.
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One of the experts highlighted the importance of identifying where an incident originates so
as to detect the cause and decide how to deal with it. This expert mentions the challenge of
dealing with incidents affecting devices of private households (e.g. The TV is hacked) or
related with the Internet in added-value services, as well as on defining what behaviours
should be reported to DSOs and TSOs, etc.
With respect to the technical details of how DSOs and TSOs should do incident monitoring,
experts suggested the following ideas:
 It would be necessary to implement managed security monitoring, either decentralised
monitoring where sensors are distributed along the network or centralised monitoring
where data is forwarded to a central point of collection and analysis. It is suggested
that such a central point could be a SOC (Security Operations Centre).
 Signature-based software will be needed so that sensors can send alerts to these
central systems (e.g. SOCs). These central systems should be intelligent to understand
and correlate all information (new signatures, threats, etc.)
 It would be very important that these systems are intelligent enough to distinguish if
an electrical incident, such as a blackout, has its root cause in a cyber security event or
in any other kind of event (e.g. burned transformer)
 Monitoring centres like this could be organised as PPPs and could also include research
activities (i.e. write new signatures, study new threats, etc.) and could be a valuable
source of information to improve the resiliency of the grid architecture based on real
experience.
 There should be a regulation obliging these organisations to report on incidents to a
national or supranational entity.

12.3 A European-wide coordination
As it has already been introduced, several experts share a common view on the need for a
pan-European entity which coordinates transnational structures (i.e. European power grid)
when managing a large scale cyber security incidents. Experts provided their opinion on what
should be the desirable characteristics of such an entity:
 It should have a global overview on what is going on in the European Smart Grid, and
provide feedback to those organisations affected.
 Such an organisation should be in charge of escalating alarms and acting upon them,
by taking the lead to deal with cyber security incidents that affect the stability of the
grid.
 Final decisions (e.g. isolating a TSO) are considered a political issue involving several
countries for which this entity can only provide advice.
 It should understand the interdependencies along the value-chain, as for example
among DSOs, with TSOs, retailers, etc.
 It could be sponsored by the energy organisations, public bodies or even the EU.
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Additionally, an expert from a public body reminded that in the case of a power blackout
there will be many other critical infrastructures involved. As a result, the coordination in case
of large incidents should be led by those agencies dealing with Critical Infrastructure
Protection (CIP) at the national and European levels. They will advice the normal crisis
management structures on how to better deal with the consequences of cyber incidents.
Regarding decision taking, an expert from academia considers that operators should be
involved but should not take any decision in order to avoid conflicts of interest among them
(e.g. trying to impose the knowledge base of one operator as the standard one).
Several experts provided their own suggestions on which organisations could have a role in
such coordination activities. The list includes ENISA, ENTSO (European Network of TSOs), ACER
(Agency for the Cooperation of Energy Regulators) – which is part of the EC and coordinates
TSO’s responsibilities.
Later in this section, it would be also explained the role that CERTs 4 could play in such
scenarios.

12.4 Other relevant aspects
It is a common perception among experts that, at the National level, DSOs and suppliers
should also be involved when dealing with cyber security incidents (that might not be
important enough to have a European-wide impact). At the local level (e.g. related with smart
meters) a local management is needed and DSO’s and suppliers will have to be the final
responsible for that.
There are several sceptic experts about the idea of having a centrally coordinating entity. They
think that reaction times will be worse, since trying to address the incidents from a global
point of view can be by far more complicated than solving individual problems. These experts
suggest a more decentralized approach by simply improving communications and
coordination procedures among directly related agents. In any case, other experts who are
not against a centrally coordinating entity also share the same points of view regarding the
importance of improving communication and knowledge sharing in crisis management.
Additionally, several experts agreed that in case of a cyber incident impacting the electricity
delivery service, first the DSO/TSO should concentrate in restoring the energy service, and
then deal with the cyber security incident itself. It is envisioned that with the smart grid
services and systems will be much more automated and therefore updated procedures will
need to be defined to be able to restore the electricity service. Moreover, if one portion of the
whole grid is attacked there should not be a cascading effect. To this regard it is important
that utilities know about each others’ architectures if coordination is done in a distributed
manner. If coordination activities were conducted by a central coordinating entity, this
organisation should be the one managing such information.

4

It should be noted that, in general, the terms CERT and CSIRT (Computer Security Incident Response Team) are often
interchanged, though the first is actually a registered trademark of Carnegie Mellon University.
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12.5 The role of CERTs
The experts participating in the study were asked about the necessity of creating of a unified
ICS/Smart Grid CERT to manage security incidents. The results of this poll are shown in the
following chart:
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Figure 8 Perception of the necessity for an ICS/Smart Grid CERT
As seen can be seen from the figure, a slight majority of experts (57%) believe that this would
be a good idea. But, there is also a significant part of them (29%) that is against such a CERT,
while the other 14% do not express their opinion. As a result, the creation of a unified
ICS/Smart Grid CERT would probably find some resistance.
Security Providers and Academia seem to be more convinced with the idea, with a wide
majority of experts (over 80%) supporting it. Manufacturers, DSOs and TSOs are less
convinced by it – between 62 and 72% of the experts support it. Finally, public and
standardisation bodies are mostly against such an idea and in many cases did not answer at
all.
The experts were further enquired on some details, such as the scope and benefits of a CERT
dealing with smart grid cyber security issues.
Regarding the benefits of such an organization, the advantages described are the following:
 A unified point for information exchange which centralises and distributes
information/reports, helps sharing experiences and knowledge, etc. This is considered
useful for general security assessment, improving response times and R&D activities.
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A reference for valuable information such as threat advisory, good practices
distribution. Furthermore, recommending on how to respond to cyber attacks can also
be part of these duties.
A central point for cyber security monitoring at the pan-European level on a 24x7
regime. This characteristic is considered a great added value, especially among DSOs,
TSOs, and academia.
An organisation for leading activities focusing in awareness rising.
A reference organisation aiding organisations to deal with cyber security certifications.

Many experts agreed that such CERTs could play a role but should not be the central piece.
According to them, CERTs cannot be familiarised with the details of electricity systems, their
operation, and existing interrelationships across the value chain. Therefore it is important to
particularly involve TSOs but also DSOs, DER, etc. However, these experts consider that there
is room for ICS-CERT functionalities at the EU level, where the knowledge of the different
countries would be combined. In cases of very large cyber incidents this entity should be
advising the normal crisis management structures in place at the EU and MS, which would
involve grid operators and public bodies. Additionally, experts consider that it is better to
extend the scope of the current CERTs – both public and private ones – instead of creating
CERTs focusing only on smart grid cyber security issues. An EU-level CERT dealing with smart
grid aspects should also have a broader view on other critical infrastructures,
telecommunication systems, etc. If there is a highly organized cyber attack against Europe it
will not only target smart grids but also other critical infrastructures. Therefore such a CERT
should have this broader view, recommending on how to respond to such a cyber attack.
In any case, regarding the scope of such CERTs, a high number of respondents declared that
an appropriate answer to this issue needs more discussion and should involved existent
CERTs.
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13 Research topics
Experts were interviewed on the most relevant research topics addressing cyber security in
the smart grid. There were multiple and very interesting answers that we have grouped into
several categories. These topics are listed in the following lines:
 Protection of grid controlling/monitoring systems: new services and highly
automated systems in smart grids – at TSO, DSOs, retail, etc. – will need to monitor the
grid more deeply than ever before by implementing new monitoring technologies (e.g.
synchrophasors). It is necessary to have a security infrastructure capable of
guaranteeing trusted large scale transactions (millions of devices that could be shut
down for one hour at the scale of a country, which will result in lots of payment
information transactions, etc.)
 Architecture: self-healing and graceful degrading architectures; standard and secure
interconnections among domains; management of processes associated with the use
of cryptographic material (i.e. generation, distribution and storage of cryptographic
material); active monitoring for attack detection and traceability.
 End-to-end security: cyber security strategies should be considered at a global level
and not defined for each domain separately. Such a topic should include dependencies
analysis (i.e. dependencies types, business process dependencies, impact propagation,
etc.) across the whole smart grid, security governance, use-case modelling, threat
analysis, development of security mechanisms against distributed denial of service
attacks and other attacks.
 Trust and assurance: security metrics to measure the maturity level of security
controls for each domain of the smart grid; hardware-based one-way communications.
 Security in dependable systems: with subtopics such as the definition of common
procedures and interfaces, the overcome of hardware constraints limiting log
management, encryption, or application/network filtering capabilities.
 Privacy and security by design: protection against zero-day vulnerabilities;
optimization of very specific cryptographic protocols to reduce processing load
without reducing the security level.
Other topics mentioned by the experts included: supply chain protection; usability, legal and
economic issues; and smart grid and the cloud.
It is interesting to highlight that according to a DSO representative, grid operators should be
responsible for investing in cyber security research activities, a role that should not be
delegated to public bodies. They need to lead the research by putting the bulk of the money
on research activities in this field. Public bodies could then incentivize such research
programmes.
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