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Context
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Cyber crime
Cyber 

sabotage
Cyber 

espionage*
Cyber 

terrorism
Cyber 

warfare

Deliberate action(s)

• Development stage -> malicious logic
• Operational stage -> Intrusion

Using same infrastructure/networks/space

Targeting assets: systems/infrastructures/information/human 

Exploiting weak links

Malicious intent – cyber attacks

Malicious intent, deliberate actions

*Cyber espionage » state espionage (intelligence, state actors) or industrial espionage (commercial actors)
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Dependability (of systems)

• Availability
• Reliability, Safety
• Confidentiality, Integrity
• Maintainability

Security (of information)

• Confidentiality, Integrity, 
Availability

• Accountability, Authenticity, 
Non-repudiation

Resilience, Survivability, 
Robustness

Cyber security objectives

Cyber 
space

Tangible assets, 
systems

Information

Social/ 
Human

Networks related

Components
Objectives



European dimension
Review of 

EU Cyber Security Strategy 2013
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Need for a renewed  EU cybersecurity governance (I) 

*Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace, 
JOIN(2013) 1 final, http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1667

http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1667
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Need for a renewed  EU cybersecurity governance (II) 



Topics to be consider 
during Cyber security 
strategy review
ENISA proposal
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Positioning ENISA activities

POLICY
 Support MS & COM in 

policy implementation
 Harmonisation across EU

CAPACITY    
 Hands on activities  

EXPERTISE
 Recommendations
 Independent Advice
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ENISA evaluation. Drivers for change, SWOT analysis
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Organic growth
• continuing the evolution of the functions of the Agency to address the latest 

cybersecurity challenges,
Policy advice
• provision of strategic policy advice to the EU institutions and MS in relation to 

cybersecurity,
Information and capability-building
• ENISA as the EU Cybersecurity Information Hub offering high quality cybersecurity 

analysis and training,
Cybersecurity lifecycle
• getting more involved in the complete cybersecurity lifecycle, including practical, 

“hands-on” support and an incident response (coordination) capacity,
Economics of cybersecurity
• including better engagement with industry to leverage economic opportunities in 

the EU from cybersecurity, 
Standards and certification
• ENISA developing and promoting cybersecurity standards, managing 

certifications, or (possibly) evolving to a standardisation and/or certification body. 

Priorities / strategic themes
ENISA paper on Cybersecurity beyond 2020
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CYBER SECURITY GLOBAL SUPPORT

• Collaboration, Community building, Capacity building,

• CIIP, Network and information Security, Data Protection Freedom, 
security 
and justice

Single 
market 
security

Cyber 
defense

Cyber 
diplomacy
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