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Health System in Catalonia

Insurance Services

C

I

T

I

Z

E

N

S

HEALTH 

CATALAN 

SERVICE 

(CatSalut)

HEALTH 
CATALAN 
INSTITUTE

Foundations, 
Consortiums, 

Church depending 
organisations.Private Insurance 

companies

Private centres 136 Clinics and Hospitals

68 Hospitals
434 Primary Healthcare centres
102 Social-healthcare Centres
40 Mental Health centres
428 ambulances
+ 900 non urgent transport
900 small facilities
100.000 Professionals

Public Health System

Private Health System



❑Establishment of a Health Cybersecurity common 
model 

❑Make of the Health key Information systems a 
reference model (Primary Care Clinic, Shared 
Clinical History in Catalonia, Health Services 
Integrator IS3, Integrated Electronic Prescription 
System)

❑Deployment of a cybersecurity governance model

❑Health SOC and Health CERT supported by the 
CATALONIA-SOC and the CATALONIA-CERT®  

❑ Warning and alerts

❑ Handling vulnerabilities

❑ Incident response

❑Progressive deployment of a cybersecurity perimeter

❑Adapting the cybersecurity regulatory framework to 
the reality of the Public Health System

❑Awareness-raising and capacity building program

❑Training and IR exercises

Highlights of the cybersecurity strategy
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Supply chain management risks and challenges 

Cyber Supply Chain Security Principles 
(from NIST Best practices): 

1. Develop your defenses based on the principle 
that your systems will be breached. 

2. Cybersecurity is never just a technology 
problem, it’s a people, processes and 
knowledge problem. 

3. Security is Security. There should be no gap 
between physical and cybersecurity. 

Proposed taxonomy for supply chain attacks 
(ENISA THREAT LANDSCAPE FOR SUPPLY CHAIN ATTACKS July 2021)
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Supply chain cyberincidents
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Supply chain management strategy and best practices

❑Supplier management based on risk analysis

❑Requirements proportional risk assessment

❑Establishment of monitoring activities during the contract

❑Define beforehand the return process

Requirements

Low→ High Risk
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Main security controls

❑Backup, BCP/DRP (including off-line copy)

❑Patch and harden systems
❑ Prioritize high impact, actively exploited vulnerabilities

❑Implement MFA (at least for privileged users and remote access solutions)

❑Penetration testing, vulnerability scanning
❑ Establish SLAs for vulnerability management

❑Inventory of hardware and software, vulnerabilities, hardening measures. Including the assets 
that will be accessible by the supplier

❑Use of Privileged Access Management (PAM) solutions 

❑Certify that cybersecurity audits include
❑ Principle of least privilege 

❑ Controlled physical access

❑ Remote access to corporate network

❑Establishment of mechanisms for notification and incident management
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Incident Response

❑Preparation—Identification of suppliers and risk assessment. Identification of sensitive assets, 
define which are critical security incidents. Monitoring. 

❑Identification—monitor IT systems to detect deviations from normal operations. When an 
incident is discovered, collect additional evidence, establish its type and severity, and document 
everything.

❑Containment—perform short-term containment. Then focus on long-term containment, which 
involves temporary fixes to allow systems to be used in production, while rebuilding clean 
systems.

❑Eradication—remove malware from all affected systems, identify the root cause of the attack, 
and take action to prevent similar attacks in the future.

❑Recovery—bring affected production systems back online carefully, to prevent additional attacks. 
Test, verify and monitor affected systems to ensure they are back to normal activity.

❑Lessons learned



Thank you for your attention,

aharo@ciberseguretat.cat


