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Executive Summary

The EU Cyber Resilience Act (CRA) becoming fully applicable in December 2027, transforms the
supply chain security landscape by making security-by-design and security-by-default, a legal
obligation for all digital products entering the EU market. Software supply chain transparency thus
becomes a required cybersecurity capability, positioning the Software Bill of Materials (SBOM) as
an enabler and key mechanism for operational efficiency, vulnerability management, third-party risk
management, and regulatory compliance.

SBOM is defined as a formal record containing details and supply chain relationships of components
included in the software elements of a product with digital elements. It provides visibility of the
components, libraries, dependencies and licencing requirements in a software product.

The European Union Agency for Cybersecurity launched a survey at the end of 2025 to gain
factual data on how organisations across industries and of varying sizes are approaching SBOM
adoption in response to the CRA. This report analyses the results of the SBOM state of the art
survey, by discussing:

CRA awareness, perceived applicability and organisational impact;

supply chain security concerns and investment plans for the identified risks;
SBOM familiarity and adoption levels;

SBOM formats, tooling ecosystem, integration patterns, depth and vendor supply;
SBOM implementation barriers, needs and external support;

SBOM interoperability requirements;

the guidance required to support SBOM adoption at scale.

il i il

The analysis confirms that the CRA acts as an accelerator for SBOM adoption as organisations
broadly invest in SBOM generation and automation to integrate SBOM in the Software Development
Lifecycle (SDLC), while expediting their implementation timeline to meet expected maturity levels.
Based on the respondents’ estimations, 79% of the organisations will reach the necessary SBOM
maturity level by the time that the CRA will be fully applicable.

Organisations acknowledged the value of continuously generating and consuming SBOM in risk
reduction and cost avoidance (37 %), in operational efficiency (29 %) and in meeting contractual
requirements and gaining a competitive edge in bids (26 %).

78 % of the respondents reported that their organisations have already initiated their SBOM
adoption journey, with 44 % currently being in the pilot or limited adoption phase. 9 % have already
reached a mature level of implementation, fully supported by automation, while 25 % have stated
that SBOMs are broadly adopted in their products.

The selected SBOM formats appear to align with the CRA requirement regarding using a format that is
commonly used and machine-readable: 44 % of the respondents reported using CycloneDX and 29 %
Software Package Data Exchange (SPDX). However, 11 % of the respondents indicated that they do
not use a standard format and the remaining 17 % still use a proprietary format.
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The survey indicates that SBOM will be used for the identification and patching of vulnerabilities
by 29 % of the organisations, for ensuring open-source licences (OSS) are correctly used/declared
by 22 %, for meeting regulatory requirements by 19 %, for evaluating third-party software risks
by 14 % and for maintaining an up-to-date inventory of all components by 13 % of the
organisations.

The main barriers that prevent organisations from adopting SBOMs at scale, as identified by the
respondents in different parts of the survey, are:

the technical challenge of achieving a high degree of SBOM completeness (62 %);
the lack of internal skills or dedicated staff (28 %);

SBOM data quality (37 %); and

vulnerability matching (35 % quite a lot and 23 % extremely challenging).

114l

The means that are going to facilitate this process have also been assessed by the respondents in
different parts of the survey. It is clearly stated that external support is needed. The main needs can be
summarised:

a reference implementation providing the pipelines in a public repository;
a guide navigating the process of tool selection based on evaluations and benchmarking;
conformance tests with check point and validators;
industry consensus on best practices to integrate producing/consuming SBOMs:
o into software development practices, deemed the most critical (23 %),
o into risk and compliance processes (19 %),
o how to produce/consume SBOMs and how these methods will evolve/improve over
time (19 %);
development of a profile defining what constitutes a ‘good enough’ SBOM,;
call for the standardisation of SBOM formats and their required fields;
development of a risk assessment framework that leverages SBOM data.

114l

114

Overall, the survey findings indicate that SBOM adoption across organisations is progressing and is
strongly influenced by the regulatory requirements introduced by the CRA. However, they also
demonstrate that SBOM adoption fluctuates and further progress will depend on the development of
shared implementation practices, improvements in supplier transparency, continued
investment in workforce capabilities, and definition of the role of SBOMs within operational risk
management frameworks.
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1. Introduction

11 The Background

The EU Cyber Resilience Act (CRA) (), recognising the exponentially increasing cybersecurity
challenges faced by the European Union, aims to enhance cybersecurity culture and strengthen cyber
resilience across the EU market. These goals are fulfilled via a legal framework which lays out the
essential requirements for the development of secure products with digital elements, ensuring security
and transparency in the digital supply chain. It is a methodological and structured approach to target
the low levels of built-in cybersecurity in many products, address the insufficient provision of security
updates and help end users assess cybersecurity in the products that they consume.

Along with other horizontal rules which address different aspects of cybersecurity, the CRA introduces
for the first time the legal requirement for manufactures to create, maintain and, where necessary,
share with market surveillance authorities Software Bill of Materials (SBOM) for all products with digital
elements. This change transforms SBOMs from a best practice and optional implementation for supply
chain security into a mandatory security measure upholding security, transparency and conformity with
the regulation. SBOMs now play a multifaceted role in building market trust by facilitating informed,
risk-based decision-making, providing traceability of products and components, supporting compliance
and securing the supply chain.

1.2 The Concept of SBOM

Under the CRA, the SBOM is defined as a formal record containing details and supply chain
relationships of components included in the software elements of a product with digital elements. The
SBOM obligations for manufacturers, outlined in the CRA, can be summarised as follows.

e Manufacturers must generate SBOM for every product with digital elements they place on the
EU market.

e The SBOM must be in a commonly used and machine-readable format.

e The SBOM must cover at least the top-level dependencies of the product.

e The SBOM must be kept up to date throughout the product’s life cycle.

e The SBOM must be included in the product’s technical documentation and provided to market
surveillance authorities upon request. There is no obligation to make it public.

e The SBOM must be included in the vulnerability handling process put in place by the
manufacturer and support the identification and recording of vulnerabilities and components

contained in products with digital elements.

(Y Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity
requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and
Directive (EU) 2020/1828 (Cyber Resilience Act).
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1.3  The Survey

Given the significant role of SBOM in software supply chain transparency and security, along with its
now mandatory nature as defined by the CRA, the European Union Agency for Cybersecurity (ENISA),
with this survey, sought to examine SBOM readiness and the current state of SBOM adoption across
various organisations and industries. The results provided meaningful insights on:

e the level of SBOM adoption and maturity;
e the most common formats, tooling and usage scenarios;

e perceived value, challenges, and the gap between SBOM generation and consumption.

The survey was divided into seven sections to gain targeted understanding on each subject area, from
demographics to CRA awareness, SBOM predominant trends, adoption and maturity. Most questions
were presented in multiple-choice format to facilitate pattern identification and the analysis of the
results, while a few open-ended questions were included to gather specific insights. All responses
were confidential and used only in aggregate.

Figure 1: Survey infographic

The survey received 334 responses from organisations across the EU and, in some cases, beyond;
almost 65 % of the respondents are EU-based organisations and more than 80 % are companies that
are directly impacted by the CRA.

This report presents the analysis of the SBOM state of the art survey results conducted at the end of
2025 and has the following structure:

e Executive Summary

e Section 1. Introduction

e Section 2. Analysis of the SBOM State of the Art Survey
e Section 3. Conclusions
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2. Analysis of the SBOM State of the
Art Survey

21  Survey Cohort

The survey received mainly responses from private-sector companies (87.72 %). This was expected
due to the CRA's focus on manufacturers and importers of products with digital elements. Public
authorities, trade associations and non-governmental organisations account collectively for
approximately 8 % of the responses received.

Organisations with over 250 employees are

heavily represented in the survey with more Large enterprises: 65 % of respondents
than 65 % of the responses. Medium-sized

enterprises represent 18 % while Large enterprises have

microenterprises and small enterprises the means and capacity ‘

collectively represent 16 % of the
respondents. This distribution potentially
reflects the capacity and tendency of big
organisations to be proactive and explore
compliance elements of EU policy and law
ahead of time. This approach can also be
explained by their involvement in both the legislative consultation process and the CRA Expert Group
established by the European Commission.

to be proactive and
prioritise innovation, Q
automation and

regulatory compliance.

Regarding geographical representation, 65 % of the respondents operate mainly within the EU, while
17 % are global operators, 13 % are North American and only 4 % are from Asia and the Middle East.

Global Large
(250+ employees) 66%
North America
Medium
(50 to 249 employees)
Middle East
Small
(10 to 49 employees)
Asia
flss tha' 19
ess than
European Union 65% employees) 8%
I L I 1 ] 1 1 1 1 1 1 1 1
40 50 60 70 80 0 10 20 30 40 50 60 70 80

Figure 2: Geographical spread and organisation size
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Regarding sector representation, the IT and manufacturing sector represents 54 % of the responses,
while more specific sectors (automotive, healthcare, financial, energy and telecommunications)
represent lower percentages that do not exceed 35 % collectively.

Public Authority
Non-Governmental Organization
Trade and Business Assosociation
Company (Retail/Wholesale
Company (Other,

Company (Telecommunication

Company (Energy

Company (Manufacturing
Company (Healthcare

Company (Automotive

)
)
)
)
Company (Financial)
)
)
)
)

Company (IT.

0 5 10 15 20 25 30

Figure 3: Type of organisation

2.2 CRA Applicability, Awareness, Exposure and Investments

To establish a baseline understanding of how the CRA influences organisations across the EU
ecosystem, we asked the respondents if and how the regulation is impacting their organisations. This
question serves as an indicator of awareness and perceived applicability which can determine future
activities to support the organisations based on their needs. By grouping the responses based on
organisation size, we can identify the scope and target audience of the CRA while also obtaining an
initial indication of anticipated maturity levels.

An interesting finding is that 80 % of small enterprises were directly impacted by the CRA either
because they place products on the EU market or because they supply components to manufacturers.
However, the focus mainly shifts towards the readiness journey of microenterprises, as 23 % of the
respondents were either unsure if the CRA impacts their organisation or are currently exploring.

|
Large
(250+ employees) 8%
Directly impacted, primarily by

selling to final users/consumers

Medium 40% Directly impacted, primarily
(50 to 249 employees) through our supply chain

(supplying components to a

manufacturer)
digital elements in the EU market

Unsure/We are currently

Micro assessing the impact
(less than 10 employees)

100

Figure 4: Envisioned CRA impact based on organisation size
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In assessing organisations’ awareness of the CRA obligations related to SBOM, 87 % of the large
enterprises provided a positive answer, while 13 % remain unaware. Nearly all medium-sized
enterprises confirmed their awareness, whereas for 26 % of small enterprises still unclear.

Even though the results indicate a high level of awareness, it is important to acknowledge that there is
still room for improvement for organisations of all sizes.

Large 87% 8%
(250+ employees)

Medium 98% ' I Yes
(50 to 249 employees) i
I No

(10 to 49 employees)
I Don't know
Micro 83% 8% #
(less than 10 employees)
J

0% 20% 40% 60% 80% 100%
Figure 5: Awareness of CRA obligations related to SBOMs

To better understand the relationship between organisational awareness and regulatory exposure, the
survey examined how the respondents’ familiarity with SBOMs correlates with their perception of the
CRA's applicability to their organisation. This comparison provides insight into whether organisations
that fall within the CRA’s anticipated scope are also developing the foundational awareness needed to
operationalise these practices. The following results illustrate how SBOM familiarity varies depending
on perceived CRA applicability, highlighting potential readiness gaps across the ecosystem.

While there is a broad familiarity with the concept of SBOM, varying from somewhat

familiar to very familiar, most organisations which are unsure or currently assessing the
impact of the CRA have never heard about SBOM before.

Noticeably, 33 % of those who answered that they have never heard about SBOM before also
responded that their organisation is directly impacted by the CRA because it places products with
digital elements on the EU market. This finding aligns with the high percentage (80 %) of organisations
that report only recently hearing about SBOM vyet also fall into the category of directly impacted
organisations because they sell products with digital elements to end users.

Another finding is that among organisations which are still unsure or actively assessing if they are

impacted by the CRA, a vast majority (67 %) reported never having heard about SBOM before, while
13 % had only recently become aware of it.

10
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ey, I K 2
assessing the impact
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I Never heard of the them
I Heard of the them

I Somewhat familiar

Figure 6: SBOM familiarity based on envisioned CRA impact

In another effort to fully understand the impact of the CRA on organisations that fall under its scope, it
is important to assess the financial impact and investment trends related to the implementation of its
requirements. Using the SBOM requirement as a focal point, we asked the respondents to indicate if
their organisation’s decision to invest in SBOM tooling and automation was influenced by the CRA.

Almost half of the respondents (43 %) indicated that the CRA has ‘significantly

accelerated’ their investment in SBOM tooling and automation, while an additional
29 % indicated a ‘moderate influence’.

While, as depicted in Figure 7, almost 20 % indicated that the CRA itself did not play a role in the
investment, it is worth highlighting the impact that the regulation has had on software development
security.

Not applicable/We are not
impacted by the CRA

It has had no discernible influence;
our SBOM work is driven by other
factors (e.g. customer demand, etc.)

It has moderately influenced

our timeline much

It has significantly accelerated our
investment and adoption timeline

0% 20% 40% 60%
Figure 7: CRA influence on SBOM tooling and automation investments

This increase in investment seems to also have an impact on the expected timeline to meet the target
SBOM maturity level required by the CRA, as reported by the respondents. As illustrated in Figure 8,
33 % of the respondents estimate they will reach the envisioned maturity level within 12 months (end
of 2026), while 24 % anticipate requiring an additional six months. Meanwhile, 30 % indicated that they
will require two years or more to reach this level, and 12 % were unable to provide an estimate.

1
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Don't know

> 24 months

18 - 24 months

12 - 18 months

0-12 months

0% 5% 10% 15% 20% 25% 30% 35%

Figure 8: Estimated time required to meet the target SBOM maturity level required by the CRA

Investment decisions cannot only be supported by regulatory requirements if the end goal is to
increase maturity and strengthen cyber resilience across the EU market. Implementors need to
identify the value of these requirements. SBOMs could provide significant value in various use cases,
security-related processes and business activities, but where do organisations obtain the greatest
measurable value using SBOM?

Almost 37 % of the respondents acknowledged quite a lot of added value in risk reduction and cost
avoidance, 29 % believed that SBOM adds quite a lot of value in operational efficiency, 26 %
believed that SBOM will slightly add value to meeting contractual requirements and gaining a
competitive edge in bids, while almost 26 % believed that SBOM will add quite a lot of value in making
compliance and audit processes easier.

Not at Quite a
all lot

Risk reduction / cost
avoidance

Operational efficiency

Slightly Moderate Extremely

Revenue/sales
enablement

Compliance/audit ease
Figure 9: Envisioned value of using SBOMs

2.3  Supply Chain Security

Exploring the key concerns about supply chain security and its impact on the financial decision-making
of the organisations, the survey included questions on how concerned the organisations are about
supply chain security and how they allocate resources (budget, staff or tooling) to manage the security
of the software that they use.

12
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While there is broad acknowledgement that supply chain security matters, there is a gap in
how this risk is addressed in terms of allocated budget. Noticeably, respondents with
minimal to no concern dominate the limited investment space.

More than 90 % of respondents indicated they are concerned about the security of their supply chain;
almost 60 % of them were very or extremely concerned. However, only 34 % of the respondents
allocated significant or extensive resources to manage the security of the software they use.

No Resources i % 13%

I Extremely concerned

I Very Concerned
) I Not concerned
v | N T
o] 60% 70%

% 10% 20% 30% 40% 50% 80% 90%  100%

Figure 10: Cybersecurity resources allocated to address concerns about supply chain security

To establish a better understanding of how organisations address supply chain security, we asked
respondents to prioritise the most important activities for their organisations. The following heat map
shows that the 1st priority with the most votes is secure development practices, with vulnerability
reporting coming second and SBOM third. The prioritisation of the activities based on their
importance can be easily interpreted based on the current practices of the industry and the regulatory
requirements that have accelerated the standardisation of such activities.

It is important to highlight that 53 % of the respondents placed SBOM in their top three most
important activities. SBOM is directly connected with both of the other two activities as it enables
visibility of the software components, libraries and dependencies as well as monitoring license
compliance, thus promoting secure software development practices while also providing targeted input
for vulnerability reporting. This constitutes a major enabler for the broad adoption of SBOM generation
and consumption.

13
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1st 2nd 3rd 4th 5th 6th 7th
priority priority priority priority priority priority priority

SBOMs

Vulnerability reporting

Secure development practices

Software product identification

Use of security testing tools
(static and dynamic analysis)

Training and awareness
raising

Figure 11: Elements envisioned to improve supply chain security
24 SBOM Specifics

241 Adoption Readiness

This section discusses organisational readiness in relation to the level of SBOM adoption,
engagement and perception. The aim of this subject area is to understand the SBOM adoption
journey of different types of organisations and how this is influenced by their size. The preliminary
findings show how SBOMs are processed, highlighting the main barriers and the expected
external support required to proceed with their implementation.

In Figure 12, based on the overall rating, we can identify that 78 % of the respondents
reported that their organisations have already initiated their SBOM adoption journey,

with 44 % currently being in the pilot or limited adoption phase. Only 9 % have reached a
mature level of implementation, supported fully by automation, while 25 % stated
that SBOMs are broadly adopted in their products.

An interesting finding has emerged at this point: microenterprises and small enterprises —
representing 23 % and 25 %, respectively — have already reached a mature level of adoption.
This contrasts sharply with medium-sized and large enterprises, which follow at much lower rates
of 4 % and 6 %, respectively.

Assessing the overall outcome, medium-sized enterprises appear to lead the way, as the value
for ‘Not yet started’ is 0 %.

14
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Micro 9
(less than 10 employees) 23% 15%
Small I Mature/Automated
a o

Broad Adoption

renees DR I T )
(50 to 249 employees) ‘ 19% ) I Pilot/Limited Adoption
g T N TN R v
(250+emp|oy§es) 6% 27% 43% 16% 8% I Exploring/Planning
Overall Bty

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 12: Level of SBOM adoption based on organisation size

To understand better how the SBOM journey translates into operational activities, the
respondents were asked to indicate how their organisations engage with SBOMs. Across all
organisation sizes, the most popular answer was producing SBOMs for their own software.
For small, medium-sized and large organisations, the second most popular manner of
engagement was consuming SBOMs from their vendors or partners, whereas for
microenterprises it was providing SBOM tools, solutions and/or integration services.

Produce SBOMs for
I our software

(less than 10 employees) Consume SBOMs from

vendors/partners

(10 to 49 employees) solutions/integration
services

o) 0 T -
(50 to 249 employees) 4% Advise/consult on

SBOM policy/
compliance
o e T |
(250+ employees) Evalugte/pllot SBOM
practices
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100% No current

involvement

Figure 13: Engagement with SBOMs based on organisation size

Regarding the respondents’ perception of SBOMs, the replies vary slightly depending on the size
of the organisation. Overall, 28 % of respondents perceived SBOMs as a mandatory burden,
which reveals a rather compliance-oriented approach, especially in large organisations where the
percentage goes up to 36 %.

Regardless of the size of the organisation, SBOMs are prominently considered. Overall,
by 42 % of respondents as a ‘defensive necessity’ (i.e., a vulnerability management

approach), by 20 % as a ‘neutral inventory instrument’ and by 10 % as a ‘competitive
asset’.

15
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This dual perception highlights an important transition phase within the ecosystem; while
organisations recognise the technical value of SBOMs, many still associate their implementation
with compliance pressure.

Micro c
(less than 10 employees) 23% 0
Small I Competitive Asset
I Defensive Necessity
ety | T N TR
(50 to 249 employees) 9% 36% 18% 38% I Mandatory Burden

0% 10% 20% 30% 40% 50% 60% 70% 80%

90% 100%

Figure 14: Perception of SBOMs based on organisation size

To have a more holistic perception of the status of SBOM adoption, it is crucial to understand the
impediments that the organisations face throughout this process. The respondents were asked to
assess the impacts of a variety of factors. The most commonly faced obstacle affecting them
extremely is the lack of supplier/third-party SBOM availability and/or quality. Following
closely is vulnerability matching (CPE/PURL alignment, false positives), with almost two
thirds of the organisations being affected extremely or quite a lot, and data quality (incomplete
components, identifiers, licences).

Legal/IP concerns about
Performance/scale
) [l slightly
Process ownership/governance
Vulnerability matching uite a lot
[l Extremely
Supplier/third-party SBOM
availability/quality y : 21%
Data quality (incomplete components,
Integration effort 0
(build systems, package managers) 12%
Tooling gaps
(SBOM generation in CI/CD) 16% 18% 29% 28%
0% 10% 20% 30% 40% 50% 60% 70% 80% 90%  100%
Figure 15: Main barriers to adopting SBOMs

To overcome these barriers and accelerate SBOM adoption, the respondents have indicated the
type of external support they wish to receive.

16
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26 % of the organisations suggested that a reference implementation providing the
pipelines in a public repository would be beneficial. 22 % would find it helpful to have a
guide navigating the process of tool selection based on evaluations and benchmarking,
while 18 % would prefer a suite providing conformance tests with check points and
validators.

All three activities indicated a need for technical guidance and support.

Figure 16 presents the respondents’ preferences regarding all the activities defined as external
support.

Advisory hours - 2%
N

Community samples (SBOMs,
policies, SOPs)

Training/workshops for engineers &
compliance teams

12%

Procurement clauses

14%

Conformance checks/validators &
acceptance test suite

Tool evaluations/benchmarks and

buyer's guide 22%

Reference implementation (open sample
repo + pipeline)

26%

0% 5% 10% 15% 20% 25% 30%

Figure 16: External support elements envisioned to accelerate SBOM adoption

2.4.2 Formats, Tools and Lifecycle Integration

CycloneDX is indicated as the predominant SBOM format, with 44 %, while Software
Package Data Exchange follows with 29 %. Interestingly, 11 % of the respondents

indicated that they do not use a standard format and the remaining 17 % still use a
proprietary format.

This result comes even though the CRA stipulates the use of ‘a commonly used and machine-
readable format’ under Annex |, Part Il (‘Vulnerability handling requirements’) and the Technical
guideline BSI TR-03183-2 (?) indicates that ‘newly generated or updated SBOM must be in JSON-
or XML-format and a valid SBOM according to CycloneDX, version 1.6 or higher [or] System
Package Data Exchange (SPDX), version 3.0.1 or higher’.

It is worth highlighting that 28 % of the respondents represent a possible interoperability
barrier at the EU market.

(3  Technical guideline BSI TR-03183: Cyber resilience requirements for manufacturers and products — Part 2: Software bill of
materials (SBOM), available at
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-

2 v2 1 0.pdf? blob=publicationFile&v=5.
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Figure 17: Types of SBOM format currently in use

Despite 33 % of overall SBOM generation relying on open-source tools, large and medium
organisations rely a lot on commercial and proprietary tools as well. Interestingly though,
reliance on manual processes across all company sizes sits at around 11 % overall, however in
microenterprises it goes up to 16 %, introducing an additional hurdle since the CRA aims to
provide security throughout the lifetime of products. 10 % of the respondents do not generate
SBOMs at all.

Overa" m“mm . . S depandt
(e.g., Syft, dependency-track)
La rge . Commercial/Proprietary
(250+ employees) 29% 29% vendor tools
[ Build-system native features

Medium M Gradle, NuGet
o Mo, | "

B Manual process

Small o, 0, o, p I We do not generate
(10 to 49 employees) 54% 17% 17% 8% 1 SBOMs for our software
Micro o
(less than 10 employees) 44% 1

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Figure 18: SBOM generation tooling based on organisation size

Knowing when organisations are producing SBOMs in the Software Development Lifecycle
provides valuable insights on the accuracy, trustworthiness and usefulness of SBOM data for
vulnerability management, incident response and regulatory assurance. 39 % of the organisations
reported that they produce SBOMs during software builds, 16 % during software delivery to an
artifact registry or repository and 14 % during software deployment.

As the majority of organisations opt for build-time SBOM generation, it is safe to assume that
they use them as an operational benefit, which also supports software supply chain trust.
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Figure 19: SBOM production in Software Development Lifecycle (SDLC)

Following the same notion, the timing of SBOM consumption indicates if they are used proactively
to prevent risks or reactively to detect and manage them after integration or deployment. 16 %
reported that they consume SBOMSs during software builds, 15 % during software integration
and 14 % during the decision-making process determining if an external software is going to be
used. Noticeably, the majority of the respondents don’t know if or how the SBOMs are consumed
in their organisation.

Figure 20: SBOM consumption during Software Development Lifecycle (SDLC)

Currently, SBOM generation and consumption spans all levels of organisational readiness. Fully
automated implementation across each phase of the SBOM life cycle is the end goal for
achieving maturity and reliability.

During this period of transition, 74 % of respondents reported that they have partially or fully
automated SBOM generation for each release/build, 59 % have partially or fully automated the
SBOM minimum content (only top-level dependencies) in machine-readable format (SPDX/
CycloneDX), 51 % have partially or fully automated the vulnerability handling workflow tied
to SBOM, 52 % have partially or fully automated SBOM updates for the product support period
and 39 % have partially or fully automated the inclusion of SBOM in their technical
documentation.
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workflow tied to SBOM
technical documentation I Planning
Minimum content (only top-level B Manual process
format (SPDX/CycloneDX) I
Fully automated
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Figure 21: SBOM automation level across different stages

Regarding commercial off-the-self software (COTS) products purchased by organisations, we
asked the respondents to indicate how often they receive SBOMs from the manufacturers that
they collaborate with.

Overall, the vast majority of the responses were ‘Rarely’ and ‘Never’. 39 % of all organisations
responded ‘Never’, 39 % ‘Rarely’, whereas only 2 % answered ‘Always’, implying that they have
standardised this practice as an official process.

La ree 8% 49% M Always (Standard part of
(250+ employees) procurement)

I Frequently (Recieved upon

Medium 0 request)
(50 to 249 employees) 11%
ploy! M Rarely (Only recieved in

specific regulated contexts)

(10 to 49 employees) Not applicable
(less than 10 employees)

Figure 22: COTS and SBOM based on organisation size

2.4.3 Usage Patterns and Gaps

SBOM depth is crucial to determine if an organisation is effectively identifying risks in transitive
dependencies, build components and runtime environments. Figure 23 presents the level of
SBOM depth that organisations need versus what they receive.

A big gap between the need and actual result has been identified:
36 % of respondents stated that their organisations need all primary components and
direct dependencies with declared known unknowns but only 29 % actually receive

them, 24 % of the organisations need SBOMs with full depth analysis but only 14 %
receive them, while 27 % require SBOMs with depth analysis including declared
known unknows and only 12 % receive them.
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Besides the gap between the organisational needs and how they are addressed, it is important to
highlight the percentage of respondents who stated that they do not know what SBOM depth their
organisation needs versus what they receive.

[Need] Don't Know 14%
[Receive] Layer 1 with known unknowns
declared 29%
[Need] Layer 1 with known unknowns declared 36%
[Receive] Full Depth with no known unknowns
docared [ 14%
[Need] Full Depth with no known unknowns 24%
declared
[Receive] Full depth with known unknowns
decirea [ 12%
[Need] Full depth with known unknowns declared 27%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

Figure 23: Level of SBOM depth needed and received

The information provided by the SBOMs based on their depth was primarily used for the
identification and patching of vulnerabilities by 29 % of the organisations, for ensuring open-
source licences (OSS) are correctly used/declared by 22 %, for meeting regulatory
requirements by 19 %, for evaluating third-party software risks by 14 % and for maintaining an
up-to-date inventory of all components by 13 %.

As depicted in the following figure, the respondents indicated that the primary stakeholders of
SBOM consumption were the security and application security teams (34 %) and the
development and engineering teams (34 %). The legal/compliance teams and procurement
teams made limited use of SBOM information, with only 15 % and 5 % of the organisations,
respectively, stating that these teams consume SBOM.

Security/AppSec _I 34% Vulnerability Management 29%
Development/Engineering _I 34% License Compliance 22%
Legal/Compliance _l 15% Compliance/Audit 19%
Operations/Infrastructure - 7% Supply Chain Risk 14%
Procurement - 5% Internal Inventory 13%
None - 5% No specific functions 4%

Figure 24: Primary use of SBOMs generated or received

As shown in Figure 25, 44 % of respondents reported a ‘moderate gap’ between generating
SBOM s and utilising them while 23 % reported a ‘significant gap’. Only 7 % have closed the gap
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entirely, which indicates that SBOMs are not actively used to their full extent for security but
instead mainly for compliance purposes.

Not applicable/We
don't generate SBOMs

12%

No Gap

~
s

Small Gap 14%

0% 10% 20% 30% 40% 50%

Figure 25: Gap in generating and consuming SBOMs

In an effort to close this gap, organisations are strategically investing in SBOM tooling and
automation. The survey results show that 34 % of the organisations have invested in tools
dedicated to vulnerability handling via SBOM, 21 % in automating the inclusion of SBOM in
the product’s technical documentation for market surveillance authorities, 19 % in tooling
generating SBOM for all primary components with all transitive dependencies and their metadata
(achieving full completeness) in a machine-readable format and another 19 % in automating the
continuous update of SBOMs throughout the product’s support period.

7%

Not Applicable: We are not preparing for the CRA
Technical Documentation: Including the SBOM in
the product's technical documentation for market _ 21%
surveillance authorities
Vulnerability Handling: Having a documented,
identified via the SBOM

Depth/Completeness: Documenting all primary
components with all transitive dependencies and

their metadata (achieving full completeness) in a
machine-readable format

updated throughout the support period
0% 5% 10% 15% 20% 25% 30% 35% 40%

Figure 26: SBOM tooling and automation investment

Based on the identified gaps and investment strategies among the organisations, the envisioned
approach to SBOM handling is depicted in Figure 27. 41 % of the organisations reported that they
aim to fully automate SBOM generation for each release/build. Only 26 % of respondents
believed that their organisations will fully automate SBOM updates across the product
support period and almost 23 % believed that their organisations will partially automate this
process. A concerning result is that almost 32 % believed that their organisations will automate
the SBOM minimum content in machine-readable format while almost 22 % believed that their
organisations will partially automate this process. This raises concerns about the quality, accuracy
and usefulness of SBOMs. What comes as a surprise, though, is that most organisations are
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planning to partially automate vulnerability handling workflows tied to SBOM, raising concerns
about the ability to efficiently identify hidden risks in the software components.

Not Planni Manual Partially Fully
planned anning process automated automated

SBOM generation per
release/build

SBOM updates across the
support period

Minimum content in machine-
readable format

SBOM inclusion in technical
documentation

Vulnerability handling
workflow tied to SBOM

Figure 27: Envisioned approach to SBOM handling

To interpret the envisioned approach to SBOM handling, we need to understand the current
challenges that organisations are facing.

Figure 28 presents the challenges in leveraging SBOMs today.

Ngltlat Slightly Moderate Q‘fci’tte a Extremely

Lack of quality/completeness of
vendor-supplied SBOMs (COTS)

Difficulty integrating SBOM data
into existing security tools
(consumption challenge)

The technical challenge of achieving
a high degree of SBOM completeness
(i.e. successfully identifying and
documenting all components)

Lack of internal skills or
dedicated staff

Uncertainty about regulatory
requirements

Figure 28: Current challenges in leveraging SBOMs

When asked about the technical challenge of achieving a high degree of SBOM completeness,
62 % of the respondents answered with quite a lot or extremely difficult. At the same time, when
asked about the lack of quality and complete vendor-supplied SBOMs, 30 % of respondents
answered with quite a lot and 27 % with extremely. When asked about the lack of internal skills
or dedicated staff, respondents answered with moderate (29 %) or quite a lot (28 %).

2.4.4 Barriers, Needs and External Supports

Diving deeper into the main barriers that prevent organisations from adopting SBOMs at scale, the
respondents were asked to rate the challenges presented in
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Figure 29. As shown in the heat map, data quality (37 %), supplier/third-party SBOM
availability/quality (31 % quite a lot and 30 % extremely), vulnerability matching (35 % quite a
lot and 23 % extremely) and process ownership/governance (33 % moderate) were rated as
the main barriers that could jeopardise the broad adoption of SBOM across organisations.

Not at Slightly Moderate Ql['(.')tte a Extremely

Tooling gaps (SBOM generation
in CI/CD)

Integration effort (build systems,
package managers)

Data gualit (incomplete
components, identifiers, licences)

Lack of internal skills or dedicated

Supplier/third-party SBOM
availability/quality

Vulnerability matching (CPE/PURL
alignment, false positives)

Process ownership/governance
(who does what, when)

Performance/scale (large
codebases, many products)

Legal /IP concerns about
SBOM disclosure

Figure 29: SBOM adoption barriers

Solely identifying the main barriers is not enough, so the respondents needed to provide their
opinion on what would be useful to their organisations to improve their ability to produce and/or
consume SBOMs.

Industry consensus on best practices to integrate producing/consuming SBOMs into
software development practices was deemed the most critical (23 %), followed by industry

consensus on best practices to integrate producing/consuming SBOMs into risk and
compliance processes (19 %) and industry consensus on how to produce/consume
SBOMs and how these methods will evolve /improve over time (19 %).
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Others

Clarity about the timeline and milestones for
adopting/supporting SBOM 13%

Clarity on what industry SBOM standards should
v N besupporiec [N 179

Knowing which vendors will be providing SBOM
tools and capabilities

Indust%consensus on how to produce/consume
/improve over time
) Industry consensus for best practices to

risk and compliance processes

Industry consensus for best practices to
integrate producing / consuming SBOMs into
software development practices

23%

0% 5% 10% 15% 20% 25%

Figure 30: Elements improving the ability to produce or consume SBOMs

2.4.5 Vulnerability Management

Receiving vulnerability status or exploitability claims from suppliers was rated ‘critical’ by 39 %
and ‘important’ by 37 % of respondents, as shown in Figure 31. Together, this accounts for 76 %
of respondents, underscoring the significance of the coordinated vulnerability disclosure approach
outlined in the CRA.

As depicted in Figure 32, their preferred options for receiving such claims were automatically
(44 %) or via a standardised application programming interface (API) (40 %).

Don't know 9%

Not important

Somewhat important _ 12%

39%

-
3

Critical

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

Figure 31: Importance of receiving vulnerability status from suppliers
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Other

Via a standardized API that provides up-
to-date vulnerability status for each
SBOM component

Automatically, as vulnerabilities are
Upon request (supplier provides
declarations when asked) _ 13%

0% 10% 20% 30% 40%
Figure 32: Preferred methods for receiving vulnerability claims from suppliers

40%

2.4.6 Interoperability Requirements

SBOM interoperability was rated ‘critical’ by 30 % and ‘important’ by 39 % of the respondents.

As shown in
Figure 34, their preferred options to ensure delivery and interoperability were through

machine interfaces (32 %) and by supporting the conversion and compatibility
between formats (30 %).

Not important

Somewhat important

0% 5% 10% 15% 20% 25% 30% 35% 40%

Figure 33: SBOM interoperability importance
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Other 2%

Support for conversion or compatibility
between formats like SPDX and CycloneDX 30%
Delivered through machine interfaces
(e.g., API) 32%
Bundled with every product version and
archived by the supplier 27%
Emailed and/or hosted/archived by the
supplier 9%

0% 5% 10% 15% 20% 25% 30% 35%

Figure 34: Preferred SBOM delivery or interoperability methods

2.4.7 Supplier Requirements (for SBOM consumers)

Only 10 % of respondents reported that their organisation had established mandatory SBOM
requirements within supplier contracts. Assessing the overall responses, company size does
not appear to significantly influence the adoption of this practice, as the reported percentages
remain broadly consistent across organisation sizes, with the exception of medium-sized
enterprises.

It is essential though to highlight that 55 % of the respondents were in the process of including
SBOM requirements in their supplier contracts in a systematic and consistent manner. 37 %
indicated that they already include them in an ad hoc manner, while 27 % were planning to
include them.

overall | KR IRE I TN
. Yes, mandatory
bl % [ 2o [ e ] 1% B vesbestefor
(250+ employees)
M Not yet, planning
veciur T I S "
(50 to 249 employees)
Don't know
small ERCMEEOE o
(10 to 49 employees)
vicro - I I N
(less than 10 employees)
0 20 40 60 80

Figure 35: SBOM requirements in contracts

100

Incorporating SBOM requirements into contractual obligations can significantly expand the pool
of suppliers that align with the expectations of organisations. 45 % of organisations reported
that only 0 % to 25 % of their suppliers meet their requirements, while just 2 % indicated that

75 % to 100 % of their suppliers meet these expectations. This highlights a substantial gap in
supplier readiness that contractual SBOM requirements could help improve.
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26% - 50% -
51% - 75% -
76% -100% '

Figure 36: Suppliers providing adequate SBOMs

As depicted in Figure 37, supplier readiness gaps are primarily identified in three areas.
Specifically, 27 % of respondents reported that supplier-provided SBOMs do not meet
completeness requirements, 17 % indicated that SBOM component identifiers lack
sufficient accuracy and 12 % highlighted issues related to the quality or adequacy of
vulnerability references. These findings point out the quality challenges in supplier-generated
SBOMs.

ouner I 11%

Alignment to acceptance criteria _ 4%

%

BT 2%

%

Format mismatch _ 10%

\dentifier accuracy [ 7%
2
BT 1%

Signature/attestation
Vulnerability references

License data

Completeness

Timeliness

0% 5% 10% 15% 20% 25% 30%

Figure 37: Main gaps in supplier’s SBOMs
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241 Guidance

Targeted external guidance is expected to support organisations across the EU market in
overcoming barriers, responding to organisational needs and accelerating the SBOM adoption
progress.

In particular, 31 % of respondents considered the development of a profile defining
what constitutes a ‘good enough’ SBOM to be beneficial, 29 % called for the

standardisation of SBOM formats and their required fields, and 20 % saw value in the
development of a risk assessment framework that leverages SBOM data.

Overall I S S S = “Good enough SBOM
content/profile for CRA
L compliance
o I W N W ™ o e (70
(250+ employees) CycloneDX) and required
fields
Medium m Vendor/SaaS SBOM request
(50 t0 249 employees) NN R I language & acceptance

criteria / CI/CD reference
patterns (example pipelines,
sample configs)

ST | o I N

(10 to 49 employees) I Risk scoring/prioritization
using SBOM data
Micro Internal poli
policy & RACI
(less than 10 employees) MMM N ey templates
0% 20% 40% 60% 80% 100% Other

Figure 38: Areas that would benefit from guidance or templates
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3. Conclusions

SoA survey provides factual data on how organisations across industries and of
s are approaching SBOM adoption in response to the CRA. Overall, the results
e that the CRA is already acting as a meaningful enabler for SBOM

ation, while also revealing some maturity gaps, operational challenges, and

e further ecosystem alignment is required to enable sustainable adoption at

he survey is that the CRA, while still in transitional period is
ational investment priorities and capability development.

at the regulation is acting as an accelerator for SBOM adoption.
e regulation is functioning as an early market signal influencing
tices, supply-chain transparency, and compliance strategies.

ts reported that their organisations are progressing in their SBOM adoption

th expectations to reach a level of maturity aligned with CRA expectations
ned timeframes. Technical external support is needed to accelerate SBOM
scale across all organisations, with the need for an SBOM Reference

ation ranking #1.

ntified in risk reduction, cost avoidance and operational
imarily viewed as a defensive cybersecurity mechanism,
nerability management, licence compliance and regulatory

ose use cases align closely with the expectations established under
ure-by-design frameworks.

strong alignment across respondents regarding format-related requirements.

ts broadly recognised that SBOMs must be provided in commonly used and
eadable formats to support supply chain transparency at scale. This alignment is
ith the expectations articulated in the CRA and reflects the fact that

dility is not just a technical preference but a requirement for operationalising SBOM.
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SBOMs are increasingly generated and consumed during
gesting a direct integration into software development
t-release documentation activity. Such integration represents an
ieving continuous transparency across the software life cycle,
ility analysis and facilitating more effective risk management.

respondents reported producing SBOMs with full dependency depth, others
at their current practices remain limited to primary components and direct
ies. Deeper dependency visibility is essential for effective vulnerability

t and supply-chain risk management, enabled by comprehensive SBOM

th full transparency across transitive dependencies.

ents identified several challenges affecting implementation

ng the most frequently cited were SBOM completeness, data
ortages of internal skills and specialised staff. These challenges
n is not just a tooling issue, but also an organisational capability
Japtation and workforce development.

s expressed concern about the absence of widely accepted industry best
r integrating SBOM production and consumption into both software

t workflows and organisational risk management processes. The lack of

in this area is one of the most significant challenges identified. These findings
organisations are not only seeking technical specifications or standards but
onal guidance.

arious priority areas where further support would accelerate

e development of a profile defining what constitutes a ‘good
al use, the standardisation of SBOM formats and required
ishment of a risk assessment framework capable of
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dedicated to achieving a high common level of cybersecurity across Europe.
Established in 2004 and strengthened by the EU Cybersecurity Act, the European
Union Agency for Cybersecurity contributes to EU cyber policy, enhances the
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Europe prepare for the cyber challenges of tomorrow. Through knowledge sharing,
capacity building and awareness raising, the Agency works together with its key
stakeholders to strengthen trust in the connected economy, to boost resilience of
the Union’s infrastructure, and, ultimately, to keep Europe’s society and citizens
digitally secure. More information about ENISA and its work can be found here:
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ENISA
European Union Agency for Cybersecurity

Athens Office
Agamemnonos 14
Chalandri 15231, Attiki, Greece

Brussels Office

Rue de la Loi 107
1049 Brussels, Belgium iz

enisa.europa.eu in ©@

_|
e
)
—_—
[N
®
)
S
@
m
B
Z



https://www.enisa.europa.eu/

	About ENISA
	Executive Summary
	1. Introduction
	1.1 The Background
	1.2 The Concept of SBOM
	1.3 The Survey

	2. Analysis of the SBOM State of the Art Survey
	2.1 Survey Cohort
	2.2 CRA Applicability, Awareness, Exposure and Investments
	2.3 Supply Chain Security
	2.4 SBOM Specifics
	2.4.1 Adoption Readiness
	2.4.2 Formats, Tools and Lifecycle Integration
	2.4.3 Usage Patterns and Gaps
	2.4.4 Barriers, Needs and External Supports
	2.4.5 Vulnerability Management
	2.4.6 Interoperability Requirements
	2.4.7 Supplier Requirements (for SBOM consumers)
	2.4.1 Guidance


	3. Conclusions

