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EXECUTIVE SUMMARY 

Software Bills of Materials (SBOMs) represent a fundamental shift in how organisations understand, manage, and 

secure their software estates. Beyond immediate compliance drivers, SBOM adoption establishes the foundation for a 

transparent, resilient, and strategically managed software supply chain that transforms reactive security practices into 

proactive risk management capabilities. 

This report provides comprehensive implementation guidance for European Entities navigating SBOM adoption, with 

particular emphasis on practical approaches for resource-constrained environments. The frameworks presented enable 

organisations to progress from minimal compliance to operational excellence through structured, incremental adoption 

pathways. 

SBOMs are not just static compliance artifacts, their data can also become the basis of dynamic operational intelligence 

assets. Organisations implementing comprehensive SBOM practices today position themselves to leverage automated 

security response, predictive supply chain analytics, and evidence-based architectural decisions. The transparency 

gained through systematic component tracking enables informed technology choices, optimised vendor relationships, 

and demonstrable security maturity that increasingly determines market competitiveness. 

Mature SBOM capabilities deliver compound benefits across technical, operational, and business dimensions. Technical 

teams gain precise vulnerability impact assessment and accelerated incident response. Operational functions achieve 

streamlined compliance demonstration and reduced audit burden. Business leadership obtains quantifiable supply chain 

risk metrics and enhanced negotiation leverage with suppliers. These capabilities collectively transform software from 

an opaque operational risk into a transparent, manageable asset class. 

The guidance acknowledges that successful SBOM implementation requires more than technical deployment—it 

demands organisational capability development, process integration, and cultural adaptation. By following the structured 

approaches detailed within, organisations can establish sustainable SBOM practices that deliver immediate security 

improvements whilst building towards comprehensive supply chain governance. 
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1. INTRODUCTION 

1.1 PURPOSE AND SCOPE 
This document provides comprehensive guidance for implementing Software Bill of Materials practices within 

organisations of varying sizes and capabilities. It establishes a practical framework for achieving software supply chain 

transparency whilst addressing the operational constraints typical of resource-limited environments. By following this 

framework, organisations can transform SBOM implementation from a compliance obligation into an operational 

advantage that enhances security posture and supply chain resilience. 

 

The guidance enables organisations to establish systematic component tracking, implement vulnerability management 

capabilities, and demonstrate regulatory compliance through documented software composition. Rather than 

prescribing specific solutions, this document defines required capabilities and outcomes, enabling organisations to 

select appropriate implementations based on their unique contexts. 

 

The software supply chain encompasses interconnected stakeholders with distinct but complementary SBOM 

requirements. Software producers bear responsibility for generating and maintaining component inventories, serving 

as the authoritative source for downstream consumers. Software Procurement Evaluator leverage SBOM data during 

procurement for risk assessment and compliance verification, whilst software operators require actionable intelligence 

for vulnerability management and incident response in production environments. Supporting this ecosystem, 

standardisation bodies ensure format interoperability and specification evolution, whilst cybersecurity coordination 

entities aggregate SBOM intelligence for threat assessment and coordinated response. 

 

This guide encompasses technical implementation, organisational readiness, and operational integration aspects of 

SBOM adoption. It addresses the complete lifecycle from initial capability assessment through to mature operational 

practices, providing scalable approaches that accommodate varying levels of organisational maturity. The framework 

presented acknowledges practical constraints whilst maintaining focus on achieving meaningful security improvements 

through incremental adoption. 

1.1.1 WHY SBOM MATTERS? 
Software Bill of Materials transform s opaque software systems into transparent, manageable assets by providing 

comprehensive visibility into component composition and dependencies. This transparency enables organisations 

to identify vulnerabilities before they become incidents, understand licensing obligations before they become 

violations, and trace dependencies before they become failures. 

 

Operational Security Enhancement 

Modern software products contain hundreds or thousands of components, each potentially harbouring vulnerabilities 

that threaten application and operating system security. Without component visibility, organisations operate blindly, 

discovering exposures only after exploitation occurs. SBOM practices enable proactive vulnerability tracking, allowing 

security teams to correlate component inventories against threat intelligence feeds and respond to emerging risks 

before systems are compromised. Beyond immediate vulnerabilities, SBOM data supports assessment of component 

viability and supply chain sustainability risks. Security operations centres utilise SBOM data to expand allow-lists 

systematically, distinguishing legitimate components from potential threats whilst maintaining operational continuity. 

 

Strategic Differentiation 

Organisations implementing SBOM practices demonstrate security maturity that increasingly distinguishes them in 

competitive markets. Regulatory compliance becomes demonstratable through documented component tracking, 

enabling faster procurement approvals and preferred vendor status. Security best practices shift from aspirational goals 

to measurable outcomes through component-level visibility. Software supply chain transparency transforms from 

marketing terminology into verifiable capability, providing evidence that procurement teams increasingly demand. Early 
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adopters gain tangible advantages: reduced sales cycles, access to regulated sectors, and premium pricing that 

competitors without SBOM capabilities cannot match. 

 

Operational Applications 

SBOM data enables systematic vulnerability management through automated correlation between component 

inventories and security advisories. Licensing analysis ensures compliance across complex dependency chains where 

obligations cascade through multiple layers. Dependency analysis reveals critical paths and single points of failure 

within software architectures. During incidents, SBOM data accelerates forensic analysis by identifying affected 

components and their relationships. Update and patch management becomes targeted rather than blanket, reducing 

operational disruption whilst maintaining security. Following disasters, SBOM documentation enables accurate 

reconstruction of software environments. Application integrity verification confirms that deployed systems match 

intended configurations, detecting unauthorised modifications or supply chain compromises. 

1.2 DEFINITIONS  
This guide establishes a comprehensive framework for Software Bill of Materials implementation across diverse 

organisational contexts. It provides outcome-focused requirements and structured approaches for achieving software 

supply chain transparency whilst acknowledging practical constraints. 

1.2.1 SOFTWARE BILL OF MATERIALS (SBOM) 

A Software Bill of Materials is a formal, machine-readable inventory documenting all components, libraries, and 

dependencies within a software product. It captures component origins, versions, and relationships, creating an 

authoritative record that enables systematic risk management, compliance verification, and security assessment 

throughout the software lifecycle. 

 

Core Capabilities: 

• Transparency: Reveals third-party and open-source components comprising modern applications. 

• Traceability: Links deployed software to upstream suppliers and downstream consumers. 

• Compliance: Provides auditable records for regulatory and contractual requirements. 

• Security: Enables vulnerability detection and software provenance verification. 

 

SBOMs form a foundational data layer rather than a complete security solution. Their value emerges through integration 

with security processes, continuous maintenance, and systematic deployment across the software lifecycle. 

1.2.2 PRODUCT, SOFTWARE, COMPONENT 

Product - a complete software system or application delivered to end users or customers, comprising multiple integrated 

components and dependencies. Products represent the highest level of software packaging, whether distributed 

commercially, as open-source releases, or for internal deployment. Each product typically contains numerous software 

components assembled to deliver specific functionality or services. 

 

Software - executable code, libraries, frameworks, and associated configuration files that provide computational 

functionality within a system. Software encompasses both proprietary and open-source code, including applications, 

operating systems, middleware, and embedded firmware. It represents the logical instructions and data structures that 

enable hardware to perform defined tasks. 

 

Component - a discrete unit of software functionality that can be independently identified, versioned, and managed 

within a larger system. Components include libraries, packages, modules, dependencies, and services that are 

combined to create complete software products. Each component maintains its own identity, version history, and 

potential vulnerability profile within the software supply chain. 
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1.2.3 SUPPLY CHAIN 

Supply Chain - the network of entities, processes, and dependencies involved in creating, distributing, and maintaining 

software products. Upstream elements include component suppliers, open-source projects, and development tools that 

provide inputs to software creation. Downstream encompasses distribution channels, integrators, and end users who 

consume and deploy the software. The supply chain flows from upstream suppliers through producers to downstream 

consumers, with each stage adding or modifying components. 

1.3 STRUCTURE OF THE REPORT 
This report provides multiple entry points and navigation pathways tailored to diverse organisational contexts and SBOM 

maturity levels. The modular structure enables readers to focus on immediately relevant content whilst maintaining 

awareness of broader implementation considerations. 

 

HOW TO USE THIS GUIDELINE 

 

Approach Based on Organisational Maturity 

Organisations new to SBOM practices should begin with foundational concepts in Section 2.1 (Initiation Phase) to 

establish business justification and scope. The progression through planning (2.2) and execution (2.3) phases provides 

a structured implementation roadmap. Experienced practitioners may navigate directly to advanced topics such as 

automated validation (2.2.3) or component health assessment (2.4.2) to enhance existing capabilities. 

 

Resource-Optimised Navigation 

Resource-constrained organisations benefit from focusing on the Hybrid Implementation Model (2.2.3) and Manual 

Generation Framework (2.3.1), which provide sustainable entry points without requiring immediate automation 

investment. The phased approach enables gradual capability building whilst maintaining operational continuity. 

 

READER NAVIGATION MAP 

 

Primary Implementation Path The core implementation journey follows a logical sequence from business case 

development through operational deployment: 

 
 

Begin with Section 2.1 to establish organisational readiness and secure stakeholder commitment. Progress through 2.2 

for technical planning and format selection, then implement via 2.3's execution framework. Sections 2.4 and 2.5 address 

operational sustainability and continuous improvement. 

 

Technical Deep-Dive Routes  

Technical practitioners requiring detailed implementation guidance should prioritise: 

• Format specifications and comparison (2.2.1 and Annex E) 

• Automated generation frameworks (2.3.1) 

• Validation and signing mechanisms (2.2.4) 

• Integration patterns (2.3.5) 

 

Compliance-Focused Navigation  

Organisations driven by regulatory requirements should emphasise: 

• Baseline element requirements (2.2.2) 

• Quality assessment criteria (2.3.2) 

• Security controls (2.3.4) 

• Audit trail requirements within monitoring phase (2.4) 
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SECTION DEPENDENCIES AND RELATIONSHIPS 

 

Critical Prerequisites  

Certain sections build upon foundational knowledge established elsewhere: Section 2.3 (Execution) assumes familiarity 

with format selection from 2.2.1.  

Implementation cannot proceed effectively without understanding chosen format capabilities and limitations. 

Similarly, automated validation in 2.2.4 requires comprehension of quality criteria established in 2.3.3. 

 

Complementary Sections  

Several sections provide mutually reinforcing content: 

• Stakeholder analysis (2.1) informs role adaptation requirements (Annex C) 

• Generation methods (2.3.1) directly impact storage architecture decisions (2.3.1) 

• Quality metrics (2.3.3) define validation parameters (2.2.4) 

 

Optional Enhancements  

Annexes provide supplementary detail for specific scenarios without disrupting core narrative flow.  

Format conversion guidance (Annex F and G) becomes relevant only for multi-format environments.  

Capacity building examples (Annex C) support organisations requiring structured skills development programmes. 

 

QUICK-START GUIDES BY STAKEHOLDER TYPE 

 

Software Producers  

 
Priority: Establishing automated generation within build pipelines and ensuring format compliance  

Skip initially: Supply chain risk assessment, procurement-focused content 

 

Software Procurement Evaluator  

 

Priority: Understanding SBOM consumption for vendor assessment and risk evaluation  

Skip initially: Technical generation details, CI/CD integration specifics 

 

Software Operators  

 
Priority: Vulnerability correlation, incident response integration, and operational maintenance  

Skip initially: Development-phase generation, format selection nuances 

 

  



 SBOM LANDSCAPE ANALYSIS 
Public Draft | 1.2 | DECEMBER 2025 

 
11 

 

Security Teams  

 
Priority: Establishing vulnerability management workflows and security validation processes  

Skip initially: Manual generation methods, basic format descriptions 

 

Executive Leadership  

 
Priority: Understanding investment requirements, risk mitigation, and competitive advantages  

Skip initially: Technical implementation details, format specifications 

 

READING PATHWAYS BY OBJECTIVE 

 

Objective: Achieve Regulatory Compliance  

 

Focus on establishing minimum viable SBOM practices that satisfy regulatory requirements whilst building foundation 

for enhanced capabilities. Prioritise documentation and audit trail creation over advanced automation. 

 

Objective: Enhance Security Posture  

 
Emphasise accurate component identification, rapid vulnerability correlation, and continuous monitoring. Integration 

with existing security tooling takes precedence over format optimisation. 
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Objective: Optimise Development Workflows  

 
Focus on seamless pipeline integration, minimal performance impact, and developer-friendly processes. Automation 

and efficiency outweigh comprehensive metadata capture initially. 

 

Objective: Manage Supply Chain Risk  

 
Prioritise visibility into third-party components, vendor SBOM requirements, and risk quantification mechanisms. 

Breadth of coverage matters more than depth initially. 

 

Objective: Build Organisational Capability  

 
Establish structured learning programmes, clear role definitions, and progressive skill development. Balance theoretical 

understanding with practical application throughout the journey. 

 

PROGRESSIVE IMPLEMENTATION APPROACH 

Organisations typically advance through three maturity stages, with this report supporting each transition: 

Stage 1: Foundation 

(Months 1-3) 

Stage 2: Operationalisation 

(Months 4-9) 

Stage 3: Optimisation 

(Months 10+) 

Focus on Sections 2.1-2.2 to 

establish business case, select 

formats, and plan implementation. 

Manual processes acceptable while 

building understanding. 

Implement Section 2.3 frameworks, 

establishing generation, validation, 

and basic automation. Emphasis 

shifts from planning to execution. 

Leverage Sections 2.4-2.5 for 

continuous improvement, advanced 

automation, and strategic value 

realisation. Focus on efficiency and 

scale. 

 

This structure enables organisations to navigate based on immediate needs whilst maintaining awareness of the 

complete implementation journey, ensuring sustainable SBOM adoption aligned with business objectives and technical 

capabilities. 
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2. SBOM IMPLEMENTATION GUIDE 

2.1 INITIATION PHASE 
 

EXECUTIVE SUMMARY BUSINESS DRIVERS AND OBJECTIVES 

CORE QUESTION: Should we implement Software Bill of 

Materials practices now? 

Answer: Yes - regulatory requirements are imminent, whilst 

early adoption provides competitive advantage through 

enhanced security posture and operational efficiency. 

DRIVERS / IMMEDIATE REQUIREMENTS 

• Regulatory Compliance: Emerging frameworks mandate 

software transparency. 

• Customer Demands: Procurement increasingly requires 

SBOM provision. 

• Security Imperative: Supply chain vulnerabilities require 

component visibility. 

INVESTMENT EXPECTED OUTCOMES STRATEGIC OBJECTIVES 

Phased investment in training 

(utilising existing teams) and 

tooling (targeted capability 

development) vs. non-

compliance penalties and 

breach costs. 

Full regulatory compliance, 

reduced incident response 

time with faster vulnerability 

management, enhanced 

customer trust. 

• Establish comprehensive SBOM practices across SDLC 

and demonstrate supply chain security maturity. 

• Create automated comprehensive component inventory 

systems. 

• Enable proactive security posture with rapid vulnerability 

response capability. 
 

SCOPE AND ASSET IDENTIFICATION STAKEHOLDER ANALYSIS & ENGAGEMENT 

PHASE 1: Customer-facing applications and services. 

PHASE 2: Internal systems and third-party dependencies. 

PHASE 3: Complete portfolio including containers and 

microservices. 

• Primary: Application Security Team, Compliance, Legal, 

Development, Operations 

• Secondary: Legal, Compliance, Procurement 

• External: Customers, Suppliers, Auditors 

 

RASCI (Responsible Accountable Supportive Consulted 

Informed) Matrix 

Decision authority with Security, accountability with 

Development, consultation across all teams - maintained 

separately for operational detail. 

IN-SCOPE ASSETS: 

• Third-party libraries 

• Open-source 

components 

• Commercial software 

packages 

• Microservices and APIs  

• Containers and container 

images 

• Internal and external 

services 
 

BUSINESS VALUE ANALYSIS 

IMPLEMENTATION BENEFITS NON-IMPLEMENTATION 

CONSEQUENCES 

IMPLEMENTATION INVESTMENT 

PROFILE 

• Risk Mitigation: Proactive 

vulnerability identification before 

exploitation. 

• Operational Excellence: 

Automated compliance reporting 

and audit readiness. 

• Competitive Position: Market 

differentiator for security-conscious 

customers. 

• Regulatory Exposure: Non-

compliance penalties and market 

restrictions. 

• Security Blindness: Unknown 

vulnerabilities in software supply 

chain (vulnerability exposure and 

exploitation risk). 

• Market Disadvantage: Loss of 

contracts requiring SBOM provision 

and incident response delays. 

• Time: 12-month phased 

deployment 

• Resources: Personnel reallocation 

(20% capacity / reallocation) plus 

skills development. 

• Budget: Direct costs (tooling, 

training), indirect costs (process 

changes). 

• Process Impact: CI/CD workflow 

integration/modifications, minimal 

disruption risk. 
 

ALTERNATIVES AND TRADE-OFFS GENERIC IMPLEMENTATION BLUEPRINT 

• Limited Visibility: Incomplete risk picture, partial 

coverage leaves compliance gaps. 

• Manual Processes: Labour-intensive, error-prone, non-

scalable, unsustainable. 

• Hybrid Solutions: Balanced but complex 

• Outsourcing: Higher cost, reduced control, knowledge 

dependency. 

• Entry Criteria: Executive sponsorship, budget approval, 

team allocation, initial tooling. 

• Phase Gates: Pilot completion → Production rollout → 

Full automation 

• Risk Mitigation: Phased approach/rollout, continuous 

monitoring, stakeholder communication. 

• Success Metrics: Coverage percentage, automation rate 

/ response time reduction, compliance score. 
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The above framework presents the essential decision criteria for SBOM adoption, structured to enable rapid executive 

assessment of implementation requirements against expected business value. Each element addresses critical 

stakeholder concerns regarding investment, risk, and return, providing the evidence base necessary for informed 

commitment to software supply chain transparency initiatives. 

2.2 PLANNING PHASE 
The planning phase establishes the critical foundation for SBOM implementation through defined tasks, milestones, and 
deliverables that guide organisational adoption from a concept to capability. This structured roadmap transforms 
strategic intent into actionable implementation steps, ensuring alignment between technical requirements and business 
objectives whilst maintaining clear accountability throughout the deployment lifecycle. 

2.2.1 SPECIFICATIONS AND FORMAT 
We introduce the principal SBOM specifications, explain the data they capture, and assess their suitability for resource-
constrained manufacturers. 

Two primary SBOM formats have emerged as industry standards: 

• SPDX (System Package Data Exchange)  

• CycloneDX  

 

Format SPDX (System Package Data Exchange) 
V 3.0.1 

CycloneDX V 1.7 

Description Comprehensive framework for 
documenting software component 
information, with particular emphasis on 
licence metadata and intellectual property 
rights 

Security-focused approach to software bill of materials, 
emphasising vulnerability tracking, cryptographic integrity, 
and comprehensive dependency analysis 

Standard/Backing ISO-standardised format (ISO/IEC 
5962:2021) 

Developed under OWASP sponsorship 

Origin/Purpose Created to address the critical need for 
standardised licence compliance in open-
source software ecosystems 

Addresses the critical need for security-centric supply chain 
transparency in modern DevSecOps environments, where 
rapid vulnerability response and automated security 
assessment have become operational imperatives 

Key Requirement 

 

Licence Compliance: Providing clear, 
machine-readable documentation of 
software licensing terms and obligations 

Vulnerability Management: Enabling precise correlation 
between components and security vulnerabilities with native 
VEX (Vulnerability Exploitability eXchange) support 

Supply Chain Transparency: Enabling 
comprehensive component provenance 
and relationship tracking 

Security Automation: Facilitating seamless integration with 
security tools and CI/CD pipelines through lightweight, 
efficient formats 

Regulatory Alignment: Meeting increasing 
demands for software transparency in 
regulated industries 

Operational Visibility: Documenting not just static 
components but runtime services, APIs, and operational 
dependencies 

Interoperability: Establishing a common 
language for software composition across 
diverse toolchains and ecosystems 

Cryptographic Integrity: Providing robust verification 
mechanisms for supply chain attestation and component 
authentication 

Particularly 
Valuable For 

Organisations with significant open-source 
dependencies, those requiring ISO-
standardised documentation, and complex 
supply chains demanding detailed 
relationship modelling 

Security-focused environments requiring comprehensive 
vulnerability tracking, DevSecOps pipelines needing 
efficient SBOM processing, cloud-native architectures 
demanding runtime service visibility, and organisations 
seeking rapid threat exposure analysis. The format's 
OWASP backing and security-first design make it ideal for 
organisations with mature security programmes requiring 
actionable vulnerability intelligence 

Limitations - - 
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Future 
Development 

Work is currently underway to extend the 
standard to include AI and machine 
learning components1. 

Work is currently underway to extend the standard to 
include AI and machine learning components2. 

Table 1 – Comparison Table of the primary SBOM Formats 

To facilitate the decision-making process on the SBOM format most suitable for your entity, below you may find a 

decision tree which could guide you through the selection based on the business reason driving the SBOM 

implementation. 

 

Figure 2.2.1: Decision Tree for Format Selection 

 

  

 
1 https://spdx.github.io/spdx-spec/v3.0.1/model/AI/ 
2 https://cyclonedx.org/capabilities/mlbom/ 
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2.2.2 BASELINE SBOM ELEMENT REQUIREMENTS 
The following table presents the minimum data field requirements established by authoritative bodies, providing a 
comparative view of essential SBOM elements necessary for baseline compliance. 

DATA FIELD FIELD DESCRIPTION NTIA “The Minimum 
Elements for a Software 
Bill of Materials (SBOM)” 

CISA Draft “2025 Minimum 
Elements for a Software 
Bill of Materials (SBOM)”  

Software Producer The name of the entity that created, 
specified, and identified the 
component. 

Supplier Name Software Producer 

Component Name The name of the software 
component. 

Component Name Component Name 

Component Version Specific version identifier. Version of the Component Component Version 

Software Identifiers A consistent and unique ID (e.g., 
Package URL (PURL), SPDX 
identifier, SWHID etc). 

Other Unique Identifiers Software Identifiers 

Dependency Relationship Describes how the component is 
related to others (e.g., depends on, 
contains, compiled_from). 

Dependency Relationship Dependency Relationship 

SBOM Author The organisation or individual 
responsible for generating the 
SBOM, which may differ from the 
original author or supplier of the 
software component. 

Author of SBOM Data SBOM Author 

Timestamp The date and time when the SBOM 
were last updated. 

- Timestamp 

License The license(s) under which the 
component is distributed. 

- License 

Component Hash Cryptographic hashes of 
component files to verify integrity 
and detect tampering. 

- Component Hash 

Creation Timestamp The date and time when the SBOM 
were generated. 

Timestamp - 

Tool Name URLs or identifiers pointing to 
related documentation, license 
texts, changelogs, or source code 
repositories. 

- Tool Name 

Generation Context The lifecycle stage at which the 
SBOM was created and the 
information accessible at that point 
(pre-build, build-time, post-build). 

- Generation Context 

Table 2 - Comparative Table on minimum data field requirements 

Interoperability will be maintained through standardised format specifications and universal identifiers such as Package 
URLs (PURLs), Common Platform Enumeration (CPE) codes, and Software Heritage IDs. 

It is important to acknowledge Software Heritage Identifiers (SWHIDs) as a systematically used solution for persistent 

software identification. Using content hashes rather than location-based references, SWHIDs ensure SBOM links 

remain resolvable even when repositories disappear while they present particularly valuable for long-term compliance 

and legacy systems. SPDX and CycloneDX SBOM formats have already included SWHID identifiers. 
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2.2.3 AVAILABLE TOOLS AND AUTOMATION 

2.2.3.1 Language-Specific Generation Approaches 

This comprehensive matrix delineates the essential components for SBOM generation across diverse programming 

ecosystem, encompassing primary package sources, configuration artifacts, dependency detection methodologies, 

transitive dependency resolution strategies, and exemplar tooling implementations for each language-specific context: 

LANGUAGE / 
FRAMEWORK 

PRIMARY 
SOURCES 

KEY CONFIGURATION 
FILES 

DETECTION 
METHOD 

TRANSITIVE 
HANDLING 

TOOL  
NAMES EXAMPLES 

JavaScript/Node.js Package registries 
Package manifests, lock 
files 

Dependency 
listing 
commands 

Lock files 
capture full tree 

npm audit, yarn 
audit, CycloneDX 
Node Module, 
Retire.js, Snyk 
CLI 

Python Package indices 
Requirements files, lock 
files 

Package 
freeze 
commands 

Dependency 
tree tools 

pip-audit, Safety, 
cyclonedx-py, 
pip-licenses, 
pipdeptree 

Java/JVM 
Central 
repositories 

Build configuration files 
Dependency 
tree analysis 

Build tools 
resolve 
transitives 

OWASP 
Dependency-
Check, 
CycloneDX 
Maven/Gradle 
plugins, jdeps, 
Maven 
Dependency 
Plugin 

Go Module registries Module files, sum files 
Module listing 
commands 

Sum files include 
all dependencies 

go list -m all, 
nancy, gosec, go 
mod graph, 
cyclonedx-
gomod 

.NET/C# 
Package 
repositories 

Project files, package 
configs 

Package 
listing with 
transitives 

Built-in transitive 
support 

dotnet list 
package --
vulnerable, 
CycloneDX 
.NET, NuGet 
Package 
Explorer, 
Component 
Detection 

Ruby Gem repositories 
Gem specifications, lock 
files 

Bundle 
analysis 

Package 
manager 
handles 
dependencies 

bundler-audit, 
bundle-audit, 
cyclonedx-ruby, 
license_finder 

PHP 
Package 
repositories 

Composer files, lock files 
Dependency 
analysis 

Package 
manager 
handles 
transitives 

composer show, 
composer audit, 
symfony 
security:check, 
cyclonedx-php-
composer 

Rust Package registries Manifest files, lock files 
Dependency 
tree 
commands 

Lock files 
essential 

cargo-audit, 
cargo-sbom, 
cargo-deny, 
cargo-tree, 
cargo-cyclonedx 

Container Builds 

Multi-layer 
package 
databases, Base 
image manifests, 

Dockerfile, container 
manifests, layer 
configuration files 

Layer-by-layer 
filesystem 
analysis, 
Package 

Multi-stage 
dependency 
chains across 
layers 

Syft, Trivy, 
Docker Scout, 
Tern, container-
diff, cosign 
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Runtime 
dependencies 

database 
extraction, 
Base image 
interrogation 

Table 3 - SBOM Generation across diverse Programming Languages 

2.2.3.2 Practical Implementation Example 

 

Build-Time Integration Pattern for Multi-Language Projects 

Consider a typical enterprise application combining Java backend services, Python data processing components, and 

Node.js frontend applications. Below you may find an example of how automated SBOM generation operates using 

real tooling. 

 

Dependency Detection Using Industry Tools 

The automation leverages tools like Syft, CycloneDX generators, and SPDX tooling integrated into the build process. 

When developers execute standard build commands, the automation chain activates: 

 

 
 

Technical Process Flow with Actual Tools: 

Pre-Build Scanning • Syft scans project directories for manifest files (pom.xml for Java, requirements.txt for 

Python, package.json for Node.js) 

• CycloneDX Maven Plugin parses pom.xml to extract declared dependencies with version 

specifications 

• CycloneDX-npm identifies development versus production dependencies in Node.js projects 

• CycloneDX-py processes Python requirements and Poetry lock files 

Resolution Tracking • Syft's catalogers intercept package manager operations during dependency download 

• Tern (for containers) captures actual resolved versions, not just declared ranges 

• SPDX-sbom-generator records download sources and repository URLs 

• Grype integration generates cryptographic hashes for each retrieved component 

Deep Dependency Analysis • Syft's all-layers scanning recursively analyses each dependency's own dependencies 

• CycloneDX CLI builds complete dependency trees including transitive relationships 

• Dependency-Track identifies shared dependencies across different package managers 

• Nancy (for Go) or Safety (for Python) detect potential conflicts or vulnerable components 

 

Example Execution with Real Tools: 

When using Syft in a CI/CD pipeline: 

syft packages . -o spdx-json --scope all-layers --catalogers all 

 

This produces structured data capturing: 

• Component Identification: Package name, version, supplier (via Syft's PURL generation) 

• Relationship Mapping: Direct and transitive dependencies (CycloneDX's hierarchical structure) 

• Integrity Data: SHA-256 hashes from Syft's digest cataloger 

• Metadata Enrichment: License detection via Tern, vulnerability correlation via Grype 

 

Integration Mechanics Using Specific Tools: 

The automation integrates through: 

• Build Tool Plugins: CycloneDX Maven Plugin, CycloneDX Gradle Plugin, sbt-cyclonedx 
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• Container Build Hooks: Syft Docker integration, Tern container analysis, BuildKit SBOM attestations 

• CI/CD Pipeline Stages: GitHub Actions with anchore/sbom-action, Jenkins with Dependency-Track plugin 

• IDE Extensions: VS Code SBOM extension, IntelliJ SBOM plugin 

 

Practical Configuration Example with Tool Names: 

An organisation configures their toolchain: 

Syft Configuration (.syft.yaml) • Trigger: SBOM generation on every build via Syft GitHub Action 

• Scope: Include all layers, exclude test dependencies 

• Output: Both SPDX and CycloneDX formats 

CycloneDX Maven Plugin (pom.xml) • Auto-activation on package phase 

• Include license text and vulnerability data 

• Generate both JSON and XML outputs 

Grype Integration • Automatic vulnerability scanning of generated SBOMs 

• Fail build on high/critical vulnerabilities 

• Update vulnerability database before each scan 

 

Runtime Behaviour with Actual Tools: 

During a typical build cycle using this toolchain: 

• Developer commits code with new dependency 

• GitHub Actions triggers build process 

• Syft detects new dependency addition in package.json 

• CycloneDX-npm resolves full dependency tree (e.g., one direct dependency pulls in 47 transitive 

dependencies via npm) 

• Syft generates SBOM documenting all components with relationships 

• SPDX tools validate SBOM against organisational policies 

• Cosign signs SBOM with build service certificate 

• Dependency-Track receives and stores the SBOM via API upload 

 

The table below categorises essential SBOM lifecycle tools, from primary generators through validation, vulnerability 

scanning, signing, and storage solutions, illustrating their integration within development workflows to enable 

comprehensive automation and security. 

TOOL CATEGORY CAPABILITY DETAILS 

Primary Generators Syft Language-agnostic dependency detection across 15+ package managers; 
comprehensive scanning 

CycloneDX generators Native integration with build systems (Maven, npm, pip, go mod) 

Tern Container layer analysis with Dockerfile parsing 

Validation SPDX tools Format validation and conversion 

CycloneDX CLI SBOM validation and format operations 

Vulnerability Scanning Grype Vulnerability correlation against multiple databases 

Trivy Alternative vulnerability scanner 

OSV-scanner Open source vulnerability scanning 

Signing/Attestation Cosign Cryptographic signing and attestation 

Notation Alternative signing solution 

in-toto Supply chain attestation framework 
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Storage/Management Dependency-Track SBOM repository with REST API 

GUAC Graph for Understanding Artifact Composition 

Custom solutions Organisation-specific SBOM storage 

Table 4 - Tools for SBOM Implementation 

This practical example demonstrates how tools like Syft, CycloneDX, SPDX tools, and Grype work together to provide 

comprehensive SBOM automation throughout the software lifecycle, integrating into existing development workflows 

whilst providing complete component visibility. Although, it should be noted that interoperability between different tools 

handling SBOMs is not currently guaranteed, due to varying interpretations of the SBOM specifications. 

Hybrid Implementation Model (Recommended for SMEs) 

The hybrid implementation model is focused on resource-constrained organisations as it could provide sustainable entry 

points without requiring immediate automation investment. Manual supplements are prone to errors so gradually the 

implementation should become fully automated. The phased approach enables gradual capability building whilst 

maintaining operational continuity. 

 
Figure 2.2.2: Hybrid SBOM Generation Pipeline 

2.2.4 VALIDATION AND SIGNING  
Automated validation and signing mechanisms transform SBOM management from manual processes into continuous, 

reliable workflows integrated throughout the software development lifecycle. These capabilities ensure cryptographic 

integrity, format compliance, and content accuracy without human intervention. Automation reduces operational burden 

whilst increasing consistency and trustworthiness across the software supply chain. The following framework outlines 

the technical capabilities required for comprehensive automation. 

Technical Prerequisites Organisational Requirements 

• Cryptographic libraries supporting required algorithms 

• High-availability key management infrastructure 

• Scalable processing architecture for validation workloads 

• Standardised logging and monitoring frameworks 

• Clear ownership of signing authorities and validation policies 

• Documented escalation procedures for validation failures 

• Regular testing of automated workflows including failure 

scenarios 

• Continuous improvement based on operational metrics 

2.2.4.1 Automated Validation Framework 

Essential elements for automated SBOM validation encompassing structural and semantic validation, component 

verification mechanisms, and continuous integration triggers to ensure real-time verification throughout the software 

lifecycle. 



 SBOM LANDSCAPE ANALYSIS 
Public Draft | 1.2 | DECEMBER 2025 

 
21 

 

Build-Time 

Validation 

Structural Validation 

Capabilities  

Automated validation begins with schema compliance verification through parsing 

engines that examine document structure against defined specifications. These 

systems must validate field presence, data type conformance, and hierarchical 

relationships within the SBOM structure. The validation layer requires 

programmatic interfaces that can process multiple format specifications and 

return structured error reports for remediation. 

Semantic Validation 

Requirements  

Beyond structural checks, automated systems must verify logical consistency 

through: 

• Dependency graph analysis ensuring no circular references or orphaned 

components 

• Version constraint validation confirming compatibility declarations are 

mathematically sound 

• Licence compatibility checking through automated policy evaluation engines 

• Namespace and identifier uniqueness verification across the component 

hierarchy 

Component Verification 

Mechanisms  

Automated validation must establish component authenticity through: 

• Hash verification against known repository checksums 

• Public key infrastructure queries to verify publisher identities 

• Cross-reference validation against vulnerability databases using correlation 

engines 

• Pedigree verification through cryptographic attestation chains 

Continuous 

Validation 

Architecture 

Event-Driven Validation 

Triggers 

• Repository commit hooks that initiate validation upon SBOM updates 

• Scheduled validation cycles for drift detection in long-running systems 

• API-driven validation requests from downstream consumers 

• Policy-based triggers responding to threat intelligence updates 

Validation Pipeline 

Integration 

The automation framework requires seamless integration with continuous 

integration/continuous delivery pipelines through standardised interfaces. This 

includes webhook endpoints for asynchronous validation, streaming interfaces for 

real-time validation during build processes, and batch processing capabilities for 

portfolio-wide validation operations. 

2.2.4.2 Cryptographic Signing Automation 

Requirements and patterns for automated SBOM signing encompassing key management, signing workflows, and build 

pipeline integration to ensure secure, verifiable attestation throughout the generation process. 

Signing 

Infrastructure 

Requirements 

Key Management 

Integration 

Automated signing demands sophisticated key management capabilities: 

• Hardware security module interfaces for key generation and storage 

• Programmatic access controls with attribute-based authentication 

• Key rotation schedules with automated certificate renewal 

• Hierarchical key structures supporting delegation and revocation 

Signing Orchestration 

Patterns 

Automated signing workflows must support: 

• Sequential signing chains: where multiple authorities must sign in prescribed 

order 

• Parallel signing workflows: enabling independent signatures from multiple 

parties 

• Conditional signing logic: based on component criticality or deployment 

context 

• Threshold signatures: requiring minimum signature counts before 

acceptance 

Implementation 

Patterns 

 

Build-Time Signing 

Integration 

The signing process integrates directly into build pipelines through: 

• Post-compilation hooks that trigger signing immediately after SBOM 

generation 

• Artifact bundling mechanisms that embed signatures within deployment 

packages 

• Attestation generation that creates supplementary cryptographic proofs 

• Immutable audit trails recording all signing operations 

Policy-Driven 

Automation 

Rule engines govern automated signing decisions based on: 

• Component risk scores derived from vulnerability assessments 

• Regulatory requirements mapped to component characteristics 
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• Deployment environment specifications requiring specific attestations 

• Supply chain position determining signature requirements 

2.2.4.3 Verification Automation 

Automated SBOM verification processes incorporating signing orchestration patterns, build-time integration, and 

recursive validation to ensure comprehensive, secure verification across deployment stages. 

Consumption-

Point 

Verification 

Automated Verification 

Triggers 

• Pre-deployment gates that verify signatures before production release 

• Runtime verification during component instantiation 

• Periodic re-verification for long-running systems 

• Event-driven verification upon vulnerability disclosures 

Technical Verification 

Requirements 

• Public key retrieval from distributed trust stores 

• Certificate chain validation including revocation checking 

• Timestamp verification for temporal validity assessment 

• Multi-signature verification supporting complex attestation requirements 

Recursive 

Verification 

Patterns 

 

Nested SBOM Validation Automated systems must recursively validate nested SBOMs within composite 

applications, verifying each level's signatures whilst maintaining performance 

requirements. This demands: 

• Depth-first traversal algorithms for complete verification 

• Caching mechanisms to avoid redundant cryptographic operations 

• Parallel processing capabilities for independent subtree validation 

• Aggregated reporting across the entire dependency graph 

2.2.4.4 Integration Architecture 

Technical integration requirements encompassing programmatic interfaces, data exchange protocols, scalability 

considerations, and resilience patterns to ensure efficient, reliable validation across distributed processing nodes. 

Interface 

Requirements 

Programmatic Interfaces • RESTful APIs supporting synchronous validation requests 

• Message queue integration for asynchronous processing 

• GraphQL endpoints for selective field validation 

• Streaming protocols for continuous validation workflows 

Data Exchange Patterns • Standardised error response formats with actionable remediation guidance 

• Validation report schemas supporting automated parsing 

• Certificate exchange protocols for trust establishment 

• Event notification mechanisms for validation state changes 

Scalability 

Considerations 

Performance 

Optimisation 

Requirements 

• Distributed validation across multiple processing nodes 

• Intelligent caching of validation results with invalidation logic 

• Batch processing optimisation for large-scale operations 

• Resource pooling for cryptographic operations 

Resilience Patterns • Circuit breaker patterns preventing cascade failures 

• Retry logic with exponential backoff for transient failures 

• Fallback mechanisms when external validators are unavailable 

• Audit preservation ensuring validation history remains intact 

2.2.4.5 Monitoring and Observability 

Key operational metrics and audit requirements for ensuring reliability, security, and scalability of SBOM validation and 

signing systems across the software supply chain. 

Operational Metrics Automated validation and signing systems must expose: 

• Validation success/failure rates with categorised error types 

• Signing operation latency and throughput metrics 

• Certificate expiration tracking with automated alerting 

• Queue depths and processing backlogs 

Audit 

Requirements 

Compliance Logging • Immutable audit logs capturing all validation and signing operations 

• Cryptographic proof of log integrity through hash chains 

• Structured logging formats supporting automated analysis 

• Long-term retention with tamper-evident storage 
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This framework provides the technical foundation for automating SBOM validation and signing whilst maintaining 

security, scalability, and reliability across the software supply chain. 

2.3 EXECUTION PHASE 
This chapter establishes the operational pathways for SBOM implementation, recognising that organisations require 

different approaches based on their technical maturity, resource availability, and compliance timelines. The framework 

provides both manual and automated execution models, enabling organisations to begin with sustainable practices 

whilst building towards comprehensive automation. 

2.3.1 SBOM GENERATION 
This section will explain how SBOM generation is performed, comparing automated versus manual approaches. 

 

GENERATION METHODOLOGY COMPARISON TABLE 

Comparison of manual, automated, and hybrid SBOM generation approaches detailing optimal use cases, 

prerequisites, and expected outcomes to guide methodology selection based on organisational requirements and 

resources. 

METHODOLOGY WHEN TO USE 
WHY CHOOSE THIS 

APPROACH 
PREREQUISITES 

TYPICAL 
OUTCOMES 

Manual Generation 

• Initial SBOM pilots and 

proof-of-concepts 

• Legacy systems without 

build automation 

• Vendored or modified 

third-party code 

• One-time compliance 

demonstrations 

• Edge cases requiring 

human judgement 

• Provides deep 

understanding of 

dependencies 

• Enables careful 

verification of complex 

licensing 

• Allows documentation 

of undocumented 

components 

• Offers full control over 

output quality 

• Technical 

expertise for 

component 

identification 

• Time allocation for 

thorough analysis 

• Documentation 

standards 

established 

• Manual tracking 

processes defined 

• High accuracy 

for 

documented 

components 

• Detailed 

annotations 

and context 

• Unsustainable 

beyond small 

scale 

• Prone to errors 

• Knowledge 

transfer 

challenges 

Automated Generation 

• Continuous integration 

pipelines 

• High-frequency release 

cycles 

• Large application 

portfolios 

• Standardised technology 

stacks 

• Regulatory compliance at 

scale 

• Ensures consistent 

output quality 

• Eliminates human 

error in routine tasks 

• Enables real-time 

SBOM updates 

• Scales without 

proportional resource 

increase 

• Provides audit trail of 

generation 

• Build system 

integration 

capability 

• Tooling investment 

and configuration 

• Standardised 

dependency 

management 

• Automated 

validation 

processes 

• Complete 

dependency 

capture 

• Consistent 

format 

compliance 

• Rapid 

vulnerability 

correlation 

• Sustainable at 

enterprise 

scale 

Hybrid Approach 

• Transitioning from manual 

to automated 

• Mixed technology estates 

• Critical systems requiring 

verification 

• Complex supply chains 

• Regulatory uncertainty 

periods 

• Balances automation 

efficiency with quality 

assurance 

• Enables gradual 

capability building 

• Accommodates 

diverse technology 

stacks 

• Provides flexibility for 

exceptions 

• Baseline 

automation tools 

deployed 

• Manual review 

processes defined 

• Clear escalation 

criteria 

• Resource 

allocation for both 

methods 

• Optimised 

resource 

utilisation 

• Risk-based 

quality 

assurance 

• Manageable 

transition path 

• Sustainable 

long-term 

model 
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• Supports progressive 

improvement 

Table 5 - Comparative Table on Generation Methodologies 

Organisations typically progress from manual through hybrid to automated approaches as SBOM programmes mature. 

The optimal methodology aligns with technical capabilities, compliance requirements, and available resources. Most 

successful implementations employ hybrid approaches during transition periods, maintaining this model for complex 

environments requiring both efficiency and verification. 

 

 
Execution Path 

 

MANUAL GENERATION FRAMEWORK 

 

Step 1: Technology Inventory 

Establish comprehensive software component inventory through systematic data collection from source repositories, 

build systems, and third-party integrations to enable accurate SBOM documentation. 

OBJECTIVE INPUTS REQUIREMENTS OUTPUTS 

Establish comprehensive 
understanding of software 
components requiring SBOM 
documentation. 

• Source code repositories 

• Build configuration files 

• Deployment manifests 

• Container definitions 

• Infrastructure specifications 

• Read access to all code 

repositories 

• Understanding of 

application architecture 

• Knowledge of build 

processes 

• Documentation of third-

party integrations 

• Complete component list 

• Technology stack mapping 

• Dependency categorisation 

• Build environment 

documentation 

 

Procedure: 

1. Identify all source code repositories and their primary languages 

2. Document build systems and package managers in use 

3. List direct dependencies from manifest files 

4. Catalogue third-party libraries and frameworks 

5. Record build tools and compilation dependencies 

6. Note runtime requirements and system libraries 

7. Document containerisation and orchestration components 

8. Create consolidated inventory spreadsheet 

 

Step 2: Tool Selection and Installation 

Requirements for selecting, installing, and configuring SBOM generation tools ensuring technology stack compatibility, 

security compliance, and effective implementation. 

OBJECTIVE INPUTS REQUIREMENTS OUTPUTS 
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Deploy appropriate SBOM 
generation tools matching 
identified technology stack. 

• Technology inventory from 

Step 1 

• Format requirements * 

(SPDX/CycloneDX) 

• Available infrastructure 

• Compliance requirements 

• Administrative access to 

development environment 

• Internet connectivity for tool 

downloads 

• Sufficient storage for tool 

installation 

• Compatible operating 

system 

• Installed generation tools 

• Configuration files 

• Tool documentation 

• Validation utilities 

*Requirements may vary between format versions 

Procedure: 

1. Map technology stack to compatible generation tools 

2. Evaluate tool capabilities against requirements 

3. Download selected tools from authoritative sources 

4. Verify tool integrity through checksums 

5. Install tools following security best practices 

6. Configure output formats and paths 

7. Test basic functionality with sample projects 

8. Document installation parameters and versions 

 

Step 3: SBOM Generation Execution 

Requirements for comprehensive SBOM generation encompassing dependency resolution, resource allocation, and 

capture of generation logs, error reports, and processing metrics. 

OBJECTIVE INPUTS REQUIREMENTS OUTPUTS 

Generate comprehensive 
SBOM documents for 
identified components. 

• Configured generation tools 

• Source code access 

• Build artifacts 

• Component inventory 

• Execution permissions 

• Adequate processing 

resources 

• Network access for 

dependency resolution 

• Write permissions for output 

• Raw SBOM files 

• Generation logs 

• Error reports 

• Processing metrics 

 

Procedure: 

1. Prepare clean build environment 

2. Execute dependency resolution for each component 

3. Run generation tools with appropriate parameters 

4. Capture standard output and error streams 

5. Monitor resource utilisation during generation 

6. Collect generated SBOM files in staging directory 

7. Document any manual interventions required 

8. Record generation timestamps and durations 

 

Step 4: Output Validation 

Requirements for validating generated SBOMs against format specifications and quality criteria. 

OBJECTIVE INPUTS REQUIREMENTS OUTPUTS 

Ensure generated SBOMs 
meet format specifications 
and quality requirements. 

• Generated SBOM files 

• Format specifications 

• Validation schemas 

• Quality criteria 

• Schema validation tools 

• Format specifications 

documentation 

• Completeness checklists 

• Error analysis capability 

• Validation reports 

• Identified deficiencies 

• Correction requirements 

• Quality scores 

 

Procedure: 

1. Perform schema validation against format specifications 
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2. Check mandatory field completeness 

3. Verify component identification accuracy 

4. Validate dependency relationships 

5. Assess licence information completeness 

6. Review cryptographic hash presence 

7. Document validation failures and warnings 

8. Prioritise corrections by severity 

 

Step 5: Results Verification 

Requirements and procedures for verifying SBOM accuracy and completeness against actual software composition. 

OBJECTIVE INPUTS REQUIREMENTS OUTPUTS 

Confirm SBOM accuracy 
against actual software 
composition and establish 
baseline. 

• Validated SBOM files 

• Original component 

inventory 

• Build manifests 

• Comparison tools 

• Vulnerability correlation 

capability 

• Documentation standards 

• Approval workflow 

• Verified SBOM documents 

• Accuracy attestation 

• Baseline establishment 

• Distribution-ready files 

 

Procedure: 

1. Cross-reference SBOM contents with manual inventory 

2. Verify version accuracy against build specifications 

3. Confirm transitive dependencies captured correctly 

4. Validate licence declarations against source files 

5. Test vulnerability correlation with known CVEs 

6. Document discrepancies and resolutions 

7. Obtain approval from technical authority 

8. Archive final SBOMs with version control 

 

AUTOMATED GENERATION FRAMEWORK 

Key requirements and strategies for integrating SBOM generation into software development pipelines. 

Pipeline Integration Points 

Build Stage Integration Requirements 

Automated SBOM generation requires 

insertion at compilation boundaries 

where dependency resolution occurs. 

Integration must capture both direct 

dependencies declared in manifests and 

transitive dependencies resolved during 

build processes. The generation 

mechanism should hook into existing 

build orchestration without disrupting 

compilation workflows, maintaining build 

performance whilst extracting 

comprehensive dependency graphs. 

Optimal Insertion Architecture 

Position generation capabilities after 

dependency resolution but before 

artefact packaging. This ensures 

complete dependency capture whilst 

enabling SBOM inclusion within 

distribution packages. For containerised 

workloads, integrate post-layer 

construction but pre-registry push. Multi-

stage builds require generation at each 

stage boundary to maintain dependency 

traceability across build contexts. 

Trigger Strategies 
Event-Driven Generation Patterns 

 

Configure generation triggers based on 

repository events and development 

workflow characteristics. Primary branch 
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merges warrant immediate generation to 

maintain production SBOM currency. 

Feature branch builds may utilise 

lightweight generation for development 

visibility. Dependency manifest 

modifications should trigger regeneration 

regardless of code changes, as supply 

chain composition has shifted. 

Conditional Generation Logic 

Implement intelligent triggering that 

balances completeness with resource 

utilisation. Container image creation 

events mandate generation due to 

immutable artefact nature. Pre-release 

workflows require generation with 

enhanced metadata capture for 

traceability. Scheduled regeneration 

addresses drift in dynamic dependency 

resolution, whilst on-demand capabilities 

support incident response and audit 

requirements. 

Operational Architecture 

Repository Design Patterns 

Structure SBOM storage alongside 

source artefacts, maintaining version 

correlation through consistent naming 

conventions and metadata tagging. 

Implement hierarchical storage 

supporting both latest-version retrieval 

and historical audit trails. Design should 

accommodate both human-readable and 

machine-processable formats within the 

same architectural pattern. 

Distribution and Access Mechanisms 

Establish pull-based and push-based 

distribution channels aligned with 

consumption patterns. API endpoints 

must support both synchronous retrieval 

and asynchronous subscription models. 

Access control mechanisms should 

differentiate between internal 

consumption, partner sharing, and public 

distribution scenarios, implementing 

appropriate authentication and 

authorisation patterns for each context. 

Implementation Risk Management 

 

Deployment Risk Mitigation 

 

Initial automation deployment risks 

include build pipeline disruption, 

performance degradation, and 

incomplete dependency capture. 

Implement canary deployment patterns, 

initially targeting non-critical projects. 

Monitor generation performance metrics 

and establish circuit-breaker 

mechanisms to prevent cascade failures. 

Maintain fallback to manual generation 

processes during stabilisation periods. 

Resource and Process Considerations 

 

Automation introduces computational 

overhead requiring capacity planning for 

generation workloads. Storage growth 

trajectories must account for SBOM 

versioning and retention requirements. 

Process adaptation challenges include 

developer workflow modifications and 

toolchain integration complexity. 

Establish clear escalation paths for 

generation failures and implement 
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comprehensive logging for 

troubleshooting automation issues. 

 

 

SBOM GENERATION PIPELINE STAGES 

This table evaluates the advantages and limitations of each pipeline stage for SBOM generation, enabling organisations 

to select optimal integration points based on their specific requirements for accuracy, performance, and operational 

constraints: 

PIPELINE STAGE TIMING 
PROCESSING 

MODEL 
BEST SUITED 

FOR 
ADVANTAGES LIMITATIONS 

Pre-Build Before 
compilation 

starts 

Synchronous Early 
dependency 

validation 

• Dependency 

resolution capture 

• Early detection of 

issues 

• May miss build-

time changes 

• Incomplete view 

Build-Time Post-
compilation, 

pre-packaging 

Synchronous, 
blocking 

Regulated 
industries, 

compliance-
critical 

environments 

• Most accurate capture 

• Actual build state 

• Natural CI/CD 

integration 

• Version-aligned with 

binaries 

• Increased build 

times 

• Pipeline complexity 

Post-Build After artifact 
creation 

Asynchronous, 
non-blocking 

High-velocity 
environments, 
DevOps teams 
(Cybersecurity 

Architects/ 
Implementers) 

• No build time impact 

• Can enrich with 

additional data 

• Flexible processing 

• Potential drift from 

build state 

• Delayed availability 

Commit-Triggered On source 
control events 
(push, merge) 

Parallel 
processing 

Development 
teams 

(Cybersecurity 
Implementers)

, early 
detection 

needs 

• Immediate feedback 

• Branch-specific 

generation 

• Historical analysis 

capability 

• May generate 

many versions 

• Storage overhead 

Pre-Deploy Before 
production 
deployment 

Synchronous 
(gate) 

Security-
focused 

organisations 

• Final validation 

opportunity 

• Compliance 

verification 

• Quality gates 

enforcement 

• Deployment delays 

• Late-stage 

discovery 

Runtime During 
production 
operation 

Continuous, 
async 

Operations 
teams, 

compliance 
monitoring 

• Actual deployed state 

• Configuration drift 

detection 

• Dynamic dependency 

discovery 

• Post-deployment 

only 

• Performance 

overhead 

• Complex to 

maintain 

Scheduled Batch Time-based 
intervals 

Bulk processing Resource-
constrained 

SMEs 

• Predictable resource 

usage 

• Consolidated 

processing 

• Lower overhead 

• Not real-time 

• May miss interim 

changes 

Table 6 - SBOM Generation Pipeline Stages 

Most Recommended: Build-Time Generation for its accuracy and natural workflow integration, with Runtime monitoring 

as a supplementary approach for complete visibility. 
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SBOM GENERATION FREQUENCY 

Release-aligned generation represents the minimal viable approach for most organisations, ensuring SBOM currency 

at each deployment whilst maintaining manageable resource requirements and automation complexity: 

GENERATION 
METHOD 

FREQUENCY 
CATEGORY 

TYPICAL 
FREQUENCY 

UPDATE PRIORITY TRIGGERING EVENTS USE CASE 

AUTOMATED 

Continuous 

Very Frequent Every 
commit/build 

• Critical (Immediate) 

• New vulnerabilities 

• Security incidents 

• Component changes 

• Every push/merge 

• All commits 

• CI/CD triggers 

• High-security 

environments, 

DevOps teams 

(Cybersecurity 

Architects/ 

Implementers) 

AUTOMATED 

Release-Aligned 

Frequent Every release 
• Standard (Next 

Build) 

• Toolchain changes 

• Compilation flags 

• Metadata 

enrichment 

• Main branch merges 

• Release candidates 

• Pre-deployment 

• Traditional 

development, 

regulated 

industries 

AUTOMATED 

Event-Driven 

As Needed On specific 
triggers 

• Critical (<24 hrs) 

• Vulnerability 

discovery 

• High (<48 hrs) 

• License changes 

• Dependency updates 

• Security alerts 

• Compliance events 

• Risk-based 

approach, 

mature 

organisations 

AUTOMATED 

Scheduled 

Regular Daily/Weekly 
• Maintenance 

(Periodic) 

• Long-lived 

applications 

• Legacy systems 

• Low-risk 

components 

• Cron jobs 

• Batch processing 

• Off-peak hours 

• Resource-

constrained 

SMEs, stable 

systems 

MANUAL Rarely Quarterly/Ann
ually 

• Initial Baseline 

• Exception Handling 

• Legacy Components 

• Major milestones 

• Audit requirements 

• One-time assessment 

• Initial adoption, 

legacy 

systems, edge 

cases 

HYBRID Variable Mix of above 
• All priority levels 

based on 

component criticality 

• Combination of 

automated and 

manual triggers 

• Large 

enterprises, 

complex 

environments 

Table 7 - SBOM Generation Frequency Base on different Methods 

SBOM STORAGE AND DISTRIBUTION FRAMEWORK 

Storage Architecture Decision Matrix 

Selection criteria for SBOM storage models balancing infrastructure requirements, flexibility, availability, and scalability 

against complexity and security considerations. 

STORAGE MODEL ARCHITECTURE OPTIMAL USE CASE KEY BENEFITS TRADE-OFFS 

Embedded SBOM packaged 
within software 

artifact 

Air-gapped systems, 
offline deployments 

• Guaranteed availability 

• Single distribution point 

• No external 

dependencies 

• Increases artifact size 

• Complex extraction 

process 

• Difficult to update post-

release 

Centralised External repository 
with artifact 
references 

Cloud-native 
applications, 
microservices 

• Flexible update 

capability 

• Centralised 

management 

• Network dependency 

• Single point of failure risk 

• Requires high availability 
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• Version control 

integration 

Hybrid Core data 
embedded, 

extended data 
external 

Enterprise 
applications, regulated 

industries 

• Progressive disclosure 

• Balanced security 

through data 

segregation 

• Offline capability with 

online enrichment 

• Synchronisation 

complexity 

• Dual maintenance 

burden 

• Version alignment 

challenges 

• Requires careful security 

design 

Federated Distributed across 
multiple 

repositories 

Multi-national 
corporations, 
consortiums 

• Organisational 

autonomy 

• Regulatory compliance 

• Scalable architecture 

• Discovery complexity 

• Consistency challenges 

• Integration overhead 

Table 8 - Comparative Table on SBOM Storage Architectures 

Infrastructure Requirements and Performance Standards 

Minimum requirements and scaling strategies for SBOM management infrastructure ensuring efficient storage, access, 

and integration whilst maintaining performance, security, and compliance. 

CAPABILITY DOMAIN MINIMUM REQUIREMENTS SCALING STRATEGY 

Storage & Retrieval 

• Version history retention 

• Compression support (10:1 ratio) 

• Automated backups 

• Horizontal partitioning by date/product 

• Geographic replication 

• CDN for read operations 

Access Management 

• Role-based access control 

• API key management 

• Audit logging 

• Per-tenant isolation 

• Cached permissions 

• Federated identity support 

Search & Analytics 

• Full-text component search 

• Vulnerability correlation 

• Dependency graphing 

• Elasticsearch/similar indexing 

• Pre-computed aggregations 

• Query result caching 

Integration Capacity 

• e.g. RESTful API 

• e.g. GraphQL support 

• Webhook notifications 

• API gateway with rate limiting 

• Message queue buffering 

• Circuit breaker patterns 

Table 9 - Minimum Requirements for SBOM management 

Lifecycle Management Strategy 

Storage, access, and retention requirements across the software lifecycle from development through archiving whilst 

maintaining compliance and security. 

PHASE 
BUSINESS 

OBJECTIVE 
STORAGE STRATEGY ACCESS POLICY 

RETENTION 
REQUIREMENTS 

Development Enable rapid iteration 

• Working copies 

• Frequent overwrites 

• Branch-based storage 

• Development team only 

• Read/write access 

• No external exposure 

• Active branch: Current 

• Merged: +30 days 

• Archived: On demand 

Production 
Ensure compliance & 

security 

• Immutable storage 

• Cryptographic signing 

• Version tagging 

• Customer access (read) 

• Partner integration 

• Public API exposure 

• Active product: Lifetime 

• Post-EOL: +2 years<br>• 

Compliance: As required 

Maintenance Support operations 

• Controlled updates 

• Patch correlation 

• Change tracking 

• Support team access 

• Selective distribution 

• Update notifications 

• Support period +1 year 

• Security patches: 

Immediate 

• Minor updates: Scheduled 

Archive Meet legal obligations 

• Compressed storage 

• Read-only access 

• Offline backups 

• Restricted access 

• Audit trail required 

• Request-based retrieval 

• Regulatory minimum 

• Legal holds honoured 

• Periodic verification 
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Table 10 - SBOM Lifecycle 

Disclaimer: All numerical values, percentages, and thresholds in this document are illustrative examples based on 

industry best practices and should be adapted to each organisation's specific context, risk tolerance, and operational 

requirements. 

 

System Integration Architecture 

Technical requirements and success criteria for SBOM integration across business functions ensuring automation, 

compliance, and efficient lifecycle data management. 

INTEGRATION TYPE BUSINESS PURPOSE TECHNICAL REQUIREMENTS SUCCESS CRITERIA 

CI/CD Pipeline Automated SBOM generation 
• Build system webhooks 

• Artifact correlation 

• Version synchronisation 

• Zero manual intervention 

• 100% build coverage 

• <30s generation time 

Security Tools Vulnerability management 
• Real-time API access 

• CVE and EUVD correlation 

• CSAF/VEX integration 

• <500ms vulnerability lookup 

• Automated alerting 

• Zero false negatives 

Compliance Platform Regulatory reporting 
• Bulk data export 

• Historical snapshots 

• Audit trail access 

• Complete audit history 

• Automated report generation 

• Evidence chain integrity 

Partner Ecosystem* Supply chain SBOM exchange 
transparency 

• Multi-format support 

• Standardised protocols 

• Rate-limited access 

• 24/7 availability 

• Format agnostic 

• SLA compliance 

Table 11 - Requirements and Success Criteria for SBOM Integration 

* Technical infrastructure for SBOM exchange with supply chain partners (suppliers, customers, vendors) 

2.3.2 SBOM UTILISATION 
Software Bills of Materials transform from compliance documents into operational assets when organisations 

understand their practical applications and integrate the data from SBOMs into their asset/component repository. The 

value extends beyond regulatory adherence to enable proactive risk management, operational efficiency, and strategic 

decision-making. 

2.3.2.1 Example application: Vulnerability Management 

SBOM data fundamentally changes how organisations respond to security threats. When a critical vulnerability is 

disclosed, organisations with comprehensive SBOM information can determine exposure within minutes rather than 

weeks. 

 

Practical Implementation: Consider a scenario where a widely-used component is discovered to have a critical security 

flaw. Without SBOMs, organisations must manually audit systems, review documentation, and contact vendors which 

is a process that could last days or weeks.  
 

 

TECHNICAL WORKFLOW EXAMPLE 
 

When a vulnerability is disclosed, the process follows a systematic flow: 
1. Security advisory received via CSAF/VEX (e.g., critical component vulnerability) 
2. Component inventory queried for affected components 
3. Query returns: system identifiers, component versions, deployment locations4.  
4. Risk scoring based on exposure and criticality 
5. Prioritised remediation list generated 
6. Patches deployed through existing update mechanisms 
7. Product CSAF/VEX statement updating 
8. Updated SBOMs confirm remediation 
 

This automation reduces response time from days to hours, with most steps requiring no manual intervention. 
 

 

With SBOM information, a simple query immediately reveals: 



 SBOM LANDSCAPE ANALYSIS 
Public Draft | 1.2 | DECEMBER 2025 

 
32 

 

• Which systems contain the vulnerable component 

• The specific versions deployed 

• Dependencies that might be affected 

• Priority for remediation based on system criticality 

 

TECHNICAL RESPONSE COMPARISON 

Without SBOM information: 

• Manual system inventory review 

• Script-based component searches 

• Vendor communication delays 

• Uncertain coverage validation 

With SBOM information: 

• Automated component queries 

• Immediate version identification 

• Direct system-to-component mapping 

• Verifiable remediation confirmation 

 

This capability transforms vulnerability response from reactive scrambling to systematic remediation, significantly 

reducing exposure windows and operational disruption. 

2.3.2.2 Operational Applications 

Supply Chain Risk Assessment SBOMs enable evaluation of supplier security practices through component 

transparency. Organisations can identify concentration risks, assess supplier diversity, and make informed decisions 

about acceptable dependencies. This visibility supports vendor selection, contract negotiations, and strategic sourcing 

decisions. 

 

Licence Compliance Management Comprehensive component inventories prevent inadvertent licence violations and 

enable proactive compliance. Organisations can verify licence compatibility before deployment, track obligations across 

the portfolio, and demonstrate compliance during audits without extensive manual documentation efforts. Additionally, 

organizations are able to identify if any possible vulnerability fixes are allowed to be implemented to a third-party 

component or not. 

 

Change Impact Analysis Before implementing updates or modifications, SBOMs provide clear visibility into potential 

impacts. Development teams can assess which systems might be affected by component changes, identify integration 

points requiring testing, and prevent cascade failures from dependency updates. 

2.3.2.3 Strategic Value Realisation 

Acquisition and Integration During mergers or system integrations, SBOMs accelerate due diligence by revealing 

technical debt, identifying redundant components, and highlighting integration challenges. This transparency reduces 

acquisition risks and accelerates post-merger integration. 

 

Architecture Optimisation Aggregate SBOM analysis reveals patterns in component usage, enabling organisations to 

standardise on preferred components, eliminate redundancy, and reduce maintenance complexity. This consolidation 

drives both cost reduction and security improvement through reduced attack surface. 

 

Regulatory Preparedness As regulatory frameworks increasingly require supply chain transparency, organisations 

with established SBOM practices can demonstrate compliance through existing processes rather than implementing 

emergency measures. This proactive positioning reduces compliance costs and accelerates market access. 

2.3.2.4 Implementation Considerations 

Successful SBOM utilisation requires integration with existing processes rather than parallel workflows. Vulnerability 

management systems must consume SBOM data automatically. Procurement processes should incorporate SBOM 

requirements into vendor evaluations. Development teams need access to SBOM information during design and 

implementation phases. 

 

The progression from basic SBOM generation to comprehensive utilisation typically follows a predictable pattern: 

organisations begin with vulnerability correlation, expand to licence management, then leverage the data for strategic 

decisions. This evolution should align with organisational maturity and risk priorities. 
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2.3.3 SBOM QUALITY 
This chapter establishes criteria for validating SBOM integrity, ensuring data accuracy and compliance readiness. 

Quality controls encompass structural validation, content verification, and semantic consistency to support operational 

reliability and audit requirements. 

 

Essential Validation Requirements 

• Authenticity and integrity verification 

o To provide authenticity and integrity verification method SBOM should be cryptographically signed, 

signature and certificate/issuer must be valid and not revoked. 

o Document hash should match actual files. 

• Format specification compliance 

• Minimum element presence 

2.3.3.1 Quality Assessment Criteria 

SBOM validation operates across three distinct layers, each addressing different quality dimensions and risk factors. 

 

Structural Validation Layer 

Structural validation ensures SBOMs conform to format specifications and maintain internal consistency. This 

foundational layer prevents downstream processing failures and ensures interoperability. 

VALIDATION TYPE PURPOSE FAILURE IMPACT RECOVERY ACTION 

Schema Conformance 
Verify format compliance against 
specification versions 

Processing failures, tool 
incompatibility 

Regenerate with compliant 
tooling 

Syntax Integrity 
Ensure well-formed documents 
without corruption 

Parse errors, data loss 
Repair or regenerate 
affected sections 

Reference Resolution 
Validate all internal and external 
references resolve correctly 

Broken relationships, incomplete 
graphs 

Reconcile identifiers and 
rebuild links 

Encoding Consistency 
Confirm character encoding and 
data types match declarations 

Data corruption, interpretation 
errors 

Re-encode with proper 
specifications 

Table 12 - SBOM Validation Types 

Content Validation Layer 

Content validation assesses the accuracy and completeness of SBOM data against actual software composition. 

 

COMPONENT VERIFICATION METHODS 

Binary Analysis Validation: 

• Compare declared components 

against binary signatures 

• Verify cryptographic hashes match 

actual files 

• Detect undeclared or modified 

components 

• Identify embedded or statically 

linked libraries 

Source Code Correlation: 

• Cross-reference against repository 

manifests 

• Validate version strings and 

commit references 

• Confirm build configuration 

accuracy 

• Verify dependency declarations 

 

Runtime Discovery: 

• Monitor actual component loading 

during execution 

• Identify dynamically linked libraries 

• Detect runtime-only dependencies 

• Validate optional component 

usage 
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Completeness Assessment Framework 

Table below represents minimum, target and excellence thresholds for SBOM completeness assessment. 

COVERAGE DIMENSION MINIMUM THRESHOLD TARGET THRESHOLD EXCELLENCE THRESHOLD 

Direct and First-party 
Dependencies 

100% required 

100% + metadata + minimum data 
fields describing the components, 
e.g., hashes, identifier, licenses, 
author, name, version, etc. 

100% + provenance 

Third-party Transitive 
Dependencies 

80% identified 95% with minimum data fields 100% with relationships 

Binary Components Listed only Minimum data fields Full attribution 

Build Dependencies Critical only Reproducibility set Complete environment 

Test Dependencies Not required Security-relevant Comprehensive 

Table 13 – SBOM Completeness Assessment Framework 

Disclaimer: The percentage provided are based on the report authors' expertise. These may differ depending on the 

industry, product type, and local legal requirements.  

 

Semantic Validation Layer 

Semantic validation ensures SBOM information accurately represents software reality and maintains logical 

consistency. 

 

Relationship Integrity Checks: 

• Dependency cycles detection 

• Version conflict identification 

• License compatibility analysis 

• Hierarchy consistency verification 

 

Temporal Consistency: 

• Component version timeline validation 

• Build date correlation 

• Update sequence verification 

• Deprecation status accuracy 
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2.3.3.2 Automated Validation Pipeline 

 

 

2.3.3.3 Manual Validation Techniques 

Whilst automation handles volume, manual validation remains essential for critical components and edge cases. 

 

Expert Review Checklist: 

• Business-critical components individually verified 

• License obligations correctly interpreted 

• Security-sensitive dependencies assessed 

• Vendor-provided SBOMs independently validated 

• Custom modifications properly documented 

• Export control components identified 

 

Sampling Methodology: 

• Risk-based selection prioritising external-facing components 

• Statistical sampling for large component populations 

• Targeted review of recently changed elements 

Periodic deep-dive on randomly selected subsystems 

2.3.3.4 Quality Metrics Framework 

Effective quality control requires quantifiable metrics that align with business objectives and risk tolerance. 

 

Core Quality Indicators 

Table below lists metric categories with specific measures, calculation methods and action thresholds for quality 

indicators. 
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METRIC CATEGORY SPECIFIC MEASURES CALCULATION METHOD ACTION THRESHOLD 

Completeness Component Coverage Ratio 
(Identified Components / Actual 
Components) × 100 

<90% triggers review 

Accuracy Validation Success Rate (Validated Items / Total Items) × 100 <95% requires remediation 

Currency Data Freshness Index 
Days since last update / Update 
frequency target 

>1.5 indicates staleness 

Consistency Cross-Reference Integrity 
(Resolved References / Total 
References) × 100 

<98% needs reconciliation 

Compliance Requirement Satisfaction 
(Met Requirements / Total 
Requirements) × 100 

<100% blocks release 

Table 14 - SBOM Quality Indicators 

ADVANCED QUALITY METRICS 

Depth of Bill of Materials 

(DBOM): 

DBOM = Average(Component 

Dependency Depth) / Maximum 

Possible Depth 

Target: >0.7 for comprehensive 

visibility 

Supply Chain Transparency Index 

(SCTI): 

SCTI = (Known Suppliers × 

Identified Versions × Available 

Metadata) / Total Components 

Target: >0.8 for adequate 

transparency 

Vulnerability Correlation 

Confidence (VCC): 

VCC = (Precisely Matched CVEs / 

Total Potential CVEs) × 

Confidence Factor 

Target: >0.9 for reliable 

vulnerability management 

 

Operational Validity 

Best Practices for Sustained Quality 

Organisational Practices: 

• Establish clear ownership for SBOM quality 

• Define quality requirements in development standards 

• Include SBOM quality in performance metrics 

• Mandate quality training for relevant staff 

 

Technical Practices: 

• Version control all SBOM documents alongside code 

• Implement automated validation in build pipelines 

• Maintain validation rule libraries 

• Document quality exceptions and waivers 

 

Process Practices: 

• Regular calibration of validation tools 

• Periodic manual spot-checks even with automation 

• Continuous refinement of quality thresholds 

• Systematic capture of lessons learned 

 

Functional requirements met 

SBOMs must be cryptographically bound to specific artefact versions and published through discoverable channels. 

Consumer verification and tool compatibility remain essential for operational use. 

 

Currency and maintenance 

Continuous updates ensure accuracy throughout the software lifecycle (detailed in section 2.4). 

 

Fitness for intended purpose 

Validated through successful tool ingestion, component comparison capabilities, and vulnerability context support 

where required. 
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2.3.4 SECURITY CONTROLS  
SBOMs contain sensitive architectural information that requires protection against unauthorised access whilst 

maintaining availability for legitimate security and compliance purposes. When exposed to malicious actors, this data 

enables precision targeting known vulnerabilities, eliminates reconnaissance phases, and reveals dependency chains 

for attack path optimisation thus transforming blind exploitation attempts into calculated strikes against identified 

weaknesses. Attackers can leverage component version information to craft exploits offline, identify unpatched systems, 

and discover common components that represent single points of failure across multiple systems. This section 

establishes security controls for SBOM storage, transmission, and access management to balance transparency 

requirements with operational risk mitigation. 

 

Secure Repository Implementation 

Encryption Requirements: 

Repository security must implement defence-in-depth encryption strategies protecting SBOMs throughout their lifecycle: 

 

 

Access Control Implementation: 

Access control framework defining tiers, permitted actions, authentication, and audit requirements for secure SBOM 

data management across organisational levels. 

ACCESS TIER PERMITTED ACTIONS AUTHENTICATION REQUIREMENTS AUDIT REQUIREMENTS 

Public Tier Read-only for open-source 
components only 

None (anonymous access) IP logging, rate limiting 

Authenticated Tier Read access to approved SBOMs Multi-factor authentication, IP 
allowlisting 

Full session logging 

Privileged Tier Read/write for assigned systems Certificate-based auth + MFA + time 
restrictions 

Video recording option 

Administrative Tier Full repository management Hardware token + biometric + approval 
workflow 

Complete audit trail with 
replay 

Table 15 - SBOM Access Control 

Repository Hardening Practices 

Infrastructure Security: 

Repository infrastructure requires enhanced security controls beyond standard application deployments: 

• Network Isolation: Dedicated network segments with strict ingress/egress filtering 

• Intrusion Detection: Behavioural monitoring for anomalous access patterns 

• Rate Limiting: Prevent bulk extraction or enumeration attacks 

• Geographic Restrictions: Limit access based on location for sensitive systems 
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• Time-Based Access: Restrict availability windows for non-critical operations 

 

Data Minimisation Strategies DISCLOSURE LEVELS: 

Organisations should implement selective disclosure practices to reduce exposure whilst maintaining utility. SBOM 

information should be integrated into an internal component inventory and then exported to provide the related fields to 

the appropriate stakeholders. 

 

 

Monitoring and Threat Detection 

Suspicious Activity Indicators: 

Repository monitoring systems must detect potential compromise or reconnaissance: 

ACTIVITY PATTERN RISK LEVEL RESPONSE ACTION 

Failed authentication spikes Critical Account lockdown, security team alert 

Bulk SBOM downloads High Immediate investigation, potential account suspension 

After-hours administrative access High Manual verification required 

API enumeration attempts High Automatic blocking, forensic preservation 

Systematic version queries Medium Enhanced monitoring, rate limiting enforcement 

Unusual geographic access Medium Additional authentication challenges 

Table 16 - Suspicious Activity Indicators 

Audit Trail Requirements: 

Comprehensive audit logging enables forensic analysis and compliance demonstration: 

• Recommended Log Elements: Timestamp, user identity, action performed, SBOM accessed, source IP, 

authentication method 

• Integrity Protection: Cryptographic signing of log entries with tamper detection 

• Retention Periods: Minimum 12 months online, 7 years archived for regulatory compliance 

• Correlation Capability: Link SBOM access to vulnerability disclosures and incidents 

 

2.3.5 INTEGRATION AND AUTOMATION 
Effective SBOM integration requires systematic embedding within existing development workflows. Automation 

ensures consistent generation, validation, and distribution across the software lifecycle whilst minimising manual 

intervention and human error. 
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QUICK-START INTEGRATION APPROACH 

Minimum Viable Implementation  

Begin with build-time integration as the foundation. This approach captures dependencies when they are most 

accurately known and requires minimal infrastructure changes. Focus initially on generating SBOMs for primary build 

outputs before expanding to comprehensive coverage. 

 

Zero-Cost Implementation Path  

Leverage existing continuous integration infrastructure by adding SBOM generation as a pipeline stage. Utilise 

command-line interfaces compatible with current build environments. Store generated SBOMs alongside build artefacts 

using existing artefact repositories. Implement validation through standard pipeline testing mechanisms. 

 

 

 

INTEGRATION PATTERNS 

Build-Time Integration Pattern 

Integrate generation immediately following successful compilation. Capture both direct and transitive dependencies 

whilst build context remains available. Generate supplementary metadata including build environment details and 

compilation parameters. This pattern provides maximum accuracy as dependency information is freshest. 

 

Event-Triggered Generation Pattern 

Configure repository webhooks to initiate generation upon specific events. Support multiple trigger types including 

commit, pull request, and release events. Implement queuing mechanisms to handle concurrent generation requests. 

Maintain generation history for audit and rollback capabilities. 

 

Scheduled Generation Pattern  

Establish periodic generation for stable baselines. Useful for monitoring dependency drift in long-running branches. 

Implement differential analysis comparing successive generations. Schedule during low-activity periods to minimise 

resource competition. 
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Incremental Update Pattern  

Generate base SBOM during initial build, then apply incremental updates for subsequent changes. Reduces generation 

overhead for minor modifications. Requires robust change detection and merge capabilities. Particularly effective for 

microservice architectures with frequent deployments. 

 

COMMON CONFIGURATION REQUIREMENTS 

Repository Structure Organisation  

Establish dedicated directory for SBOM storage within repository structure. Maintain separation between source 

SBOMs and generated outputs. Implement naming conventions correlating SBOMs with associated components. 

Configure ignore patterns preventing SBOM inclusion in builds. 

 

Pipeline Orchestration Templates  

Define reusable pipeline segments for SBOM operations. Parameterise templates supporting multiple project types. 

Include standard validation and publication steps. Implement error handling and retry logic for transient failures. 

 

Validation Checkpoints  

Enforce format validation before artefact publication. Verify licence compatibility against organisational policies. Check 

for known vulnerabilities using configured vulnerability databases. Validate cryptographic signatures when attestation 

is required. 

 

Cross-Platform Considerations  

Ensure generation capabilities support multiple operating systems. Handle path separator differences transparently. 

Account for varying dependency management approaches across technology stacks. Implement abstraction layers 

managing platform-specific behaviours. 

 

Automation Benefits 

Automation eliminates manual generation inconsistencies whilst ensuring every build produces corresponding SBOM 

documentation. Continuous generation enables immediate vulnerability impact assessment when new threats emerge. 

Historical SBOM retention supports forensic analysis and compliance demonstration. Automated validation prevents 

non-compliant SBOMs from entering production environments. 

 

Prerequisites for Success 

Successful integration requires mature continuous integration infrastructure and standardised build processes. 

Development teams need understanding of SBOM value and integration requirements. Clear policies regarding 

generation triggers, storage locations, and retention periods must be established. Monitoring capabilities should track 

generation success rates and identify systematic failures. 

 

Note: This section focuses on integration patterns and automation strategies. For technical architecture considerations, 

refer to section ANNEX I: CI/CD INTEGRATION EXAMPLES. 
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2.4 MONITORING AND CONTROLING PHASE 

Effective SBOM management extends beyond initial generation to encompass continuous maintenance, systematic 

versioning, and reliable distribution throughout the software lifecycle. Establishing robust management practices 

ensures SBOMs remain accurate, accessible, and actionable as software evolves. 

 

The Fundamental Misconception 

A prevalent misconception amongst organisations implementing SBOMs is viewing them as static compliance artifacts 

meaning they perceive them as documents generated once to satisfy regulatory requirements which then are archived. 

This perspective fundamentally misunderstands both the nature of modern software and the purpose of supply chain 

transparency. Modern iterative development approaches ensure software continuously evolves through regular sprints, 

feature additions, and dependency updates, meaning SBOMs must evolve in parallel to reflect each iteration's 

component changes. Otherwise, SBOM of older software versions produces a misleading risk posture, providing false 

confidence whilst obscuring actual risk. 

2.4.1 VERSIONING AND UPDATES 
SBOM versioning must align with software release cycles whilst maintaining independent traceability for supply chain 

changes that occur between releases.  

Each SBOM document requires its own version identifier to track modifications. This includes: 

• Document version numbering - The SBOM itself has a version (e.g., 1.2.3) 

• Timestamp tracking - Recording when the SBOM was created and last modified 

• Change tracking - Maintaining history of what changed between software release cycles. 

It is important to only use the latest version SBOM format to ensure SBOM compliance and quality. 

 

TRIGGERING EVENTS FOR VERSION UPDATES 

Organisations should align update frequencies with the generation patterns outlined in the SBOM Generation Frequency 

table in section 2.3.1 (SBOM Generation) within chapter 2.3 (Execution Phase), selecting appropriate triggers. The 

SBOM must always be kept 100% up-to-date and accurate; while the triggers are provided as examples, maintaining a 

fully current SBOM at all times is mandatory. 

 

CHANGE CONTROL PROCESSES 

Managing SBOM changes requires structured workflows that ensure accuracy and accountability: 

• Change authorisation - Defining who can modify SBOMs and under what circumstances 

• Approval workflows - Establishing review gates for different types of changes 

• Change classification - Categorising modifications by risk and impact level 

• Rollback procedures - Mechanisms to revert problematic changes 

 

CHANGE TRACKING AND DOCUMENTATION 

Comprehensive change management requires capturing: 

• Change rationale - Why each modification was made (vulnerability fix, compliance requirement, etc.) 

• Change metadata - Who made the change, when, and what was affected 

• Impact assessment - Which systems, teams, or processes are affected by the change 

• Audit trails - Immutable logs of all modifications for compliance evidence 
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NOTIFICATION AND COMMUNICATION 

Effective change management ensures stakeholders are informed: 

• Change notifications - Alerting consumers when SBOMs are updated 

• Impact communications - Informing affected parties of significant modifications 

• Subscription mechanisms - Allowing stakeholders to monitor relevant changes 

• Change summaries - Providing digestible updates on what changed and why 

 

INTEGRATION WITH DEVELOPMENT WORKFLOWS 

SBOM change management must align with existing processes: 

• CI/CD pipeline integration - Automatic SBOM updates triggered by build events 

• Version control synchronisation - Keeping SBOMs aligned with code repositories 

• Release management coordination - Ensuring SBOMs are updated for deployments 

• Incident response procedures - Rapid SBOM updates during security events 

 

QUALITY ASSURANCE IN CHANGE MANAGEMENT 

Each change requires validation to maintain SBOM integrity: 

• Pre-change validation - Verifying proposed modifications meet standards 

• Post-change verification - Confirming changes were applied correctly 

• Consistency checks - Ensuring changes don't create conflicts or contradictions 

• Completeness assessment - Validating that all necessary updates were made 

 

 

Update Process Workflow 
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SBOM IMPLEMENTATION KPIs 

These key performance indicators enable organisations to measure SBOM programme maturity, track implementation 

progress, and demonstrate value delivery across technical, operational, and business dimensions. 

PRIORITY KPI TARGET MEASUREMENT BUSINESS IMPACT 
REVIEW 

FREQUENCY 

1 Critical Systems Coverage 100% CI/CD reporting Mandatory compliance, 
highest risk 

Weekly 

2 Non-Critical Coverage >70% CI/CD reporting Risk visibility Monthly 

3 SBOM Quality Score >95% validated 
& complete 

Schema validation 
+ completeness 

Data integrity & blind 
spot prevention 

Monthly 

4 Compliance Rate 100% Audit results Regulatory adherence Quarterly 

5 Automation Level >80% Pipeline metrics Efficiency & consistency Monthly 

6 System Availability 99.9% uptime Monitoring tools Continuous protection Real-time 

Table 17 - SBOM Implementation KPIs 

Note: The following KPIs represent example metrics based on industry experience and should be evaluated and adapted 

according to each organisation's specific context, risk tolerance, regulatory requirements, and operational maturity. 

Organisations should establish their own targets based on their unique circumstances and strategic objectives. 

2.4.2 COMPONENT HEALTH ASSESSMENT 
 

Beyond vulnerability and licensing data, SBOMs can incorporate metadata that enables evaluation of open-source 

component sustainability, providing critical insight into long-term maintenance risks and support quality. 

2.4.2.1 Component Health Indicators 

Development Activity Metrics  

SBOMs enriched with repository metadata reveal component vitality through commit frequency, release patterns, and 

version progression. Active development indicates responsive maintenance, whilst dormant projects suggest potential 

support risks. Organisations can assess whether components receive regular updates, security patches are promptly 

addressed, and feature development continues. 

 

Community Sustainability Signals  

Component health extends beyond code activity to community engagement metrics. Contributor diversity prevents 

single-point-of-failure risks, whilst growing contributor bases indicate healthy projects. Response times to reported 

issues, pull request review cycles, and community discussion volumes provide leading indicators of project 

sustainability. 
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Version Currency Assessment 

Comparing deployed versions against current releases reveals technical debt accumulation. Components significantly 

behind current versions may lack critical security updates, performance improvements, or compatibility fixes. This 

version gap analysis enables prioritised modernisation efforts and identifies components requiring urgent attention. 

 

PRACTICAL IMPLEMENTATION 

Metadata Enhancement Requirements: 

• Repository activity timestamps and commit frequencies 

• Release history with version progression patterns 

• Contributor count and diversity metrics 

• Issue resolution and response time statistics 

• Dependencies on other potentially vulnerable components 

• Fork relationships and derivative project health 

 

Risk Assessment Framework 

Components exhibiting multiple warning signs—infrequent updates, declining contributors, ageing versions—require 

contingency planning. Organisations should identify alternative components, evaluate migration paths, or consider 

assuming maintenance responsibility for critical dependencies. 

 

Strategic Value 

This enhanced visibility transforms open-source governance from reactive vulnerability management to proactive 

sustainability planning. Organisations can make informed decisions about acceptable dependencies, negotiate support 

arrangements for critical components, and contribute resources to essential projects before they become unmaintained. 
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2.5 CLOSURE PHASE 

2.5.1.1 SBOM IMPLEMENTATION LIMITATIONS CHALLENGES 

 

Legal and Intellectual Property Barriers 

Identification and mitigation of legal risks associated with component disclosure and licence management. 

Trade Secret and Competitive Advantage Protection • Organisations face significant intellectual property exposure risks 

when disclosing detailed component inventories, as comprehensive 

SBOMs may inadvertently reveal proprietary architectural decisions 

and competitive differentiators. 

• Commercial software vendors frequently decline SBOM provision to 

safeguard proprietary implementations and maintain market 

positioning advantages. 

• The inclusion of detailed dependency information and component 

relationships within SBOMs presents substantial concerns 

regarding the potential compromise of confidential business 

information and security-sensitive architectural details 

Licensing and Compliance Complexities • Software components governed by restrictive proprietary licenses 

explicitly prohibit the disclosure of internal architectural details or 

component relationships. 

• The presence of copyleft licenses (such as GPL) within mixed-

license codebases creates potential legal exposure when 

component relationships are documented in SBOMs. 

• Multi-jurisdictional software deployments encounter conflicting 

regulatory requirements and licensing obligations across different 

legal frameworks. 

 

Implementation Impossibility Scenarios 

Recognition of potential barriers and corresponding adaptation of implementation strategies. 

Technical Infrastructure Limitations • Cryptographically signed and encrypted firmware implementations, 

particularly within secure execution environments (e.g., Trusted 

Platform Modules, secure enclaves), preclude SBOM integration 

due to immutability requirements 

• Resource-constrained embedded systems lacking sufficient 

memory capacity for SBOM storage and processing 

• Safety-critical real-time systems where SBOM processing overhead 

compromises deterministic performance requirements 

• Mixed-signal and analog-digital hybrid systems where software 

component boundaries cannot be definitively established 

• Hardware-software co-designed systems exhibiting indeterminate 

component delineation between firmware and silicon 

implementations 

Regulatory and Compliance Prohibitions • Software systems subject to EU Dual-Use Regulation (EU 

2021/821) governing the export of sensitive technologies and 

cryptographic software, as well as systems under International 

Traffic in Arms Regulations (ITAR) or Export Administration 

Regulations (EAR) where component disclosure violates export 

control requirements. 

• National security and defense systems operating under 

classification constraints that prohibit component transparency, 

including systems classified under EU Council Decision 

2013/488/EU on security rules for protecting classified information 

and NATO-restricted systems within EU member states. 

• Medical device software certified under regulatory frameworks 

(e.g., EU Medical Device Regulation (MDR) 2017/745 Class III, 

FDA Class III, or In Vitro Diagnostic Regulation (IVDR) 2017/746) 
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where post-certification modifications invalidate regulatory approval 

and require extensive re-validation processes. 

• Financial services platforms operating under regulatory frameworks 

that restrict architectural disclosure for security compliance, 

including systems subject to EU's Markets in Financial Instruments 

Directive II (MiFID II), Payment Services Directive 2 (PSD2), and 

the Digital Operational Resilience Act (DORA) requirements for 

critical ICT third-party risk management. 

Operational and Practical Constraints • Legacy systems with discontinued vendor support lacking 

maintainer organisations capable of producing authoritative 

SBOMs. 

• Software assets from dissolved entities where technical 

documentation and source materials are permanently unavailable. 

• Complex supply chain configurations involving non-participating or 

non-responsive component vendors. 

• Dynamically composed runtime environments where component 

configuration varies based on operational parameters. 

• Artificial intelligence implementations where functional 

"components" consist of mathematical models and training 

datasets rather than discrete software modules. 

 

Emerging Technological Challenges 

Identification of key obstacles and strategic adaptations for addressing complexities in evolving environments. 

Artificial Intelligence and Machine Learning Systems • Limited industry-accepted standards for documenting machine 

learning model components and dependencies. 

• Fundamental challenges in defining discrete "components" within 

neural network architectures and associated training data pipelines. 

• Continuous learning systems exhibiting behavioural modifications 

through model updates without conventional version control 

mechanisms. 

Cloud-Native and Distributed Architectures 

 

• Microservices architectures undergoing continuous deployment 

with rapidly evolving component configurations. 

• Multi-tenant platform architectures where component transparency 

potentially compromises tenant isolation and security boundaries. 

• Serverless computing paradigms utilizing ephemeral function 

instances without persistent component manifestation. 

Supply Chain Visibility Limitations 

 

• Insufficient transparency into transitive dependencies within third-

party and open-source software components. 

• Geometric complexity growth resulting from deeply nested 

dependency hierarchies. 

• Disparate regulatory and compliance requirements across 

international supply chain participants creating conflicting SBOM 

obligations. 

2.5.1.2 TEAM ONBOARDING THROUGH ECSF 

Effective SBOM implementation requires systematic onboarding that aligns organisational capabilities with 

cybersecurity competency frameworks whilst ensuring technical proficiency across diverse roles. 

 

ECSF Competency Alignment 

The European Cybersecurity Skills Framework (ECSF)3 provides structured pathways for developing SBOM capabilities 

across four proficiency levels. Organisations must map existing team competencies against framework requirements to 

identify development priorities and create targeted onboarding programmes. 

 

Technical Competency Mapping Requirements: 

 
3 https://www.enisa.europa.eu/publications/european-cybersecurity-skills-framework-ecsf 
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• Application Security Profile: Component analysis, dependency management, vulnerability correlation (role: 

Cybersecurity Architect/ Implementer)  

• Security Architecture Profile: SBOM integration patterns, data flow design, storage architectures 

(Cybersecurity Architect) 

• Incident Response Profile: Rapid impact assessment using SBOM data, supply chain threat analysis (Cyber 

Incident Responder) 

• Risk Management Profile: Third-party component evaluation, licence compliance, technical debt assessment 

(Cybersecurity Risk Manager) 

 

Onboarding Architecture 

Structured approach for progressive SBOM capability development across teams from foundational understanding to 

advanced operational implementation. 

Foundation Stream (Weeks 1-2) Integration Stream (Weeks 3-4) Operational Stream (Weeks 5-8) 

Technical teams require baseline 

understanding of SBOM generation 

mechanisms, consumption patterns, 

and integration points. Initial 

onboarding establishes common 

vocabulary around component 

identification, dependency graphing, 

and vulnerability correlation whilst 

introducing automation concepts and 

standards-compliant formats. 

Development and operations teams 

implement SBOM capabilities within 

existing continuous integration 

pipelines, establishing automated 

generation workflows, validation 

gates, and quality assurance 

mechanisms. Security teams 

develop vulnerability mapping 

procedures and establish correlation 

between SBOM data and threat 

intelligence feeds. 

Teams operationalise SBOM 

practices through production 

deployments, establishing 

monitoring capabilities for 

component health, implementing 

rapid vulnerability response 

procedures, and developing supply 

chain risk assessment protocols. 

This phase emphasises cross-

functional collaboration and 

establishes feedback loops for 

continuous improvement. 

 

Role-Specific Technical Onboarding 

Framework for developing role-specific competencies and responsibilities required for successful SBOM integration 

across organisational teams. 

Development Teams  

(Cybersecurity Implementer) 

Security Operations  

(Cyber Threat Intelligence 

Specialist) 

DevOps/Platform Teams  

(Cybersecurity Architects/ 

Implementers) 

Require proficiency in build-time 

SBOM generation, dependency 

declaration mechanisms, and 

integration with source control 

systems. Onboarding emphasises 

automated tooling configuration, 

recursive dependency resolution, 

and component versioning strategies 

within existing development 

workflows. 

Focus on consumption APIs, 

vulnerability database integration, 

and automated correlation engines. 

Technical onboarding covers graph-

based vulnerability propagation 

analysis, exploitability assessment 

methodologies, and integration with 

security information and event 

management platforms. 

Concentrate on pipeline 

orchestration, multi-format support, 

and distribution mechanisms. 

Onboarding addresses containerised 

environment scanning, 

infrastructure-as-code integration, 

and establishment of SBOM 

repositories with appropriate access 

controls. 

 

Progressive Capability Development 

Organisations establish tiered proficiency levels aligned with ECSF competency indicators, enabling systematic 

progression from basic SBOM awareness to advanced supply chain governance capabilities. 

 

Proficiency Validation Gates: 

• Foundation: Demonstrate SBOM generation and basic interpretation 

• Practitioner: Implement automated workflows and vulnerability correlation 

• Advanced: Design integration architectures and optimise performance 
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• Expert: Develop governance frameworks and lead strategic initiatives 

 

Technical Skills Laboratory 

Hands-on laboratories provide sandboxed environments for practicing SBOM operations without production impact. 

Infrastructure requirements include development pipelines, vulnerability databases, component repositories, and 

security scanning capabilities configured for training scenarios. 

 

Laboratory Architecture Components: 

• Containerised build environments with multiple language ecosystems 

• Mock vulnerability feeds for correlation exercises 

• Multi-format SBOM generation and validation toolchains 

• API gateways for consumption pattern development 

• Simulated supply chain scenarios for incident response training 

 

Continuous Development Framework 

Post-onboarding capability maintenance requires structured approaches to emerging threats, evolving standards, and 

technological advancement. Organisations establish communities of practice, maintain internal knowledge repositories, 

and participate in industry working groups to ensure ongoing competency evolution. 

 

Capability Refresh Mechanisms: 

• Quarterly assessments against updated ECSF profiles 

• Automated skill gap analysis through project performance metrics 

• Peer review processes for complex implementations 

• External certification pathways for formal validation 
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3. PRACTICAL TIPS AND EXAMPLES  

3.1 SBOM IMPLEMENTATION PATTERNS 

SBOM implementation patterns detailing technical challenges, solution architectures, required capabilities, and success 

metrics to identify effective strategies across diverse deployment environments. 

IMPLEMENTATION 
SCENARIO 

TECHNICAL 
CHALLENGE 

SOLUTION 
ARCHITECTURE 

REQUIRED TECHNICAL 
CAPABILITIES 

SUCCESS 
METRICS 

Multi-Language 
Projects 

(Java/Maven, 
Python/pip, 

Node.js/npm) 

Different package 
managers use 
incompatible 

dependency formats 

• Single component 

database 

• Standardised naming 

conventions 

• Cross-language 

validation rules 

• Language-agnostic dependency 

scanning capability 

• Format normalisation and 

transformation layer 

• Unified API for component 

reporting 

Single source 
of truth with 

100% 
coverage 

Container 
Applications 

Static analysis 
misses runtime 
dependencies 

• Scan at build, ship, 

and run stages 

• Monitor runtime library 

loading 

• Registry webhook 

integration 

• Static binary analysis capability 

• Container layer inspection 

mechanisms 

• Runtime system call monitoring 

Full container 
visibility from 

build to runtime 

Microservices 
Architecture 

Service 
dependencies not 
visible in individual 

SBOMs 

• Per-service SBOM 

generation 

• Service dependency 

mapping 

• Aggregated SBOM 

view 

• Service mesh introspection 

capability 

• Graph database for relationship 

storage 

• Distributed query aggregation 

Complete 
service 

dependency 
graph 

Legacy Systems Unclear what counts 
as a dependency 

• Clear inclusion criteria 

• Risk-based 

categorisation 

• Documentation 

standards 

• Configurable classification 

engine 

• Policy-based scanning 

orchestration 

• Cryptographically signed audit 

trail 

Consistent, 
repeatable 

identification 

Version 
Management 

Version ranges 
(^1.0.0, ~2.3.0) 

cause uncertainty 

• Pin exact versions 

• Track resolution 

history 

• Monitor for drift 

• Dependency lock file generation 

• Version resolution tracking 

• Automated drift detection 

Reproducible 
builds with 

exact versions 

Hybrid Cloud Different tracking for 
on-premise vs cloud 

• Unified component 

registry 

• Environment tagging 

• Include infrastructure 

dependencies 

• Environment-agnostic scanning 

framework 

• Metadata enrichment pipeline 

• Infrastructure-as-code parsing 

capability 

Consistent 
tracking across 

all 
environments 

Continuous 
Deployment 

SBOMs outdated 
immediately after 

generation 

• Event-driven updates 

• Incremental 

generation 

• Change tracking 

• Event-driven trigger 

mechanisms 

• Delta computation engine 

• Asynchronous message queuing 

Real-time 
SBOM updates 

Incident & 
Vulnerability 

Response 

Slow manual impact 
assessment. 

Need rapid 
vulnerability 
assessment. 

• Pre-indexed 

components 

• Automated matching 

• Priority scoring 

• Pre-computed indices 

• Fast queries 

• Automated alerts 

• High-performance indexed 

storage 

• Automated vulnerability 

correlation 

• Risk-based prioritisation engine 

• In-memory caching layer 

• Optimised query patterns 

• Event-driven notifications 

<5 minutes to 
impact 

assessment 

<10 minute 
response time 
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CI/CD Integration Fear of breaking 
builds 

• Start in monitor-only 

mode 

• Gradual enforcement 

• Performance 

monitoring 

• Non-blocking pipeline integration 

• Progressive enforcement 

mechanisms 

• Performance telemetry collection 

<3% build time 
impact 

Third-Party 
SBOMs 

Incompatible formats 
from vendors 

• Format detection 

• Conversion pipeline 

• Quality validation 

• Multi-format parsing capability 

• Semantic-preserving 

transformation 

• Schema validation framework 

Automated 
ingestion of all 

formats 

Cross-Format 
Support 

Data loss during 
conversion 

• Choose primary format 

• Document limitations 

• Keep originals when 

needed 

• Format selection algorithms 

• Bidirectional mapping rules 

• Parallel storage mechanisms 

Documented, 
predictable 
conversions 

Compliance 
Requirements 

Need custom fields 
beyond standards 

• Extend with metadata 

• Immutable audit logs 

• Automated reports 

• Schema extension mechanisms 

• Append-only storage 

architecture 

• Template-based report 

generation 

Full audit trail 
with custom 

fields 

Limited Resources Can't afford 
enterprise tools 

• • Focus on critical 

components<br>• Use 

open-source 

tools<br>• Phased 

rollout 

• Risk-based component 

prioritization 

• Lightweight scanning agents 

• Incremental deployment 

orchestration 

Sustainable 
implementation 

License 
Compliance 

Hidden GPL 
obligations in 
dependencies 

• Recursive license 

scanning 

• Obligation tracking 

• Policy gates 

• Deep license analysis engine 

• Obligation computation 

framework 

• Policy-as-code enforcement 

No license 
surprises 

Data Quality Missing required 
fields 

• Define minimum fields 

• Auto-populate where 

possible 

• Validation gates 

• Schema validation engine 

• Intelligent field population 

• Pre-release quality gates 

100% required 
field 

completion 

Developer 
Adoption 

Developers see it as 
overhead 

• IDE integration 

• Immediate value 

(security alerts) 

• Minimal friction 

• Development environment 

plugins 

• Real-time security feedback 

• Single-command operations 

Developer-
driven adoption 

Deep 
Dependencies 

Transitive 
dependencies hidden 

• Recursive scanning 

• Dependency trees 

• Source tracking 

• Deep traversal algorithms 

• Graph-based storage 

• Provenance metadata tracking 

Full 
dependency 

graph visibility 

Cost Optimisation Duplicate 
components 
everywhere 

• Cross-project analysis 

• Find commonalities 

• Consolidation plan 

• Portfolio-wide aggregation 

queries 

• Similarity scoring algorithms 

• Migration path generation 

30% 
component 
reduction 

Monorepo 
Architecture 

Multiple projects 
share dependencies 

with unclear 
ownership 
boundaries 

• Project-level SBOM 

generation within 

monorepo 

• Shared dependency 

deduplication 

• Cross-project impact 

analysis 

• Repository structure parsing 

capability 

• Dependency graph partitioning 

algorithms 

• Shared component reference 

tracking 

Accurate per-
project SBOMs 

with shared 
dependency 

mapping 

Air-gapped 
Environments 

No external network 
access prevents real-

time scanning and 
updates 

• Offline-capable 

scanning 

infrastructure 

• Periodic vulnerability 

database 

synchronisation 

• Local mirror 

repositories 

• Standalone scanning engines 

with offline mode 

• Portable vulnerability database 

formats 

• Sneakernet update mechanisms 

Full SBOM 
capability 

without internet 
connectivity 

Manual Review 
Gates 

Automated pipelines 
require human 

• Workflow orchestration 

with pause points 

• Workflow state management 

engine 

• Role-based approval routing 

Complete 
approval chain 
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validation for 
compliance 

• Review queue 

management 

• Approval audit trail 

• Digital signature collection for 

attestations 

with non-
repudiation 

Binary-only 
Components 

No source code 
available for 
proprietary 

components 

• Binary fingerprinting 

and cataloguing 

• Vendor SBOM 

correlation 

• Runtime behaviour 

analysis 

• Binary analysis and 

decompilation capability 

• Checksum-based identification 

• Dynamic instrumentation for 

dependency detection 

Component 
identification 

despite source 
unavailability 

Table 18 - SBOM Implementation Patterns 

3.2 IMPLEMENTATION CASE: MULTI-REPOSITORY SBOM 

AGGREGATION 

3.2.1 TECHNICAL ARCHITECTURE 

Multi-repository SBOM aggregation requires distributed collection agents deployed alongside repository infrastructure, 

communicating through message queues or event streams. These agents monitor repository state changes through 

webhook receivers, filesystem watchers, or build pipeline integration points. Each agent maintains local state databases 

tracking processed commits and SBOM generation status, enabling resumption after failures without reprocessing entire 

repository histories. 

 

The aggregation engine implements a three-stage pipeline: ingestion, transformation, and correlation. Ingestion workers 

consume SBOMs from collection queues, performing schema validation and format detection. Transformation workers 

apply mapping rules converting heterogeneous formats into internal canonical representations using abstract syntax 

tree transformations. Correlation workers resolve cross-repository dependencies through distributed hash tables 

maintaining component-to-repository mappings. 

3.2.2 DEPENDENCY GRAPH CONSTRUCTION 

Graph Database Schema Design 

Implement nodes representing components, repositories, and vulnerability records. Component nodes store purls, 

hashes, version identifiers, and build metadata. Edge types include: depends_on, contains, vulnerable_to, 

derived_from, and build_with. Bidirectional edges enable both forward and reverse dependency queries. Property 

graphs attach metadata directly to relationships, capturing dependency version constraints, optional/required flags, and 

scope specifications. 

 

Distributed Graph Processing 

Partition dependency graphs by repository boundaries for parallel processing. Implement distributed graph algorithms 

using bulk synchronous parallel patterns for cycle detection and transitive dependency resolution. Maintain graph 

snapshots at configurable intervals, enabling temporal queries for historical dependency analysis. Delta compression 

between snapshots reduces storage requirements whilst preserving query performance. 

 

Cross-Repository Linking 

Establish canonical component registries mapping equivalent components across repositories using multiple 

identification strategies: cryptographic hashes for exact matches, similarity scoring for renamed packages, and 

behavioural analysis for functionally equivalent components. Implement fuzzy matching algorithms handling versioning 

inconsistencies and namespace variations. Confidence scores attached to links enable risk-adjusted dependency 

analysis. 

3.2.3 DATA PIPELINE IMPLEMENTATION 

Stream Processing Architecture 
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Deploy stream processing frameworks handling SBOM events as unbounded data streams. Implement watermarking 

strategies managing late-arriving SBOMs from slow repositories. Window functions aggregate related updates within 

time boundaries, balancing latency versus completeness. Stateful stream processors maintain running aggregations, 

updating incrementally as new SBOMs arrive rather than recomputing from scratch. 

 

Format Transformation Engine 

Build transformation pipelines using declarative mapping specifications. Parse SBOMs into intermediate representations 

preserving semantic meaning whilst normalising structural differences. Apply field-level transformations: identifier 

canonicalisation, version normalisation, licence expression parsing, and hash algorithm standardisation. Maintain 

transformation audit logs documenting data lineage from source to aggregated format. 

 

Deduplication Strategies 

Implement content-addressable storage using merkle trees for SBOM deduplication. Calculate composite hashes 

incorporating component identifiers, version strings, and dependency sets. Bloom filters provide probabilistic 

deduplication checks before expensive graph traversals. Reference counting tracks component usage across 

repositories, identifying shared dependencies requiring priority vulnerability monitoring. 

3.2.4 OPERATIONAL WORKFLOWS 

Incremental Aggregation Process 

Monitor repository commit streams through change data capture mechanisms. Extract modified file paths identifying 

potential SBOM changes. Trigger partial regeneration for affected components only. Propagate changes through 

dependency graph using topological sorting, updating downstream components affected by upstream modifications. 

Batch updates within time windows, reducing processing overhead whilst maintaining acceptable data freshness. 

 

Conflict Resolution Mechanisms Detect version conflicts when repositories specify incompatible dependency 

requirements. Implement resolution strategies: newest version, repository priority ordering, or manual override 

configurations. Generate conflict reports highlighting irreconcilable dependencies requiring architectural decisions. 

Maintain override audit trails documenting resolution rationales for compliance tracking. 

 

Quality Assurance Processes Execute validation pipelines verifying SBOM completeness and consistency. Check 

referential integrity ensuring all dependencies resolve to known components. Validate cryptographic signatures where 

present, flagging unsigned or invalidly signed SBOMs. Compare aggregated results against repository build manifests 

detecting discrepancies indicating generation errors or malicious modifications. 

3.2.5 ADVANCED TECHNICAL CAPABILITIES 

Distributed Caching Layer 

Implement multi-tier caching: in-memory caches for frequently accessed components, persistent caches for full SBOM 

documents, and edge caches near repository locations. Cache invalidation propagates through publish-subscribe 

channels triggered by repository updates. Implement cache warming strategies pre-loading critical dependency data 

during maintenance windows. 

 

Query Optimisation Techniques 

Build materialised views for common query patterns: vulnerability exposure assessments, licence compliance checks, 

and dependency freshness reports. Implement query result caching with intelligent invalidation based on underlying 

data changes. Deploy query routing mechanisms directing simple lookups to replicas whilst complex analytics queries 

execute on primary aggregation nodes. 

 

Horizontal Scaling Patterns 

Shard aggregation workloads by repository characteristics: programming language, update frequency, or organisational 

boundaries. Implement consistent hashing for dynamic shard rebalancing as repository counts grow. Deploy read 

replicas for query load distribution. Implement write-ahead logs enabling replay-based recovery after node failures. 

Orchestration layers manage worker pool sizing based on queue depths and processing latencies. 
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3.2.6 PRACTICAL DEPLOYMENT CONSIDERATIONS 

Repository Integration Patterns 

For build-time integration, inject SBOM generation into compilation pipelines through build system plugins. Post-build 

webhooks trigger aggregation workflows. For runtime integration, deploy sidecar containers alongside repository 

services, monitoring filesystem events and intercepting package management operations. Source control hooks capture 

SBOM updates during commit operations. 

 

Performance Tuning Parameters 

Configure batch sizes balancing memory consumption against processing efficiency. Tune connection pool sizes 

preventing database connection exhaustion. Adjust parallelism levels based on available CPU cores and network 

bandwidth. Implement backpressure mechanisms preventing queue overflow during traffic spikes. Set timeout values 

accommodating slow repository responses without blocking entire pipelines. 

 

Monitoring and Observability 

Instrument aggregation pipelines exposing metrics: queue depths, processing rates, error frequencies, and latency 

percentiles. Implement distributed tracing connecting SBOM journeys from repository to aggregated storage. Deploy 

anomaly detection identifying unusual patterns: sudden dependency changes, unexpected component proliferation, or 

processing performance degradation. Alert on SLA violations including maximum aggregation delay and minimum 

coverage thresholds. 
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A GLOSSARY & ACRONYMS 

This chapter provides definitions for technical terms, industry-specific concepts, and regulatory frameworks referenced 

throughout this report.  

Acronyms and Abbreviations 

API - Application Programming Interface 
A set of protocols and tools for building software 
applications, enabling different systems to 
communicate and exchange data programmatically. 

CI/CD - Continuous Integration/Continuous Delivery 
Software development practices where code changes 
are automatically built, tested, and deployed to 
production environments. 

CPE - Common Platform Enumeration 
A standardised naming scheme for information 
technology systems, software, and packages. 

CRA - Cyber Resilience Act 
EU legislation establishing cybersecurity requirements 
for products with digital elements placed on the 
European market. 

CSAF - Common Security Advisory Framework 
An OASIS standard for machine-readable security 
advisories, enabling automated vulnerability 
disclosure and remediation workflows. 

CVE - Common Vulnerabilities and Exposures 
A standardised list of publicly disclosed cybersecurity 
vulnerabilities, providing unique identifiers for known 
security issues. 

DBOM - Depth of Bill of Materials 
A metric measuring the completeness of dependency 
tracking within an SBOM, indicating how many levels 
of transitive dependencies are documented. 

DORA - Digital Operational Resilience Act 
EU regulation establishing requirements for ICT risk 
management in the financial sector. 

ENISA - European Union Agency for Cybersecurity 
The EU agency dedicated to achieving a high 
common level of cybersecurity across Europe. 

EUVD – European Union Vulnerability Database 

GPL - General Public License 
A copyleft open-source software licence requiring 
derivative works to be distributed under the same 
licence terms. 

JSON - JavaScript Object Notation 
A lightweight, human-readable data interchange 
format commonly used for API responses and 
configuration files. 

JSON-LD - JSON for Linking Data 
A method of encoding linked data using JSON, 
enabling structured data to be connected and 
contextualised. 

KPI - Key Performance Indicator 
A measurable value demonstrating how effectively an 
organisation achieves key business objectives. 

NTIA - National Telecommunications and Information 
Administration 

US Department of Commerce agency that developed 
minimum elements for software bills of materials. 

OWASP - Open Web Application Security Project 
A non-profit foundation working to improve software 
security through open-source projects and resources. 

PURL - Package URL 
A standardised format for identifying and locating 
software packages across different package 
management systems and ecosystems. 

RASCI - Responsible Accountable Supported 
Consulted Informed 

RDF - Resource Description Framework 
A World Wide Web Consortium standard for data 
interchange on the web, using subject-predicate-
object expressions. 

REST - Representational State Transfer 
An architectural style for distributed systems, 
commonly used for web service APIs. 

SBOM - Software Bill of Materials 
A formal, machine-readable inventory of software 
components, dependencies, and metadata that 
comprise an application. 

SCTI - Supply Chain Transparency Index 
A metric measuring the visibility and documentation 
completeness of software supply chain components. 

SLA - Service Level Agreement 
A commitment between a service provider and client 
defining expected service levels and performance 
metrics. 

SME - Small and Medium-sized Enterprise 
Businesses whose personnel numbers or financial 
metrics fall below certain thresholds, typically fewer 
than 250 employees in the EU context. 

SPDX - System Package Data Exchange 
An ISO-standardised format for communicating 
software bill of materials information, including 
components, licences, and security references. 

SWHID – Software Hash Identifier 

UUID - Universally Unique Identifier 
A 128-bit label used for information in computer 
systems, ensuring uniqueness without central 
coordination. 

VEX - Vulnerability Exploitability eXchange 
A machine-readable format for communicating 
whether software is affected by specific vulnerabilities 
and providing exploitation context. 

XML - eXtensible Markup Language 
A markup language defining rules for encoding 
documents in a format both human-readable and 
machine-readable. 
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Technical and Regulatory Terms 

Binary Analysis - The process of examining compiled 
software executables to identify components, 
dependencies, and potential vulnerabilities without 
access to source code. 

Component - A discrete unit of software functionality, 
including libraries, packages, modules, or services 
that can be independently identified and managed. 

Container - A lightweight, standalone executable 
package including everything needed to run software: 
code, runtime, system tools, libraries, and settings. 

Copyleft - A licensing approach requiring derivative 
works to be distributed under the same licence terms 
as the original work, ensuring continued open-source 
availability. 

Dependency - A software component required by 
another component to function properly. Direct 
dependencies are explicitly declared, whilst transitive 
dependencies are inherited through other 
dependencies. 

DevSecOps - Development methodology integrating 
security practices throughout the software 
development lifecycle rather than treating security as 
a separate phase. 

Licence Compliance - The practice of ensuring 
software usage adheres to licensing terms and 
conditions, including attribution, distribution rights, and 
modification permissions. 

Package Manager - A tool automating the installation, 
upgrade, configuration, and removal of software 
packages within an operating system or programming 
environment. 

Provenance - Documentation of the origin, custody, 
and modification history of software components, 
establishing authenticity and integrity. 

Repository - A centralised location for storing and 
managing code, binaries, or metadata, typically with 
version control capabilities. 

Schema Validation - The process of verifying that 
data structures conform to defined specifications, 
ensuring format compliance and data integrity. 

Supply Chain Attack - A cyber-attack targeting less-
secure elements in an organisation's supply network 
to compromise the ultimate target through trusted 
relationships. 

Transitive Dependency - An indirect dependency 
inherited through direct dependencies, creating chains 
of components that must be tracked for complete 
visibility. 

Vendor Lock-in - A situation where switching away 
from a product or service becomes prohibitively 
expensive or technically difficult due to proprietary 
dependencies. 

Version Pinning - The practice of explicitly specifying 
exact versions of dependencies to ensure 
reproducible builds and prevent unexpected updates. 

Vulnerability Management - The cyclical practice of 
identifying, evaluating, treating, and reporting on 
security vulnerabilities in systems and software. 

Zero-Day - A software vulnerability unknown to those 
who should be interested in its mitigation, including 
the vendor of the affected software.
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C EXAMPLE FOR CAPACITY 
BUILDING AND STAFF SKILLS 
DEVELOPMENT 

This example illustrates how a typical SME can adapt existing positions, build necessary skills, and create sustainable 

SBOM practices without requiring extensive new hires or organisational restructuring. 

 

The programme outlined here assumes a mid-sized software development organisation with 50-100 technical staff. 

Smaller organisations can scale down proportionally, whilst larger enterprises may expand the framework to include 

specialised roles. 

C.1 ROLE ADAPTATION FRAMEWORK 

Core Technical Roles and SBOM Responsibilities 

ROLE CURRENT FOCUS SBOM ADDITIONS 
TIME 

ALLOCATION* 
TRAINING 
PRIORITY 

Cybersecurity 
Implementers (Software 
Developers) 

Code creation, testing 

• SBOM generation during builds 

• Dependency documentation 

• Component versioning 

5-10% of time High 

Cybersecurity 
Architects/ 
Implementers 
(DevOps/DevSecOps 
Engineers) 

Pipeline management, 
deployment 

• Automated SBOM workflows 

• Pipeline integration 

• Validation gates 

15-20% of time Critical 

Cyber Threat 
Intelligence Specialist 
(Cybersecurity 
Analysts) 

Threat monitoring, 
incident response 

• Vulnerability correlation 

• Risk assessment 

• Rapid impact analysis 

20-25% of time Critical 

Cybersecurity Auditor 
(QA Engineers) Testing, quality control 

• SBOM accuracy validation 

• Standards compliance 

• Completeness checks 

10-15% of time Medium 

Cybersecurity Risk 
Manager (Supply Chain 
Specialists) 

Vendor management, 
procurement 

• Third-party risk analysis 

• Component tracking 

• Vendor SBOM requirements 

25-30% of time High 

Chief Information 
Security Officer 
(Technical Project 
Managers) 

Delivery coordination 

• SBOM milestone tracking 

• Compliance monitoring 

• Cross-team coordination 

5-10% of time Medium 

Cybersecurity 
Architects (Systems 
Architects) 

Infrastructure design 

• SBOM storage architecture 

• Integration planning 

• Distribution mechanisms 

10-15% of time Medium 

* Note: The time allocation percentages shown are illustrative examples only and should not be interpreted as recommendations; 

organisations must determine appropriate resource allocations based on their specific circumstances and priorities. 
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C.2 COMPETENCY DEVELOPMENT MATRIX 

Skills Progression by Role 

COMPETENCY 
LEVEL 

SOFTWARE DEVELOPER 
(Cybersecurity 
Implementer) 

DEVOPS ENGINEER 
(Cybersecurity Architect/ 
Implementer) 

SECURITY ANALYST (Cyber 
Threat Intelligence 
Specialist) 

TIME TO 
ACHIEVE* 

Foundation 

• SBOM concepts 

• Format basics 

• Generation tools 

• Pipeline basics 

• Automation concepts 

• Format selection 

• SBOM consumption 

• CVE correlation 

• Risk basics 

1-2 weeks 

Practitioner 

• Build integration 

• Dependency 

management 

• Quality checks 

• Full automation 

• Multi-format support 

• Validation rules 

• Vulnerability mapping 

• VEX creation 

• Tool integration 

4-6 weeks 

Advanced 

• Custom tooling 

• Format optimisation 

• Complex dependencies 

• Pipeline architecture 

• Performance tuning 

• Advanced workflows 

• Threat modelling 

• Supply chain analysis 

• Incident automation 

3-6 months 

Expert 

• Standards contribution 

• Tool development 

• Training others 

• Enterprise architecture 

• Cross-system integration 

• Innovation 

• Strategic risk management 

• Programme leadership 

• Policy development 

12+ months 

* Note: These timelines assume experienced professionals with strong foundational knowledge in their respective domains. Junior staff 

would require additional time to develop prerequisite technical expertise before progressing through SBOM competency levels, 

particularly for Advanced and Expert stages which demand strategic thinking and cross-functional understanding that comes from 

years of professional experience. 

C.3 IMPLEMENTATION TIMELINE EXAMPLE 

The following timelines represent competency development trajectories for experienced engineers operating in small 

team environments, assuming successful first-time implementation without significant rework or organisational 

obstacles. 

Phase 1: Foundation Building (Months 1-2) 

WEEK ACTIVITY PARTICIPANTS DELIVERABLE SUCCESS METRIC 

1-2 SBOM awareness workshops All technical staff Baseline understanding 90% attendance 

3-4 Role-specific training design HR + Technical leads Training plans Plans approved 

5-6 Initial skills assessment All identified roles Skills gap analysis Gaps documented 

7-8 Foundation training delivery Priority groups Basic competency 80% pass assessment 

 

Phase 2: Practical Application (Months 3-4) 

WEEK ACTIVITY PARTICIPANTS DELIVERABLE SUCCESS METRIC 

9-10 Pilot project selection Management team Project identified Pilot approved 

11-12 Hands-on implementation DevOps + Developers First SBOM generated Valid SBOM produced 

13-14 Process refinement All pilot participants Improved workflows Process documented 

15-16 Knowledge sharing Pilot team to others Lessons learned Presentation delivered 

 

Phase 3: Scale and Embed (Months 5-6) 

WEEK ACTIVITY PARTICIPANTS DELIVERABLE SUCCESS METRIC 

17-18 Rollout planning Programme team Expansion strategy Timeline agreed 
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19-20 Team-by-team deployment All development teams Team implementations 50% teams active 

21-22 Quality assurance QA + Security teams Validation processes Standards met 

23-24 Full production All teams Operational capability 100% coverage 

 

Curriculum by Role Group 

MODULE 
DEVELOPERS 
(Cybersecurity 
Implementers) 

DEVOPS 
(Cybersecurity 

Architects/ 
Implementers) 

SECURITY 
(Cyber Threat 
Intelligence  

QA 
(Cybersecurity 

Auditor) 

DURATION 

TRAINING 

SBOM Fundamentals ✓ Required ✓ Required ✓ Required ✓ Required 4 hours 

Generation Techniques ✓ Required ✓ Required ○ Optional ○ Optional 8 hours 

Automation & CI/CD ○ Optional ✓ Required ○ Optional ○ Optional 12 hours 

Vulnerability Management ○ Optional ✓ Required ✓ Required ✓ Required 8 hours 

Quality & Validation ✓ Required ✓ Required ○ Optional ✓ Required 6 hours 

Supply Chain Security ○ Optional ○ Optional ✓ Required ○ Optional 8 hours 

Standards & Compliance ○ Optional ✓ Required ✓ Required ✓ Required 4 hours 

C.4 SUCCESS METRICS AND KPIS 

Programme-Level Metrics 

METRIC TARGET MEASUREMENT METHOD REVIEW FREQUENCY 

Staff Trained 100% of identified roles Training records Monthly 

Competency Achievement 80% at practitioner level Skills assessments Quarterly 

SBOM Coverage 100% of production systems Automated reporting Weekly 

Generation Automation 90% automated Pipeline metrics Monthly 

Compliance Rate 100% for required standards Audit results Quarterly 

 

Individual Performance Indicators 

ROLE KEY PERFORMANCE INDICATOR TARGET IMPACT ON REVIEW 

Developer (Cybersecurity Implementer) SBOMs generated per release 100% Performance metric 

DevOps (Cybersecurity Architect/ Implementer) Pipeline automation rate >95% Primary objective 

QA (Cybersecurity Auditor) SBOM validation pass rate >98% Quality metric 

C.5 LESSONS LEARNED FROM IMPLEMENTATION 

Common Challenges and Mitigations 

CHALLENGE IMPACT SUCCESSFUL MITIGATION PREVENTION STRATEGY 

Resistance to new 
processes 

Slow adoption Demonstrate value through pilot success 
Early stakeholder 
engagement 

Tool complexity User frustration Phased tool introduction, good documentation Start with simple tools 

Time constraints Incomplete training Flexible scheduling, recorded sessions Protected learning time 
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Skill gaps Quality issues Mentoring programme, paired work Gradual complexity increase 

Competing priorities Programme delays Executive sponsorship, clear prioritisation Formal programme status 
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D STAKEHOLDER CATEGORIES 

D.1 SOFTWARE PRODUCERS/MANUFACTURERS 

Software producers create and distribute software products across commercial, open-source, and internal development 

contexts. Their SBOM responsibilities centre on generation, maintenance, and distribution of accurate component 

inventories throughout the development lifecycle. 

 

Primary SBOM Requirements: 

• Generate comprehensive SBOMs capturing all components, dependencies, and build artifacts 

• Maintain version-aligned documentation as software evolves 

• Distribute SBOMs through appropriate channels to downstream consumers 

 

Challenges: 

• Resource allocation for SBOM tooling and process integration 

• Managing multi-language and legacy codebases with incomplete dependency information 

• Coordinating SBOM practices across distributed development teams 

• Addressing format proliferation and customer-specific requirements 

• Balance transparency requirements with intellectual property protection 

D.2 SOFTWARE PROCUREMENT EVALUATOR 

Procurement specialists and technical evaluators utilise SBOMs during software selection, vendor assessment, and 

supply chain risk evaluation. Their focus extends beyond component listing to risk quantification and compliance 

verification. 

 

Primary SBOM Requirements: 

• Assess supply chain transparency and vendor maturity through SBOM completeness 

• Identify licensing obligations and potential conflicts before procurement 

• Evaluate security exposure through known vulnerability correlation 

• Compare offerings using standardised component and dependency metrics 

 

Challenges: 

• Inconsistent SBOM availability across vendors and products 

• Inconsistent information in different SBOM formats 

• Variable quality and completeness of provided documentation 

• Limited expertise for technical SBOM interpretation and risk assessment 

• Integration with existing procurement and risk management frameworks 

• Maintain a variety of import filters to read different SBOM formats, versions and file types within the formats 

D.3 SOFTWARE OPERATORS 

Operational teams maintain production environments where SBOMs enable proactive vulnerability management, 

incident response, and compliance monitoring. Their requirements emphasise actionable intelligence and operational 

integration. 

 

Primary SBOM Requirements: 

• Continuous vulnerability monitoring against deployed component inventories 

• Rapid impact assessment during security incidents and zero-day disclosures 

• Change tracking and configuration management across environments 

• Compliance evidence for audit and regulatory requirements 
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Challenges: 

• Maintaining SBOM accuracy as systems evolve post-deployment 

• Correlating SBOMs with runtime configurations and actual deployment states 

• Managing SBOM data volumes in complex, distributed architectures 

• Integrating SBOM workflows with existing operational tooling 

 

D.4 STANDARDISATION BODIES 

Standards organisations develop and maintain SBOM specifications, ensuring interoperability, consistency, and 

evolution of formats to address emerging requirements. Their work underpins the technical foundation of SBOM 

ecosystems. 

 

Primary SBOM Requirements: 

• Define comprehensive yet implementable data models and schemas 

• Ensure backward compatibility whilst enabling format evolution 

• Balance completeness with practical implementation constraints 

• Facilitate format interoperability and conversion capabilities 

 

Challenges: 

• Achieving consensus across diverse stakeholder requirements 

• Maintaining technology neutrality whilst addressing specific use cases 

• Coordinating with parallel standardisation efforts globally 

• Supporting adoption through reference implementations and tooling 

 

D.5 CYBERSECURITY AGENCIES AND ENTITIES 

National cybersecurity agencies, Computer Security Incident Response Teams (CSIRTs), and vulnerability coordination 

centres utilise SBOMs for threat intelligence, incident coordination, and ecosystem-wide risk assessment. 

 

Primary SBOM Requirements: 

• Aggregate SBOM data for national and sectoral risk visibility 

• Coordinate vulnerability disclosure and remediation across affected parties 

• Develop threat intelligence enriched with component prevalence data 

• Support incident response through rapid impact assessment capabilities 

 

Challenges: 

• Establishing SBOM sharing mechanisms whilst preserving confidentiality 

• Scaling analysis capabilities for ecosystem-wide component monitoring 

• Coordinating international responses across jurisdictional boundaries 

• Balancing transparency requirements with security sensitivity 

 

D.6 SUPPORTING STAKEHOLDERS (ENABLING ECOSYSTEM DEVELOPMENT) 

 

• Lawmakers & Regulators: Establish compliance frameworks driving adoption through regulatory 

requirements and market oversight mechanisms 

• Educators & Academia: Build workforce capabilities through curriculum development, research initiatives, 

and professional certification programmes 

• Tooling & Technology Providers: Deliver technical infrastructure enabling SBOM lifecycle management 

across development, distribution, and consumption phases 

• Industry Associations & SME Support Bodies: Facilitate adoption through sector-specific guidance, shared 

resources, and collective advocacy particularly for resource-constrained organisations 
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E ADDITIONAL INFORMATION 
ABOUT SBOM FORMATS 

E.1 SPDX (SYSTEM PACKAGE DATA EXCHANGE) 

Description and Definition 

The System Package Data Exchange specification is an open standard designed to facilitate the communication of Bill 

of Materials (BOM) information across diverse domains, including software, artificial intelligence (AI), datasets, and 

system components. SPDX enables organizations to document, share, and manage metadata critical to understanding 

and maintaining software supply chains, ensuring transparency, compliance, and security. 

SPDX provides a standardized framework for creating and exchanging detailed metadata about system components, 

their relationships, and associated information. It defines an underlying data model and supports multiple serialization 

formats, enabling interoperability across tools, platforms, and industries. Originally focused on software licensing, 

security, and composition, SPDX 3.0 (a major revision to SPDX 2.2.1, aka free ISO/IEC 5962:2021 – SPDX® 

Specification V2.2.1) has expanded to cover broader areas such as AI models, datasets, and system lifecycle 

information such as build information. 

Structure and Representation 

Supported Formats 

SPDX accommodates multiple data representations to suit different use cases and tooling requirements: 

FORMAT DESCRIPTION PRIMARY USE CASE 

JSON-LD Lightweight JSON-based Linked Data format 
Web applications requiring both human-readable and 
machine-processable data 

Turtle Terse RDF Triple Language with compact syntax Manual editing and human-friendly RDF representation 

N-Triples Line-based RDF format with individual statements Simple processing and streaming applications 

RDF/XML XML-based RDF representation Enterprise systems requiring XML-based workflows 

 

Minimum Compliance Requirements (SPDX 2.x) 

Document Creation Information 

FIELD DESCRIPTION NOTES 

SPDXVersion SPDX specification version e.g., SPDX-2.3 

DataLicense Document licence Typically CC0-1.0 

SPDXID Unique document identifier Must be SPDXRef-DOCUMENT 

DocumentName Human-readable document name Project-specific naming 

DocumentNamespace Unique URI for document identification Often includes UUID or timestamp 

Creator Document creator identification Person, Organisation, or Tool 

Created Creation timestamp ISO 8601 format 

 

Document Creation Information 

https://urldefense.us/v2/url?u=https-3A__www.iso.org_standard_81870.html&d=DwMGaQ&c=Al8V6E3U0yBSSEuVtdZbGtsvjPA49U3WmtZAsdW0D_Q&r=yyf_tMRBY80wjAUP82gpfmv0fTJk5mALsolNn8pXnYc&m=fWUKnqAxeyAI5rgpomdV14h37SDyx6y2NkSPNA1FYf-g5_pOJNeMX34SIjOdA38_&s=DmhKhyDN4mT2fXofsb3dQUdg5N3OKWhr2LrvE5N7ndA&e=
https://urldefense.us/v2/url?u=https-3A__www.iso.org_standard_81870.html&d=DwMGaQ&c=Al8V6E3U0yBSSEuVtdZbGtsvjPA49U3WmtZAsdW0D_Q&r=yyf_tMRBY80wjAUP82gpfmv0fTJk5mALsolNn8pXnYc&m=fWUKnqAxeyAI5rgpomdV14h37SDyx6y2NkSPNA1FYf-g5_pOJNeMX34SIjOdA38_&s=DmhKhyDN4mT2fXofsb3dQUdg5N3OKWhr2LrvE5N7ndA&e=
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FIELD DESCRIPTION REQUIRED VALUES 

PackageName Package identifier Package-specific name 

SPDXID Unique package identifier e.g., SPDXRef-Package 

PackageDownloadLocation Source location URL, NOASSERTION, or NONE 

FilesAnalyzed File analysis status Boolean (true/false) 

LicenseConcluded Determined licence SPDX identifier, NOASSERTION, or NONE 

LicenseDeclared Declared licence(s) As specified by package 

CopyrightText Copyright information Statement or NOASSERTION 

Integrations 

Tooling Ecosystem 

The SPDX standard benefits from comprehensive tooling support across the software development lifecycle: 

• CI/CD Automation: Pipeline integration for automatic SBOM generation and validation 

• Licence Analysis: Codebase scanning for open-source licence detection and compliance verification 

• Security Scanning: Component analysis for vulnerability identification and risk management 

• SBOM Management: Generation, validation, and maintenance of software bills of materials 

• Audit Support: Change tracking, documentation maintenance, and compliance reporting 

Use Cases and Integrations 

Primary Applications 

Licence Compliance 

SPDX enables automated extraction and normalisation of licence metadata across 

source files, third-party packages, and binaries. Integration with tools generates 

SPDX documents representing both declared and discovered licences through 

standardised SPDX Licence Identifiers. This capability supports continuous policy 

enforcement and automated compliance validation within CI/CD pipelines. 

Security Auditing 

Whilst not a vulnerability database itself, SPDX supports critical security metadata 

through fields including PackageVersion, PackageChecksum (SHA-256), and 

ExternalRefs (CPE, PURL, advisory URLs). Vulnerability scanners consume these 

attributes to resolve known CVEs by matching SBOM artefacts against vulnerability 

feeds. SPDX 3.0 further extends capabilities with cryptographic usage description 

and external security metadata support. 

Supply Chain Management 

SPDX documents software artefact relationships through explicit relationship types 

(DEPENDS_ON, CONTAINS, GENERATED_FROM), enabling detailed 

dependency graph construction, transitive risk assessment, and provenance 

tracking. Build system integration via tools enables automatic SBOM generation 

and versioning at each pipeline stage. 

Advantages and Disadvantages 

Strengths 

Standards-Based and ISO Certified 

Formalisation ensures suitability for regulated industries and 

compliance-critical workflows, with wide recognition guaranteeing 

long-term viability and tooling support. 

Machine-Readable and Extensible Schema 

Fully schema-driven documents (JSON Schema and RDF 

vocabularies) facilitate robust integration with automation 

pipelines, security tools, and compliance engines. 

Fine-Grained Relationship Modelling 
Rich relationship types enable detailed software component 

interaction modelling beyond typical CycloneDX capabilities. 
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Comprehensive Tool Ecosystem 

Broad language and platform support across Python (PyPI), Java 

(Maven), JavaScript (npm), Go (modules), and containers (OCI) 

through numerous open-source and commercial tools. 

Licence-Centric Design 

Unique strength in licence analysis through the SPDX Licence 

List, expression support (e.g., MIT AND Apache-2.0), and dual 

declared/detected licence fields, establishing SPDX as the 

standard for open-source legal compliance. 

 

Limitations 

Steeper Learning Curve 

The standard's flexibility and depth require understanding of 

specification details, ontology concepts (for RDF), and precise field 

usage. Oversimplification risks incomplete or incorrect SBOMs. 

Verbosity and File Size 

Documents, particularly in RDF/XML or detailed tag-value format, 

can become verbose and large, potentially impacting parsing and 

transmission in resource-constrained environments. 

Fragmented Validation Tooling 

Whilst supporting strict schema validation, the validation 

ecosystem lacks the unity found in formats like CycloneDX, which 

benefits from better IDE and editor support through JSON and XML 

Schema. 

Limited Runtime and Vulnerability Focus 

Historically emphasised licensing and provenance over runtime 

properties (environment context, runtime dependencies, platform 

compatibility), though SPDX 3.0 addresses these gaps. 

Summary 

SPDX excels in environments requiring comprehensive licence compliance, detailed provenance tracking, and 

standards-based documentation. The format proves most suitable for: 

• Organisations with significant open-source dependencies requiring licence compliance 

• Regulated industries needing ISO-standardised SBOM formats 

• Complex software supply chains requiring detailed relationship modelling 

• Projects prioritising long-term tooling support and format stability 

 

Consider alternative formats when rapid implementation, minimal learning curve, or runtime-focused metadata takes 

precedence over comprehensive licence and provenance documentation. 

 

It's worth noting that work is currently underway to extend the standard to include AI. 

E.2 CYCLONEDX 

Description and Definition 

CycloneDX is a lightweight, security-focused Software Bill of Materials standard developed and maintained by the 

OWASP Foundation. Originally designed to address application security requirements, CycloneDX has evolved into a 

mature specification supporting comprehensive software supply chain use cases. 

 

The standard enables precise, machine-readable tracking of software components, dependencies, vulnerabilities, and 

security metadata. Core security-centric capabilities include cryptographic hash integrity (SHA-256, SHA-1, MD5), 

native VEX (Vulnerability Exploitability eXchange) support, comprehensive dependency graphs, component provenance 

and pedigree tracking, licensing and copyright documentation, and component evidence such as source files and 

compilation flags. 

 

The format supports the complete SBOM lifecycle from generation and distribution through to security tool ingestion. 

CycloneDX follows an open standardisation process with active community and vendor participation, including support 

from industry leaders. 

Structure and Representation 
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Supported Formats 

CycloneDX provides structured, machine-readable specifications with strong component-level granularity and security-

relevant metadata: 

FIELD DESCRIPTION REQUIRED VALUES 

JSON Most widely adopted format, fully schema-validated Automation pipelines and API interactions 

XML Traditional structured format 
Environments requiring strong schema validation 
or legacy system integration 

Protocol Buffers Compact binary serialisation 
High-performance environments requiring efficient 
data transmission 

CSV Basic tabular format (limited features) Simple reporting and data ingestion scenarios 

 

Minimum Structure Requirements 

Core Components 

FIELD DESCRIPTION REQUIRED VALUES 

Metadata Block Creation timestamp, tool/vendor, specification version Document identification and versioning 

Component List Name, version, type (library/application) Software inventory baseline 

Hashes SHA-256, SHA-1, MD5 Cryptographic integrity verification 

Dependencies Directed graph relationships (recommended) Transitive dependency mapping 

Licences SPDX-compatible expressions or names Legal compliance tracking 

External References Repository links, advisories, documentation Additional context and resources 

 

Extended Elements 

CycloneDX supports advanced capabilities through optional elements: 

ELEMENT FUNCTION SECURITY BENEFIT 

VEX Objects 
Convey exploitability status (not affected, under 
investigation) 

Reduces false positives in vulnerability workflows 

Services 
Runtime service descriptions (microservices, cloud 
functions) 

Operational visibility in distributed systems 

Compositions Build-time component relationships Supply chain transparency 

Formulations Links between build instructions and artefacts Build provenance tracking 

Properties Custom organisational metadata Domain-specific requirements 

 

The specification maintains versioned schemas (currently 1.5 as of mid-2025) with strict validation, enabling static 

analysis, policy enforcement, and secure platform ingestion. 

Use Cases and Integrations 

Primary Applications 

Vulnerability Management 

CycloneDX enables precise software artefact correlation against vulnerability databases through detailed component 

descriptions including versioning, cryptographic hashes, and unique identifiers (Package URL, CPE). Native VEX 

support provides contextual vulnerability status information, indicating whether components are affected, under 

analysis, or not exploitable within specific environments. This contextualisation significantly reduces false positives 

and improves triage efficiency. 
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Dependency Analysis and Risk Assessment 

Explicit dependency graph modelling enables deep transitive dependency tracing, critical for identifying inherited risks, 

redundant components, and potential failure points in complex systems. Pedigree metadata tracking (source lineage, 

forks, modifications) and composition declarations provide comprehensive build-time relationship visibility and 

software provenance documentation. 

 

Software Supply Chain Automation 

Optimised for DevSecOps and CI/CD pipeline integration, CycloneDX's strict schemas and lightweight format facilitate 

automated validation, policy enforcement, and orchestration system ingestion. Documents can be generated at build-

time, embedded within container images or artefacts, and transmitted alongside deployments for continuous security 

assessment. 

 

Runtime and Service Visibility 

Beyond static component inventories, the specification describes runtime services and operational context including 

networked services, exposed APIs, and operational dependencies. This capability proves particularly valuable for 

cloud-native architectures and zero-trust environments requiring comprehensive operational awareness. 

Advantages and Disadvantages 

Strengths 

Security-Centric Design 

Purpose-built for security use cases with native support for cryptographic hashes, vulnerability identifiers, dependency 

graphs, and exploitability context via VEX. Particularly effective for vulnerability triage and threat exposure analysis. 

 

Compact and Efficient Encoding 

JSON and XML schemas minimise redundancy whilst ensuring high-performance transmission and parsing, benefiting 

large-scale or resource-constrained environments including edge devices and CI/CD systems. 

 

Extensibility and Modularity 

Structured extensibility through custom properties and versioned schema evolution allows complexity scaling based 

on environmental needs without introducing breaking changes. 

 

Rich Dependency Modelling 

Built-in explicit dependency graphs enable accurate attack surface estimation, impact analysis, and root-cause tracing 

during security incidents or misconfigurations. 

 

Operational Metadata Support 

Describes deployed services, runtime behaviours, and inter-component relationships, facilitating integration with 

deployment orchestrators and runtime observability systems. 

 

Limitations 

Limited Licensing Semantics 

Whilst supporting licence declarations, capabilities for complex licence expressions, dual licensing, or licence 

discovery lack the comprehensiveness of licence-centric standards, potentially limiting legal compliance workflow 

suitability. 

 

Partial Ecosystem Maturity 

Support across certain legacy build systems or programming ecosystems may require additional customisation or 

manual mapping to fit organisational processes. 

 

Evolving Specification 

Active development and rapid feature expansion necessitate regular adaptation of validation logic and compatibility 

layers to support newer schema versions. 
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Reduced Human Readability 

Prioritisation of machine-readability and security fidelity over manual auditability may challenge workflows requiring 

human SBOM data inspection. 

Summary 

CycloneDX proves most suitable for organisations prioritising security and vulnerability management within their 

software supply chains. The format excels in: 

• Security-focused environments requiring comprehensive vulnerability tracking and management 

• DevSecOps pipelines needing lightweight, efficient SBOM generation and consumption 

• Cloud-native and microservices architectures requiring runtime service visibility 

• Organisations seeking active threat exposure analysis and rapid vulnerability response 

• Systems requiring cryptographic integrity verification and supply chain attestation 

 

Consider CycloneDX when security considerations outweigh licensing complexity, when integration with modern 

security tooling is paramount, or when operational runtime visibility complements static component analysis. The 

format's OWASP backing and security-first design make it ideal for organisations with mature security programmes 

seeking actionable vulnerability intelligence. 

 

It's worth noting that work is currently underway to extend the standard to include AI. 
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F DETAILED MAPPING AND 
COMPATINILITY BETWEEN 
FORMATS 

SBOM format mapping represents a fundamental challenge in supply chain transparency: maintaining semantic integrity 

whilst translating between heterogeneous schemas. Each format - SPDX, CycloneDX - embodies different design 

philosophies, data models, and use cases, making perfect translation impossible in most scenarios. 

 

Successful format conversion requires understanding three key aspects: which data elements map directly, what 

information requires transformation, and what capabilities are lost in translation. This knowledge enables informed 

decisions about format selection, toolchain design, and data retention strategies. 

F.1 COMPATIBILITY OVERVIEW 

Format Translation Fidelity Matrix 

SOURCE → TARGET SPDX → CycloneDX CycloneDX → SPDX 

Core Metadata ✅ High (95%) ✅ High (95%) 

Dependencies ✅ High (90%) ✅ High (90%) 

Licensing ⚠️ Medium (75%) ✅ High (85%) 

Vulnerabilities ✅ High (95%) ✅ High (95%) 

Cryptographic Hashes ✅ High (100%) ✅ High (100%) 

Build Provenance ⚠️ Medium (70%) ✅ High (85%) 

F.2 CORE FIELD MAPPING 

Component Identification 

CONCEPT SPDX 2.3 CycloneDX 1.5 MAPPING COMPLEXITY 

Unique Identifier SPDXID bom-ref Simple - Direct UUID/URI mapping 

Name name components.name Simple - Direct string mapping 

Version versionInfo components.version Simple - String preservation 

Package URL externalRefs.referenceLocator components.purl Complex - Requires extraction/construction 

CPE externalRefs (CPE type) components.cpe Medium - Format validation required 
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Supplier and Origin Information 

CONCEPT SPDX 2.3 CycloneDX 1.5 DATA LOSS RISK 

Supplier supplier supplier Low - Semantic equivalence 

Manufacturer originator manufacturer Low - Role mapping required 

Author creator author Medium - Multiple authors challenge 

Publisher annotations publisher Medium - May require enrichment 

 

Licensing Information 

CONCEPT SPDX 2.3 CycloneDX 1.5 MAPPING COMPLEXITY 

Declared License licenseDeclared licenses.license SPDX → CDX: Expression flattening required 

Concluded 
License 

licenseConcluded licenses.license (primary) CDX → SPDX: Single to multiple mapping 

License Text extractedLicenseInfo licenses.license.text Full preservation possible 

License URL licenseReference licenses.license.url Direct mapping 

Complex 
Expressions 

Full SPDX expression 
syntax 

Limited support Major loss - Requires simplification 

 

Dependency Relationships 

RELATIONSHIP TYPE SPDX REPRESENTATION CycloneDX REPRESENTATION FIDELITY 

Direct Dependency DEPENDS_ON dependencies.dependsOn ✅ HIGH 

Build Dependency BUILD_DEPENDENCY_OF Build profile extension ⚠️ MEDIUM 

Test Dependency TEST_DEPENDENCY_OF scope=test ⚠️ MEDIUM 

Optional Dependency OPTIONAL_DEPENDENCY_OF scope=optional ✅ HIGH 

Dynamic Link DYNAMIC_LINK Not native ❌ LOW 

Static Link STATIC_LINK Not native ❌ LOW 

F.3 INFORMATION LOSS SCENARIOS 

Critical Data Loss During Conversion 

CONCEPT SPDX 2.3 MAPPING COMPLEXITY 

SPDX → CycloneDX: Complex license 
expressions 

Legal compliance risk Maintain original SPDX alongside converted format 

CycloneDX → SPDX: Service components Incomplete inventory Annotate with custom properties 

SPDX → CycloneDX: Snippet-level data Precision loss Use extensions or maintain dual formats 

 

Format-Specific Capabilities 

 

Features Unique to SPDX 

• File and snippet-level licensing 

• Complex relationship types 

• Annotation system 
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• Package verification codes 

• AI training data provisions (3.0+) 

 

Features Unique to CycloneDX 

• Service components 

• Hardware components 

• Composition completeness 

• Vulnerability extensions (VEX/VDR) 

• Formulation (manufacturing instructions) 

 

Conversion Pipeline Architecture 
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G TOOLS FOR CONVERTING AND 
TRANSLATING BETWEEN SBOM 
STANDARDS  

Format conversion tools serve as critical infrastructure in heterogeneous SBOM ecosystems, enabling interoperability 

between different standards whilst attempting to preserve semantic integrity. However, fundamental differences in 

format philosophies, data models, and feature sets create inherent conversion challenges that no tool can fully resolve. 

 

Understanding both required capabilities and inherent limitations enables informed decisions about conversion 

strategies, tool selection criteria, and risk mitigation approaches. This section provides comprehensive evaluation 

frameworks and practical guidance for implementing format translation in production environments. 

G.1 TOOL CATEGORIES AND CHARACTERISTICS 

Understanding Tool Categories 

The SBOM conversion tool landscape comprises distinct categories, each designed for specific use cases, 

organisational contexts, and technical requirements. Understanding these categories helps SMEs identify which type of 

solution aligns with their needs, budget, and technical maturity. 

 

Purpose of These Tables:  

The following categorisation tables serve three critical functions: 

1. Selection Guidance - Help you identify which category matches your requirements 

2. Comparison Framework - Enable evaluation of different approaches against your constraints 

3. Decision Support - Highlight trade-offs between capability, cost, and complexity 

 

How to Use These Tables: 

• Step 1: Assess your organisation's primary needs (compliance, speed, integration, cost) 

• Step 2: Review categories to identify those matching your priorities 

• Step 3: Evaluate strengths against limitations for your specific context 

• Step 4: Consider deployment models compatible with your infrastructure 

• Step 5: Use the "Suitable For" column to validate fit 

 

Enterprise and Commercial Solutions 

CATEGORY TYPICAL FEATURES STRENGTHS LIMITATIONS 
DEPLOYMENT 
MODEL 

Full Platform 
Solutions 

• Multi-format support 

• API automation 

• Compliance mapping 

• Audit trails 

• Enterprise 

integration 

• Professional support 

• SLA guarantees 

• Regular updates 

• Licensing costs 

• Vendor lock-in 

• Complex setup 

• Resource overhead 

SaaS/On-
premises/Hybrid 

Repository-
Integrated Tools 

• Native SCM 

integration 

• Policy enforcement 

• Automated scanning 

• Seamless workflow 

• Existing 

infrastructure 

• Centralised 

management 

• Limited format support 

• Repository-specific 

• Scaling costs 

Embedded/Plugin 

Security-Focused 
Platforms 

• Vulnerability 

enrichment 

• Risk scoring 

• Remediation tracking 

• Security context 

• Threat intelligence 

• Compliance 

reporting 

• Security bias 

• Simplified outputs 

• Limited customisation 

SaaS-primary 
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When to consider enterprise solutions: 

• Regulatory compliance requirements demand audit trails 

• Budget permits licensing costs (typically £10,000-100,000 annually) 

• Organisation requires vendor accountability and SLAs 

• Technical support needed for implementation and maintenance 

• Integration with existing enterprise systems essential 

 

Open-Source Solutions 

CATEGORY 
TYPICAL 
CHARACTERISTICS 

ADVANTAGES CHALLENGES SUITABLE FOR 

Reference 
Implementations 

• Standards-

compliant 

• Full specification 

support 

• Active 

maintenance 

• Authoritative 

interpretation 

• Community support 

• No licensing fees 

• Performance 

limitations 

• Complex deployment 

• Limited features 

Standards validation 

Lightweight Converters 

• Single-purpose 

• Minimal 

dependencies 

• Fast execution 

• Easy deployment 

• Low resource usage 

• Simple integration 

• Feature limitations 

• Basic conversions 

• Limited validation 

Quick conversions 

Framework-Based Tools 

• Extensible 

architecture 

• Plugin support 

• Multiple formats 

• Customisable 

• Community plugins 

• Flexible deployment 

• Complex configuration 

• Maintenance burden 

• Variable quality 

Custom workflows 

Experimental/Research 
Tools 

• Novel approaches 

• Advanced features 

• Graph-based 

processing 

• Cutting-edge 

capabilities 

• Academic backing 

• Innovation potential 

• Stability concerns 

• Limited support 

• Documentation gaps 

Research/Evaluation 

 

When to consider Open-Source Solutions: 

• Budget constraints prohibit commercial licensing 

• Internal technical expertise available for support 

• Flexibility and customisation more important than support 

• Willing to contribute to community development 

• Can accept community-based support timelines 

 

Maturity Progression Path 

Most successful SMEs follow this tool evolution: 

1. Initial Stage: Lightweight converters for proof of concept 

2. Growth Stage: Repository-integrated for developer adoption 

3. Maturity Stage: Enterprise or framework-based for scale 

4. Optimisation Stage: Mixed approach using best tool for each use case 

G.2 REQUIRED CAPABILITIES ASSESSMENT 

Core Functional Requirements 

CAPABILITY PRIORITY EVALUATION CRITERIA MINIMUM ACCEPTABLE STANDARD 

Format Support Critical 

• Number of formats supported 

• Version compatibility 

• Bidirectional conversion 

At least 2 major formats with current versions 

Data Fidelity Critical 

• Field preservation rate 

• Relationship integrity 

• Metadata retention 

>85% critical field preservation 
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Validation High 

• Input validation 

• Output verification 

• Error reporting 

Schema validation for input and output 

Performance Medium 

• Processing speed 

• Memory efficiency 

• File size limits 

Handle 10,000+ components without failure 

Integration High 

• API availability 

• CLI support 

• Automation readiness 

Programmatic interface required 

Extensibility Medium 

• Custom field handling 

• Plugin architecture 

• Format evolution 

Support for format extensions 

 

Advanced Feature Requirements 

FEATURE CATEGORY COMPONENTS BUSINESS VALUE IMPLEMENTATION COMPLEXITY 

Streaming Processing 

• Incremental parsing 

• Memory-bounded operations 

• Large file support 

• Enables processing of 

massive SBOMs 
High - Requires architectural changes 

Semantic Preservation 

• License expression mapping 

• Relationship type conversion 

• Annotation preservation 

• Maintains legal and 

technical accuracy 
High - Complex mapping logic 

Merge Capabilities 

• Duplicate detection 

• Conflict resolution 

• Graph combination 

• Supports multi-source 

scenarios 
Medium - Requires identity resolution 

Quality Metrics 

• Completeness scoring 

• Conversion loss tracking 

• Compliance checking 

• Provides conversion 

confidence 
Low - Post-processing addition 

 



 SBOM LANDSCAPE ANALYSIS 
Public Draft | 1.2 | DECEMBER 2025 

 
77 

 

H SBOM VALIDATION AND QUALITY 
CHECKLIST 
 

This operational checklist provides rapid verification points for SBOM integrity throughout the software lifecycle. Each 

checkpoint addresses specific risks and ensures continuous quality assurance beyond initial generation. 

H.1 PRE-DEPLOYMENT VALIDATION GATE 

Cryptographic Integrity 

☐ Digital signature verification - Validate signatures against authorised certificates with revocation checking  

☐ Hash consistency - Confirm component hashes match repository checksums  

☐ Certificate chain validation - Verify complete trust path to root authority  

☐ Timestamp verification - Ensure signatures remain within validity periods 

 

Data Freshness Requirements 

☐ Generation currency - SBOM created within acceptable timeframe of build completion  

☐ Vulnerability data synchronisation - Correlation databases updated within last 24 hours  

☐ Component version accuracy - Declared versions match actual deployed binaries  

☐ Dependency resolution timestamp - Transitive dependencies resolved at build time 

 

Structural Completeness 

☐ Mandatory field presence - All required elements per chosen standard populated  

☐ Dependency graph integrity - No orphaned components or circular references  

☐ Identifier uniqueness - Package URLs and component IDs non-conflicting  

☐ Relationship consistency - Parent-child relationships bidirectionally valid 

H.2 RUNTIME VERIFICATION POINTS 

Continuous Monitoring Checks 

☐ Deployment correlation - SBOMs match runtime container manifests  

☐ Dynamic dependency tracking - Runtime-loaded components are documented  

☐ Configuration drift detection - Actual state aligns with documented baseline  

☐ Service endpoint validation - API and microservice dependencies current 

 

Operational Health Indicators 

☐ Update frequency compliance - SBOMs refreshed per defined triggers  

☐ Storage integrity - Repository checksums verify SBOM immutability  

☐ Access audit trails - Consumption and modification logs maintained  

☐ Distribution channel availability - Authorised consumers can retrieve SBOMs 

H.3 PERIODIC QUALITY ASSESSMENT 

Monthly Verification Cycle 

☐ Format specification compliance - Validate against latest schema versions  

☐ Completeness metrics achievement - Coverage ratios meet defined thresholds  

☐ Cross-reference accuracy - External identifiers resolve correctly  

☐ Licence obligation tracking - Copyleft compliance verified 

 

Quarterly Deep Validation 

☐ Transitive dependency audit - Full tree traversal and verification  
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☐ Component provider accuracy / Supplier data accuracy - Component origins and authorship confirmed  

☐ Cryptographic algorithm review - Signing mechanisms remain acceptable  

☐ Retention policy compliance - Historical versions appropriately preserved 

H.4 INCIDENT RESPONSE VALIDATION 

Zero-Day Discovery Response 

☐ Rapid retrieval capability – Component repository accessible within minutes  

☐ Component search functionality - Query mechanisms operational  

☐ Version precision - Sufficient detail for vulnerability correlation  

☐ Update propagation tracking - Changes reflected across distribution points 

 

Post-Incident Review 

☐ SBOM accuracy assessment - Validate completeness revealed during incident  

☐ Response time measurement - Document retrieval and analysis duration  

☐ Gap identification - Missing components or relationships discovered  

☐ Process improvement capture - Lessons learned documented 

H.5 CRITICAL CONTROL POINTS 

Non-Negotiable Requirements 

These validation points represent minimum acceptable standards for operational SBOM deployment: 

☐ Authenticity - Cryptographic proof of origin through valid signatures  

☐ Integrity - Hash verification confirms no tampering  

☐ Currency - Generation within defined freshness windows  

☐ Accessibility - Retrieval mechanisms function under stress  

☐ Completeness - Minimum required fields populated  

☐ Accuracy - Component versions match deployment reality 

 

Essential checks for resource-constrained organisations: 

☐ Format validity - Document parseable and schema-compliant 

☐ Component identification - Critical components identifiable 

☐ Version accuracy - Versions match deployment 

☐ Basic signature - SBOM authenticity verified 

H.6 VALIDATION TOOLCHAIN REQUIREMENTS 

Automated Verification Capabilities 

• Schema validation engines processing multiple format specifications 

• Cryptographic verification libraries supporting required algorithms 

• Graph analysis capabilities for relationship validation 

• Hash computation and comparison mechanisms 

• Timestamp verification against authoritative sources 

• Certificate revocation checking infrastructure 

 

Manual Review Triggers 

• Business-critical component changes 

• Vendor-supplied SBOM receipt 

• Pre-audit preparation cycles 

• Suspicious validation failures 

• Quality metric degradation 

• Incident response scenarios 
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Validation Failure Response Matrix 

• Schema validation failure → Block deployment, generate error report 

• Signature verification failure → Escalate to security team, quarantine SBOM 

• Completeness below threshold → Trigger manual review, notify development team 

• Currency violation → Initiate immediate regeneration, log deviation 

• Hash mismatch → Investigate tampering, invoke incident response 

H.7 PIPELINE INTEGRATION CHECKPOINTS 

Build Pipeline Integration 

☐ Pre-build dependency verification enabled 

☐ Build-time generation hooks configured 

☐ Post-build validation gates operational 

☐ Artifact signing automation functional 

 

Deployment Pipeline Integration 

☐ Pre-deployment SBOM retrieval automated 

☐ Runtime verification APIs accessible 

☐ Rollback triggers linked to validation failures 

☐ Monitoring dashboards displaying SBOM metrics 

 

This checklist serves as an operational companion to the comprehensive validation frameworks detailed in Sections 

2.2.4 (Validation and Signing) and 2.3.3 (SBOM Quality), providing rapid assessment capability whilst maintaining 

rigorous quality standards. 
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I CI/CD INTEGRATION EXAMPLES  
 

Effective SBOM integration requires systematic embedding within existing development workflows. This section 

demonstrates practical implementation using open-source tools suitable for commercial use. 

 

Minimum Viable Setup Using Syft 

These are command-line instructions to install a free SBOM generator and create your first SBOM: 

# Install Syft (open-source SBOM generator) 

curl -sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh | sh -s -- -b /usr/local/bin 

 

# Generate SBOM from current directory 

syft . -o spdx-json > sbom.spdx.json 

 

# Generate CycloneDX format 

syft . -o cyclonedx-json > sbom.cyclonedx.json 

 

STEP-BY-STEP PIPELINE INTEGRATION 

 

Follow these six sequential steps to integrate SBOM generation into your CI/CD pipeline. 

 

Step 1: Choose Integration Point 

Identify where in your build pipeline the SBOM should be generated - typically after dependencies are resolved but 

before final packaging: 

 

1. Build pipeline stages: 

2. Compile code 

3. Run tests 

4. Generate SBOM 

5. Package application 

6. Deploy 

 

Step 2: Configure Generation Tool 

Install your chosen SBOM generator - these are command-line instructions for your build server: 

bash 

# Option A: Install Syft (works for any language/framework) 

curl -sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh | sh -s -- -b /usr/local/bin 

 

# Option B: Install language-specific tools 

npm install -g @cyclonedx/cyclonedx-npm # For Node.js projects 

pip install cyclonedx-bom # For Python projects 

mvn org.cyclonedx:cyclonedx-maven-plugin # For Java/Maven projects 

 

Step 3: Add Pipeline Stage 

Create a dedicated stage in your pipeline configuration: 

 

FOR GITHUB USERS - create file: .github/workflows/sbom.yml 

name: Generate SBOM 

on: 

 push: 

 branches: [ main ] 

jobs: 

 sbom: 

 runs-on: ubuntu-latest 

 steps: 

 - uses: actions/checkout@v3 
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 - name: Generate SBOM 

 run: | 

 # Install and run Syft 

 curl -sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh | sh -s -- -b . 

 ./syft . -o spdx-json > sbom.json 

 

FOR GITLAB USERS - add to file: .gitlab-ci.yml 

generate-sbom: 

 stage: sbom 

 script: 

 # Install and run Syft 

 - curl -sSfL https://raw.githubusercontent.com/anchore/syft/main/install.sh | sh -s -- -b . 

 - ./syft . -o spdx-json > sbom.json 

 

Step 4: Set Trigger Conditions 

Define when SBOM generation should occur - modify your chosen platform's configuration: 

 

FOR GITHUB - in .github/workflows/sbom.yml, modify the 'on' section: 

on: 

 push: 

 branches: [ main, release/* ] # Run on main and release branches 

 pull_request: 

 branches: [ main ] # Run on pull requests to main 

 release: 

 types: [ created ] # Run when creating releases 

 

FOR GITLAB - in .gitlab-ci.yml, add rules: 

generate-sbom: 

 rules: 

 - if: '$CI_COMMIT_BRANCH == "main"' # Only main branch 

 - if: '$CI_COMMIT_TAG' # Or tagged releases 

 - if: '$CI_PIPELINE_SOURCE == "merge_request_event"' # Or merge requests 

 

Step 5: Define Output Location 

Specify where the generated SBOM should be stored: 

 

FOR GITHUB - In .github/workflows/sbom.yml, add artifact upload: 

- name: Generate SBOM 

 run: ./syft . -o spdx-json > sbom.json 

 

- name: Upload SBOM as artifact 

 uses: actions/upload-artifact@v3 

 with: 

 name: sbom-${{ github.sha }} 

 path: sbom.json 

 retention-days: 90 

 

FOR GITLAB - In .gitlab-ci.yml, add artifacts section: 

generate-sbom: 

 script: 

 - ./syft . -o spdx-json > sbom.json 

 artifacts: 

 name: "sbom-${CI_COMMIT_SHA}" 

 paths: 

 - sbom.json 

 expire_in: 90 days 

 

Step 6: Implement Basic Validation 

Add validation to ensure the SBOM is complete and correctly formatted: 
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Validation script (works on any Linux-based platform) - add to your pipeline: 

# Basic validation commands 

echo "Validating SBOM..." 

 

# Check file exists and has content 

if [ ! -s sbom.json ]; then 

 echo "ERROR: SBOM file is empty or missing" 

 exit 1 

fi 

 

# Verify it's valid JSON 

if ! jq empty sbom.json 2>/dev/null; then 

 echo "ERROR: SBOM is not valid JSON" 

 exit 1 

fi 

 

# Check for required fields (SPDX format) 

if ! jq -e '.spdxVersion' sbom.json >/dev/null 2>&1; then 

 echo "ERROR: Missing SPDX version" 

 exit 1 

fi 

 

# Ensure it contains components/packages 

COUNT=$(jq '.packages | length' sbom.json) 

if [ "$COUNT" -eq "0" ]; then 

 echo "WARNING: SBOM contains no packages" 

fi 

 

echo "SBOM validation passed!" 

 

Quick Reference 

Platform File Location File Name 

GitHub Actions Create folder .github/workflows/ in your repository 

root 

Any name ending in .yml (e.g., sbom.yml) 

GitLab CI Repository root directory Must be named .gitlab-ci.yml 

Jenkins Repository root directory Jenkinsfile (no extension) 

Azure DevOps Repository root directory azure-pipelines.yml 

Bitbucket Repository root directory bitbucket-pipelines.yml 

CircleCI Create folder .circleci/ in repository root config.yml 

 

 

 



 

 

 

 

 

 

ABOUT ENISA 

The European Union Agency for Cybersecurity, ENISA, is the Union’s agency dedicated to 

achieving a high common level of cybersecurity across Europe. Established in 2004 and 

strengthened by the EU Cybersecurity Act, the European Union Agency for Cybersecurity 

contributes to EU cyber policy, enhances the trustworthiness of ICT products, services and 

processes with cybersecurity certification schemes, cooperates with Member States and EU 

bodies, and helps Europe prepare for the cyber challenges of tomorrow. Through knowledge 

sharing, capacity building and awareness raising, the Agency works together with its key 

stakeholders to strengthen trust in the connected economy, to boost resilience of the Union’s 

infrastructure, and, ultimately, to keep Europe’s society and citizens digitally secure. More 

information about ENISA and its work can be found here: www.enisa.europa.eu. 

 

 


