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1. About this document

This companion document accompanies the main NIS Investments 2025 report and presents all
responses collected through the study’s survey. It is designed to complement the report’s
analytical findings by providing a detailed, visual overview of the underlying data.

Through a series of charts, this companion document enables readers to explore how the broader
insights highlighted in the main report manifest across the organisations surveyed — both
within individual Member States and across the different sectors covered by the study.

By offering this level of granularity, this document allows readers to examine patterns and variations
in cybersecurity practices, challenges, and levels of preparedness in greater depth. It is intended as a
resource for policymakers, regulators, and practitioners seeking to better understand the context
behind the study’s findings and to support evidence-based decision-making
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2. Member State view

21 IT spending

Survey Question: What was your organisation’s estimated IT budget or spending in Euros for 2024
(including CAPEX and OPEX for hardware, software, internal personnel, contractors, and outsourcing

spending)?
Median (EUR million)
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Finland
50
3 Estonia
Sweden
8 Latvia
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31
Denmark
Ireland
Netherlands 41 25
54
_ Poland
Belgium/ 38 Germany &
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Figure 1 - IT spending per Member State (median values)
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2.2 IT spending as a share of revenues

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an
organisation’s revenue that is allocated to IT.

Median (%)
4.7
Finland
5
Sweden 6 Estonia
5 Latvia
Al 5.5 Lithuania
5 Denmark
Ireland
Netherlands' 4.8 4
4.9
- Poland
Belgium 5.1 Germany 44
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Austria 4.8
5 Hungary 4.8
4.4 Slovenia 5.5 Romania
France 5 Croatia
5.8
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5.3 5 5
Spain Italy
Portugal 5.5
Graees 5.3 Cyprus
6.2 Malta

Figure 2 - IT spending as a share of revenues
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2.3 IS spending

Survey Question: What was your organisation’s estimated Information Security budget or spending in
Euros for 2024 (including CAPEX and OPEX for hardware, software, internal personnel, contractors,
and outsourcing spending)?

Median (EUR million)

3
2.7
Finland
Sweden
0.3 Estonia
0.6 Latvia
. 1 Lithuania
25
Denmark
2
Ireland Netherlands 2.7
5 Poland
Belgium 2.6 1
0.8 ©ermany ' Czechia 1.2 Slovakia
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Austria 2.5 0.9 Hungary 15
6.9 Slovenia 0.9 1.2 Croatia Romania
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5.8 Bulgaria
5.5
19 ltaly
Spain ;
Portugal Greece
0.5 Cyprus
0.4 -Malta

Figure 3 - IS spending per Member State (median values)
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24 Outcomes attained via cybersecurity investment in 2024

NIS INVESTMENTS 2025

Survey Question: Which of the following outcomes has your organisation achieved as a result of its cybersecurity investments in the past year?

(Select up to three)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.

16%

19%
8% 11%

= 0 : y - 6%
o 5% 5: 5% 19 [P 7% o 7% 6% I 2% I G * U 4% o
[ 196 4% 2% 1% 4% 0% 2% 1% 19 3% 1% 19% 1% 29 2% 4%
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid.uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia
Republic of Cyprus

Il Better identification and mitigation of risks

I Don't know

[ Enhanced visibility of IT/OT assets and their security posture

[l Faster detection of incidents

Il Fewer incidents caused by human error

[ Improved incident response and recovery capabilities

Il Improved regulatory compliance status

Il Increased efficiency in cybersecurity operations (e.g. through automation; patching)
Il No measurable improvements observed yet

Figure 4 - Outcomes attained via cybersecurity investment in 2024, per Member State

2.5 Key cybersecurity investment drivers for 2024

8%
. Ak 4%

Spain  Sweden

Survey Question: In the past year, which of the following has most significantly driven cybersecurity investment in your organisation? (Select up

to 3)
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Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.
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Il Customers’ security requirements [0 Proactive risk mitigation and damage prevention (reputational or financial)

M Digital transformation programs Il Regulatory compliance requirements (e.g. NIS2 DORA CRA)
[ Executive/board requests I Response to past cyber incidents or near misses
[ Geopolitical threats Il Supply chain security requirements

M Insurance requirements or conditions

Figure 5 - Key cybersecurity investment drivers for 2024, per Member State

2.6 Targeted outcomes of cybersecurity investment in the coming year

Survey Question: Which of the following outcomes are you primarily targeting with your cybersecurity investments in the coming year? (Select up
to three)

11
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Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.
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Il Achieving or improving compliance with cybersecurity regulations 771 Improving supply chain cybersecurity risk management
I Don't know I ncreasing efficiency or automation in cybersecurity processes
[ Enhancing cyber resilience I investing in people working on cybersecurity
] Implementing or upgrading cybersecurity technology and tools I No clear outcomes targeted yet

Il Improving organisational cybersecurity awareness and training

Figure 6 - Targeted outcomes of cybersecurity investment in the coming year, per Member State
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2.7 ITFTEs

Survey Question: What was your organisation’s estimated number of IT FTEs for 2024 including
internal staff and contractors?

Median
158
Finland
135
Sweden
13 Estonia
24 Latvia
85 28 Lithuania
* Denmark
Ireland
77
Netherlands 138
225 Poland
Belgium | 155
Germany 39
Luxembourg 37 C2schia ey
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Slovenia 32 | ©8 Croatia Romania
France
37
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- Italy
Portugal Spain o
Greece
16+ Cyprus
24 “Malta

Figure 7 - IT FTEs per Member State (median values)
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2.8

IS FTEs

Survey Question: What was your organisation’s estimated number of Information Security FTEs for

2024 including internal staff and contractors?

8
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14

Median (%)

7
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Netherlands 11
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20
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5
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Figure 8 - IS FTEs per Member State (median values)
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2.9 IS FTEs as a share of IT FTEs

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an
organisation’s IS FTEs over IT FTEs.

Median (%)
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Finland
13.2 Estonia
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Sweden 117 Latvia
11 11.1 Lithuania
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8.9
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Netherlands 9.4 Poland
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11.8 Hungary 1938
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Slovenia 11.3 ~ 8.6 Croatia Romania
France

10.7

0.4 10.4 Bulgaria

10 Spain Italy

Portugal 103
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12.3 -Malta

Figure 9 - IS FTEs as a share of IT FTEs per Member State (median values)
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210 Proportion of women in IS FTEs

Survey Question: Please share what percentage of your IS FTEs are women?

Median (%)

10
Finland
0  Estonia
10
Sweden 0 Latvia
7.5 0 Lithuania
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Ireland 0
Netherlands 0 12.5
Poland
Belgium- o Germany
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Austria. 1.5
0 Hungary
10 0
. Romania
France Slovenia 0 18.5 Croatia
0
Bulgaria
0 1.5 g
0 Spain Italy
Portugal .
Greece 0 _sCyprus
0 _Malta

Figure 10 - Proportion of women in IS FTEs (median values)
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2.1

Challenges to attracting cybersecurity talent

Survey Question: Which barriers does your organisation face in attracting cybersecurity personnel? (Select up to three)

NIS INVESTMENTS 2025

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.
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I Difficulty in finding candidates with the required skills [ Limited attractiveness of the organization or sector

I | don't know

[l Inadequate internal training programs

[ Insufficient budget for competitive salaries
Il Lack of clear career progression paths

Il Limited senior leadership support for cybersecurity hiring
I Outdated or insufficient technology and tools
Il We don't face challenges in attracting cybersecurity personnel

Figure 11 - Challenges to attracting cybersecurity talent, per Member State
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212 Challenges to retaining cybersecurity personnel

NIS INVESTMENTS 2025

Survey Question: What are the main challenges your organisation faces in retaining cybersecurity personnel? (Select up to three)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.
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Il Excessive workload and burnout
M |nability to offer competitive salaries or benefits

Il Organisational instability or complexity of operating model
[ Outdated or insufficient technology and tools
[ Inadequate training and skill development programs [l Poor recognition or support for cybersecurity from leadership

[ Limited career advancement opportunities I We don't face challenges in retaining cybersecurity personnel

Figure 12 - Challenges to retaining cybersecurity personnel, per Member State
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213 Cybersecurity staffing strategy

Survey Question: What best describes your organisation’s cybersecurity staffing plan for the next 12 months?

20 300 0% 39 20 300 20 300 0% 0%
8% 3% Ny 3% N 504 0% s 5% 8% 5% YAy 5% MRy sop N oo ; S% e 3% 107y 5% W ‘ 8 5o 8% ; 0%
- 10% 0% = 3% e 5% 10% it il 10% 0% [ 10%

3% 0% 8% ) . 0% 0% 0% 0% ) 0%
=) 30 o0 5% 0% 0% 0%

589

48% - 50% e 45% - - 48%

43% 40% ° 270 43% 40% 43%

o o 35% 38%

30% 30% 30% 30% ;
25%
Austria Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid uxembourg Mailta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus

I Not decided yet
Il We expect to reduce cybersecurity staffing
[l We plan to increase cybersecurity staffing by hiring

7] We plan to increase cybersecurity staffing by upskilling existing staff rather than hiring externally
Il We plan to maintain current staffing levels

Figure 13 - Cybersecurity staffing strategy, per Member State
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214 Cost reduction measures affecting cybersecurity staffing

Survey Question: In the past year, did your organisation take any of the following cost reduction measures affecting cybersecurity staffing?

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.
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Republic

of Cyprus

Ml Carried out layoffs affecting cybersecurityroles [l Paused promotions or salary increases for cybersecurity staff
Ml Introduced a hiring freeze for cybersecurity roles [lll Reduced cybersecurity recruitment budget
[ None of the above

Figure 14 - Cost reduction measures affecting cybersecurity staffing, per Member State
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215 Most in-demand cybersecurity skills currently

Survey Question: Which of the following are the most in-demand cybersecurity skills in your organisation right now? (Select up to 3)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.
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Il Al security and risk management 7] Network security
Il Application security (e.g. secure development) Il Operational Technology security (OT/ICS)
[ Cloud security (e.g. securing cloud infrastructure or SaaS platforms) [l Security architecture and engineering
[ Identity and access management Il Security automation or orchestration (e.g. SOAR tools)
ncident detection and response ecurity operations and monitoring (e.g. ools
Il Incident detect d s t t d t SIEM tool

Figure 15 - Most in demand cybersecurity skills currently, per Member State
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2.16 Most challenging NIS2 requirements to implement

Survey Question: Which of the following NIS2 areas is the most challenging for your organisation to implement? (Select up to three)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.

Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus
I Access management [ Cryptography Il Network segmentation and segregation
Il Asset management Il Cyber risk management Supply chain risk management
[ Awareness and cyber hygiene I Environmental and physical security [l Threat detection & Incident handling
[l Board accountabilities on cyber Il External reporting I Vulnerabilities and patch management

Il Business continuity & disasterrecovery [l Haven't analyzed yet

Figure 16 - Most challenging NIS2 requirements, per Member State
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217 Main obstacle to implementing NIS2 requirements

NIS INVESTMENTS 2025

Survey Question: What is the main obstacle to implementing these controls effectively?
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Il Complexity of regulatory requirements across jurisdictions ] Lack of skilled personnel or internal expertise

M Insufficient budget

[l Lack of management support or prioritisation

Il Operational constraints (e.g. legacy systems: OT limitations)
"] Uncertainty about how to interpret or implement regulatory requirements

Figure 17 - Main obstacle to implementing NIS2 requirements, per Member State
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218 Cybersecurity assessments

Survey Question: Has your organisation conducted any form of cybersecurity assessment or testing
(e.g. technical audit, penetration test, red team exercise, maturity assessment) within the past 12

months?
DON'T
YES% NO%  KNOW

Austria 78% 22% 0%
Belgium 88% 10% 2%
Bulgaria 63% 37% 0%
Croatia 73% 27% 0%
Czechia 59% 39% 2%
Denmark 83% 17% 0%
Estonia 50% 50% 0%
Finland 78% 22% 0%
France 90% 10% 0%
‘ Germany 80% 20% 0%
Finland Greece 73% 27% 0%
Hungary 65% 35% 0%
Ireland 86% 12% 2%
Italy 83% 17% 0%
. Estonia Latvia 66%  32% 2%
Lithuania 53% 47% 0%

‘ Luxembour
Sweden ‘ Latvia g 65%  35% 0%
Malta 63% 37% 0%
. . Lithuania Netherland:  65% 35% 0%
. Dok Poland 68%  32% 0%
ehng Portuggl 60% 40% 0%

Republic of
. Cyprus 3% 57% 0%
Netherlands . ’ Poland Romania 65% 35% 0%
Slovakia 58% 42% 0%
Belgium . Germany Slovenia 64% 34% 2%
Spain 80% 20% 0%
Luxembourg . Czechia . Slovakia Sweden 75% 25% 0%

Austria ‘ . Hungary .
. . Slovenia ‘ Croatia Romania
France ‘
. Bulgaria
. Spain Italy
Portugal .
Greece ‘ Cyprus

@ vatia

Figure 18 - Proportion of entities having conducted any form of cybersecurity assessment in the past 12
months
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219 Average time to patch critical vulnerabilities on critical systems

Survey Question: What is the average time to patch critical vulnerabilities on your organisation's critical assets (IT and OT)?

NIS INVESTMENTS 2025

30

3

0% 0% 0%
504
B * = 8% 40 e # 10% 10% 10% H e 10% [ 10%
13% 5% 13% [ 150,
5% i 8%
2304 i
_ 0% 23% o
2% 10% 30% 25%
23% ) 339% o 20%
35% 28% ° 30% 28%
33% 28% -
33% 35%
35% o 8
50% 43% 48%
43%
50% [ 45%
5% 5% 5%
0% 0% 0% 32 0% 0% 0% 32 0% 52l 0% 0% S 0% 0% 0% 0% 0% 0% 0% 0% e
Finland France Germany Greece Hungary Ireland Italy Latvia LithuanidLuxembourg Malta Netherlands Poland Porfugal Republic Romania Slovakia Slovenia Spain  Sweden
of Cyprus

Czech Denmark Estonia

Austria  Belgium Bulgaria Croatia
Republic

I within a week [l Within a month [ Within three months [ More than three months later [l Variable 7 Don't track timing

Figure 19 - Average time to patch critical vulnerabilities on critical systems, per Member State
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2.20 Supply chain risk management practices implemented

NIS INVESTMENTS 2025

Survey Question: Which of the following supply chain risk management practices are currently in place in your organisation? (Multiple choices

possible)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.

210 16% 20% 20% 20% 19% 16%
1% 20% 20% 200, 290, s 20% 9%
24% 27% e 24% 25% 24% 30 260, 25% ’ 24% 28% 22% e i 26% 25% 27% 26% 24% 27% 24%
239 16% DR
20% ° . 20% " ‘ 299 [ 26%
2T e 19% 2 - 23% N oo o 22% 17% 19%
- Y 229 [ 9% - 25 25% [ 17% [N 1% [ 18% -
230 =44 21% = 24% 23%
Hiki 24%
9% . 2% 7%
1% 4% 2% e 10% 1% 10 b 9
6% 5% % = 50 e 7% 4% 12% = 4% 1%
30 - _ 2% o -0 504 2% z /o 7%
Ui 20% 0% =0 ==
Austria  Belgium Bulgaria Croatia Czech Denmark Esfonia Finland France Germany Greece Hungary Ireland ltaly Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden

Republic

of Cyprus

Il Conducting supplier risk assessments or audits [ Monitor the cyber risk of suppliers with technologies
M including cybersecurity requirements in supplier contracts [lll No specific practices in place

7] Maintaining a register of suppliers [ Requiring supplier cybersecurity certifications or standards compliance

Figure 20 - Supply chain risk management practices implemented, per Member State
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2.21

Characteristics of preferred suppliers of digital products

Survey Question: When procuring products with digital elements (hardware or software), which supplier categories do you commonly use?
(Select all that apply)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.

13%

250

25%

Austria

27

12% 13% 13%
2904 :
£L70 2904 .
e 24%
6%
o 7%
5%

Belgium Bulgaria Croatia

% . % 8% ;
% . 1% o B 1% 10% 10% & 11% [ 10% =
15% [ 1% [ 15, I 4% 15% [ 13% [ 13% 15% [ 15% 14% 14% 15% [ 5% I 159,
27% 19% s 26% 24% 19%
il 22%
240, 26% == 18% 25%
24% 26% . T 8% [ 25%
. L . 2504 2904 21% 590, 2E0L
230 , 250 270 25% 29% 21% 291 Py 250
23% 25% i 25%, 27% = ZE 26% <4 23%
3% %
6% 5%
4% 6% m 204, 4% 3% . ; o m 3% =
— % = 4% % 5% 2 /0 1% 504 4%
3% 5% 4% == 3%

Czech Denmark Estonia Finland France Germany Greece Hungary Ireland ltaly Latvia

Lithuanig_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic

of Cyprus

Bl Companies whose products/services are recognized by industry analysts "7 Large Enterprises (LEs)

B Companies whose products/services have recognized cybersecurity certifications (e.g. 1SO 27001) [l Non-EU-based companies

"] EU-based companies [ Small and Medium-sized Enterprises (SMEs)

Figure 21 - Characteristics of preferred suppliers of products with digital elements, per Member State
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2.22 Information Sharing
Survey Question: Does your organisation engage in collaboration and information sharing with others? (Multiple choices possible)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.

6% a0 T 7% 6% 7% - 7% 3% 5%
il 9% o o . &% 9% % o T oo I oo 9% e 10% 10% .
1% 16% 1% 14% 1% L2 (2 (B 10% 17% 14% 13% (KRS 13% 204 198
10% B 10% 10% e o e 6% 3%
13% 10% 5 15% % 9%, 89 13% — 139 o 0% 4%
15% 5% - e e =0 o 12% S 4% 10%
- 6% 7%
o 15%
13% T ]
» % 0%
99 7% oo 10% 7% -
= % 9% c 30 0 70; 4% 04 6%
10% o 5% 40 13% % 0 13% 0%
6% o 6% 8% 70 : 6% 4%
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Poriugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus

Il No the organisation is not engaged in collaboration and/or information sharing initiatives [ Yes as part of an Industry association
M Yes as part of a National ISAC [l ves by informally sharing within your network
[ Yes as part of an EU-ISAC [ Yes by sharing with our national competent authority

Figure 22 - Participation in information sharing, per Member State
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2.23 Attacks with the greatest operational impact on day-to-day operations

Survey Question: In the past 12 months, which type of cyberattack had the greatest impact on your day-to-day operations?

0%
0%
10%
15%

0%
0%

0%
0%

0%
0%

0% PR
0% R * e

10% 10%
20% " 10%
10%

13% 10%

10% 18% 13%
T 18% 10% - 20%

’ 3% v 3% ’
10% o o i e 10% o 10%
5 8% 8% 8% e 8% - o =5 o 8% o 5% o
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus

I Attacks targeting OT or ICS M Exploitation of insecure applications (web/mobile) [l Phishing (BEC; spoofing; impersonation etc.)
I Cloud or account compromise [ Exploitation of insecure devices/components I Ransomware
[ Denial of Service Il Insider threat I Supply chain compromise

[ Employee negligence or human error [l Not applicable/Cannot share

Figure 23 - Attacks with the greatest operational impact on day-to-day operations, per Member State
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2.24 Cybersecurity threats of most concern looking ahead

Survey Question: Which of the following cybersecurity risks or attack types concern you the most looking ahead? (Select up to 3)

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within
the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer.

10% 5 5% 6% 8% 7% 79 5% ::"3 4% 5% 6% 69 7% 59 5% e £ 69 4 6° 69 6% 70 49 4 49
6% T &5 a0, oy o 8% 7% 8%
°° B 0% 2 B3 B 120 [ . B 5% [ oo 8% [ 7% [ 2% B 150, I 1 ) B B3 14%
10% 10% 10% 12% %
2%
z 4% 4% 5% 4% 29 0% o . = 4%
4% o 80 o 3% 0, o 2% 1% = 69
. 1% 4% 2% 7% o 4% % °
. 59 - 2 3% 5% 4% 20 10%
69 6% =200 8% . 89 1% e
4 8 ) 8 ) 2% d 10% 6% 8 [ 5% 2%
70 79 % 9% % i
" o 7% . % 15% - o 17%
6% 9% 12% 5% 6% 129% © . e 14% 1% - 10% )
- 10% 14% 11% 13% 159 oy 11%
14% . . o . 2 o 13% @ 13% “
11% 13% 11% 15% 9% 14% 11%
. . 11%
THED 18% » . 12%
20% % 20% 0, o0
. 21% . 21% 10% [ o, 229% 23% Mo M 150 I 2%
6% 19% ) 14% 20% % o 18% 20% o0 21%
19% 19% i 18%
19% a0
20% 23%
% 19% 18% 15% 16% .
’ 20% 18% 229% 15% . 16% e 6% 17%
20% J e 13% ° - 1500 1% 15% 17% 13% Bed ][R 16% 19% 16% 20%
15% 9%
13% a0y T 11% o 04 9% 0% 9% 1% 0% %
2o IR % 3 BB B B B B i B B2 B B B K B B B b 1 B B
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus
M Attacks targeting OT or ICS M Insider threats
Il Cloud or account compromise I Phishing (BEC; spoofing; impersonation etc.)
" Denial of Service M Ransomware
[ Emerging or unknown threats (zero-days; Al-enabled attacks) [l Supply chain attacks
Il Employee negligence or human error I Vulnerabilities of insecure applications (web/mobile)

[ Insecure or untrusted hardware/software components

Figure 24 - Cybersecurity threats of most concern looking ahead, per Member State
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2.25 Preparedness against scenarios

Survey Question: For each of the following scenarios, would you categorize your organization's
current stance as predominantly prepared or unprepared? —

(Cybersecurity preparedness refers to your organisation’s ability to anticipate, prevent, respond to, and
recover from cyber incidents effectively)

A ransomware attack that encrypts critical systems

Predominantl\Predominantl'
prepared%  unprepared%

Austria 88% 12%
Belgium 80% 20%
Bulgaria 85% 15%
Croatia 80% 20%
Czechia 88% 12%
Denmark 75% 25%
Estonia 78% 22%
Finland 85% 15%
. France 88% 12%
Finland Germany 83% 17%
Greece 90% 10%
Hungary 88% 12%
Ireland 83% 17%
. Estonia Italy 83% 17%
Latvia 68% 32%
‘ ) Lithuania 90% 10%
Sweden . LT Luxembourg 80% 20%
. . Malta 85% 15%
. . Lithuania Netherlands 85% 15%
. Denmark Poland 93% 7%
Ireland Portugal 83% 17%
. Republic of
Netherlands ’ . Cyprus it B0k
Poland Romania 88% 12%
Belgium . Germany Slovakia 88% 12%
Slovenia 80% 20%
Luxembourg ‘ ) . Spain 88% 12%
Czechia - (@) Siovakia sweden 88% 12%
. Austria. . Hungary .
France Slovenia . ‘c,-oaﬁa Romania
. . Bulgaria
. Spain ltaly
Portugal .
Greece .CYPI'US

. Malta

Figure 25 - Preparedness against ransomware
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Survey Question: For each of the following scenarios, would you categorize your organization's
current stance as predominantly prepared or unprepared? —

A supply chain attack or compromise to a third-party service

Not
PredominantlyPredominantlapplic:
prepared%  unprepared %ble%

Austria 70% 27% 3%
Belgium 70% 30% 0%
Bulgaria 48% 52% 0%
Croatia 60% 40% 0%
Czechia 63% 34% 3%
Denmark 68% 32% 0%
Estonia 38% 62% 0%
. Finland 60% 40% 0%
France 70% 30% 0%
Finland Germany 75% 25% 0%
Greece 68% 32% 0%
Hungary 55% 45% 0%
Ireland 58% 42% 0%
. Estonia Italy 55% 45% 0%
. Latvia 55% 45% 0%
. Latvia Lithuania 63% 37% 0%
i
Sweden Luxembourg 48% 52% 0%
. Malta 40% 60% 0%
‘ ‘ g uania Netherlands 63% 37% 0%
Denmark Poland 60% 40% 0%
Ireland Portugal 53% 47% 0%
. Republic of
Netherlands ‘ Cyprus 50% 50% 0%
. Poland Romania 45% 55% 0%
N German Slovakia 60% 40% 0%
Beldihgh . o Slovenia 53% 47% 0%
X Spain 73% 27% 0%
Luxembourg . Czechia . Slovakia e 65% 35% 0%
Austria . ’ Hungary .
. Slovenia . . Croatia Romania
France
Bulgaria
. Spain Italy
Portugal .
Greece ‘Cyprus

‘ Malta

Figure 26 - Preparedness against supply chain attack or third-party compromise
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Survey Question: For each of the following scenarios, would you categorize your organization's
current stance as predominantly prepared or unprepared? —

A cyberattack causes IT/OT infrastructure outage or degradation

PredominanthPredominanth
prepared % unprepared %

Austria 70% 30%
Belgium 68% 32%
Bulgaria 68% 32%
Croatia 65% 35%
Czechia 68% 32%
Denmark 65% 35%
Estonia 53% 47%
' Finland 68% 32%
France 80% 20%
Finland Germany 73% 27%
Greece 78% 22%
Hungary 68% 32%
Ireland 75% 25%
. Estonia Italy 70% 30%
‘ Latvia 70% 30%
. Latvi Lithuania 55% 45%
Sweden aVIa Luxembourg 53% 47%
. . Malta 45% 55%
. Denmark Lithuania Netherlands 73% 27%
Poland 63% 27%
Ireland Portugal 68% 22%
‘ Republic of

Cyprus 65% 35%

N rlan ‘
efperiandy ‘ Poland Romania 58% 42%
Slovakia 53% 47%

i German
Belgium . y ’ Slovenia 70% 30%
Luxembourg ‘ Czechia . . Spalll 75% 25%
Slovakia Sweden 63% 27%
Austria .
. ‘ Hungary .
France Slovenia . . Croatia Romania
Bulgaria
. Spain Italy
Portugal .
Greece . Cyprus

. Malta

Figure 27 - Preparedness against attacks causing IT/OT infra outages or degradation
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3. Sector view!

3.1 IT spending

Survey Question: What was your organisation’s estimated IT budget or spending in Euros for 2024
(including CAPEX and OPEX for hardware, software, internal personnel, contractors, and outsourcing
spending)?

237 ME

Banking Energy Public Transport Digital Health ICT service  Drinkingwater Waste water Space Financial
Administration infrastructure management market
infrastructures

- Average ; ;

I Vedian Figure 28 - IT spending per sector

303 M€ 125 M€ 119 M€

106 M€
203 M€ 202 M€ o1 ME
35 M€
28 M€
21 M€
9 ME
Trust services  Telecoms  Core internet  Datacentre  Cloud services Aviation Railway Road transport Maritime
services services
Figure 29 - IT spending, Digital Infrastructure Figure 30 - IT spending, Transport

213 M€

189 e 180 M€

149 M€
135 ME 138 M€

Manufacturing of R&D of Medicinal Healthcare

Hydrogen ail District heating Electricity Gas Pharmaceuticals Products Providers
and cooling

Figure 31 - IT spending, Energy Figure 32 - IT spending, Health

1 Note: EU reference laboratories are included in the Health sector sample. However, the results for these entities are not shown
separately in the breakdown due to their low representation in the sample.
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3.2 IT spending as a share of revenues

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an
organisation’s revenue that is allocated to IT.

5.9% g 79

4 8% 4,9%

3.8% 3,9%

ICT service Digital Space Financial market Banking Health Public Woaste water Drinking water Transport Energy
management infrastructure infrastructures Administration

Il vedian [l Average

Figure 33 - IT spending as a share of revenues per sector
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3.3 IS spending

Survey Question: What was your organisation’s estimated Information Security budget or spending in
Euros for 2024 (including CAPEX and OPEX for hardware, software, internal personnel, contractors,
and outsourcing spending)?

24 4 M€
O ME 79ME 71 ME
. 6,4 M€
5,2 M€ 4.9 Me 5,6 Me
16 e 23 Me 2.0 M€ 2.9 M€ 2.8ME 2.7 ME 2.4 ME
1.0 M€ : 12ME S - c 0.9 Me 0.5 e [ ;e I 0.5 e
Banking Digital Public Energy Health Transport ICT service  Drinking Space Financial Waste water
infrastructuréAdministration management water market

I Average [ Median infrastructures

Figure 34 - IS spending per sector

25,7 M€

Trust services  Telecoms Core internet  Datacentre  Cloud services

services services Aviation Railway Road transport Maritime
Figure 35 - IS spending, Digital Infrastructure Figure 36 - IS spending, Transport
9.8 M€ 13,3 M€

Hydrogen Qil Gas Electricity  District heating Manufacturing of R&D of Medicinal Healthcare
and cooling Pharmaceuticals Products Providers
Figure 37 - IS spending, Energy Figure 38 - IS spending, Health
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3.4 IS spending as a share of IT spending

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an
organisation’s IS budget or spending compared to its total IT budget or spending.

13.0% 13,3%

11,4% 11,5%
10,9%
10.5% 1029 10 095
9:4% 9.4%  92% 91%  91% 90% g g
" 8.3%
7.7%

7.1% T.4% 7.0%

ICT service Digital Financial Space Banking Waste water Health Public Transport  Drinking water Energy
management infrastructure market Administration
infrastructures

M Average [ Median

Figure 39 - IS spending as a share of IT spending, per sector

15,5% 15,1%

Coreinternet  Datacentre services Telecoms Cloud services Trust services Maritime Road transport Railway Aviation

services

Figure 40 - IS spending, Digital Infrastructure
Figure 41 - IS spending, Transport

7,0% 7.0% 6.7%

oil Gas Electricity District heating Hydrogen Healthcare Providers  R&D of Medicinal Mant ing of
Il Mecian Il Average and cooling Products Pharmaceuticals

Figure 42 - IS spending, Energy Figure 43 - IS spending, Health
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3.5 Outcomes attained via cybersecurity investment in 2024

Survey Question: Which of the following outcomes has your organisation achieved as a result of its
cybersecurity investments in the past year? (Select up to three)

Across EU view

491
(45%) 448
(41%)
380
(35%)
282
(26%) 224
(21%) 192
(18%) 133
(12%)
47
(4%) 8
[ D
Improved Better Faster Improved Fewer Enhanced Increased No measurable Don't know
regulatory identification detection incident incidents visibility of  efficiency in  improvements
compliance and mitigation of incidents response caused by IT/IOT assets cybersecurity observed yet

status of risks and recovery human error and their operations
capabilities security (e.g. through

posture automation;

patching)
Figure 44 - Outcomes attained via cybersecurity investment in 2024
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking waler Energy Financial market Health ICT service Public Adminisiration Space Transport Wasle water
infrastructures management

M Better identification and mitigation of risks

M Don't know

[T Enhanced visibility of IT/OT assets and their security posture

I Faster detection of incidents

Il Fewer incidents caused by human error

[ Improved incident response and recovery capabilities

| Improved regulatory compliance status

[ | efficiencyin it ions (e g. through ion; patching)
Il No measurable improvements observed yet

Figure 45 - Outcomes attained via cybersecurity investment in 2024, per sector
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3.6 Key cybersecurity investment drivers for 2024

Survey Question: In the past year, which of the following has most significantly driven cybersecurity
investment in your organisation? (Select up to 3)

Across EU view

760
(70%)
449
(42%)
o 286 279
(29%) (26%) 236 233
l . - B
Regulatory  Proactive risk Supply chain  Customers’ Responseto Geopolitical Digital Executive/board Insurance
compliance mitigation security security past cyber threats transformation  requests requirements
requirements and damage requirements requirements incidents or programs or conditions
(e.g. NIS2 prevention near misses
DORA CRA) (reputational
or financial)
Figure 46 - Key cybersecurity investment drivers for 2024
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of

entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking waler Financial markel ICT senvice
infrastructures. management

Public Administration Transport Waste water

[l Customers’ security requirements Proactive risk mitigation and damage prevention (reputational or financial)
M Digital programs M Reg: y P (e.g. NIS2 DORA CRA)

I Executive/board requests | | Response to past cyber incidents or near misses

I Geopolitical threats M Supply chain security requirements

M Insurance requirements or conditions

Figure 47 - Key cybersecurity investment drivers for 2024, per sector
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3.7 Targeted outcomes of cybersecurity investment in the coming year

Survey Question: Which of the following outcomes are you primarily targeting with your cybersecurity
investments in the coming year? (Select up to three)

Across EU view

507
(47%)
368 357
(34%) (33%) 335
(31%) 301 281
(28%) (26%) 252
(23%)
8 4
(1%) (0%)
Implementing  Enhancing Improving Investing in Increasing Achieving or Improving No clear Don't know
or upgrading cyber resilience organisational people efficiency or improving supply chain outcomes
cybersecurity cybersecurity workingon  automation in  compliance cybersecurity targeted yet
technology awareness  cybersecurity cybersecurity with risk
and tools and training processes  cybersecurity management
regulations
Figure 48 - Targeted outcomes of cybersecurity investment in the coming year
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

150 368 57 439 87 343 221 254 a0 368 25

0% 3 1%
Banking Digtal infrastructure

Drinking water Energy Financial market Health ICT serice. Public Administration Space Transport Waste water
infrastructures managemeant

M Achieving or improving with ity i I ing supply chain ¢ ity risk

Il Don't know | | ing efficiency or in ity pi
[ Enhancing cyber resilience I Investing in people working on cybersecurity

[ Implementing or upgrading cybersecurity technology and tools. M No clear outcomes targeted yet

Il improving isational cybersecurity and training

Figure 49 - Targeted outcomes of cybersecurity investment in the coming year, per sector
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3.8 ITFTEs

Survey Question: What was your organisation’s estimated number of IT FTEs for 2024 including
internal staff and contractors?

766

285 283 298 293 293
251

210

Banking Health Transport Public ICT service  Energy Digital Waste water  Space Drinking Financial
Administratiormanagement infrastructure water market
B Average [l Median infrastructures

Figure 50 - IT FTEs per sector

Trust services Telecoms Core internet Datacentre Cloud services

. Railway Road transport Aviation Maritime
services services

Figure 51 - IT FTEs, Digital Infrastructure Figure 52 - IT FTEs, Transport

277

140

Oil Gas Hydrogen Electricity District heating

and cooling R&D of Manufacturing of  F
Products Pharmaceuticals
Figure 53 — IT FTEs, Energy Figure 54 — IT FTEs, Health

42



NIS INVESTMENTS 2025

39 ISFTEs

Survey Question: What was your organisation’s estimated number of Information Security FTEs for
2024 including internal staff and contractors?

74
35
30
26
19 17
11 10 9
6 5 5 5 5
3 4 3 2 4 2
Banking Health ICT service Transport Digital Energy Public Space  Waste water Drinking Financial
management infrastructure Administration water market
B Average [l Median infrastructures

Figure 55 - IS FTEs per sector

38
29
24
18
1
7 g
4
Trust services Telecoms. Core internet Datacentre services  Cloud services
services Railway Road transport Aviation Maritime
Figure 56 — IS FTEs, Digital Infrastructure Figure 57 — IS FTEs, Transport

il District heating Electricity Hydrogen Gas R&D of \ ing of Healthcare Providers
and cooling Products Pharmaceuticals
Figure 58 — IS FTEs, Energy Figure 59 — IS FTEs, Health
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3.10 IS FTEs as a share of IT FTEs

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an
organisation’s IS FTEs over IT FTEs.

17.7%

14,0% 13,8%
12,9%

12,79 13.2%

1,1% 10,6% 10,6% 10,7%100% 10,5%100% 10,8% 11,0%

10,1%

9,4%

Financial Digital ICT service Space Banking Health Drinking Waste water  Energy Public Transport
market  infrastructure management water Administration
infrastructures

I Average [l Median

Figure 60 - IS FTEs as a share of IT FTEs per sector

10,3%

11.8% 11,4% 11,5% 114% 114% 11.7% 11,4% 11,29

Datacentre services  Trust services Core internet Telecoms Cloud services Awviation Road transport Maritime Railway
services
M vedian Il Average

Figure 61— IS/IT FTEs, Digital Infrastructure

I Median [l Average

Figure 62 - IS/IT FTEs, Transport

11,7% 10,5% 10,3% 10,7%

il Electricity Gas District heating Hydragen
and cecling R&D of Medicinal Healthcare Providers Manufacturing of
Products Pharmaceuticals

Figure 63— IS/IT FTEs, Energy Figure 64 — IS/IT FTEs, Health
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3.11 Proportion of women in IS FTEs

Survey Question: Please share what percentage of your IS FTEs are women?

15,0%

14,2%

12,2%

8,9%
7.6%
6.5% 6,2%
‘ 5,6% 5.4%
0
4,3% 3.8%

2,8%
0,0% 0,0% 0,0%) 0,0%| 0,0% 0,0% 0,0% 0,0% 0,0%[

Banking Health Public Transport Energy Digital ICT service Drinking water Waste water Space Financial

Administration infrastructure management market

infrastructures

M vedian [l Average

Figure 65 - Proportion of women in IS FTEs per sector
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3.12 Challenges to attracting cybersecurity talent

Survey Question: Which barriers does your organisation face in attracting cybersecurity personnel?
(Select up to three)

Across EU view

481
(45%)
24%J 21 189
(20%) (18%) 174 167
(16%) (15%) (15%) 120
{11%}
1
(1%)
Difficulty in ~ We don't face Limited Lack of Insufficient Inadequate  Limited senior Outdated or | don’t know
finding challenges in  attractiveness  clear career budget for  internal training  leadership insufficient
candidates attracting of the progression competitive programs support for technology
with the cybersecurity  organization paths salaries cybersecurity and tools
required skills  personnel or sector hiring
Figure 66 - Challenges to attracting cybersecurity talent
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market Health ICT service Public Administration Space Transport Wasle water
infrastructures management

. Difficulty in finding candidates with the required skills [ Limited attractiveness of the organization or sector

W | dor't know I Limited senior ip support for ity hiring
0 Inadequate internal training programs [ Outdated or insufficient technology and tools
I insufficient budget for competitive salaries M We don't face challenges in attracting cybersecurity personnel

Ml Lack of clear career progression paths

Figure 67 - Challenges to attracting cybersecurity talent, per sector
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3.13 Challenges to retaining cybersecurity personnel

Survey Question: What are the main challenges your organisation faces in retaining cybersecurity
personnel? (Select up to three)

Across EU view

312 303
253
172
(16%) 146

Wedon't face  Excessive Inadequate  Limited career Inability to offer Outdated or Poor Organisational
challenges in workload trainingand advancement competitive insufficient  recognition or  instability or

retaining and burnout skill opportunities  salaries or technology support for  complexity of
cybersecurity development benefits and tools  cybersecurity  operating

personnel programs from leadership model

Figure 68 - Challenges to retaining cybersecurity personnel
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market Hoalth 1CT sanica Public Administration

Space Transpart Waste water
infrastructures management
M Excessive workload and burnout Mo instability or of model
Il Inability to offer competitive salaries or benefits [ OQutdated or insufficient technology and tools
[l Inadequate training and skill development programs W Poor recognition or support for cybersecurity from leadership
I Limited career advancement opportunities Il We don't face challenges in retaining cybersecurity persennel

Figure 69 - Challenges to retaining cybersecurity personnel, per sector
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3.14 Cybersecurity staffing strategy

Survey Question: What best describes your organisation’s cybersecurity staffing plan for the next 12
months?

Across EU view

10
(1%)
We plan to maintain We plan to increase We plan to increase Mot decided yet We expect to reduce
current staffing levels cybersecurity cybersecurity cybersecurity staffing
staffing by hiring staffing by upskilling

existing staff rather
than hiring externally

Figure 70 - Cybersecurity staffing strategy

Banking Digital infrastructure Drinking water Energy Financial market Health ICT senvice Public Administration Space Transport ‘Wasle water
infrastructures management

M Mot decided yet

Il We expect to reduce cybersecurity staffing

I We plan to increase cybersecurity staffing by hiring

I We plan to increase cybersecurity staffing by upskilling existing staff rather than hiring externally
M We plan to maintain current staffing levels

Figure 71 - Cybersecurity staffing strategy, per sector
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3.15 Cost reduction measures affecting cybersecurity staffing

Survey Question: In the past year, did your organisation take any of the following cost reduction
measures affecting cybersecurity staffing?

Across EU view

681
(63%)
174
(16%) “1;;) 122 103
{11%) (10%)
None of Introduced a Reduced Carried out Paused

the above  hiring freeze for cybersecurity layoffs affecting promotions
cybersecurity  recruitment  cybersecurity or salary
roles budget roles increases for
cybersecurity
staff

Figure 72 - Cost reduction measures affecting cybersecurity staffing
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digial infrastructure Drinking water Energy Financial market Health ICT service Public Administration Space Transport Wasle water
infrastructures management

[l Carried out layoffs affecting cybersecurityroles Il Paused promotions or salary increases for cybersecurity staff
Il Introduced a hiring freeze for cybersecurity roles [lll Reduced cybersecurity recruitment budget
[5 None of the above

Figure 73 - Cost reduction measures affecting cybersecurity staffing, per sector
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3.16 Most in-demand cybersecurity skills currently

Survey Question: Which of the following are the most in-demand cybersecurity skills in your
organisation right now? (Select up to 3)

Across EU view

411 402
(38%) 37% 383 369
S (G5%) 352
(34%) (33%) 335
(31%)
247
(23%)
162
(15%) 129
(12%) 104
(10%)
Incident  Cloud security ~ Security Identity and  Operational Network Security Application Al security Security
detection and (e.g. securing architecture access Technology security operations  security (e.g. and risk  automation or
response cloud and management security and secure management orchestration
infrastructure engineering (OTACS) monitoring  development) (e.g. SOAR
or SaaS (e.g. SIEM tools)
platforms) tools)

Figure 74 - Most in-demand cybersecurity skills currently

Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digial infrastructure Drinking water Financial market Health ICT senice Public Administration

Transpart Wasle water
inlrastruciures management
M Al security and risk management [ Network security
M Application security (e.g. secure development) [l Operational Technology security (OT/ICS)
[ Cloud security (e.g. securing cloud infrastructure or SaasS platforms) | Security architecture and engineering
[0 Identity and access management M Security automation or orchestration (e.g. SOAR tools)
M Incident detection and response I Security operations and monitoring (e.g. SIEM tools)

Figure 75 - Most in demand cybersecurity skills currently
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3.17 Most challenging NIS2 requirements to implement

Survey Question: Which of the following NIS2 areas is the most challenging for your organisation to
implement?

Across EU view

545 533
(50%) (48%)

200
(27%)

224
(21%)

33 29
(3%)

Vulnerabdities Business Supply chain Awareness Access Threat External Cyberrisk Cryptography Board MNetwork  Environmental Asset Haven't
and patch continuity risk and cyber management detection reporting  management accountabilitiessegmentation and physical management analyzed yet
management & disaster management  hygiene & Incident on cyber and security
recovery handling segregation

Figure 76 Most challenging NIS2 requirements

Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market Health IGT senvice Public Adminisiration Space Transport Wasle water
infrastructures management
M Access management I Cryptography [l Network segmentation and segregation
. Asset management - Cyber risk management Supply chain risk management
[1 Awareness and cyber hygiene M Environmental and physical security Il Threat detection & Incident handling
[ Board accountabilities on cyber [ External reporting [ N and patch

W Business continuity & disasterrecovery [ll Haven't analyzed yet

Figure 77 - Most challenging NIS2 requirements, per sector

For detailed breakdown per subsector — please consult the next page.
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Figure 78 - Most challenging NIS2 requirements, Digital Infrastructure

%
i
%
108
j—-———l

Rusd Usnspod

Figure 79 - Most challenging NIS2 requirements, Transport

Figure 80 - Most challenging NIS2 requirements, Energy

Figure 81 - Most challenging NIS2 requirements, Health

I Access management I Cryptography I Network segmentation and segregation
I Asset management M Cyber risk management I supply chain risk management

[0 Awareness and cyber hygiene I Environmental and physical security Threat detection & Incident handling
I Board accountabilities on cyber I External reporting I Vulnerabilities and patch management

I Business continuity & disaster recovery [l Haven't analyzed yet
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3.18 Main obstacles to implementing NIS2 requirements

Survey Question: What is the main obstacle to implementing these controls effectively?

Across EU view

288
(27%)
243
(23%) 221
(20%)
173
(16%)
113
(10%)
42
(4%)
o] i s C Lack of skilled Lack of management Insufficient budget Uncertainty about
(e.g. legacy systems; regulalury requ\remenls persunnel or support or pricritisation how to interpret or
OT limitations) across jurisdi 1S internal exp implement regulatory

requirements

Figure 82 - Main obstacles to implementing NIS2 requirements

Sector view
Banking Digital infrastructure Drinking water Energy Financial markel Health ICT semvice Public Administration Space Transport Waste waler
infrastructures management
M c ity of regulatory requi 1ts across jurisdictions [ Lack of skilled personnel or internal expertise
M Insufficient budget M Cperational constraints (e.g. legacy systems; OT limitations)
W0 Lack of management support or pricritisation I Uncertainty about how to interpret or implement regulatory requirements

Figure 83 - Main obstacles to implementing NIS2 requirements

For detailed breakdown per subsector — please consult the next page.
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Chaud sorvices Core inkornal sorvices Datacanire services Tolocomms Trust sorvices

Figure 84 — Main obstacles to implementing NIS2 requirements, Digital Infrastructure

a0 32 25 i

Avigtion Marime. Raitway

Figure 85 - Main obstacles to implementing NIS2 requirements, Transport

Rogd Transpor

125 30 50 25 108

Electricay Disrict hesling srd coaing o Hydrugen

Figure 86 - Main obstacles to implementing NIS2 requirements, Energy

Ges

124 2 =

Heathcare Provders Msnutactunng of Pamatedcas RA&D of Medicins Products

Figure 87 - Main obstacles to implementing NIS2 requirements, Health

Il Complexity of regulatory requirements across jurisdictions

M Insufficient budget

W0 Lack of management support or prioritisation

0 Lack of skilled personnel or internal expertise

M Operational constraints (e.g. legacy systems; OT limitations)

[ Uncertainty about how te interpret or implement regulatory requirements
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3.19 Cybersecurity assessments

Survey Question: Has your organisation conducted any form of cybersecurity assessment or testing
(e.g. technical audit, penetration test, red team exercise, maturity assessment) within the past 12

I 9%
0% 0 0
Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Adminisiration Space Transport Waste water

infrastructures managsment

Il Yes Il No Don't know

Figure 88 - Proportion of entities having conducted any form of cybersecurity assessment in the past 12
months, per sector

== Tt oy sen e Ry et g

I

Figure 89 — Cybersecurity assessments, Digital Infrastructure Figure 90 - Cybersecurity assessments, Transport
Figure 91 - Cybersecurity assessments, Energy Figure 92 - Cybersecurity assessments, Health

55



NIS INVESTMENTS 2025

3.20 Average time to patch critical vulnerabilities on critical systems

Survey Question: What is the average time to patch critical vulnerabilities on your organisation's
critical assets (IT and OT)?

Across EU view

348
334
{31%)
a3
(8%)
Within a week Within a month Within three months Mare than three Variable / Don't

menths later track timing

Figure 93 - Average time to patch critical vulnerabilities on critical systems

Sector view
Banking Digital infrastructure Drinking water Energy Financial market Health ICT senvice Public Adminisiration Space Transport Wasle water

infrastructures managsment

Il within a week [l Within a month [ Within three months Il More than three months later [l Variable / Don't track timing

Figure 94 - Average time to patch critical vulnerabilities on critical systems, per sector

For detailed breakdown per subsector — please consult the next page.
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Cloud Sarvicas Core internet semvices Datacentre Senaces Teswcoms. Trust senices
Figure 95 — Average time to patch, Digital Infrastructure

2 a5

Mariime Railway

Figure 96 - Average time to patch, Transport

Drsirict haating and cooling

oil

Hycrogen

Figure 97 - Average time to patch, Energy

124 2 s

Hoalthcara Provders

Manufactunng of Pharmaceuicals

RAD of Medicinal Pracucts

Figure 98 - Average time to patch, Health

I More than three months later
Il Variable / Don't track timing
I Within a month

I Within a week

[0 Within three months
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3.21 Supply chain risk management practices implemented

Survey Question: Which of the following supply chain risk management practices are currently in
place in your organisation?

Across EU view

878
(B3%)
580
(54%)
517
(48%)
368
(34%)
204
(15%)
109
(10%)
Requiring supplier Conducting supplier risk  Including cybersecurity Menitor the cyber Maintaining a Mo specific
b arity ts or audits requirements in risk of suppliers register of suppliers practices in place
certifications or supplier contracts with technologies

standards compliance

Figure 99 - Supply chain risk management practices implemented
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market Health ICT service Public Adminisiration Space Transport Waste water
infrastructures management

M c ing supplier risk or audits I Monitor the cyber risk of suppliers with technologies
M Including cybersecurity requirements in supplier contracts [lll No specific practices in place
[ Maintaining a register of suppliers [10 Requiring supplier cybersecurity

Figure 100 - Supply chain risk management practices implemented, per sector
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3.22 Characteristics of preferred suppliers of digital products

Survey Question: When procuring products with digital elements (hardware or software), which
supplier categories do you commonly use? (Select all that apply)

Across EU view

as7

EU-based companies Companies whose Large Enterprises (LEs) Companies whose Small and Medium-sized Non-EU-based companies
products/services have products/services Enterprises {SMEs)
recognized cybersecurity are recognized by
certifications (e.g. SO industry analysts
27001)

Figure 101 - Characteristics of preferred suppliers of products with digital elements

Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of

entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market Health ICT senvice Public Administration Space Transport Waste water
infrastructures management

M c jes whose product: vices are r ized by industry analysts I Large Enterprises (LEs)
M c h duct ices have recognized cybersecurity certifications (e.g. 150 27001) [l Non-EU-based companies
W EU-based companies 70 small and Medium-sized Enterprises (SMEs)

Figure 102 - Characteristics of preferred suppliers of products with digital elements
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3.23 Information Sharing

Survey Question: Does your organisation engage in collaboration and information sharing with
others? (Multiple choices possible)

Across EU view

a04
(74%)
358
(33%) 314
(0%
210
119%} 174 186
(18%) (15%)
Yes by sharng with Yes as par of an ‘Yesas partof an EU-ISAC  Ne the arganisation is not Yesaspartala Yes by infarmally shanng
our national Industry associafion engaged in calaboration Natianal ISAC within your network

compatent auhorty andiof information

sharing initiatives

Figure 103 - Participation in information sharing

Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of

entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Administration Space Transport Waste water
infrastructures management

Ml No the organisaticn is not engaged in collaboration and/or information sharing initiatives Bl Yes as part of an Industry association
M Yes as part of a National ISAC M Yesby informally sharing within your network
[0 Yes as part of an EU-ISAC I Yes by sharing with our national competent authority

Figure 104 - Participation in information sharing, per sector
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3.24 Attacks with the greatest operational impact on day-to-day operations

Survey Question: In the past 12 months, which type of cyberattack had the greatest impact on your
day-to-day operations?

Across EU view

233
(22%)

198
(18%)
171
{16%)

112
104
(10%) (10%) o5

Denial of Service Ransomware Not Phishing (BEC; Supply chain  Cloud or account  Insider threat  Aftacks targeting  Exploitation of Employee Exploitation
applicable/Cannot spoofing; compromise compromise OT orICS insecune negligence or of insecure

share impersonation devices/components human ermor applications

etc.) (webimobile)

Figure 105 - Attacks with the greatest operational impact on day-to-day operations

Sector view

Banking Digital infrastructure Drinking water Financial market Health ICT service Public Administration Space Transport Wasle water
infrastructures management
M Attacks targeting OT or ICS [ Exploitation of insecure applications (web/mobile) [l Phishing (BEC; spoofing; impersonation etc.)
M Cloud or account compromise [ Exploitation of insecure devi p MR e
I Denial of Service Ml Insider threat M Supply chain compromise

I Employee negligence or human error [l Not applicable/Cannot share

Figure 106 - Attacks with the greatest operational impact on day-to-day operations, per sector
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3.25 Cybersecurity threats of most concern looking ahead

Survey Question: Which of the following cybersecurity risks or attack types concern you the most
looking ahead? (Select up to 3)

Across EU view

589
{55%)

505
{47%)

375
{35%)
304

(28%) 288

(26%) 237 230

(22%) (21%)
169
(16%)

108 107 107
(10%) (10%) (10%)

Ransomware Supply chain  Phishing (BEC.  Emerging or  Cloud oraccount Insider threats  Vulnerabilities Attacks targeting  Insecure or Employee  Denial of Service
attacks spocfing; unknown threats  compromise of insecure OT orICS untrusted negligence or
impersonation  (zero-days; Al- applications hardware/software  human error
elc.) enabled attacks) (web/maobibe) components

Figure 107 - Cybersecurity threats of most concern looking ahead
Sector view

Disclaimer: This graph visualises the proportion that each response represents out of all
responses received from organisations within the respective sector. Not the proportion of
entities within the respective sector, having provided that answer.

Banking Digital infrastructure Drinking water Energy Financial market ICT senice Public Administration Transport Wasle water
infrastructures management
M Attacks targeting OT or ICS M nsider threats
Il Cloud or account compromise Il Phishing (BEC; spoofing; impersonation ete.)
[l Denial of Service M Ransomware
I Emerging or unknown threats (zero-days; Al-enabled attacks) [l Supply chain attacks
Ml Employee negligence or human error | AV ies of insecure appli 15 (web/mobile)

I Insecure or untrusted hardware/software components

Figure 108 - Cybersecurity threats of most concern looking ahead, per sector
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3.26 Preparedness against scenarios

Survey Question: For each of the following scenarios, would you categorize your organization's
current stance as predominantly prepared or unprepared? —

(Cybersecurity preparedness refers to your organisation’s ability to anticipate, prevent, respond to, and
recover from cyber incidents effectively)

A ransomware attack that encrypts critical systems

Banking Digtal infrastructure Drinking water Energy Financial market Health ICT senvice Public Administration Space Transport Waste waler

infrastructures management

Cloud services Cors intamet services Datacentre services Telecoms Trust senvices Road transport

Il Predominantly Prepared [l Predominantly Unprepared

Figure 109 - Preparedness against ransomware, per sector

Railway

Figure 110 - Preparedness against ransomware, Digital  Figure 111 - Preparedness against ransomware, Transport
Infrastructure

Mariime

Electricity District heating
and cooling Heallhcare Providers Menufacturing of R&D of Medicinal Products
Pharmaceuticals

Figure 112 - Preparedness against ransomware, Energy  Figyre 113 - Preparedness against ransomware, Health

63



NIS INVESTMENTS 2025

Survey Question: For each of the following scenarios, would you categorize your organization's

current stance as predominantly prepared or unprepared? —

Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Administration Space Transport Waste water

infrastructures management
] I

Cloud services Core internet services  Dalacentre senices Trust senvices

A supply chain attack or compromise to a third-party service

M Predominantly Prepared [l Predominantly Unprepared Not Applicable

Figure 114 - Preparedness against supply chain attack or third-party compromise

| IR0

Aviation Maritime Raiway Road fransport

Figure 116 - Preparedness against supply chain attack or

Figure 115 - Preparedness against supply chain attack third-party compromise, Transport

or third-party compromise, Digital Infrastructure

111

Electricity District heating

Healthcare Providers Manufacturing of R&D of Medicinal Products
and cooling Pharmaceuticals

Figure 117 - Preparedness against supply chain attack  Figure 118 - Preparedness against supply chain attack or
or third-party compromise, Energy third-party compromise, Health
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Survey Question: For each of the following scenarios, would you categorize your organization's

current stance as predominantly prepared or unprepared? —

Transport Waste water

A cyberattack causes IT/OT infrastructure outage or degradation

Banking Digital infrastructure Drinking water Enargy Financial market Health ICT sanica Public Administration

infrastructures management

Cloud services

M Predominantly Prepared [l Predominantly Unprepared

Figure 119 - Preparedness against attacks causing IT/OT infra outages or degradation, per sector

1INl

Core intemet services Datacentrs services Telecoms Trust senvices
Awation Maritime Raiway Road transport

Figure 120 - Preparedness against attacks causing
IT/OT infra outages or degradation, Digital
Infrastructure

Figure 121 - Preparedness against attacks causing IT/OT
infra outages or degradation, Transport

Electricity Distriet heating l l Healthcare Providers npﬂ:nufacmnng of R&D of Medicinal Products
and cooling armaceuticals
Figure 122 - Preparedness against attacks causing Figure 123 - Preparedness against attacks causing IT/OT
IT/OT infra outages or degradation, Energy infra outages or degradation, Health
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4. Survey demographics

Il Banking

[ | Digital infrastructure

[ Drinking Water

[ Energy

Il Financial market infrastructures

[ Health

I ICT service management

[ Public Administration
Space

I Transport

I Waste Water

Figure 124 - Sectoral composition of the 2025 study sample

Energy subsector breakdown Health subsector breakdown Transport subsector breakdown  Digital Infrastructure services breakdown
(multiple choices possible, n=190) (multiple choices possible, n=147) (multiple choices possible, n=161) (multiple choices possible, n=170)
125 124 70 122
105
45
40
62
59 32 55
46 49
30 32
25 22
3
Electricity  District il Gas Hydrogen Healthcare  EU Reference R&D of Manufacturing of Aviation Maritime Railway Road Core internet ~ Telecoms. Datacentre  Cloud services Trust services
heating and Providers | Medicinal transport senvices senvices
cooling Products (TLD, DNS,
IXP, CDN)

Figure 125 - Subsector composition of the 2025 study sample
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Il Banking

[ | Digital infrastructure

[ Drinking water

¥ Energy

I Financial market infrastructures

[ Health

¥ ICT service management

- Manufacturing

[ Public Administration
Space

[ | Transport

I Waste water

2024 2025

o 40 40 40 40 W
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2 d -
2 2
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1
L] 1
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] s
. ; 7 .
G 7 6 6
1 4
- - 6 .
1 . 1
2 1
1 1
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2 2 2 2 2 2 2 q ] . 2 1 1 . 2 2 ?
Austria  Belgium Bulgaria Croatia Czech Denmerk Estonia Finland France Germany Greece Hungary Ireland  Italy — Lahia Lithuanieuxembourg Malta Netherlands Poland Portugal Republic Romania Slovekia Slovenia Spain  Sweden

Republic of Cyprus
W Banking M iCT senice management [l Digtal infrastructure
B Energy Health Space
Il Financial markat infrastructures [l Waste water I Puiic Administration
M Transport I Drinking water

Figure 127 — Sectoral composition of 2025 study sample, per Member State
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This year’s sample consisted of 83% large enterprises and 17% SME, below you may see a
breakdown per sector.

57%
66% 0 71%

94% 90% 93%

46% 43%

34%

Banking Digital Drinking Energy Financial Health ICT service Public Space Transport Waste water
infrastructure water market managementAdministration
infrastructures

Il Large Enterprise
M sMmE

Figure 128 - SME vs. Large enterprises, per sector

Participants are also asked to provide an estimated number for the organisation’s revenue and full
time employees within the business scope and country they have provided. High level estimates or
ballpark figures are accepted.

7 544 M€
4142 M€ 4106 ME
2493 M€
1 485 e [ 1 620 M€ 1I04ME 4 4agme
954 M€ 1044 M€ 885 M
545 M€ 445 e 430 Mg 374 M€ 506 M€ 368 M€
105 M€ 138 M€ 63 M€ 52 M€ 120 M€
Energy Banking Public Transport Health Digital Drinking water ~Waste water ICT service Financial Space
Administration infrastructure management market

infrastructures

Figure 129 - Revenues per sector

15 209
11133
10 542
8583
7853
5 200
4458
4143
3300 3815
2 700
1917
1550
1000 1000 1200 1423 975
Banking Transport Health Public Energy ICT service Waste water Digital Drinking water Space Financial
Administration management infrastructure market

M Average [ Median infrastructures

Figure 130 - Employees per sector
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5. Definitions

5.1 Median and average definitions
In this study, both median and average (arithmetic mean) values are presented to provide a more
complete picture of the data.

The median represents the middle value in a dataset—half of the entities report higher values and
half report lower. It is a robust measure of central tendency, less influenced by extreme values (very
large or very small) than the average, and therefore often provides a better sense of what a typical entity
reports when data are unevenly distributed. By contrast, the average is calculated by dividing the
sum of all reported values by the number of observations.

For example, if a few large organisations report exceptionally high cybersecurity investments, the
average investment will increase significantly, whereas the median will remain a more representative
value. This makes the median especially useful for interpreting data such as cybersecurity budgets or
staffing levels, which can vary widely across organisations.

Type Description Example Result

Sum of values of a dataset divided by

Arithmetic mean
number of values

(1+2+2+3+4+7+9)/7 | 4

Middle value separating the greater and

lesser halves of a dataset 1.2,2,3,4,7.9 s

Median

When median values for investments or full-time equivalents (FTEs) are reported, it is important to
interpret them in context. These are absolute figures and can be influenced by the size of the
organisation and the structure of the sector in which it operates; a smaller budget or staffing level does
not necessarily indicate lower cybersecurity maturity. Additionally, differences in sample composition
and size compared with previous studies may affect the results, meaning that changes over time may
reflect variations in the sample rather than actual shifts in investment or capability.

5.2 SME definition

The main factors determining whether an enterprise is an SME are:

e staff headcount.
e either turnover or balance sheet total

Organisation category | Staff headcount Turnover Balance sheet

total
Medium-sized <250 <€50m <€43m
Small <50 <€10m <€10m
Micro <10 <€2m <€2m
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ABOUT ENISA

The European Union Agency for Cybersecurity, ENISA, is the Union’s agency
dedicated to achieving a high common level of cybersecurity across Europe.
Established in 2004 and strengthened by the EU Cybersecurity Act, the European
Union Agency for Cybersecurity contributes to EU cyber policy, enhances the
trustworthiness of ICT products, services and processes with cybersecurity
certification schemes, cooperates with Member States and EU bodies, and helps
Europe prepare for the cyber challenges of tomorrow. Through knowledge sharing,
capacity building and awareness raising, the Agency works together with its key
stakeholders to strengthen trust in the connected economy, to boost resilience of
the Union’s infrastructure, and, ultimately, to keep Europe’s society and citizens
digitally secure. More information about ENISA and its work can be found here:
WWW.€enisa.europa.eu.

ENISA
European Union Agency for Cybersecurity
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Agamemnonos 14
Chalandri 15231, Attiki, Greece
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