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Agency works together with its key stakeholders to strengthen trust in the connected economy, to 

boost resilience of the Unionôs infrastructure, and, ultimately, to keep Europeôs society and citizens 
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1. About this document 

This companion document accompanies the main NIS Investments 2025 report and presents all 

responses collected through the studyôs survey. It is designed to complement the reportôs 

analytical findings by providing a detailed, visual overview of the underlying data. 

Through a series of charts, this companion document enables readers to explore how the broader 

insights highlighted in the main report manifest across the organisations surveyed ð both 

within individual Member States and across the different sectors covered by the study. 

By offering this level of granularity, this document allows readers to examine patterns and variations 

in cybersecurity practices, challenges, and levels of preparedness in greater depth. It is intended as a 

resource for policymakers, regulators, and practitioners seeking to better understand the context 

behind the studyôs findings and to support evidence-based decision-making 

.



 

 

SECTION 2 

 

Member State view 
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2. Member State view 

2.1 IT spending 

Survey Question: What was your organisationôs estimated IT budget or spending in Euros for 2024 

(including CAPEX and OPEX for hardware, software, internal personnel, contractors, and outsourcing 

spending)? 
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Figure 1 - IT spending per Member State (median values) 
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2.2 IT spending as a share of revenues  

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an 

organisationôs revenue that is allocated to IT. 
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2.3 IS spending  

Survey Question: What was your organisationôs estimated Information Security budget or spending in 

Euros for 2024 (including CAPEX and OPEX for hardware, software, internal personnel, contractors, 

and outsourcing spending)? 
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2.4 Outcomes attained via cybersecurity investment in 2024 

Survey Question: Which of the following outcomes has your organisation achieved as a result of its cybersecurity investments in the past year? 

(Select up to three) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 4 - Outcomes attained via cybersecurity investment in 2024, per Member State 

2.5 Key cybersecurity investment drivers for 2024 

Survey Question: In the past year, which of the following has most significantly driven cybersecurity investment in your organisation? (Select up 

to 3) 
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Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 5 - Key cybersecurity investment drivers for 2024, per Member State 

 

2.6 Targeted outcomes of cybersecurity investment in the coming year 

Survey Question: Which of the following outcomes are you primarily targeting with your cybersecurity investments in the coming year? (Select up 

to three) 
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Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 6 - Targeted outcomes of cybersecurity investment in the coming year, per Member State 
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2.7 IT FTEs  

Survey Question: What was your organisationôs estimated number of IT FTEs for 2024 including 

internal staff and contractors? 

 

Figure 7 - IT FTEs per Member State (median values) 
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2.8 IS FTEs 

Survey Question: What was your organisationôs estimated number of Information Security FTEs for 

2024 including internal staff and contractors? 

 

Figure 8 - IS FTEs per Member State (median values) 
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2.9 IS FTEs as a share of IT FTEs 

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an 

organisationôs IS FTEs over IT FTEs. 

 

Figure 9 - IS FTEs as a share of IT FTEs per Member State (median values) 
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2.10 Proportion of women in IS FTEs 

Survey Question: Please share what percentage of your IS FTEs are women? 
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2.11 Challenges to attracting cybersecurity talent 

Survey Question: Which barriers does your organisation face in attracting cybersecurity personnel? (Select up to three) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 11 - Challenges to attracting cybersecurity talent, per Member State 
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2.12 Challenges to retaining cybersecurity personnel 

Survey Question: What are the main challenges your organisation faces in retaining cybersecurity personnel?  (Select up to three) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 12 - Challenges to retaining cybersecurity personnel, per Member State 
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2.13 Cybersecurity staffing strategy 

Survey Question: What best describes your organisationôs cybersecurity staffing plan for the next 12 months? 

 

Figure 13 - Cybersecurity staffing strategy, per Member State 
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2.14 Cost reduction measures affecting cybersecurity staffing 

Survey Question: In the past year, did your organisation take any of the following cost reduction measures affecting cybersecurity staffing? 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 14 - Cost reduction measures affecting cybersecurity staffing, per Member State 
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2.15 Most in-demand cybersecurity skills currently 

Survey Question: Which of the following are the most in-demand cybersecurity skills in your organisation right now? (Select up to 3) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 15 - Most in demand cybersecurity skills currently, per Member State 
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2.16 Most challenging NIS2 requirements to implement 

Survey Question: Which of the following NIS2 areas is the most challenging for your organisation to implement? (Select up to three) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 16 - Most challenging NIS2 requirements, per Member State 
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2.17 Main obstacle to implementing NIS2 requirements 

Survey Question: What is the main obstacle to implementing these controls effectively? 

 

Figure 17 - Main obstacle to implementing NIS2 requirements, per Member State 
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2.18 Cybersecurity assessments 

Survey Question: Has your organisation conducted any form of cybersecurity assessment or testing 

(e.g. technical audit, penetration test, red team exercise, maturity assessment) within the past 12 

months? 

 

 

Figure 18 - Proportion of entities having conducted any form of cybersecurity assessment in the past 12 

months 
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2.19 Average time to patch critical vulnerabilities on critical systems 

Survey Question: What is the average time to patch critical vulnerabilities on your organisation's critical assets (IT and OT)? 

 

Figure 19 - Average time to patch critical vulnerabilities on critical systems, per Member State 
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2.20 Supply chain risk management practices implemented 

Survey Question: Which of the following supply chain risk management practices are currently in place in your organisation? (Multiple choices 

possible) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 20 - Supply chain risk management practices implemented, per Member State 
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2.21 Characteristics of preferred suppliers of digital products 

Survey Question: When procuring products with digital elements (hardware or software), which supplier categories do you commonly use? 

(Select all that apply)  

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 21 - Characteristics of preferred suppliers of products with digital elements, per Member State 
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2.22 Information Sharing 

Survey Question: Does your organisation engage in collaboration and information sharing with others? (Multiple choices possible) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 22 - Participation in information sharing, per Member State 

  



 NIS INVESTMENTS 2025 
 

 

29 

2.23 Attacks with the greatest operational impact on day-to-day operations 

Survey Question: In the past 12 months, which type of cyberattack had the greatest impact on your day-to-day operations? 

 

Figure 23 - Attacks with the greatest operational impact on day-to-day operations, per Member State 
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2.24 Cybersecurity threats of most concern looking ahead 

Survey Question: Which of the following cybersecurity risks or attack types concern you the most looking ahead? (Select up to 3) 

Disclaimer: This graph visualises the proportion that each response represents out of all responses received from organisations within 

the respective Member State. Not the proportion of entities within the respective Member State, having provided that answer. 

 

Figure 24 - Cybersecurity threats of most concern looking ahead, per Member State 
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2.25 Preparedness against scenarios 

Survey Question: For each of the following scenarios, would you categorize your organization's 

current stance as predominantly prepared or unprepared? ï  

(Cybersecurity preparedness refers to your organisationôs ability to anticipate, prevent, respond to, and 

recover from cyber incidents effectively) 

A ransomware attack that encrypts critical systems 
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Survey Question: For each of the following scenarios, would you categorize your organization's 

current stance as predominantly prepared or unprepared? ï  

A supply chain attack or compromise to a third-party service 
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9ǎǘƻƴƛŀ оу҈ сн҈ л҈

CƛƴƭŀƴŘ сл҈ пл҈ л҈

CǊŀƴŎŜ тл҈ ол҈ л҈

DŜǊƳŀƴȅ тр҈ нр҈ л҈

DǊŜŜŎŜ су҈ он҈ л҈

IǳƴƎŀǊȅ рр҈ пр҈ л҈

LǊŜƭŀƴŘ ру҈ пн҈ л҈

Lǘŀƭȅ рр҈ пр҈ л҈

[ŀǘǾƛŀ рр҈ пр҈ л҈

[ƛǘƘǳŀƴƛŀ со҈ от҈ л҈

[ǳȄŜƳōƻǳǊƎпу҈ рн҈ л҈

aŀƭǘŀ пл҈ сл҈ л҈

bŜǘƘŜǊƭŀƴŘǎсо҈ от҈ л҈

tƻƭŀƴŘ сл҈ пл҈ л҈

tƻǊǘǳƎŀƭ ро҈ пт҈ л҈
wŜǇǳōƭƛŎ ƻŦ
/ȅǇǊǳǎ рл҈ рл҈ л҈

wƻƳŀƴƛŀ пр҈ рр҈ л҈

{ƭƻǾŀƪƛŀ сл҈ пл҈ л҈

{ƭƻǾŜƴƛŀ ро҈ пт҈ л҈

{Ǉŀƛƴ то҈ нт҈ л҈

{ǿŜŘŜƴ ср҈ ор҈ л҈

Figure 26 - Preparedness against supply chain attack or third-party compromise 
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Survey Question: For each of the following scenarios, would you categorize your organization's 

current stance as predominantly prepared or unprepared? ï 

 A cyberattack causes IT/OT infrastructure outage or degradation 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Germany

France

Spain Italy

Austria

Ireland

Netherlands
Poland

Finland

Denmark

Portugal

Sweden

Slovakia
Czechia

Romania

Greece

Luxembourg

Bulgaria

Croatia

Latvia

Estonia

Hungary

Lithuania

Cyprus

Malta

Preparedness for IT/OT infrastructure outage 
from cyberattack per Member State

Slovenia

Belgium

tǊŜŘƻƳƛƴŀƴǘƭȅ
ǇǊŜǇŀǊŜŘ ҈

tǊŜŘƻƳƛƴŀƴǘƭȅ
ǳƴǇǊŜǇŀǊŜŘ ҈

!ǳǎǘǊƛŀ тл҈ ол҈

.ŜƭƎƛǳƳ су҈ он҈

.ǳƭƎŀǊƛŀ су҈ он҈

/Ǌƻŀǝŀ ср҈ ор҈
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CƛƴƭŀƴŘ су҈ он҈

CǊŀƴŎŜ ул҈ нл҈
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aŀƭǘŀ пр҈ рр҈

bŜǘƘŜǊƭŀƴŘǎто҈ нт҈

tƻƭŀƴŘ со҈ нт҈

tƻǊǘǳƎŀƭ су҈ нн҈

wŜǇǳōƭƛŎ ƻŦ
/ȅǇǊǳǎ ср҈ ор҈

wƻƳŀƴƛŀ ру҈ пн҈

{ƭƻǾŀƪƛŀ ро҈ пт҈

{ƭƻǾŜƴƛŀ тл҈ ол҈

{Ǉŀƛƴ тр҈ нр҈

{ǿŜŘŜƴ со҈ нт҈

Figure 27 - Preparedness against attacks causing IT/OT infra outages or degradation 
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3. Sector view1 

3.1 IT spending 

Survey Question: What was your organisationôs estimated IT budget or spending in Euros for 2024 

(including CAPEX and OPEX for hardware, software, internal personnel, contractors, and outsourcing 

spending)? 

 

 

 

 

 

 

 

 

 

 

  

 
1 Note: EU reference laboratories are included in the Health sector sample. However, the results for these entities are not shown 
separately in the breakdown due to their low representation in the sample. 

Figure 28 - IT spending per sector 

Figure 29 - IT spending, Digital Infrastructure Figure 30 - IT spending, Transport 

Figure 31 - IT spending, Energy 
Figure 32 - IT spending, Health 
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3.2 IT spending as a share of revenues  

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an 

organisationôs revenue that is allocated to IT. 

 

Figure 33 - IT spending as a share of revenues per sector 
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3.3 IS spending  

Survey Question: What was your organisationôs estimated Information Security budget or spending in 

Euros for 2024 (including CAPEX and OPEX for hardware, software, internal personnel, contractors, 

and outsourcing spending)? 

 

Figure 34 - IS spending per sector 

   

Figure 35 - IS spending, Digital Infrastructure 

 

Figure 36 - IS spending, Transport 

 

Figure 37 - IS spending, Energy 

 

Figure 38 - IS spending, Health 
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3.4 IS spending as a share of IT spending  

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an 

organisationôs IS budget or spending compared to its total IT budget or spending.

 

Figure 39 - IS spending as a share of IT spending, per sector 

  

 
Figure 40 - IS spending, Digital Infrastructure 

 
 
Figure 41 - IS spending, Transport 

 

Figure 42 - IS spending, Energy 

 

Figure 43 - IS spending, Health 
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3.5 Outcomes attained via cybersecurity investment in 2024 

Survey Question: Which of the following outcomes has your organisation achieved as a result of its 

cybersecurity investments in the past year? (Select up to three) 

Across EU view 

 

Figure 44 - Outcomes attained via cybersecurity investment in 2024 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 45 - Outcomes attained via cybersecurity investment in 2024, per sector 
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3.6 Key cybersecurity investment drivers for 2024 

Survey Question: In the past year, which of the following has most significantly driven cybersecurity 

investment in your organisation? (Select up to 3) 

Across EU view 

 

Figure 46 - Key cybersecurity investment drivers for 2024 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 47 - Key cybersecurity investment drivers for 2024, per sector 
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3.7 Targeted outcomes of cybersecurity investment in the coming year 

Survey Question: Which of the following outcomes are you primarily targeting with your cybersecurity 

investments in the coming year? (Select up to three) 

Across EU view 

 

Figure 48 - Targeted outcomes of cybersecurity investment in the coming year 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 49 - Targeted outcomes of cybersecurity investment in the coming year, per sector 
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3.8 IT FTEs  

Survey Question: What was your organisationôs estimated number of IT FTEs for 2024 including 

internal staff and contractors? 

 

Figure 50 - IT FTEs per sector 

   
 
Figure 51 ï IT FTEs, Digital Infrastructure 

 
 
Figure 52 ï IT FTEs, Transport 

 

Figure 53 ï IT FTEs, Energy 

 

Figure 54 ï IT FTEs, Health 
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3.9 IS FTEs 

Survey Question: What was your organisationôs estimated number of Information Security FTEs for 

2024 including internal staff and contractors? 

 

Figure 55 - IS FTEs per sector 

 

 
Figure 56 ï IS FTEs, Digital Infrastructure 

 

 
Figure 57 ï IS FTEs, Transport 

 

Figure 58 ï IS FTEs, Energy 

 

Figure 59 ï IS FTEs, Health 
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3.10 IS FTEs as a share of IT FTEs 

Calculated field: This metric is a calculated field that expresses the proportion (or percentage) of an 

organisationôs IS FTEs over IT FTEs. 

 

Figure 60 - IS FTEs as a share of IT FTEs per sector 

 

 
Figure 61 ï IS/IT FTEs, Digital Infrastructure  

 
Figure 62 ï IS/IT FTEs, Transport 

 

Figure 63 ï IS/IT FTEs, Energy 

 

Figure 64 ï IS/IT FTEs, Health 
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3.11 Proportion of women in IS FTEs 

Survey Question: Please share what percentage of your IS FTEs are women? 

 

 

  

Figure 65 - Proportion of women in IS FTEs per sector 
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3.12 Challenges to attracting cybersecurity talent 

Survey Question: Which barriers does your organisation face in attracting cybersecurity personnel? 

(Select up to three) 

Across EU view 

 

Figure 66 - Challenges to attracting cybersecurity talent 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 67 - Challenges to attracting cybersecurity talent, per sector 
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3.13 Challenges to retaining cybersecurity personnel 

Survey Question: What are the main challenges your organisation faces in retaining cybersecurity 

personnel? (Select up to three) 

Across EU view 

 

Figure 68 - Challenges to retaining cybersecurity personnel 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 69 - Challenges to retaining cybersecurity personnel, per sector 
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3.14 Cybersecurity staffing strategy 

Survey Question: What best describes your organisationôs cybersecurity staffing plan for the next 12 

months? 

Across EU view 

 

Figure 70 - Cybersecurity staffing strategy 

 

Figure 71 - Cybersecurity staffing strategy, per sector 
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3.15 Cost reduction measures affecting cybersecurity staffing 

Survey Question: In the past year, did your organisation take any of the following cost reduction 

measures affecting cybersecurity staffing? 

Across EU view 

 

Figure 72 - Cost reduction measures affecting cybersecurity staffing 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 73 - Cost reduction measures affecting cybersecurity staffing, per sector 
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3.16 Most in-demand cybersecurity skills currently 

Survey Question: Which of the following are the most in-demand cybersecurity skills in your 

organisation right now? (Select up to 3) 

Across EU view 

 

Figure 74 - Most in-demand cybersecurity skills currently 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 75 - Most in demand cybersecurity skills currently 
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3.17 Most challenging NIS2 requirements to implement 

Survey Question: Which of the following NIS2 areas is the most challenging for your organisation to 

implement?  

Across EU view 

 

Figure 76 Most challenging NIS2 requirements 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 77 - Most challenging NIS2 requirements, per sector 

For detailed breakdown per subsector ï please consult the next page. 
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Figure 78 - Most challenging NIS2 requirements, Digital Infrastructure 

 

Figure 79 - Most challenging NIS2 requirements, Transport 

 

Figure 80 - Most challenging NIS2 requirements, Energy 

 

Figure 81 - Most challenging NIS2 requirements, Health 
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3.18 Main obstacles to implementing NIS2 requirements 

Survey Question: What is the main obstacle to implementing these controls effectively? 

Across EU view 

 

 

 

 

 

 

 

Sector view 

 

Figure 83 - Main obstacles to implementing NIS2 requirements 

For detailed breakdown per subsector ï please consult the next page. 

 

Figure 82 - Main obstacles to implementing NIS2 requirements 
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Figure 84 ï Main obstacles to implementing NIS2 requirements, Digital Infrastructure 

 
Figure 85 - Main obstacles to implementing NIS2 requirements, Transport 

 
Figure 86 - Main obstacles to implementing NIS2 requirements, Energy 

 

Figure 87 - Main obstacles to implementing NIS2 requirements, Health 
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3.19 Cybersecurity assessments 

Survey Question: Has your organisation conducted any form of cybersecurity assessment or testing 

(e.g. technical audit, penetration test, red team exercise, maturity assessment) within the past 12 

months? 

 

Figure 88 - Proportion of entities having conducted any form of cybersecurity assessment in the past 12 

months, per sector 

 

  

   

Figure 89 ï Cybersecurity assessments, Digital Infrastructure 

 

Figure 90 - Cybersecurity assessments, Transport 

 

Figure 91 - Cybersecurity assessments, Energy 

 

Figure 92 - Cybersecurity assessments, Health 
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3.20 Average time to patch critical vulnerabilities on critical systems 

Survey Question: What is the average time to patch critical vulnerabilities on your organisation's 

critical assets (IT and OT)? 

Across EU view 

 

Figure 93 - Average time to patch critical vulnerabilities on critical systems 

Sector view 

 

Figure 94 - Average time to patch critical vulnerabilities on critical systems, per sector 

For detailed breakdown per subsector ï please consult the next page. 
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Figure 95 ï Average time to patch, Digital Infrastructure 

 
Figure 96 - Average time to patch, Transport 

 

 
Figure 97 - Average time to patch, Energy 

 
Figure 98 - Average time to patch, Health 
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3.21 Supply chain risk management practices implemented 

Survey Question: Which of the following supply chain risk management practices are currently in 

place in your organisation? 

Across EU view 

 

Figure 99 - Supply chain risk management practices implemented 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 100 - Supply chain risk management practices implemented, per sector 
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3.22 Characteristics of preferred suppliers of digital products 

Survey Question: When procuring products with digital elements (hardware or software), which 

supplier categories do you commonly use? (Select all that apply)  

Across EU view 

 

Figure 101 - Characteristics of preferred suppliers of products with digital elements 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 102 - Characteristics of preferred suppliers of products with digital elements 
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3.23 Information Sharing 

Survey Question: Does your organisation engage in collaboration and information sharing with 

others? (Multiple choices possible) 

Across EU view 

 

Figure 103 - Participation in information sharing 

Sector view 

Disclaimer: This graph visualises the proportion that each response represents out of all 

responses received from organisations within the respective sector. Not the proportion of 

entities within the respective sector, having provided that answer. 

 

Figure 104 - Participation in information sharing, per sector 
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3.24 Attacks with the greatest operational impact on day-to-day operations 

Survey Question: In the past 12 months, which type of cyberattack had the greatest impact on your 

day-to-day operations? 

Across EU view 

 

Figure 105 - Attacks with the greatest operational impact on day-to-day operations 

Sector view 

 

Figure 106 - Attacks with the greatest operational impact on day-to-day operations, per sector 

  


