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1 . About t hi s document
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2 . Member State view

2. 11T spending

Survey OQuWhsatti omas your organisationds estimated | T bu
(including CAPEX and OPEX for hardware, software, int
spending) ?
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share of revenues
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2.31S spending

Survey OQuWhsatti omas your organisationds estimated I nfor
Euros for 2024 (including CAPEX androePBXeflogr coatdwart a

and outsourcing spending)?
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2. 40utcomes attained via cybersecurity investment in 2024
Survey QuWhsitcithorMod! It mwi ng outcomes has your organisation achieved as a result o
(Select up to three)
Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaacksfpaotnisseamistehprmesent s out
the respectiveNbMembode praperti on of entities within the respective Member St a
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Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid.uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain Sweden
Republic of Gyprus
Il Better identification and mitigation of risks
I Don't know
[ Enhanced visibility of IT/OT assets and their security posture
- Faster detection of incidents
Il Fewer incidents caused by human error
] Improved incident response and recovery capabilities
Il Improved regulatory compliance status
Il Increased efficiency in cybersecurity operations (e.g. through automation; patching)
Il No measurable improvements observed yet
Fi guhir@ut comes attained via cyber,segairr i Mggmhb earv eSttanteent in 2024
2. 5Key eydbecurity investment drivers for 20214
Survey OQulensttihoen:past year, which of the following has most signiufpicantly dri ve
to 3)
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Disclai mbis graph visualises the proportiahl thasrpemeibseaakrsdpaomissesitr dognnse sent s out
the respectiveNdMembéde Ppraperti on of entities within the respective Member St a
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Il Customers’ security requirements [0 Proactive risk mitigation and damage prevention (reputational or financial)
M Digital transformation programs Il Regulatory compliance requirements (e.g. NIS2 DORA CRA)
[ Executive/board requests I Response to past cyber incidents or near misses
[ Geopolitical threats Il Supply chain security requirements

M Insurance requirements or conditions

Figée-Key cybersecurity investment Médmbeer St Aabe 20214

2.6 Targeted outcomes of cybersecurity investment in the coming V¢

Survey QuWhsitcihonoof the following outcomes areuyoudyprninmarnsitlment ar getitmg wiotmh nyo yr
to three)

11
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Disclai mbis graph visualises the proportiahl thasrpemeibseaakrsdpaomissesitr dognnse sent s out
the respectiveNdMembéde Praper wi ohiaof tertrespective Member State, having provid
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of Cyprus

Il Achieving or improving compliance with cybersecurity regulations 771 Improving supply chain cybersecurity risk management

I Don't know I ncreasing efficiency or automation in cybersecurity processes
[ Enhancing cyber resilience I investing in people working on cybersecurity
] Implementing or upgrading cybersecurity technology and tools I No clear outcomes targeted yet

Il Improving organisational cybersecurity awareness and training

Fi gwrBargeted outcomes of cybersecuri tpyeri n\eersbtemne nStt aitre t he coming year

12
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2. 71 FTEs

Survey OQuWhsati geneassr or gani sationébés estimated number of
internal staff and contractors?
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2.81S FTEs

Survey OQuWhsatti omas your organi sat ifoonrénsa teisotn ngaetceudr intuymbFeT
2024 including internal staff and contractors?
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2.91S FTEs as a share of I T FTESs
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2.1@roportion of women in | S FTEs
Survey QuRelsetaisoen:s h arrcee mthaage pef your ||'S FTEs are women’
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2. 1Challenges to attracting cybersecurity talent

Survey OQuWhsitcihonbbarri ers does your organisation face in attracting cybersecurit

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respectiveNbMembode Praperti on of entities within the respective Member St a
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Republic of Cyprus

I Difficulty in finding candidates with the required skills [ Limited attractiveness of the organization or sector

I | don't know Il Limited senior leadership support for cybersecurity hiring
[ Inadequate internal training programs I Outdated or insufficient technology and tools
[ Insufficient budget for competitive salaries Il We don't face challenges in attracting cybersecurity personnel

Il Lack of clear career progression paths

FigdlChallenges to attractimpgr cHNdmbesreclitratte tal ent

17
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2.1Zhallenges to retaining cybersecurity personnel
Survey OQuWhsatti oanrie the main challenges your organi s@afSebecfaaocpstontheéa)ning
Di scl ai mais graph visualises the proportiahl t hasrpemaesibseaakrsfpaomisses it dopnnse sent s
the respectiveNbBMembode Praperti on of entities withhlgi mprtolve dreas g ehatti vaen sMemb e r
3% 3% s 10% 4% o 4% s P 3% 3% 4% 0
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Republic

Figuwr2ecChal l enges to

Il Excessive workload and burnout

M |nability to offer competitive salaries or benefits

Il Organisational instability or complexity of operating model
[ Outdated or insufficient technology and tools

of Cyprus

[ Inadequate training and skill development programs [l Poor recognition or support for cybersecurity from leadership

[ Limited career advancement opportunities

I We don't face challenges in retaining cybersecurity personnel

N
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2. 18ybersecurity staffing strategy
Survey OQuWhsatti obneest describes your organisanéexnoés2cmbetrbBeurity staffing plan f
8% SN o0, 3% 1Y 506 S o a% T GEEN 0o, RERLM o, [T 07 [RS8 ) S% e LN o, RN 0o, IR ‘ 0% [ 8% ) e 0%
o 10% 0% o 8% 270 10% 2o 8% 10% 8% 10%
07 0% ao; 0% 0% 0% 0% 0%
2 30 o 5% 0% 0% 0%
58%
48% » 50% e , , 48%
43% 40% 43% 40% 43% ey
30% 30% 30% 30% ) -
Austria Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus

I Not decided yet

Il We expect to reduce cybersecurity staffing

[l We plan to increase cybersecurity staffing by hiring

7] We plan to increase cybersecurity staffing by upskilling existing staff rather than hiring externally
Il We plan to maintain current staffing levels

Fi gur3eCybersecurity s,pafrf iMegnbstrr &t e@d e

19
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2.1€o0st reduction measures affecting cybersecurity staffing

Survey Qulensttihoen:past year, did your orgaeidsation maksesuaeryg affebeéei hgl cgbengecaos

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respectiveNbembode Praperti onheofr eesnpteicttiievse wWwMetnmmbienr tSt at e, having provided tF
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Ausfria Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus

Ml Carried out layoffs affecting cybersecurityroles [l Paused promotions or salary increases for cybersecurity staff
Ml Introduced a hiring freeze for cybersecurity roles [lll Reduced cybersecurity recruitment budget
[ None of the above

Figurde€Cost reduction measures aff exdri nMe mhyebre rSteactueg i ty staffing

20
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2. 1Most-démand cybersecurity skills currently

Survey OQuWhsitcihonof ndgrearfeoltlewimmansgdt ciyber security skills in your organisation rig

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respecti vteeNbMlembée $Hraportion of entities within the respective Member St a
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Ausfria Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain Sweden

Republic of Cyprus
Il Al security and risk management 7] Network security
Il Application security (e.g. secure development) Il Operational Technology security (OT/ICS)
[ Cloud security (e.g. securing cloud infrastructure or SaaS platforms) [l Security architecture and engineering
[ Identity and access management Il Security automation or orchestration (e.g. SOAR tools)
Il Incident detection and response Il security operations and monitoring (e.g. SIEM tools)

Fi gur5eMost in demand cyber se,@eri tie mbleirl IS¢ acdwerrent | vy

21
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2. 16o0st challenging NIiISBplremantr ements to

Survey OQuWhsitcihonof the following NIS2 areas is the moS$eal edital upe ntgd ntghrfeoea) your or

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respectiveNbMembode Praperti on of entities within the respective Member St a

Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus
I Access management [ Cryptography Il Network segmentation and segregation
Il Asset management Il Cyber risk management Supply chain risk management
[ Awareness and cyber hygiene I Environmental and physical security [l Threat detection & Incident handling
[l Board accountabilities on cyber Il External reporting I Vulnerabilities and patch management

Il Business continuity & disasterrecovery [l Haven't analyzed yet

Figd6Most challenging Np&2 Memlhiér efheat s
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2.1WMain obstacle to Iimplementing NIS2 requirements

Survey QuWhsati oimaithhebsbacmpl ementing these controls effectively?

13% 13% o L0 13%
o S S o7 G 18%
20% [l 20% 0% 2308 20% 20% 20% [ ...
25% 20% 20% 25% 23% 23% 0% 25% 10% 25% 25% 0% 25% 0% 23% )
25% . 550, I EE ‘ 2 E 28% e 28%
) 350% e 13%
13% [ 3°% L 15%
5% : 10%
3% o -
30% 3% 8% 10% 5% 15% 10% N | s
. 20% . o 10% o
15% 8% 3%
15% : 20% ‘
5% 3%
5%
239 [l 25% 28%
28% 28% [ 30%
250 [ 250 I .. 25% 28% . 25%
z 15% 23% U070 23%
15%
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Metherlands Poland Portugal Republic Romania Slovakia Slovenia
Republic

Spain  Sweden
of Cyprus

Il Complexity of regulatory requirements across jurisdictions ] Lack of skilled personnel or internal expertise
M Insufficient budget

Il Operational constraints (e.g. legacy systems: OT limitations)
[l Lack of management support or prioritisation

"] Uncertainty about how to interpret or implement regulatory requirements

Fi gur-eMai n obstacle to i mpl emermteirngMeMb®2 rSd qquier ement s,
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2. 18ybersecurity assessments

Survey OQukeasst iyoonuur organi sation conducted any form of
(e.g. technical audit, penetration test, red team exe¢
mont hs?

't or testing per Member 5h@
.94 btz Ybh?
I dza G N. T3y HZR £z
St 3A yiy META 62
dzt 3| cia 03F £z
/I NBI 8 Ti0 HEE £z
/1T SOK pig OffE &2
58y Yl yia M2 2
9ailz2y pn psn 1z
CAYyft I TiR HE £z
. CNI yO din Miz Hz
, DS NXYI yin H3J hi
Finl and DNBSO 1o HI? 2
I dzy 3t cip oz 2
LNBTf I yit MEH 62
LGl te vy MVET £z
.Estonl a [ FG§BR cie osa &2
‘ [ AUKdz pia nae 32
) [ dZES Y
Swe deln ‘Latwa 3 ) cshp oz 2
al fal cia 03k £
. .Lithuania bSGiKS cip off? 2
. Denmar k ::Lll“)j’ C}); 0(—!)3 2
z (o2 ns:
gy 24 w S Lidzo
. . / 8@ LINHz nsa  prs Az
Net her nds - 2% 2 i%
’ Pol and WQYI,Y C:P 02{3 £1::
{t 209!l Py ngi2 £z
Bel g@m Germany (t208 ci oz A
{LI Ay y Ha 12
Luxemb(.rg Czech.slovakia {4SRS TR i 2
Aust‘a .Hungar‘
. | ; .CroatiaRomania
France .S oveni
Bul gari a
. Spain I'taly
Por ttugal .
Grieece ‘CVPTUS

@ vaitia

Fi gur8eProporti on ofngenctointdiuecst eddavainy form of cybersecurity a
mont hs
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2.2Q@upply chain risk management practices i mplemented

Survey QuWhsitcithorod!l It hwi ng supply chain risk management

pr §avtuildd |l eer & hourcreesnt |y
possi bl e)

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respectiveNbMembode praperti on of entities within the respective Member St a

16% : T 16%
21% 20% 20% 299 290 20% 19%
200 [ N 24% [ o5, [ 247 I I oo [ 252 . 28 P Gl B B P KBl P B 24% 279 [ 24%
239% 16% R0
20% 20% 0 22% 26%

20% S 19% (B2 7 23% N oo 57 22% 17% 19%
0% N P 220, [ 1% o 25% 252 [ 17% I 12 [ 15% =
23% b 21% [ < 24% 23%

EiE 24%

9% - 2% 7%
1% 4% 2% 1 10% 1% 10% % 9
6% 5% 3% o = e K 5 T 4% [ 12% 50, wid = =
3% 2% % 0% 5% 2% z 7%
Austria  Belgium Bulgaria Croatia Czech Denmark Esfonia Finland France Germany Greece Hungary Ireland ltaly Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus

Il Conducting supplier risk assessments or audits [ Monitor the cyber risk of suppliers with technologies
M including cybersecurity requirements in supplier contracts [lll No specific practices in place
7] Maintaining a register of suppliers [ Requiring supplier cybersecurity certifications or standards compliance

Fige&O0Supply chain risk managememterp rMecrtbiecre sStiampel e ment ed
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2.2Characteristics of frigfidrarle d rowdpprltiser s of

Survey QuWhsetn opnr:ocuring products with digitasupelémentatelyardwar e oolyosoftcomana) )
(Select all that apply)

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respectiveNbMembode Prapeiresowi ohienthe respective Member State, having pro

% % 8%
; 110 140% g 04 0 "o 8% o 10%
3% 20 304 3% " 1% . A0 11% 207 30y 11% 10% ’ X 10% U . 1% % T
13% 12% 13% 13% 15% 15% 14% 15% 13% 13% 15% 15% 14% 14% 15% ik 16%
s 9% 26% 240/ 1090
27% 19% 200, [ 26% 24% 19%
2904 290 249 260/ A0 8% 250
22% 290 , 24% 26% o o 18% 20%
250 i) 24% 200l 250, 2004 219 . 5
25% 24% 204 2504 D70, 25% 29% 21% 290y Doy 250
25 23% 259 [l 25% 259 [ 27% s C 260 [ " I 23%
3% 7%
= 6% oy
01 . o 6% 0 5%
-0 5 4% 6% 20 4% 3% o . - 3% 7
5 ] 5% = 4% 7% 5% = o . o 4%
4% % 205 1% 5% % -
- 3% 5% 4% — 3%
3% %

Austria Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary lIreland ltaly Latvia LithuanidLuxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden

Republic of Cyprus
Bl Companies whose products/services are recognized by industry analysts "7 Large Enterprises (LEs)
B Companies whose products/services have recognized cybersecurity certifications (e.g. 1SO 27001) [l Non-EU-based companies
"] EU-based companies [ Small and Medium-sized Enterprises (SMEs)

Figwrl:ecCharacteristics of preferred suppl,pers Mefmbproduatte with digital el e me
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2.22nformation Sharing
Survey Qubecsetsi oyjogani sati on engage in coll aborat(@Mwnl taingll @ ndloagimaed § omo sdhialbblien)g wi t
Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the respecei v8tNdbleenb he proportion of entities within the respective Member St a
6% 9% 119 6 1% - 8% 9% 7% s 1% 2% 6% % 12% 1o 9% % 10% 10% v 13% 14% 13% - 4:
10% 5% 10% : 10% s 19% ’ e S 6% T 3%
13% » o 10% 7% 15% % 9% 8% o = 13% 4% 10% %o 4%
15% 2 < 6% %
o 15% .
13% S 2% 7% o
* 0% - = oo I I 4% 130 [ 79 [l 4% 12% [ 6%
6% 5% 6% 8% - 070 2 6% 4%
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Poriugal Republic Romania Slovakia Slovenia Spain  Sweden

Republic of Cyprus

Il No the organisation is not engaged in collaboration and/or information sharing initiatives [ Yes as part of an Industry association
M Yes as part of a National ISAC
"7 Yes as part of an EU-ISAC

[l ves by informally sharing within your network
[ Yes by sharing with our national competent authority

Figwkr2ePar tici pation i n jpnefrorMeartbieorn Ssthaatrei n g
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the greatestta@pygr apieomaali onsmpact on day

Survey Qulensttihoen:past 12 months, which type of cydaeyabpechthadsfPhe greatest

0%
0%
o 0%

10%

20%

10¢

10% I sy, 8% 8%

5%

Austria  Belgium Bulgaria Croatia Czech Denmark Estonia
Republic

0%
10% [ 10%

15%

0%
0%

0%

0% L

25%

10%

10%

13%
18% -
% y
18% 15% 20%
TR o - 10% - 13% 10%
y 8% 8% ; y :
5% 3% 5 5% 9 5% 5% 3%
Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
of Cyprus
I Attacks targeting OT or ICS M Exploitation of insecure applications (web/mobile) [l Phishing (BEC; spoofing; impersonation etc.)
I Cloud or account compromise [ Exploitation of insecure devices/components I Ransomware
[ Denial of Service Il Insider threat I Supply chain compromise

[ Employee negligence or human error [l Not applicable/Cannot share

Figwr3eAtt acks with the greatest-ta@pgr apieomerd oMepl®&e at en day

mp
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2.2L&ybersecurity threats of most concern | ooking ahead

Survey QuWhsitcithonoof the foll owing cybersecurity risks or attack types concern yc

Di scl ai mis graph visualises the proportiahl t hasrpemaesibseaack sfpaomissesitri dopnnse sent s out
the eespve MemiNenr $Sthaet @eroportion of entities within the respective Member St a
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19% a0
20% 23%
% 19% 18% 15% 16% .
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0% B [E . ™ O e 7% = 120 J ' I o2 I 1% 16% RUE
15% 9%
13% a0y T 11% o 04 9% 0% 9% 1% 0% %
2o IR % 3 BB B B B B i B B2 B B B K B B B b 1 B B
Austria  Belgium Bulgaria Croatia Czech Denmark Estonia Finland France Germany Greece Hungary Ireland Italy Latvia Lithuanid_uxembourg Malta Netherlands Poland Portugal Republic Romania Slovakia Slovenia Spain  Sweden
Republic of Cyprus
M Attacks targeting OT or ICS M Insider threats
Il Cloud or account compromise I Phishing (BEC; spoofing; impersonation etc.)
" Denial of Service M Ransomware
[ Emerging or unknown threats (zero-days; Al-enabled attacks) [l Supply chain attacks
Il Employee negligence or human error I Vulnerabilities of insecure applications (web/mobile)

[ Insecure or untrusted hardware/software components

FigwlrdeCybersecurity threats of mpet WKFembernStab&ing ahead
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2.2Preparedness against scenarios

Survey QuFeosrt iecancch of the foll owing scenarios, would vy
current stance as predominantly prepared or unprepar e

(Cybersecurity preparedness refecsphbeyoprevegani sasi
recover from cyber incidents effectively)

A ransomware attack that encrypts critical systems

nsomware attacks {NER2Yt NER2ZY
LINE EJF N.dzy LINB L.
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.St 3A yin Hi)A
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I dzy 3| | yayg MR
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Swe de'n .LatV|a [ dZES Y. yan Hi
’ _ ) al f Gl yip MR
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I.rel and t 2 NI dz yia M
. w S LJdzo
| & LINXzi 0 o
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. Spain Italy
Por tugal .
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Fi gwkr5éPr eparedness against ransomwar e
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Survey OQuFeosrt ieoancch of the foll owing scenarios, would vy
current stance as predominiantly prepared or unprepar e

A supply chain attack oparctoynpgsermiisee to a third

oo ) ) ) o ' ) b2
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! dza G NJ TiR HIE 62
R =P TiR 0:p3 £z
Ldzt 3k nay p:p Az
/ NBI ol cin n:p A
/1T SOK; cia [o 1 -
55y Yl ciy 0B iz
9aidz2y, 03y cik Az
. CAYE I cip nap A
) CNI yO! TR oip i
Finland DS NI T:p Wi 2
DNBSO:! ciy (23 I
| dzy 3| pij nip o A3
LNBf | piy ni|g o 2
.Estonia LGl te pip nip A2
. [ FdaAl p:ip nip A2
) [ AdKdz cia (o131 ¢
Lat vi a [
Swe de’n . [ dzE § Y« nsg pid Az
. ‘ . ) al t Gt n:p cip Az
o Lithuania peggs ) o A
Denmar k t2t 1yl cin nip H:
I.rel and t 2 NXi dz pia ne A2
. w S LJdzo |
Net herd N / € LINXz pin pip H:
‘ . Pol and w2 Yl y; nip pip A2
: t 20 - cii nip - A2
Bel gl.m Eelme Eta@éw pia nE A
{L |7\Y T30 HIE A2
Luxembo.g Czech‘Slovakia {9 csh oip A3
AUSt.a .Hungar'
. SIove‘.CroatiaRomania
France
. Bul gari a
. Spain I'taly
Portugal .
Grieec e ‘CVDYUS

‘Malta

Fi gwRr6ePr eparedness against supphytghaompabmask or
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Survey OQuFeosrt ieoancch of the foll owing scenarios, would vy
current stance as predominiantly prepared or unprepar e

A cylmeatack causes | T/ OT infrastructure outage or deg
per Member State t NER2Yt NER2Y
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Fi gwri-ePreparedness against attacks causing | T/ OT in
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3.11'T spending
Survey QuWhsatti omas your
(including CAPEX and OPEX

spending) ?

237 ME

esti
har dwar e,

mat ed |
softwar e,

-
for

Banking Energy Public Transport

Digital Health ICT service  Drinkingwater Waste water Space Financial
Administration infrastructure management market
infrastructures
-Average . )
I Median Figwerdd T spending per sector
303 M€ 125 M€ 118 M€
106 M€
203 M€ 202 M€ o1 ME
35 M€
28 M€
21 M€
9 ME

Trust services  Telecoms Core internet  Datacentre  Cloud services
services services
Figwrdd T spending, Digital
189 M€ 180 M€
149 M€
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Hydrogen Qil District heating Electricity Gas
and cooling
Figwrld T spending, Energy
INotEeU ref eéradome¢@sroer i ncluded

separately in the breakdown
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Aviation Railway Road transport Maritime
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Pharmaceuticals Products Providers
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3.21'T spending as a share of revenues

Calculatédi simketdric is a calculated(breperoéatbagepr e s
organi sationds revelnlue that is allocated to

5.9% g 79

4 8% 4,9%

3.8% 3,9%

ICT service Digital Space Financial market Banking Health Public Woaste water Drinking water Transport Energy
management infrastructure infrastructures Administration

Il vedian [l Average

Figwr3d T spending as a péaarseoforevenues

36



NI'S | NVESTMENTS

3.31'S spending

Survey OQuWhsatti omas your organisationdbdbudgeitmaredpkentdon

Euros for 2024 (including CAPEX and OPEX for hardwar e
and outsourcing spending)?

24.4 ME

2.9 M€ 2.8ME 2.7 ME

2.4 ME

Banking Digital Public Energy Health Transport ICT service  Drinking Space Financial Waste water
infrastructuréAdministration management water market
B Average [l Median infrastructures

FigwBrdd S spepdingector

25,7 M€

Trust services  Telecoms Core internet  Datacentre  Cloud services

services services Aviation Railway Road transport Maritime
Fi gwBr5dSspending, Digital I nf Figwred S spending, Transport
9,8 M€ 13,3 M€

Hydrogen Qil Gas Electricity  District heating Manufacturing of R&D of Medicinal Healthcare
and cooling Pharmaceuticals Products Providers
Fi gwBrsd S spending, Energy Figw8d S spending, Health
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3.41S spending aspandgdhage of | T s

Calcul ateédi s8imkedric is a calculated(breperwohbatbagrepr es
organi sati oobs s p &nobdnupdagreetd t o i ter togeandil Mg budget

13.0% 13,3%

11,4% 11,5%
10,9%
10.5% 10,29 1 995

9.4% 9,4% 9,2% 9,19 9.1% 9.0%

ICT service Digital Financial Space Banking Waste water Health Public Transport  Drinking water Energy
management infrastructure market Administration
infrastructures

M Average [ Median

Figwred S spending as a share of | T spending, per

15,5% 15,1%

Coreinternet  Datacentre services Telecoms Cloud services Trust services Maritime Road transport Railway Aviation

services

Figuwurod S spending, Digital |
Figuwurld S spending, Transport

Qil Gas Electricity District heating Hydrogen Healthcare Providers R&D of Medicinal Mant ing of
Il Mecian [l Average and cooling Products Pharmaceuticals
Figwr2d S spending, Energy Figuwr3d S spending, Health
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3.50utcomes attained via cybersecurity inves

Survey QuWhsitcihonoof the foll owing outcomes has your org
cybersecurity investments in the past year? (Select

Across EU view

491
(45%) 448
(41%)
380
(35%)
282
(26%) 224
(21%) 192
(18%) 133
(12%)
47
(4%) 8
.
Improved Better Faster Improved Fewer Enhanced Increased No measurable Don't know
regulatory identification detection incident incidents visibility of  efficiency in  improvements
compliance and mitigation of incidents response caused by IT/IOT assets cybersecurity observed yet
status of risks and recovery human error and their operations
capabilities security (e.g. through
posture automation;
patching)
Fi gurdeOut comes attained via cybersecurity invest me
Sector view
Di scl ai méirs graph visualises the proportiahlthat eact
responeei vedr gamimswitt loins t he seeshooetc ttivee proportion o
entities within the respectiawesweerc.t or, having provi de
140 359 50 407 79 315 198 221 65 323 40

Banking Digital infrastructure Drinking waler Energy Financial market Health ICT service Public Adminisiration Space Transport Wasle water
infrastructures management

M Better identification and mitigation of risks

M Don't know

[T Enhanced visibility of IT/OT assets and their security posture

I Faster detection of incidents

Il Fewer incidents caused by human error

[ Improved incident response and recovery capabilities

| Improved regulatory compliance status

[ | efficiencyin it ions (e g. through ion; patching)
Il No measurable improvements observed yet

Fi gur5eDut comes attained via cybersegarmridgegctimirvest ment
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3.6Key cybersecurity investment drivers for

Survey Qulensttihoen:past year, which of thecybbkltewtogi hgs
investment in your organisation? (Select up to 3)

Across EU view

760
(70%)
449
(42%)
o 286 279
(29%) (26%) 236 233
l . - B
Regulatory  Proactive risk Supply chain  Customers’ Responseto Geopolitical Digital Executive/board Insurance
compliance mitigation security security past cyber threats transformation  requests requirements
requirements and damage requirements requirements incidents or programs or conditions
(e.g. NIS2 prevention near misses
DORA CRA) (reputational

or financial)

NY

Figureekey cybersecurity investment drivers for
Sector view

Di sclai mbrs graph visualises the proporuti aohfl t hat eact
respomneexei vedr amimswitt mins t he see$Nbeetc ttihvee proportion o
entities within the respective sector, having provide

106 389
18%
1%

Public Administration Waste water

Banking Digital infrastructure Drinking waler Financial markel ICT senvice Transport

infrastructures. management

[l Customers’ security requi 1t P risk mitigation and damage prevention (reputational or financial)
M Digital programs M Reg: y P (e.g. NIS2 DORA CRA)

I Executive/board requests | | Response to past cyber incidents or near misses

I Geopolitical threats M Supply chain security requirements

M Insurance requirements or conditions

Figur-ekey cybersecurity invegstrmesndactdarivers for 202
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3. 7Targeted outcomes of cybersecurity invest

Survey OQuWhsitcihonoof the following outcomes are you prim
i nvestments in the coming year? (Select up to three)

Across EU view

507
(47%)
368 357
(34%) (33%) 335
(31%) 301 281
(28%) (26%) 252
(23%)
8 4
(1%) (0%)
Implementing  Enhancing Improving Investing in Increasing Achieving or Improving No clear Don't know
or upgrading cyber resilience organisational people efficiency or improving supply chain outcomes
cybersecurity cybersecurity workingon  automation in  compliance cybersecurity targeted yet
technology awareness  cybersecurity cybersecurity with risk
and tools and training processes  cybersecurity management

regulations

Fi gurBeTargeted outcomes of cybersecurity investment i

Sector vVview

Di scl ai meis graph visualises the proportiahlthat eact
respomeexei vedr damimswit i loins ptehcet s veesNoort t he proportion o
entities within the respective sector, having provi de

150 368 57 439 87

1%

0% 0% Fa) 0% 3 3 3 0 % 1%
Banking Digtal infrastructure Drinking water Energy Financial market Health IGT senvice Public Administration Space Transport

Waste water
infrastructures managemeant

M Achieving or improving with ity i I ing supply chain ¢ ity risk

I Don't know - ing efficiency or vin

[ Enhancing cyber resilience I Investing in people working on cybersecurity

[ Implementing or upgrading cybersecurity technology and tools. M No clear outcomes targeted yet
Il improving isational cybersecurity and training

FigurdeTargeted outcomes of cybersecuritypeéemvestemmemnt in
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3.81'T FTEs

Surv@west Woat was your organisationdés estimated numbe
internal staff and contractors?

766

285 283 298 293 293
251

210

Banking Health Transport Public ICT service  Energy Digital Waste water  Space Drinking Financial
Administratiormanagement infrastructure water market
B Average [l Median infrastructures

Figwrod T FTEse ptear

Trust services Telecoms Core internet Datacentre Cloud services

. Railway Road transport Aviation Maritime
services services

Fi gwriiel T FTEs, Digital I nfraFigwrdel T FTEBransport

378
277
140
87
Oil Gas Hydrogen Electricity District heating
and cooling R&D of Medicinal Manufacturing of ~ Healthcare Providers
Products Pharmaceuticals
Fi gwrdel T FTEs, Energy Fi gwrdel T FTEs, Heal th
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3.91S FTEs

Survey QuWhsatti omasr gamirsati onés estimated number of | n
2024 including internal staff and contractors?
74
35
30
26
19 17
11 10 9
3 6 4 5 5 3 ) 5 4 5,
Banking Health ICT service Transport Digital Energy Public Space  Waste water Drinking Financial
management infrastructure Administration water market
B Average [l Median infrastructures

Fi gwbr5d S FTEse pteor

38
29
24
18
1
7 9
4
Trust services Telecoms Core internst Datacentre services  Cloud services
services Railway Road transport Aviation Maritime
Fi gwbréel S FTEs, Digital I Fi gwriel S FTEBranspor:t
il District heating Electricity Hydrogen Gas R&D of \ ing of Healthcare Providers
and cocling Products Pharmaceuticals
Fi gbrgel S FTEs, Energy Fi gwr9el S FTEs, Heal th
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3.10S FTEs as a share of I T FTESs

Calcul at@di s8imkedric is a calculated(breperoilkatbagepr es
organi slast iFoTneEéss over | T FTEs.

17.7%

14,0% 13,8%
12,9%

12,79 13.2%

1,1% 10,7% 10,5% 10,8% 11,0%
0y 0y
10,0% 10,0% 9.4%

10,6% 10,6%

10,1%

Financial Digital ICT service Space Banking Health Drinking Waste water  Energy Public Transport
market  infrastructure management water Administration
infrastructures

I Average [l Median

Figwrod S FTEs as a shasecbobr!| T FTEs per

10,3%

11,8%

11,4% 11,5% 114% 11,4% 11.7% 11,4% 19 20,

80% 80%

Datacentre services  Trust services Core internet Telecoms Cloud services Awviation Road transport Maritime Railway
services
M vedian Il Average

Fi gwrliel S/ I T FTEs, Digital

I Median [l Average

Fi gwrzel S/ 1 T, FTIEansport

11,7% 10,5% 10,3% 10,7%

il Electricity Gas District heating Hydragen
and cecling R&D of Medicinal Healthcare Providers Manufacturing of

Products Pharmaceuticals

Fi gwrdel S/ I T FTEs, Ener Fi gwbrdel S/ I T FTEs, He a

4 4
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3.1Proportion of women in IS FTEs

Survey QuRlsetaisoen:share what percentage of your | S FTEs

15,0%

14,2%

12,2%

8,9%
7.6%
6.5% 6,2%
5,6% 5,4%
0
4,3% 3.8%

2,8%
0,0% 0,0% 0,0%) 0,0%| 0,0% 0,0% 0,0% 0,0% 0,0%[

Banking Health Public Transport Energy Digital ICT service Drinking water Waste water Space Financial

Administration infrastructure management market

M vedian Il Average infrastructures

Fi gwr5eProportion of wopneern sienctlo§ FTESs
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3.1Zhallenges to attractdi cybersecurity ta

ng

Surv@west Wonch barriers does your organisation face i
(Select up to three)
Across EU view
481
(45%)
24%3 211
(20%) 1138;) 174 167
(16%) (15%) (15%) 120
{11%}
1
(1%)
Difficulty in ~ We don't face Limited Lack of Insufficient Inadequate  Limited senior Outdated or | don’t know
finding challenges in  attractiveness  clear career budget for  internal training  leadership insufficient
candidates attracting of the progression competitive programs support for technology
with the cybersecurity  organization paths salaries cybersecurity and tools
required skills  personnel or sector hiring
Fi gwreeChal | enges to attracting cybersecurity ta
Sector view
Di scl ai mirs graph visualises the proportiahlthat weact
respomneexei vedr amimswitt mins t he see$Nbeetc ttihvee proportion o
entities within the respective sector, having provi de
Banking Digital infrastructure Drinking watar Energy Financial market Health ICT service Public Administration Spa Transport Wasle water
infrastructures managament
[ ] Difficulty in finding candidates with the required skills [ Limited attractiveness of the organization or sector
W | dor't know I Limited senior ip support for ity hiring
0 Inadequate internal training programs [ Outdated or insufficient technology and tools
I insufficient budget for competitive salaries M We don't face challenges in attracting cybersecurity personnel
- Lack of clear career progression paths
Fi gwrre&Chal |l enges to attractingecybBecsecurity talen

46



NI'S | NVESTMENTS

3.18hallenges to retaining cybersecurity per
Survey QuWhsatti canr:e t he main challenges your organisati
persorfisell 2ct up to three)
Across EU view
312 303
253
(23%)
172
(16%) 146

We don't face  Excessive Inadequate  Limited career Inability to offer Outdated or
challenges in workload trainingand advancement competitive insufficient
retaining and burnout skill opportunities  salaries or technology
cybersecurity development benefits and tools
personnel programs
FigwrdeChal |l enges to retaini

Sector view

ng cybersecurity

Poor Organisational
recognition or
support for
cybersecurity
from leadership model

instability or
complexity of
operating

pers

Di sclai mbirs griapdés vi seaproportion that eaahlresponse
respomneexei vedr amimswitti mins t he see$Nbeetc ttihvee proportion o
entities within the respective sector, having provi de

Financial market Health ICT sanice
infrastructures management

Banking Digital infrastructure Drinking water Energy

Public Administration

Space Transport Waste water

model

Il Excessive workload and burnout Ho
M Inability to offer competitive salaries or benefits

instability or

[ OQutdated or insufficient technology and tools

[l Inadequate training and skill development programs W Poor recognition or support for cybersecurity from leadership

I Limited career advancement opportunities

Figwrde€Chal |l enges to

47

retaining, cpyébersecuoi ty

Il We don't face challenges in retaining cybersecurity persennel

personn
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3.1€ybersecurity staffing strategy

Survey QuWhsatti obneest descri bes your organisationds cybe
mont hs?

Across EU view

405

10
(1%)
We plan to maintain We plan to increase We plan to increase Mot decided yet We expect to reduce
current staffing levels cybersecurity cybersecurity cybersecurity staffing

staffing by hiring staffing by upskilling
existing staff rather
than hiring externally

FigwroecCybersecurity staffing strategy

Banking Digital infrastructure Drinking water Energy Financial market Health ICT senice Public Administration Space Transport Waste water
infrastructures management

M Mot decided yet

Il We expect to reduce cybersecurity staffing

I We plan to increase cybersecurity staffing by hiring

I We plan to increase cybersecurity staffing by upskilling existing staff rather than hiring externally
M We plan to maintain current staffing levels

Figuwrle€Cybersecurity s,tafddr ngecttarat egy

48



49

NI'S | NVESTMENTS

3.180st reduction measures affecting cyberse

Survey Qulensttihoen:past year, did yofuol loogwgiamg sadstonr ¢ dke

measures affecting cybersecurity staffing?

Across EU view

681
(63%)
174
(16%) (:;;) 122 103
{11%) (10%)
None of Introduced a Reduced Carried out Paused

the above  hiring freeze for cybersecurity layoffs affecting promotions
cybersecurity  recruitment  cybersecurity or salary
roles budget roles increases for
cybersecurity
staff

Fi guwr2e€Cost reduction measures affecting cybersecur

Sector vVview

Di scl

ai mMbrs graph visualises theeprepoesicahist bat e&c!

respomeexei vedr damimswitt mins t he see$Nbeetc ttihvee proportion o

ent

ies within the respective sector, having provide

Banking

Digial infrastructure Drinking water Energy Financial market Health ICT service Public Administration Space Transport Wasle water
infrastructures management

[l Carried out layoffs affecting cybersecurityroles Il Paused promotions or salary increases for cybersecurity staff
Il Introduced a hiring freeze for cybersecurity roles [lll Reduced cybersecurity recruitment budget
[5 None of the above

Figuwr3e€Cost reduction meayhiegrese ad if ietcyp iesntgasfefcit nog
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3. 16Most-demand cybersecurity skills currently
Survey OQuWhsitcihonoof t he foll-dewmagdacgbéhsemositynskills
organisation right now? (Select up to 3)
Across EU view
411 402
(38%)
37%) (35% 34%} 352
(33%) (31%)
247
(23%)
162
(15%) 129
l - ;
(10%)
Incident  Cloud security  Security Identity and  Operational Network Security Application Al security Security
detection and (e.g. securing architecture access Technology security operations  security (e.g. and risk  automation or
response cloud and management security and secure management orchestration
infrastructure engineering (OTACS) monitoring  development) (e.g. SOAR
or SaaS (e.g. SIEM tools)
platforms) tools)
Fi guwrdeMost-démand cybersecurity skills currently

Sector vVview

Di sclai mars graph visuali
respomeexei vedr damimswaitt loins
enttiies within the

Financial market Health
infrastructures

Banking Digial infrastructure Drinking water

M Al security and risk management
M Application security (e.g. secure development)

respective

ses the proportiahlthat eact
t he seed$Nbeetc ttihvee proportion o
sector, having provided

Wasle water

Public Administration

ICT senice
management

[ Network security
[l Operational Technology security (OT/ICS)

[ Cloud security (e.g. securing cloud infrastructure or SaasS platforms) | Security architecture and engineering

[0 Identity and access management
M Incident detection and response

Fi guwrseMost i n

demand

M Security automation or orchestration (e.g. SOAR tools)
I security operations and monitoring (e.g. SIEM tools)

cybersecurity skills currer
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3.1Most challenging NIS2 requirements to i mp

Survey OQuWhsitcithonof t he fol ltdhwi mgpsNI $haddeagiing for you
i mpl ement ?

Across EU view

545 533
0%} (4

200
(27%)

224
(21%)

33 29
(3%)

Vulnerabdities Business Supply chain Awareness Access Threat External Cyberrisk Cryptography Board MNetwork  Environmental Asset Haven't
and patch continuity risk and cyber management detection reporting  management accountabilitiessegmentation and physical management analyzed yet
management & disaster management  hygiene & Incident on cyber and security
recovery handling segregation

Fi guwredost chall enging NIS2 requirements

Sector view

Di scl ai mdirs graph visualises the proportiahlthat eact
responeei vedr gamimswitt loins t he seeshvoetc ttivee proportion o
entities within the respective sector, having provide

Banking Digital infrastructure Drinking water Energy Financial market Health IGT senvice Public Adminisiration Space Transport Wasle water
infrastructures management
M Access management I Cryptography [l Network segmentation and segregation
. Asset management - Cyber risk management Supply chain risk management
[1 Awareness and cyber hygiene M Environmental and physical security Il Threat detection & Incident handling
[ Board accountabilities on cyber [ External reporting [ N and patch

W Business continuity & disasterrecovery [ll Haven't analyzed yet

Fi guwriseMost chall enging NI ®2rr sguritroement s

For detailed breakplbeowaspecossblsectloe next page.
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Fi gwrBeMost chall enging NIS2 requirements, L

e,
i 5
o 5
108 ™
j—-———l

Rusd Usnspod

Bl

Harime:

Fi gwrdeMost chall enging NIS2 requirements

Fi gwBroeMost chall enging NIS2 requirement:

Fi gwBrl:eMost <challenging NIS2 requirement

I Access management I Cryptography I Network segmentation and segregation
I Asset management M Cyber risk management I supply chain risk management

[0 Awareness and cyber hygiene I Environmental and physical security Threat detection & Incident handling
[ Board accountabilities on cyber I External reporting I Vulnerabilities and patch management

I Business continuity & disaster recovery [l Haven't analyzed yet
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3.18ain obstacles to Iimplementing NIS2 requi

Survey OQuWhsatti oins: d et amali Bmpl ement iong teHdzeetd oretlry ?

Across EU view

173

113
(10%)
42
(4%)
Lack of skilled Lack of management Insufficient budget Uncertainty about
(e.g. legacy systems; regulatory requirements personnel or support or pricritisation how to interpret or
OT limitations) across jurisdictions internal experti: implement regulatory
requirements
Fi gwBr2eMai n obstacles to implementing

Banking Digital infrastructure Drinking waler Energy Financial market Health ICT semvice Public Administralion Space Transport Waste waler
infrastructures management
M c ity of regulatory requi 1ts across jurisdictions [ Lack of skilled personnel or internal expertise
M Insufficient budget M Cperational constraints (e.g. legacy systems; OT limitations)
W0 Lack of management support or pricritisation I Uncertainty about how to interpret or implement regulatory requirements

FigwBr3eMai n obstacles to i mplementing NIS2 require

For detailed breakplbowaspecossblsectloe next page.
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Chaud sorvices Core inkornal sorvices Datacanire services Tolocomms Trust sorvices

Fi gwBrdeMai n obstacles to i mpl ementDimggd thll S22 nrfeaars

a0 25 i

Avigtion Marime. Raitway

FigwBr5eéMai n obstacles to i mplementTirm@asplo®2 r ¢

Rogd Transpor

125 30 25 108

Electricay Disrict hesling srd coaing o Hydrugen

FigwBreeMai n obstacles to i mpl ementEinreg gNI S2 r

Ges

124 =

Heathcare Provders Msnutactunng of Pamatedcas RA&D of Medicins Products

Fi gwBri-eMai n obstiampglesmdmt i ng NI S2 Healutilr e men

Il Complexity of regulatory requirements across jurisdictions

M Insufficient budget

W0 Lack of management support or prioritisation

0 Lack of skilled personnel or internal expertise

M Operational constraints (e.g. legacy systems; OT limitations)

[ Uncertainty about how te interpret or implement regulatory requirements
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3.1€@ybersecurity assessments

Survey Qukeasst iyoonur organi sation conducted any form of

(ete.chnical audit, penetration test, red team exerci
mont hs?

0 0 18
Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Adminisiration Space Transport Waste water
infrastructures management

Il Yes Il No Don't know

Fi gwBrgeProportion of entities having conducted any form of ¢
mont,hsper sector

FigwBr9eCybersecurity assessments, FjiguwiOe&ybersecurity , assanspeonts

A

1 i

Fi gwWrieCybersecurity assessments, FigwWwr2e€ybersecurity assessments
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3.2Bverage time to patch critical vulnerabil
Survey QuWhsati oins: the average time to patch critical v
critical assets (I'T and OT) ?

Across EU view

348

334
{31%)

a3

(8%)

Within a week Within a month Within three months Mare than three Variable / Don't
menths later track timing
Fi gwr3eAverage time to patch critical vulnerabilities
Sector view
Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Adminisiration Space Transport Wasle water
infrastructures managsment

Il within a week [l Within a month [ Within three months Il More than three months later [l Variable / Don't track timing

Fi gwrdAver age time to patch critical ,viplemersa&lkitloirti es ol

For detailed breakplbowaspecossblsectloe next page.
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Clowd servicas Core intermet Sencas Datacentre Sanaces Trust senices
Fi gwWr5eAverage time to patch, Digital 1In

2

70

Mantime

Road transport

Fi gwWreeAver age time to patch, Transpor

Drsirict haating and cooling

oil Gas

Hycrogen

Fi gwWr-éAverage time to patch, Energy

124 2 s

Hoalthcara Provders

Manufactunng of Pharmaceuicals

RAD of Medicinal Pracucts

Fi gwWr8Aver age time to patch, Heal t h

I More than three months later
Il Variable / Don't track timing
I Within a month

I Within a week

[0 Within three months
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3.28upply chain risk management practices in

Survey OQuWhsitcihonoof the following supply chain risk man
place in your organisation?

Across EU view

878
(B3%)
580
(54%)
517
(48%)
368
(34%)
204
(189%)
109
(10%)
Requiring supplier Conducting supplier risk  Including cybersecurity Menitor the cyber Maintaining a Mo specific
b arity ts or audits requirements in risk of suppliers register of suppliers practices in place
certifications or supplier contracts with technologies
standards compliance

FigwrdeSupply chain risk management practices i mpl e
Sector view
Di scl ai méirs graph visualises the proportiahlthat eact
respomneexei vedr damimswaitt mins t he see$Nbeetc ttihvee proportion o
entities within the respective sector, having provi de

Banking Digital infrastructure Drinking water Energy Financial market Health ICT senice Public Administration Space Transport Waste water
infrastructures management
M c ing supplier risk or audits I Monitor the cyber risk of suppliers with technologies
M Including cybersecurity requirements in supplier contracts [l No specific practices in place
[ Maintaining a register of suppliers [ Requiring supplier cybersecurity
Fi guro®Supply chain risk managementperaséctcers i mpl eme
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3.2Zharacteristiceppfiprefefrddgst al product

Survey QuWehsetni opnr:ocuring products with digital el ement
supplier categories do you commonly wuse? (Select all

Across EU view

857
(78%)

EU-based companies Companies whose Large Enterprises (LEs) Companies whose Small and Medium-sized Non-EU-based companies
products/services have products/services Enterprises {SMEs)
recognized cybersecurity are recognized by
certifications (e.g. SO industry analysts
27001)

Fi gurodlChar actcesrio$tipreferred suppliers of products wit

Sector view

Di scl ai mirs graph visualises the proportiahlthat weact
respomneexei vedr amimswitt mins t he see$Nbeetc ttihvee proportion o
enttiies within the respective sector, having provided
Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Administration Space Transport Waste water
infrastructures management

M c ies whose product vices are r ized by industry analysts || Large Enterprises (LEs)

M c hi duct: ices have recognized cybersecurity certifications (e.g. 150 27001) [lll Non-EU-based companies

W EU-based companies 70 small and Medium-sized Enterprises (SMEs)

Fi guroChar acteristics of preferred suppliers of produ
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3.28nformation Sharing

Survey Qubecsetsi oynour organicodtliabmreangaage aind i nf or mati on
ot he(rMwl ti ple choices possible)

Across EU view

804
(Ta%)
358
(33%) 319
(30%)
210
19%) 174 166
(18%) (15%)
‘es by sharng with Yes as pan of an Yesas partofan EUHSAC  No the arganisation is not Yesaspartofa Yes by infarmally sharing
our national Industry associafion engaged in calaboration Natianal ISAC within your network
compatent auhorty and'ef Infarmation
sharing initiatives
Fi guroe8Participation in information sharing
Sector view
Di scl ai méirs graph visualises the proportiahlthat eact
respomeexi vedr damimswitti lminis t he seesNbeetc ttilvee proportion o
entities within the respective sector, having provi de

Hinn

Banking Digital infrastructure Drinking water Energy Financial market ICT senvice Public Adminisiration Space Transport Waste water
infrastructures management

Ml No the organisaticn is not engaged in collaboration and/or information sharing initiatives Bl Yes as part of an Industry association
M Yes as part of a National ISAC M Yesby informally sharing within your network
[0 Yes as part of an EU-ISAC I Yes by sharing with our national competent authority

Fi gurogdParti ci pation in jnper maeécboar sharing
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3.2Attacks with the greatest-ta@pgr apieomaal oinmp

Survey Qulensttihoen:past 12 months, which type of cyberat
dayaday apieons?

Across EU view

233

(22%)
198
(18%)
17
{16%)
112
oy (10% os
(9%)
63
(6%) 43
4%
%) 22 21 18
(2%) (2%) (2%)
Denial of Service Ransomware Not Phishing (BEC; Supply chain  Cloud or account  Insider threat  Aftacks targeting  Exploitation of Employee Exploitation
applicable/Cannot spoofing; compromise compromise OT orICS insecune negligence or of insecure
share impersanation devicesicomponents human error applications
etc.) (webimobile)

Fi guroesAtt acks with the greatesttapgr apieomaal onsmpact on

Sector view

Fi guroeeAtt acks with the greatesttapgr apiegmapleoinmpadtoron dae
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