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- When, Why, and How?
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Today’s Menu

• ML in a nutshell

• LLMs…is it ”Personal Data”?

• Data Subject Rights

…and how to enforce them
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Training Data Training Process Information Compression Trained Model
Large Language Model (LLM),

Large Multimodal Model (LMM),

etc.



Model Usage
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Is it „Personal Data“?

‘personal data’ means any information 

relating to an identified or identifiable

natural person (‘data subject’); [..]

GDPR Art. 4(1)



Data vs. Information

• „3!“

• „The number of children I have is: 3!“

INFORMATION

SEMANTICS

CONTEXT

DATA
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Is it „Personal Data“?
Model Input + Output



Is it „Personal Data“?
Model Input + Output



Is it „Personal Data“?
Model Input + Output



Is it „Personal Data“?
Model Input + Output

It‘s not just a text search for a data subject‘s name!



Is it „Personal Data“?

Model Output

a photo of Arnold 

Schwarzenegger

Model Input



Is it „Personal Data“?

Is there a 

Cybersecurity Incident

going on here?

Source IP,Source Port,Destination IP,Destination Port
192.168.1.10,54321,10.0.0.5,80
192.168.1.15,49152,172.16.0.100,443
10.0.0.20,33456,192.168.1.25,21
172.16.0.50,60001,10.0.0.15,22
192.168.1.30,51234,203.0.113.45,8080
10.0.0.25,45678,192.168.1.10,139
172.16.0.75,58765,10.0.0.30,445
192.168.1.40,52345,203.0.113.50,23
10.0.0.35,38901,192.168.1.15,110
172.16.0.90,61234,10.0.0.40,53
192.168.1.50,55678,203.0.113.55,80
10.0.0.45,42345,192.168.1.20,443
172.16.0.110,59876,10.0.0.50,21
192.168.1.60,50123,203.0.113.60,22
10.0.0.55,35678,192.168.1.25,8080
172.16.0.125,62345,10.0.0.55,139
192.168.1.70,53456,203.0.113.65,445
10.0.0.65,48901,192.168.1.30,23
172.16.0.140,57654,10.0.0.60,110
192.168.1.80,56789,203.0.113.70,53
10.0.0.75,41234,192.168.1.35,80
172.16.0.155,63456,10.0.0.65,443
192.168.1.90,59012,203.0.113.75,21
10.0.0.85,36789,192.168.1.40,22
172.16.0.170,54567,10.0.0.70,8080
192.168.1.100,51122,203.0.113.80,139
10.0.0.95,46789,192.168.1.45,445
172.16.0.185,60123,10.0.0.75,23
192.168.1.110,57890,203.0.113.85,110
10.0.0.105,39012,192.168.1.50,53

Model Input

Model Output



Is it „Personal Data“?

Model Output
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Is it „Personal Data“?

Trained Model
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https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/

Informationen/240715_Discussion_Paper_Hamburg_DPA_KI_Models.pdf

https://datenschutz-hamburg.de/fileadmin/user_upload/HmbBfDI/Datenschutz/Informationen/240715_Discussion_Paper_Hamburg_DPA_KI_Models.pdf


Is it „Personal Data“?

Trained Model

10110011010…
01001010110…
00001101110…



Is it „Personal Data“?

Trained Model
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Is it „Personal Data“?

Training Data

/



Data Subject Rights

…
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Training Data

Right of Access

What
have you

stored
about
me?

Data Subject Data Controller

Model OutputModel Input

Trained Model
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01001010110…
00001101110…
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Right of Access

Data Subject

Option A: 

Ask the model!

…not always complete or accurate!
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Training Data

Right of Access

Trained Model
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• Technically, not personal data!

• But personal information!

• eXplainable AI (XAI): research domain of its own!

Option B: 

Inspect the model!
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Right to Erasure ("Right to be forgotten!")

Data Subject Data Controller

Model OutputModel Input

Trained Model

10110011010…
01001010110…
00001101110…

Delete all 
my

personal 
data!
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Training Data

Right to Erasure ("Right to be forgotten!")

Trained Model
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Option A: 

Remove data subject from training data, 

then start from scratch!
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Redacted Training Data

Right to Erasure ("Right to be forgotten!")
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Option A: 

Remove data subject from training data, 

then start from scratch!
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Right to Erasure ("Right to be forgotten!")

New Trained Model
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Option A: 

Remove data subject from training data, 

then start from scratch!

…not likely to happen for LLMs!

Redacted Training Data
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Right to Erasure ("Right to be forgotten!")

Trained Model
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Option B: 

Retrain the model

in order to remove information on data subject!

…shown to be ineffective sometimes!

Retrained Model
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…how to distribute the retrained model?
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Right to Rectification

My data is
wrong!

Fix that!

Data Subject Data Controller

Trained Model

10110011010…
01001010110…
00001101110…

Model OutputModel Input
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Training Data

Right to Rectification

Trained Model
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Option A: 

Replace data subject data in training data, 

then start from scratch!

…not likely to happen for LLMs!
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Right to Rectification

Trained Model
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Option B: 

Retrain the model

in order to replace information on data subject!

…shown to be ineffective often!

Retrained Model

10110011010…
00111000110…
00001101110…

…how to distribute the retrained model?



31

Right to Data Portability

I want to
use a 

different 
LLM now!
Give me
my data!

Data Subject Data Controller

Trained Model

10110011010…
01001010110…
00001101110…

…lack of interoperability! 

…lack of demand (yet)!



Conclusions

• Data Subject Rights against ML models are hard to enforce!

• It is not yet clear if and when which ML models are (not) personal data!

• It is not yet clear what the Right of Access means towards ML models

• It is not yet clear if and how personal data can be removed or replaced

in ML models without a full re-training from scratch!

• It is clear that it‘s not going to be trivial!
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