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Intersectional manipulation of modern digital technology

(1) Psychological Exploitation:
Manipulates cognitive schemas through design and choice architecture.
(2) Data Analytics and AI:
Uses non-transparent or consent-less data collection to power algorithmic
decision-making.
(3) Dark Patterns:
Deceptive interfaces to extract data, trigger transactions, or maximize user
engagement.

Outcome: A layered, pervasive manipulation influencing user behavior, raising
ethical and legal concerns.



(1) Adapting the Decision-Making Environment
• Framing and shaping user choices through contextual design.
(2) Deceptive 'Dark Traps'
• Exploiting cognitive biases and psychological mechanisms to

manipulate behavior
(3) AI-powered frauds
• Using AI to tailor scams for maximum impact.

Intersectional manipulation of online frauds 





1) Adapting the Decision-Making Environment











Scenario 1

A: Out of 600 people at risk, 200 will be saved.
B: There is a 1/3 probability that all 600 people will be saved, 
and a 2/3 probability that no one will be saved.

Scenario 2

C: Out of 600 people at risk, 400 will die.
D: There is a 1/3 probability that no one will die, and a 
2/3 probability that all 600 people will die.

Amon Tversky, Daniel Kahneman: “The Framing of 
Decisions and the Psychology of Choice” (1981)











The Architecture of Cyber Fraud 

• Cyber frauds are carefully designed, leveraging psychological principles
• They exploit the framing effect to influence perceptions and guide

decision-making
• By targeting the intuitive System 1, they drive victims toward impulsive

and uncritical actions









2) “Dark traps”











3) AI-powered scams 





(1) Adapting the Decision-Making Environment
• Framing and shaping user choices through contextual design.
(2) Deceptive 'Dark Traps'
• Exploiting cognitive biases and psychological mechanisms to 

manipulate behavior
(3) AI-powered frauds 
• Using AI to tailor scams for maximum impact.
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