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Research & 
Innovation 
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Internet 
Community Commercial

Swiss universities on tertiary
level and their research
institutions

Internet Service Providers, 
Hosters, Domain Registrars

Banking, Industry & Logistics, 
Energy, Healthcare, Government
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94% agree that cybercrime is a 
serious problem.

90% think that measures to 
protect against cyber attacks 
are important.
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the password(s) for all their 
accounts.
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We don’t know what we don’t know…

94% agree that cybercrime is a 
serious problem.

90% think that measures to 
protect against cyber attacks 
are important.

28% participated in a 
cybersecurity training (76% at 
work).

33% use the same or almost 
the password(s) for all their 
accounts.
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We don’t know what we don’t know…and we don’t care.

94% agree that cybercrime is a 
serious problem.

90% think that measures to 
protect against cyber attacks 
are important.

28% participated in a 
cybersecurity training (76% at 
work).

33% use the same or almost 
the password(s) for all their 
accounts.

8



9

Education & 
Training

-
(New) skills and the 
theory behind them

Awareness
-

Raise awareness and 
interest for a topic

Processes 
& Tools

-
Enable and support 
secure behaviour



Switch Security Awareness Adventures
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Titel Titel Titel

Hack The Hacker 
–

the escape room

Track The Hacker 
–

the outdoor quest

Piece of Cake 
–

the roleplaying game
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What we want to achieve

No frustration, 
easy access,

empathy

Challenging, 
realistic tasks/puzzles, 

adversarial mindset
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Entertaining & fun, 
while serious & competent

Positive 
Experience

Improve
reputation

De-mystify & 
empower
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Gamification
-

learning facts, short term
engagement

Game Design
-

Emotional experience, 
freedom to fail, engagement

https://en.wikipedia.org/wiki/Gamification https://en.wikipedia.org/wiki/Game_design



Game Design in Trainings

Training

Learning objective

Relevance for real life

Frustration

Game

Game objective

Pretend to be

Challenge

vs.



Training in 3 steps
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learn practice repeat



Hack The Hacker 
–
the escape room

Find the decryption key and 
save your organization!

(Understand the importance of 
strong passwords!)

Duration: ca. 2 h
Participants: 3-6 
Target group: everybody

https://swit.ch/hack-the-hacker
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https://swit.ch/hack-the-hacker
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«Hack The Hacker» 
goes anywhere



Track The Hacker 
–
the outdoor quest

Find the hackers whereabouts 
by following his digital 
footprints!

(Understand the importance of 
data privacy and security (on 
social media)!)

Duration: ca. 3 h
Participants: 3-6 
Target group: everybody

https://swit.ch/track-the-hacker
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https://swit.ch/track-the-hacker




Piece of Cake 
–
the roleplaying game

Sneak onto your rival's premises 
and retrieve the stolen receipe! 

(Understand how to protect 
personal and sensitive 
information from unauthorised 
access or disclosure!)

Duration: ca. 2 h
Participants: 3-5 
Target group: everybody

https://swit.ch/piece-of-cake
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https://swit.ch/piece-of-cake
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Education & 
Training

-
(New) skills and the 
theory behind them

Awareness
-

Raise awareness and 
interest for a topic

Processes 
& Tools

-
Enable and support 
secure behaviour
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Education & 
Training

-
(New) skills and 

the theory behind 
them

Awareness
-

Raise awareness and 
interest for a topic

Processes 
& Tools

-
Enable and 

support secure 
behaviour



What you can do

• De-mystify InfoSec

• Empower users to deal with IT related 
topics

• Raise (long term) interest in security

• Improve the reputation of the security 
department

• Improve teamwork (on security)



What you cannot do

• Train a high number of employees in a 
cost-effective way

• Optimise it to a cost-effective training 
tool

• Quickly adapt to new topics

• Deep Dives (!)

• Convince EVERYone
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Swiss 
Security 
Awareness 
Day
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Switch Security Awareness 
Competence Center

Fabio Greiner | Katja Dörlemann | Cornelia Puhze

awareness@switch.ch
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mailto:awareness@switch.ch
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Annex



Security 
Awareness 
Adventures
In for some action?
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https://www.youtube.com/watch?v=hE27x2nxFgI



https://www.youtube.com/watch?v=B7SxVYnybok
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