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INnter COP

International Cyber Offender Prevention network

2024-11-27, Jan Olsson Swedish Cybercrime Centre (SC3)
I



InterCOP, background

» Established as an EMPACT (European Multidisciplinary Platform Against
Criminal Threats) project in 2021

* NL is project manager with FI, PT, SE and UK as "co-signers
* Received ISF (EC internal security fund) funds for 3 years -> 2023-2025

» Create a toolbox with different ways to catch and bring over young
potential cyber criminals to the "good" side

« Started with 5 countries and are today 36 countries' LEAs, NGOs and
academia



Why ?

» Cyber crimes have increased massively, the average age of perpetrators
that get arrested are about 19 years

« Gaming gateway - preventive and early intervention via the Internet, parents

and the school important; "Hack_right", "We need a cyber hero", "You're one
click away from cybercrime" etc

» 60% of DDOS attacks today are carried out by young people in the gaming
world

* Investigative resources are limited, we need to invest in preventiv work since
that is the only possible way forward.



One Victimize thousands



The pathway of a cybercriminal

Active ~ Online Hacking Minor Serious

online - gaming forums cybercrime N\/bercrime

/



Hackshield

for 8 - 12 ears old

https://hackshieldgame.com/sv/



Online Police Stations

We must be present and approachable where the young
people are.



Google Ads

DDOS Hits:



Google Ads

Splash Pace:

DETER and DIVERT


https://polisen.se/ungaddos

Google ads as a tool, DDoS



DIVERT and Operations Amplification



Operation PowerOFF



JACK_Right, HACK_Right Light and

lack Exit



RE BOOTCMP
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