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Independent SCA
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Remote QES with the wallet

QES for the wallet
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Remote QES on the fly

QES for the wallet
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REMOTE SIGNING 
SERVICE

QUALIFIED CA
Certificate issuance based on PID

CA identifies the signatory with PID on 
the wallet, issues a short-term certificate, 
and enables a one-shot signature



Remote QES with long term certificate

QES for the wallet
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Wallet authenticates the user in Signature Activation 

SIC

Remote signing service enables signature 
creation after authentication with the use 
of the wallet 



Registration for a certificate issuance based on PID

Authentication credential (SIC EAA)

Long term Remote QES certificate issuance

QES for the wallet
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CA issues a certificate and enables the 
wallet as remote signature authenticator



Local (and remote) signature 
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Local QSCD included or 
connected to the wallet directly. 
Wallet acts as a proxy for QSCD
Remote QSCD may use the same 
model if directly linked to wallet



Creation of Qualified Electronic Signature
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Remote signature standards
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Signature Creation Application models
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Local and remote signature

QES for the wallet
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Document to be signed redirection to SCA

QES for the wallet
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Signature creation data data

QES for the wallet
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Functional Model of Signature Creation 
(Source: ETSI EN 319 102-1)

OID4VP ETSI EN 319 102-1

ETSI TS 119 432
Cloud Signature Consortium 

API

ETSI EN 319 411-1 ETSI EN 319 411-2

ETSI EN 319 431-2



Siganture cration scenarios
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Remote signature creation models

QES for the wallet
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SCA directly linked to the Wallet SCA is remote application
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