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STANDARDS
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THE BUILDING BLOCKS OF DIGITAL TRUST

Standards

Compliance & Operations

Trust Management – Public & Private

Connected Trust in Ecosystems

DIGITAL
TRUST
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STANDARDS: THE FOUNDATION OF DIGITAL TRUST

• CA/Browser Forum
• Code Signing
• SMIME
• TLS (BR and EV)
• NetSec

• ETSI
• ESI
• PQC

• VMC/AuthIndicators

• IETF
• LAMPS
• PQC

• Connectivity Standards Alliance / 
MATTER

• ASC X9 Financial Security PKI Study

• Cloud Signature Consortium

• ICANN / OARC

• Accredited Standards Committee X9  

• US NIST NCCOE

• Electric Vehicles 

• Society of Automotive Engineers 
(SAE)

• DG Move
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TLS UPDATE
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ACTIVE PUBLIC TLS CERTS OVER TIME

Courtesy of Netcraft
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OVERALL TLS MARKET SHARE
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TLS MARKET SHARE BY ASSURANCE TYPE
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• Support for automation

• Term limit for roots

• Establish minimum expectations for linting

• Phase out “multi-purpose” roots

• Phase out clientAuth use cases

• Strengthen domain validation  (SC-67 MPIC)

• Shorter validity period for subCAs

• Shorter validity period for leaf certificates – long term goal

CHROME’S PHASED APPROACH

Time

Reference: https://cabforum.org/2024/05/28/minutes-of-the-f2f-62-meeting-in-bergamo-italy-may-28-29-2024/4-CABF-F2F-62-Chrome-Browser-Update.pdf

Former priorities, 
addressed in v1.5 policy

Current
priorities
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AUTHENTICATION
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CASH

AUTHENTICATING IN THE PHYSICAL WORLD

Source: US Treasury
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PEOPLE/IDs

AUTHENTICATING IN THE PHYSICAL WORLD

IDs
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PHYSICAL SIGNATURES

AUTHENTICATING IN THE PHYSICAL WORLD

https://www.youtube.com/watch?v=-DKJwtW6NaE
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MEDICINE

AUTHENTICATING IN THE PHYSICAL WORLD

Tamper proof, laser coding
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COLLECTIBLES

AUTHENTICATING IN THE PHYSICAL WORLD

https://www.youtube.com/watch?v=buHFfvNuSSw
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DOCUMENTS – Adobe, Apple, Microsoft

AUTHENTICATING IN THE DIGITAL WORLD



© 2024 DigiCert. All rights reserved. 

How do we trust we are on the page we think we should be at?

BUT WHAT ABOUT WEBSITES?

Why don’t we identify 
who owns the 
website?

How can we 
authenticate it?



© 2024 DigiCert. All rights reserved. 

Requirements from Article 45 and Annex IV

EIDAS TO THE RESCUE

Is it perfect? No
Is it bad? No

Is it workable? Yes

Web browsers shall ensure that the identity data attested in the certificate and additional 
attested attributes are displayed in a user friendly manner

Providers of web-browsers shall ensure support and interoperability
 with qualified certificates for website authentication

QWACS will contain an indication, at least in a form suitable for automated processing, that the 
certificate has been issued as a qualified certificate for website authentication
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Something that users 
want to try and play 
with

Remember my street 
sign presentation?

Why did they move the 
START menu in Win 
11?

Innovative Intuitive, Familiar

Enhance experience 
for the user

If it’s not there, you 
miss it

Remember PRNDL?

User friendly Sticky, Consistent

SECURITY DISPLAYS HAVE TO BE…..
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WHAT’S POSSIBLE IN AN INTUITIVE DISPLAY?
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QWAC DISPLAY
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MOBILE DISPLAY (CHROME ON IOS)
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USA PROJECTS
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US MOBILE DRIVERS LICENSE PROOF OF CONCEPT

https://www.nccoe.nist.gov/projects/digital-identities-mdl
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PKI LINTING FOR EIDAS

• Open-source contribution from DigiCert
• Support added to check compliance of eIDAS web 

authentication certificates, including QWACs, against 
relevant technical standards

• Checks certificates’ compliance with requirements of  
ETSI EN 319 411 and ETSI EN 319 412, as well as ETSI TS 
119 495 (for PSD2 certificates)
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SUMMARY
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Standards are the foundation for digital trust, whether in the US or EU

Audits

Tools (PKIlint)

Clear, user-friendly displays

Innovative, Intuitive, not 
needing instructions (tool tips 
are OK!)

Sticky and consistent

Web PKI

eIDAS

Digital Wallets

iOT devices

Compliance Managing Trust Enhancing Trust

SUMMARY
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