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Overview

Web-based attacks are an attractive method by which threat actors can
delude victims using web systems and services as the threat vector. This
covers a vast attack surface, for instance facilitating malicious URLs or
malicious scripts to direct the user or victim to the desired website or
downloading malicious content (watering hole attacks’, drive-by attacks’)
and injecting malicious code into a legitimate but compromised website
to steal information (i.e formjacking’) for financial gain, information
stealing or even extortion via ransomware.’ In addition to these
examples, internet browser exploits and content management system
(CSM) compromises are important vectors observed by different
research teams being used by malicious actors.

Brute-force attacks, for example, target an operating by overwhelming a
web application with username and password login attempts. Web-
based attacks can affect the availability of web sites, applications and
application programming interfaces (APIs), breaching the confidentiality
and integrity of data.
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“Theincrease in the
complexity of web
applicationand their
widespread services
creates challenges in
securing them against
threats with diverse
motivations from
financial or reputational
damage to the theft of
critical or personal
information.”
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Kill chain

Web-based attacks

I Step of Attack Workflow

Width of Purpose
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Command & Actions on
Installation Control Objectives

The Cyber Kill Chain® framework was developed by
Lockheed Martin, adapted from a military concept related
with the structure of an attack. To study a particular attack
vector, use this kill-chain diagram to map each step of the
process and reference the tools, techniques and
procedures used by the attacker.
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https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Trends

_Across the board

FORMJACKING MALWARE STEALING USER DATA. Injecting malicious
code into websites is a well-known technique used by cybercriminals.
Formjacking has been previously reported mostly in cryptocurrency
mining activities. However, according to a security researcher’,

malicious actors are moving to user data and banking details using this
technique. The websites targeted remained infected on average for 45
days. During May 2019, this security researcher reported the blocking of
nearly 63 million malicious web requests related to formjacking.

‘MAGECART GOES BEYOND BY TARGETING SUPPLY CHAIN. According
to a security researcher, one of French digital media companies was
targeted by the malicious actor Group12, which infected the site's
advertising inventory, delivering skimmer code and infecting thousands
of websites hosting the advertisement.” It was observed that this
group'’s operation was made more effective by setting up their
skimming infrastructure just a few months before starting the
campaign. Thus, an end-user could become infected only by visiting a
website hosting this advertisement.®

WEB-BASED COLLABORATION AND MESSAGING PLATFORMS. These
are becoming the bridge between malicious actors and victims on what
is called the SLUB backdoor. During March 2019, a security researcher
came across a campaign that was using watering hole attacks to infect
victims by exploiting the vulnerability CVE-2018-81747. The attack
involved multi-stage infection schemes. One example of how these
schemes work is downloading a DLL file, using a PowerShell to execute
it, downloading the malware and running the main backdoor.
Interestingly, the malware was connecting to a Slack workspace
messaging service to send the command results, which were delivered
through a GitHub Gist snippet in which potentially the attacker was
adding commands.”
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BROWSER EXTENSION, FRAUD AND MALVERTISING. A security
researcher uncovered a widespread malvertising campaign using
Google Chrome extensions affecting approximately 1,7 million users.
These Chrome extensions were obfuscating the underlying advertising
feature from the end-users to ultimately keep the infected browser
connected to the C2 infrastructure. The security researcher concluded
that the campaign increased activity between the months of March and
June 2019, despite suspicions that it was active long before that.”
Another security researcher observed that NewTab adware activity,
which facilitates browser extensions, increased at the end of 2019."

GOOGLE SITES USED FOR HOSTING DRIVE-BY PAYLOAD. The malware
known as ‘LoadPCBanker’ (Win32.LoadPCBanker.Gen) was found in
Google Sites file cabinets template (Classic Google Sites). According to a
security researcher, the actor first used the Classic Google Sites to
create a webpage and subsequently facilitated the file cabinets
template to host the payloads. Then it used the SQL service as the
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exfiltration channel to send and store victim data."”"”

RANSOMWARE USING ONLINE VIDEO CONVERTER AS A DRIVE-BY
DOWNLOAD MECHANISM. According to a security researcher,
ShadowGate or the Word)Scampaign has been active since 2015,
targeting advertising software and websites. During 2016, the
Greenflash Sundown exploit kit was developed to enhance the activity
of the campaign by injecting the kit into compromised advertisement
services and spreading ransomware. During 2018, ShadowGate was
spotted delivering crypto-miners to servers in East Asia for a short time.
The distribution of ShadowGate per country is presented in Figure 1 of
this report. Another security researcher also reported the activity, which
was tracked back to onlinevideoconverter[.com] as one of the main
drive-by websites for delivering the exploit kit.""***"*



Trends

_Across the board

CONTENT MANAGEMENT SYSTEMS ARE STILL AN IDEAL TARGET.
Considering the popularity of Content Management Systems (CMS)
among internet users, these systems are an attractive target for
malicious actors. A security researcher identified an increase in the
exploitation of a vulnerability identified during 2018 (Drupalgeddon2 )
targeting the Drupal platform. Similarly, another security researcher
observed an trend in WordPress exploitations targeting vulnerabilities
and outdated third-party plugins.”*

INTERNET BROWSER EXPLOITS USED IN WATERING HOLE ATTACKS.
A threat actor was seen perpetrating a watering hole attack using a
Korean Language news portal. In this attack, a malicious script
(JavaScript) was injected into the home page of a website
automatically (leveraging a second script) by checking the victim’s
browser, and subsequently exploiting a Google Chrome vulnerability
CVE-2019-13720. Furthermore, a new version of SLUB backdoor
malware was found to be infecting the victim’s browser (Internet
Explorer vulnerability CVE-2019-0752 ) using a specific watering hole
website during July 2019. In a different investigation, the security team
from the software developer identified a set of compromised websites
that were used in watering hole attacks exploiting iPhone
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vulnerabilities.
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Attack vectors

_ How

DRIVE-BY DOWNLOADS. This attack vector downloads malicious
contents to the victim's device. In this type of attack, the end-user needs
to visit the legitimate website that has been compromised. This can be
achieved by using malicious scripts injected into the legitimate website,
running browser-based exploits or redirecting the user to a

25,26

compromised website behind the scenes.

WATERING HOLE ATTACKS. This technique is used for targeted attacks
using exploit kits with stealth features. In other words, it is the type of
attack used when a malicious actor is interested in compromising a
specific user group using exploits or other malicious content (i.e. scripts
or advertisements) injected into the website.”

FORMJACKING. In this technique, malicious actors inject malicious code
into legitimate website’s payment forms. This attack mostly captures
banking and other personal identifiable information (PIl). In such
scenario, the user enters their banking details or card data into the
ecommerce payment portal. Once the information has been collected
and submitted, the malicious script will simultaneously forward the data
to the portal and to the malicious actor. This information is then used
for various criminal purposes: financial gain, extortion and selling it in
the dark markets.*

MALICIOUS URL. This is defined as a link created with the intention of
distributing malware or facilitating a scam. The process involves socially
engineering the victim’s information to persuade them to click on the
malicious URL, which delivers the malware or malicious content and
compromises the victim's machine.”
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Operation WizardOpium

A Google Chrome zero-day vulnerability was has been found in
the wild in targeted web-based attacks. The flaw, registered as
CVE-2019-13720, affects versions earlier than 78.0.3904.87 on
Microsoft Windows, Mac and Linux systems. The defect lies in the
audio component of the web browser and its successful
exploitation could result in arbitrary code execution.

The zero-day vulnerability, discovered by a security researcher
and registered as CVE-2019-13720, was not attributed to any
specific threat actor but seen as part of a campaign tracked as
Operation WizardOpium. In the meantime Google has released
an updated for Chrome version 78.0.3904.87. According to the
researcher, the attack takes advantage of a watering-hole style
injection on a Korean-language news portal. A malicious
JavaScript code inserted into the landing page enables the
profiling script to be loaded from a remote site.”*

Browser exploits are a form of exploitation using malicious code
that uses weaknesses and vulnerabilities in the software
(operating system and browser) or related plugins to ultimately
gain access to the victim’s device.
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Mitigation

_Proposed actions
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Follow a good patch management process and plan;

update the internet browser and related plugins to keep them up to
date and patched against known vulnerabilities;

keep the content management system (CMS) based pages and the
portal patched to avoid unverified plugins and addon’s;

make sure that endpoints and installed software are updated, patched
and protected.

Isolate applications (application whitelisting) and create a sandbox to
reduce the risk of drive-by-compromise attacks. For instance, the
browser isolation technique can protect the endpoints from browser
exploitation and drive-by-compromise attacks.”**

For website owners, hardening servers and services is a proactive
approach to mitigate web-based attacks. This includes controlling the
version of the content scripts as well as scanning locally hosted files
and scripts for the web server or service.”

Restricting web-based content is another technique for protecting
against web-based attacks. Facilitating tools such as adblockers or
JavaScript blockers will also limit the possibility of executing malicious
codes while visiting specific websites.”*

Monitor web e-mail and filter content for detecting and preventing the
delivery of malicious URLs and files/payloads.
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its key stakeholders to strengthen trust in the connected economy, to
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Europe’s society and citizens digitally secure. More information about
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