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0oJ
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TSP
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QWAC

Certification Authority

Conformity Assessment Body
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Commission Implementing Regulation
Certification Service Provider

Due Date File
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electronic Identification

European Standard
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European Telecommunications Standards Institute
ETSI Technical Specifications

European Union

IAS? European Commission StudyMART 2012/0001 (see bibliography)
International Organization for Standardization
Multilateral Agreement

Member State

National Accreditation Body

Object Identifier

Official Journal (of ta European Union)

Public Key Infrastructure

Qualified Trust Service

Qualified Trust Service Provider

Qualified Trust Service Provider and the Qualified Trust Service it provides
Supervisory Body

Service digital identifier

Small and Mediunsized Enterprise

Trusted List

Trusted List Scheme Operator

Trust Service

Time Stamping Authority

Trust Service Provider

Trust Service Provider and the Trust Service it provides
Time Stamping Uni

Uniform Resource Identifier

Qualified Website Authentication Certificate
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1. General context/the eIDAS Regulation on elD and trust services

1.1 Introduction

Regulation (EU) No 910/204¢hereafter theeIDASRegulation), on electronic identificati@and trust
services for electronic transactions in the internal manetvides a regulatory environment for electronic
identification of natural and legal persons and for a set of electronic trust services, namely electronic
signatures, seals, time stampsgistered delivery services and certificates for website authentication

It is possible to use those trust services as well as electronic documents as evidence in legal proceedings |
all EU Member States contributing to their general cfossder use Courts (or other bodies in charge of

legal proceedings) cannot discard them as evidence only because they are electrahigythatve to

assess these electronic tools in the same way they would do for their paper equivalent.

Whether you are a large compg, a SME or a citizen trying to complete an electronic transaction in

another EU country, e.g. submit a call for tender or register as a student in another EU Member State (MS’
besides reducing time and costs, the eIDAS Regulation will ensurebomaies recognition of national elD

and electronic trust services supporting your electronic transaction. Hence it will boost trust, security and
convenience.

Since 1 July 2016, most provisions of the eIDAS Regulation are directly applicable in the 28 EU Member

States’ |l egal framework overcoming probl ems of
and fosters the usage of elD means and electronic trust services for online access and online transactions
at EU level.

The elDAS Regulation will enstinat people and businesses can use their national elDs to access public
services in other EU countries where elDs are required for such an actessational level. It also

creates an EU wide internal market for electronic trust services by ensinéirgrécognition and

workability across borders and are considered equivalent to traditional paper based processes.

1.2 Opportunitiesbrought by the eIDAS Regulation

The opportunities reside in leveraging elD and electronic trust services as key enabfeakifay national
and crossborder electronic transactions more secure, more convenient, trustworthy and benefit from
legal certainty.

The broader adoption of EWide recognised elD means and of electronic trust services will facilitate and
boost the digitatransformation of organisations, be it public administrations or businesses, enhance
customer experience, improve the security of electronic transactions and stimulate the provisioning of
new and innovative services.

To this end, a large number of sectdesg. finance, banking, transport, insurance, health, sharing
economy, trading, etc.) where obligations exist for security, reliable identification, strong authentication
and legal certainty oévidence will be positively affected. The eIDAS Regulatidinwdeed allow citizens,
businesses and public administrations to conveniently meet such obligations for ampordss

electronic transaction using the recognised elD means and (qualified) trust services of their choice.
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Without undergoinganidentity verification based on physical presence, but by usiMfs notified elD
means of a | evel “high”, one should for exampl e
may accept such elD to open a bank accéuBy relying on a qualified eleonic registered delivery

service, one will benefit, all over the EU, from the presumption of the integrity of the registered data, the
sending of that data by the identified sender, its receipt by the identified addressee and the accuracy of
the date andime of sending anthe receipt indicated by that qualified trust service.

1.3 Specific role of the qualified trust services

To further enhance the trust of small and medisized enterprises (SMEs) and consumers in the internal
market and to promote the usef trust services and products, the eIDAS Regulation introduces the notions
of qualified trust service and qualified trust service provider with a view to indicating requirements and
obligations that ensure higlevel security of whatever qualified trustivice or product is used or

provided and, as a consequence, are granted a higher presumption of their legal effect.

Therefore, when looking for trust services, selecting qualified ones ensures benefiting from a high level of
security and legal certaintyf erust services. E.g., qualified electronic time stamp shall enjoy, all over the
EU, the presumption of the accuracy of the date and the time it indicates and the integrity of the data to
which the date and time are bound.

1.4 Initiation and supervision of galified trust services

In order to ensure highevel security of qualified trust services, the eIDAS Regulation foresees an active
supervision scheme of qualified trust service providers (QTSP) and the qualified trust services (QTS) they
provide (hereafte referred to as a QTSP/QTS) by the national competent supervisory body (SB) that
supervises, ex ante and ex post, fulfilment of @ESP/QTS requirements and obligatios| those
requirements must be met by the QTSP/QTS before providing the verydabfied trust service output,

e.g. before issuing the very first qualified time stamp in the case of QTSP providing qualified time stamping
services.

Before a TSP/TS is granted a qualified status (QTSP/QTS), it will be subjectdatagnieation proess—
the so called initiation process. QTSPs may only begin to provide the qualified trust service after the
gualified status has been granted by the competent supervisory body and indicated in the natieted
list. From there, the supervision schermavers the full life cycle of each QTS and each QTSP, from its
genesis until its termination.

In practice, where TSPs, without qualified status, intend to start providing qualified trust services, they
shall submit to the supervisory body a notificatidrteeir intention together with a conformity
assessment report issued by an “el DAS” accredit
competent supervisory body of their intention to start providing qualified trust services, the future
QTSP/QTSust hence successfully pass an external assessment (audit) to confirm it fulfils the eIDAS
requirements. That audit must be conducted by a conformity assessment body specifically accredited to
carry out assessments of QTSP/(B&sed on the notified inforation (including the report of such an

audit and any additional information requested from TSP which was necessary to verify compliance with
the requirements laid down in eIDAS regulajicthe competent SB will formally verify whether the
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candidate QTSP/TS meets the applicable eIDAS requirements and, in case of positive verification, it will
undertake the publication of the grant of the qualified status for that QTSP/QTS in the national trusted list

It is only when its qualified status is published ia ttorresponding national trusted list that the QTSP/QTS
is authorised to provide the corresponding JTS.

Note: A TSP is granted a qualified status separately for each type of qualified trust service covered by
the eIDAS RegulatioRor examplea QTSP qualified feupplying qualified certificatefer electronic
signatures is not per se granted a qualified status for the issuance of qualified electronic time stamps;
it must first complete the full prauthorisation process and have its qualif&dtus granted for the
provision of qualified electronic time stamps published explicitly in the national trusted list before
issuing qualified time stamps in addition to the provision of qualified certificates for electronic
signatures. There are nineffdirent types of QTSs defined by the eIDAS Regulation for which a
gualified status is granted separatetyeationof qualified certificates for electronic signatures,
creationof qualified certificates for electronic seatseationof qualified certificées for website
authentication, qualified preservation service for qualified electronic signatures, qualified
preservation service for qualified electronic seals, qualified validation service for qualified electronic
signatures, qualified validation sergifor qualified electronic seals, qualified electronic time stamps
services, and qualified electronic registered delivery services.

Moreover, for a given type of QTS, if a QTSP has already been granted a qualified status for the
provision of one or moreush trust services intends to provide another QTS of the same type but
under significantly different practices and/or policies, then it may be required to pass an ad hoc or
complete conformity assessment before been confirmed a qualified status for thaivay to

provide such a QTS (Art. 24.2.(a), Art.20.2).

For marketing purposes, once qualified, a QTSP/QTS may use the EU Trust Mark for qualified trust service
when promoting its QTS. That trust mar k its@Tswin i
can be used on any support provided it meets requirements from Art.23 of the eIDAS Regulation (e.g. a lin
to the corresponding national trusted list where consumers may verify the granted qualified status must
be di spl ayed ote) andtheeulefortE: Eomsnissioa Inplementing Regulation (EU)
2015/806° Basically, this secondary legislatidefinesthe form, colour and sizef the EU trust markit

alsosets the obligation to clearly indicate the qualified service that the EU trust mark pertains to

However, itallowsfor associating the EU trust mankth other graphical or textual elements provided that
certain conditions ee met/

The use of the EU trust mark, which is voluntary, aims to foster transparency of the market and help
consumers distinguish between qualified trust services andaqumlified onesOnce granted a qualified
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status, QTSPs and their QTSs have thgatimin to passwo-yearly conformity assessments by an

accredited CAB, confirming that the QTSP and the QTSs they provide fulfil the requirements laid down in
the Regulation. The resulting conformity assessment report (CAR) has to be submitted the campeten
supervisory bodyCompetent supervisory bodies are also allowsemselves at their own discretion and

at any time to audit any QTSP/QTS for which they are competent or to request an accredited CAB to
perform an ad hoc audit

Figurel EU trust mark for qualified trust services

QTSPs and their QTSs are supervised for their entire lifecycle, from their genesis to their termination. In
particular, in order to ensure sustainability and durability of QTSs, as well as to ensuee {@opination

and user’s confidence in their pr-odatestdrnoination pn.SP s
That plan is to be agreed by the SB upon initiation and regularly checked for compliance during the life of
the QTSP/QTS

1.5 Scope of he present document and relationship with other recommendations

Thisdocument is one deliverable out afseriesvhose objective is to propose guidelines aimed at

facilitating the implementation of the provisions related to trust services of the elDAS&Reg in the

area of qualified trust servic&sThe presentdocumermqir oposes “ Gui delines on ¢
Trust Service Provi delbAS'Requlatiorghe target audience éf the do@uento f
are trust service providers @tuding individuals, businesses and public administrations) who intend to

start providing or are currently providing qualified trust services and those Member States supervisory
bodies designated to carry out supervisory activities under the eIDAS Reqgulati

The objective of the document is to support QTSPs providing qualified trust services and supervisory
bodies in their respective tasks and duties during the supervisiordaridg theverification of compliance
with the eIDAS Regulation and the managetnaf the qualified status througthe publication of an

updated national trusted listwhen applicableThe guidelines cover the procedures and formats for the
supervision of a qualified trust service. The guidelines shall enable supervisory bodies to establish the
rules, requirements and recommendations for a i&manage the life cycle of the superasiof the
qualified trust services it provides atml continue to meet the requirements of the eIDAS Regulation until
and beyond the termination of those services.

This document is organised to provide:

1 Recommendations to QTS&sd SBsvith regards to thesupervision and the life cycle management of
the qualified status for QTSéction 3.

1 An overview of the eIDAS Regulation provisions relating to the supervision of QTSPs &ection

1 The provision®n the supervision process flow and the underlying a@ivi(sectiord).

1 Recommendations to SBs on the cooperation with other EU MS SBs (£gction
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2. Guidelines on Supervision of Qualified Trust Services

2.1 Introduction

The elDAS Regulation sets the principle of-dserimination of the legal effects and admisbiy of

electronic signatures, electronic seals, electronic time stamps, electronic registered delivery services and
electronic documents as evidence in legal proceedi@gsirts (or other bodies in charge of legal
proceedings) cannot discard them asdmrice only because they are electronic but have to assess these
electronic tools in the same way they would do for their paper equivalent.

To further enhance in particular the trust of small and medssized enterprises (SMEs) and consumers in
the internal market and to promote the use of trust services and products, the eIDAS Regulation
introduces the notions ofjualified trust serviceandqualified trust service providewith a view to

indicating requirements and obligations that ensure kighel security and a higher presumption of their
legal effect.

In order to ensure highevel security of qualified trust services, the eIDAS Regulfdiesees an active
supervision scheme of qualified trust service providers (QTSP) and the qualified trust services (QTS) they
provide (hereafter referred to as a QTSP/QTS) by the national competent supervis@y (&) that
supervises, ex ante and egdd, fulfilment of theQTSP/QTS requirements and obligations

Before a TSP/TS is granted a qualified status (QTSP/QTS), it will be subjectdatagnieation process

the so called initiation process. QTSPs may only begin to provide the qualiéddruice after the

gualified status has been granted by thationalsupervisory body and indicated in thational trusted

list. From there, the supervision scheme covers the full life cycle of each QTS and each QTSP, from its
genesis until its termin&bn.

2.2 Supervision ofQualified Trust Service Providers

Once a qualified statuss granted the supervision process flow chg split into the following steps of
related supervisory activities, as sketcHsalow, for each QTS at the level of granulaatdressed in the
national trusted list:

1 Thedetection or notification of events Those events will actually condition the next steps in the
supetrvision process; each of those events may lead the competent SB to withdraw the qualified status
of the correspading QTSP/QTS:

0 2-yearly anniversary frorthe initial qualified status grant
o Events monitored and detected by the SB
o Termination of onemore or all of the qualified trust services
o Other events notified by QTSPs:

A Changes in the provision of a QTS

A Securitybreach

A Personal data breach

A Results of surveillance audits, when applicable.
o Othernotified events e.qg.:

A Complaints

A Request for cooperation from other SBs.

1 Theneed for additional evidenceThis can consist in
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0 The SB requesting additional infortiwan or evidence from the QTSP
0 The SB conducting an ad hoc audit
0 The SB requestg a CAR from an accredited CAB.

1 Theverification of compliance based on the event data and the potential additioesidence the SB
will conduct a verification of the compliancéthe concerned QTSP and its related QTSs. During that
step, the SB may also face the need for additi@vadence

1 Thedecision on a status changbased on the results of the compliance verification, the SB may
decide to keep the qualified status unchab(granted) or to withdraw the previously granted
qualified status. Once the qualified status has been withdrawn from a QTS and hendes{@hsRor
the provisionot hat QTS, the corresponding TSP and tru
processf the TSP wigksto be granted again a qualified status for that specific trust service.

This document proposes guidelifés SBs and (Q)TS&sthe supervision of qualified trust serviee

pursuant to Art.2®f the elIDAS Regulatiomhey come in addition to the recommendations provided in
the context of the initiation of qualif Guadinesr us
on Initiation of QualifiedTrustS® r v i'%c e s ”
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2.3 Recommendations foBupervisoryBodies
Thefollowing arerecommendationsfor supervisory bodies in the context of tsapervisiorof QT®:
SB.1¢ Supervisory body resources

(a) Make sure to be given the necessary powers and adequate resoamdesrganisational measures
for the exercise of its tasks

(b) Make sure tcestablish, document and maintaihe necessaryolicies, processes and procedures
for the realisation of the supervisory activities foreseen in the elIDAS Reguliaituding those
related to the management of the national trusted lisf¥ith regards to the supervision activities
in the context of the life cycle management of the qualified status of a QTSEE Section 3 of
this document for further guidance on the handling and detection of relevant events, the
assessment of the needrfadditional evidence, the verification of compliance and the decision on
status change and its impact on the national trusted list.

(c) Inthe context of Art.17.4.(i) of the eIDAS RegulatisBsshouldverify the existence anthe
correct application of praeisions on termination plans in cases where the qualified trust service
provider ceases its activities, including how information is kept accessible in accordance with
Art.242.(h)*.

SB.2¢ Interactions with QTSPs

(a) SB should be approachable by (candid®&SPs as part of the initiation process in order to ensure
a smooth and transparent process.

(b) Besideghe CID (EU) 2015/1505 requireméhon the publication of specific information on the
underlying supervision scheme, SBs should publicize informatiam séfsupervisionprocess.

SB.3¢ Confidentiality between SB and notifying (Q)TSP

(a) Unless already available in the public domain, the SB should limit disclosure of
information/documentation provided by notifying (Q)TSP within its own organisation, to its
directors, officers, members and/or employees having a need to know. Unless otherwise foreseen
by European or national laywand in particular the eIDAS Regulatitme SB shall not disclose such
information/documentation to any third party.

SB4caSL5! { ¢ | OONBRAGIFGA2Y aOKSYS F2NJ /! . &
(a) Interactions are encouraged betwedime SB andhe localnational accreditation bodyNAB, and
where applicable the foreign NAB having accredited CAB selected Qi &igwith a view to
facilitating the verificiion of the correct accreditation of the selected CAB to cay elDAS
QTSP/QT8&ssessmerst
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(b) Make sure to consider as eligible and equivalent all CABs accredited byABnsignatory of the
European cebperation for Accreditation (EAJultilateral Agreenent (MLA)and all CARs delivered
by them provided they are accredited in accordance with the eIDAS Regulation (Art.3.18, Art.20.1)

Consider anfCAB or CAR as nefigible when this is not the case. Ssetion3.3 of this document
for further guidance.

B.5¢ QTSP/QTS audit criteria & the structure of the CAR

(a) Both for conducting Art.20 supervision activiteasd for verifying the eligibility of CABs and CARs,
make sure that QTSP/QTS are assessed for compliance dabaiapplicable requiremerstof the
eIDAS Regulatioim accordance with the scope of the required assessment

(b) Make sure and verify that the CAR explicitly confirms anddméficient information

demonstrating that the assessed QTSP/QTS fulfiappdicablerequirements of the elIDAS
Regulaton.

SB.6¢ Procedures and means for reporting security and personal data breaches

(&) The SB should establish and make available to TSPs, including QTSPs, the applicableprocedur
and means for reporting Art.19.2 security and personal daeaches. Iparticular,the SB should
provide guidance on identifying and analysing incidents and vulnerabilities, on determining how
significant their impact in on the TSP, its services and personal data maintained therein, what data
needsto be reported andatemplate of the report.

(b) The SBhallalso providesimplefacilities to the reporting TSP to ensure the confidentiality of the
reported data.

(c) SBs should refer to the guidance and tools provided by ENISA as theartAat.19 committee
activities

B.7¢ Communication of the qualified statushangeand national trusted listupdate

(a) The SB and the TLSO shaiiform to CII2015/1505/EU See sectio.4 of this document for
guidance on the granularity of the qualified status assignment.

SB8 ¢ Cooperationwith other EU MS S&8under Art.18 of the eIDAS Regulation

(a) Collaboration under Art.18 with other EU MS SBs is strongly recommendedaxgrSP
activities and operations related to the provision of QTS are spread across national borders. See
section 4 fo further guidance.

(b) Since it may be considered impossible to repaerychange in the provision of QT&sder
Art.24.2.(a), SBs should cooperate to-gptmechanisms to classify such changeg. in function
of their relevance and impact on the compl@mof the QTSP/QTS with the eIDAS Regulation

(c) SBs shouldooperateto the setup a common template for the annual reporting on their
supervisory activities as foreseenArt.17.6 of the eIDAS Regulati&NISArepog nt i t | ed”
19 Incident Repontig” has prepared amcident Reporting Framework for eIDAS Articlerl9
consultation with the members of the expert group and reviewed by the private sector and the
Forum of European Supervisory Authorities for Electronic Signatures (FESA). Based on this
document, ENISA has developed aHiae tool (CIRAS) to facilitate the procedure
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(d) Wheneverthe SB is notified or identifies events that may or will trigger specific supervisory
activities with regards to the QTSP/QTS for which another EU MS SB is eoinipeits
supervision, the SB should inform tbencerned foreigrB without delay.

SB9 ¢ Good administration principles

(a) With regards to their activities, SBs should respect, in particular, the principles of good
administration, including the obligan to give reasons faheir decisions, as well as the principle
of proportionality.

2.4 Recommendations foflrust Service Providers

The following areecommendationsfor trust service providers in the context of teepervisorof QTS:

TSP.X Provisionof QTS as a QTSP

(a) With regards to the supervision activities in the context of the life cycle management of the
gualified status of a QTSP/QTS, it is highly recommended, if not crucial, for QTSPs to continuously
manage and update a consolidated deadlineestthe and supervisory activities planner (hereafter
referred to as the “due date file” or DDF).

(b) This DDF should be designed to provide a complete overview of all the deadlines related to each
and every QTS a QTSP has been granted a qualified statusdéhdtiaes will relate to the
planned supervisory steps, events and tasks the supervised QTSs must undertake. The DDF shoul
also allow for setting alarms sufficiently before the occurrence of those deadlines and for those
alarms to be communicated to peapin charge.

(c) This DDF should include as well annual surveillance activitiesaoidiewhen applicable from the
selected conformity assessment scheme applied by the selected elDAS accredited CAB, even if the
conduction of such surveillance activities & a requirement stemming from the eIDAS
Regulation. The results of such surveillance audits should nevertheless be reported to the
competent SB.

(d) Hence it is highly recommended to the QTSP to synchronize the (Art.24.2.a) change notification
and the regulasurveillance and supervision mechanisms, with regards to both the CAB and its
nationally designated SB, e.g. in order to undertake conduction of possible necessary re
assessment of changes at the time of the next regular surveillancgeardy supervisin audit.

TSP.Z; Understanding the granularity of the identification of a trust service to which a qualified
status is granted

(a) QTSPs should understand the granularity of the identification of a trust service to which a qualified
status is grantd, as discussed in secti@m of the present document, to identify when they are
required to notify the initiation of a new qualified trust service and when they actually need to
notify any change to an existing qualified trust service or that existing service being subject to
routine supervision and early audits.

TSP.3; Up-to-date policies, practices, procedures, process and guidelines

(a) QTSPs in order to be granted a qualified status for the provision of Gh8¢#) constantly
evaluate the risks, design, test, deploysewaluat the risks, redesign, retest,-implement, etc.,
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the organisational, physical and technical implementation of those qualified trust services, as well
as document and keep dp-date their corresponding practices, policies, procedures, processes
and docunentation in line with the requirements laid down in the eIDAS Regulation.

For that purpose, they should first consider the publicatibtthe specifications by the competent
supervisory body (SBf the specifications of the applicable supervision scheme related

QTSP/QTS requirements.darticular,they should keep in mind that the purpose of the

supervision is to ensure that they and the QTS (s) they provide fulfil the requirements laid down in
the eIDAS Regulation.

In addition to any applicable nathal language, all relevant (Q)TSP/(Q)TS documentslionld be
made available in UK English in order to facilitate cbmssler provision of services.

TSP.4&, Adoption of standards

(@)

(b)

Standards and normative documents may be of great help to ensure badiqas are followed

and to maximise interoperability of the implemented services. Specific standards having been
designedaimingat enabling acompliant implementatiorthat meetsthe eIDAS Regulation
requirements. ETSI TR 119 @Mesan overviewover HSI/CENtandard that couldbe

considered when implementing a specific type of (qualified) trust service. It should be made clear
nevertheless that it is not mandatory and it cannot be made mandatory to comply with any
standard. No standard, at the datd publication of this document has yet been formally assessed
as meeting QTSP/QTS requirements of the eIDAS Regulation. Furthermore ENISA published an
analysis of standards related to TSPs, mapping the elDABa@@nts to existing standaréfs It
concludal that the analysed standards usually cover some requirements in part or whole but also
led, however, to a shortlist of gaps where specific eIDAS requirements have yet to be addressed in
EU standards (ETSI/CEN/CENELEC) or international ones

WhenQTSPs irnd to providea QTShat additionally meets requiremenig a nonelDAS

application domain, provided those requirements are not in contradiction with the eIDAS
requirements for QTSP/QTS, they may be required to comply with specific standards or normative
requirements.Those (Q)TSPs willing to benefit from recognition in BPAS and neerIDAS

worlds (e.g. CA/Browser Forum) should ensure that the conformity assessments they pass to
demonstrate compliance with the elDAS requirements can be of benefieidémonstration of

their compliance with those neeIDAS requirements

TSP.X Selection of CABs

(@)
(b)

QTSPs can select any CAB accredited ircdhllSrovided the CAB has be@ccredited in

accordance with Art.3.18 of the eIDAS Regulation (see sek®onfthis documeny.

Before contracting any such CAB, TSPs should however make sure that the candidate CAB and th
CAR it will issue in case of positive assessment will meet the expectations or requirements of the
elDAS Regulation and of the competent SBahtiqular they shall make sure that the CAR shall
confirm the compliance of the assessed QTSP/QTS with the requirements of the eIDAS Regulation
(e.g. and not with whatever standard; the CAR may however certify compliance to any set of
standards in additioto confirming that the eIDAS requirements are fulfilled but the main purpose

of CAR submitted to the SB under Art.21.1 of the eIDAS Regulation shall be to confirm that the
assessed QTSP/QTS fulfil the requirements laid down in the eIDAS Regulation).
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(c) Folbw recommendations of sectio®3 of this documentwith regards to the recommended
structure and content of CARs

TSP.g; Participation to ad hoc fora

(a) QTSPs are encouraged to participate to ad hoc fora and cooperate with other QTSPs with regards
to the implementation of best practices. Such fora include BNISP Forum, AC&Bthe eIDAS
Observatory, ETSI/CEN ad hoc standardisation technical bodies, PKI Fora, etc.

TSP.Z Interactions with competent SB

1. In order to allowfor an efficientinitiation andsupervision process, as stressed by Recital (45) of the
elDAS Regulation, preliminary interactions between prospective qualified trust service providers and
the competent supervisory body are encouraged with a view to facilitating the due diligence léading

the provisioning of qualified trust services.
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3. eIDAS Regulation provisions related to the supervision of QTSPs

3.1 Supervisory bodies

Art.17.1 of the eIDAS Regulation requires Member States to designate a supervisory body established in
another MemberState upon mutual agreement with that Member stat€oday, all EMS have
designated such a body established in their territory.

That body shall be responsible for supervisory tasks in the designating Member State (Art.17.2) and to tha
extent each EWISmust make sure that it will be given the necessary powers and adequate resources for
the exercise of its tasks (Art.17.1).

The role of the supervisory body is further specified by Art.17.3 and includes the supervision of QTSPs
established in their territoy, to ensurethrough ex ante anéx post supervisory activitighat those QTSPs

and the QTSs that they provide meet the requirements laid down in the eIDAS Regulation. Art.17.4 lists a
set of specific tasks amongst those of the SBs:

(a) to cooperate witlother supervisory bodies and provide them with assistance in accordance with Art.18.

(b) to analyse the conformity assessment reports referred to in Articles 20(1) and 21(1).

(c) to inform other supervisory bodies and the public about breaches of sexudgses of integrity in accordance

with Article 19(2).

(d) to report to the Commission about its main activities in accordance with paragraph 6 of this Article

(e) to carry out audits or request a conformity assessment body to perform a conformitynaesseséthe qualified

trust service providers in accordance with Article 20(2).

(f) to cooperate with data protection authorities, in particular, by informing them without undue delay about the
results of audits of qualified trust service providiwat appear to have been involved in a breach of personal data
protection rules.

(g) to grant qualified status to trust service providers and to the services they provide and to withdraw this status in
accordance with Articles 20 and 21.

(h) to inform the body ponsible for the national trusted list referred to in Article 22(3) about its decisions to grant or
to withdraw qualified status, unless that body is also the supervisory body.

(i) to verify the existence and correct application of provisions on terramatans in cases where the qualified trust
service provider ceases its activities, including how information is kept accessible in accordance with point (h) of
Article 24(2).

(j) to require that trust service providers remedy any failure to fulfil thairements laid down in this Regulation.

3.2 QTSP/QTS supervision

The legal obligations related to the supervision of QTSPs/QTSs are also to be mainly derived from
requirements of Art.20 as listed here after:

1 Art.20.1.- Qualified trust service providestall be audited at their own expense at least every 24 months by a
conformity assessment body. The purpose of the audit shall be to confirm that the qualified trust service providers
and the qualified trust services provided by them fulfil the requiremkid down in this Regulation. The qualified
trust service providers shall submit the resulting conformity assessment report to the supervisory body within the
period of three working days after receiving it.

1 Art.20.2.- Without prejudice to paragraph ihe supervisory body may at any time audit or request a conformity
assessment body to perform a conformity assessment of the qualified trust service providers, at the expense of
those trust service providers, to confirm that they and the qualified tersices provided by them fulfil the
requirements laid down in this Regulation. Where personal data protection rules appear to have been breached,
the supervisory body shall inform the data protection authorities of the results of its audits.
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Art.20.3.- Where the supervisory body requires the qualified trust service provider to remedy any failure to fulfil
requirements under this Regulation and where that provider does not act accordingly, and if applicable within a
time limit set by the supervisory bodkie supervisory body, taking into account, in particular, the extent,

duration and consequences of that failure, may withdraw the qualified status of that provider or of the affected
service it provides and inform the body referred to in Article 22(3héopurposes of updating the trusted lists
referred to in Article 22(1). The supervisory body shall inform the qualified trust service provider of the withdrawal
of its qualified status or of the qualified status of the service concerned.

Furthermore, Ar24.2.(a) requires gualified trust service provider providing qualified trust services to
inform the supervisory body of any change in the provision of its qualified trust services and an intention to
cease those activities

3.3 CABs and CARs

The conformityassessment body (CAB) and the conformity assessment report (CAR) referred to in Art.21.1

are

T

1

further specified by or further specifications can be derived from the following:

Art . 3.(18) defines a ‘adadpdefinedrmipointl3afiAdide®fme nt b«
Regulation (EC) No 765/20087 which is accredited in accordance with that Regulation as competent
to carry out conformity assement of a qualified trust service provider and the qualified trust services
it provides
Regulation (EC) No 765/2008, Art.2.(13) defines
o a ‘“conformity abostlatparierms cortfoobtyassesansent activities
including calibration, testB Y OSNIAFAOF GA 2y YR AyalLISOodAirzy
o a ‘conf or mi t the prosessadsnmomseating Wwhethes specified requirements
relating to a product, process, service, system, person or body have been fulfilled
0 ‘' ac cr ediar atdstatiomby a natenal aceditation body that a conformity assessment
body meets the requirements set by harmonised standards and, where applicable, any
additional requirements including those set out in relevant sectoral schemes, to carry out a
specific conformity assessment adtij.
0O a ‘national a cthersa@edbdy im & Memher $tadedhat perfarms accreditation
with authority derived from the State
Art.20.1 of the eIDAS Regulation requires ttegt purpose of the audit shall be to confirm that the
qualified trustservice providers and the qualified trust services provided by them fulfil the requirements
laid down in this Regulatio@onsequently, the resulting conformity assessment report needs to
include a formal conformity statement confirming, when applicatitef the audited QTSP/QTS meets
all the applicable requirements of the eIDAS Regulation.

The Commission did nattroduceany implementing act with regards to the conformity assessment of
qualified trust services providers (Art.20ab)the initiation of qualified trust services (Art.21.4).

Neither the businessor the technical model can be imposed upon the QT&#sa specific standard to
be followed for the QTS it provides. (Q)TSP/(Q)TS have to demonstrate their compliance (building upon
standards iftideems it appropriate) with the requirements of the elDAS Regulation while the supervisory

bod

y cannot refuse to grant the qualified status solely on the grounds that the proposed model does not
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comply with a given standard or a given business/technicadenQTSP/QTS are free to choose their own
way of devising an implementation thhilfils the elDAS requirements, be it operationally, organisationally
or technically.

3.3.1 elDAS compliant accreditation schemes for CABs

Art.3.18 of the eIDAS Regulation requires CABs to be accredited in accordance with Regulation (EC) No
765/2008 insucha way thattheir accreditation ensurethat theyare competent to carry outhe

conformity assessment of a QTSP/QTS against the requitsroéthe eIDAS Regulation. Inde#tt goal

is to assess the conformity fTSPs and QT 8dvich are eIDAS legal terrisat aresubject to

requirements stemming from the eIDAS Regulatiimese terms cannot be understood in a different
context.

The resulting conformity assessment reptirat isto be submitted to the supervisory body by the
assessed (Q)TSP, whether in the context of/adtly regular audit (Art.20.1), an ad hoc audit (Art.20.2) or
an initiation audit (Art.21.1) must be such thatonfirms that the assessed QTSP/QTSdfithe
applicablerequirements of the eIDAS Regulatigvhen this is the case)

Provided the above requirements are met, it is a fact théied in the hands of MS to determine how the
accreditation is doa. In other words, MS remain free to set up any accreditation scheme provided that
they can demonstrate that it fulfils Art.3.18 of the eIDAS Regulation.

The accreditation of CABs, in accordance with Regulation (EC) No 765/2008, is the exclusive comipetence
national accreditation bodiesNAB3. CABs established in a EU MS are required to be accredited by the
NAB of the EU MS in which they are established unless that NAB does not have the possibility to do so, in
which case the CAB can request another ItaB another EU MS to conduct its accreditation.

In practice, in order to meet the requirements of the eIDAS Regulatieraccreditation of the CAB

requiresan evaluation by the competentNABa s ed on an “ ess&guerit sceeofmrido r mi |
of the mmpeterce of the CAB employing sucls@heme to carry out conformity assessment of a

QTSP/QTS against elIDAS (Art.3.18). The competence of a CAB cannot be confirmed by any other entity
than the competent NAB.

Such an elDA®nNformity assessment scheme mag deefined by the CAB itself, the EU MS supervisory
body, or any other body possessing the necessary technical compethrisavorth emphaising that the
final decision regarding the verification of the conformance of a QTSP/QTS with the requirenthets of
elDAS Regulationiis the hands of the SB. The latter may rely upon the information provided by the
(Q)TSP and in particular the CARIibig equally entitled to request further information afitdmay takea
duly justified decision (e.g. applying gbprinciple of administration and principle of proportionality) that
goes against the conformity assessment report

See sectiod.4 oft he <c omp ani duideldes onmitragon of Qualified Trust Services for

further discussion on the different implementationsedDAS compliant accreditation schemes for CABs
including theETSI 319 403 accreditation scheme for TSP/TS promoted at EU level by the Eurepean co
operation for Accreditation (EA) and alternativaehemes.
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3.3.2 Structure and content of CAR

It is ultimately the supervisory body (SB) to which the CAR is notified by the assessed QTSP that will take
the decision to grant or withdraw the qualified statio the assessed QTSP/QTS. Consequentlyotifeed

CAR needs to contain sufficient information to demonstrat@lgtail to the SB, that the assessed

QTSP/QTS fulfil the requirements laid down in the eIDAS Regulation and consequently deserves to be
granted a qualified statu¥.It is not regarded asuitabk that the SB that has the obligation to verify the
compliance of the (Q)TSP/ (Q)TS with the el DAS R

Itis in the interest of the TSP to ensure that the CAR it receives from the accredited CABthated its
assessment brings inded@arssufficient information b demonstrate that the TSP/TS conagiwith the
requirements laid down ithe eIDASRegulation, and in particular, with the requirements @FSP/QTS.

Recommendations on the structure and the content of the CAR referred to in Articles 20.1, 20.2 and
21.1 of the eIDAS Regulation canfbend in sectiord.5 of the companio o ¢ u m@uiddlines on
Initiation of QualifiedTrustSe r vi ce s ” .

3.4 Granularity of qualified statusassignment

The qualified status is granted both to a TSP and to the trust service it provides when it has been included i
the corresponding national trusted list after it has been verified by the comp&eéttiat both the TSP and

the trust services provided by TEP/TS) comply with the requirements laid down in this Regulation, and in
particular, with the requirements for qualified trust service providers and for the qualified trust services they
provide (for QTSP/QTS). A TSP is granted a qualified status sgpimagach type of qualified trust service
covered by the eIDAS Regulation. The granularity in terms of what QTS may exist in the sense of th
Regulation is limited to that cloddist of QTS for which there are applicable requirements in the Regulation
(see AnneA.7).

Example: A TSP that is granted a qualified statugpfoviding qualified certificates for electronic
signatures is not to be considered as qualifieddmvidingany other qualified trust service, including
the issuing ofgualified certificates for electronic seals or for website authenticationthe supplyof
qualified electronic time stamps, etainless it has been granted a qualified status for such other QTS.

The granularity of the identification in the national trusted lists oé tlechnical instance of the elDAS
qualified trust service to which the qualified status is granted is actually clarifie€Cdoiymission
Implementing Decision (EU) 2015/80 |t corresponds to the Il evel ¢
specified in ETSI TS 119 612 v2.1.1 on which the CID relies to establish the corttedeéind the technical
specifications and formats for the national trusted lists. In atgddist, a qualified trust service to which a
qualified status is granted is identified by the publickéyd ent i f i ed by the “ Ser vi
the corresponding trusted list service entry of a listed TSP entry. The type of qualifiesktruise for which
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of the servicé?.

On the other hand, the initiation process foreseen by Art.21 of the eIDAS Regulation is required to be
undergone by a TSP nalready having qualified status for providing a specific type of QTS. In that case it
must submit to the supervisory body a ffatation of its intention together with a conformity assessment
report issued by a conformity assessment body. It will then be up to the supervisory body to assess the
impact of the notified changes on the need to undertake ad hoc audits or to request@mity assessment

body to perform a conformity assessment of the QTSP, at the expense of the QTSP, to confirm that th
QTSP/QTS fulfils the requirements laid down in this Regulation (Art.17, Art.20.2). In line with Art.20.3, it i
possible for the supeisory body to withdraw the qualified status of the concerned qualified trust services,

in practice to the level of granularity of the identification in the national trusted lists of the technical instance
of the concerned qualified trust service to whittte qualified status is granted.

The above must however be nuanced with regards to the Certification Service Providers (CSP) issui
gualified certificates to natural persons and migrated as QTSP issuing qualified certificates for electroni
signatures undr Art.51.3 of the eIDAS Regulation. For those QTSPs, any change that "significantly" deviate
from the provision of the corresponding services as they implemented them before the 1st of July 2016,
requires them to go through Art.21.1 initiation process iasthat case, they would break the conditions of
applicability of the transitional measures. E.g. a former CSP issuing qualified certificates to natural person
under Directive 1999/93/EC, creating a new issuing CA and/or root CA (compared to theydidtih
qualified trust service corresponding entries in the national trusted list) under different practices resulting
from significant changes compared to the one they implemented under the Directive (e.g. in order to be
able to meet the elDAS requiremis), should go through Art.21.1 initiation process before being granted a
gualified status for that new issuing CA/root CA. And if this concerns a qualified trust service already listed
it should be for that service as well that the CSP/QTSP must guogifirine Art.21.1 initiation process.
However, such a former CSP only modifying the profile of itseeritly qualified certificates issued to natural
persons (i.e. for electronic signatures) in order to meet requirements of Annex | of the eIDAS Regulation
without significantly changing anything else with regards to the provision of their services that benefit from
the Art.51 measures should not need to go through the Art.21.1 initiation process.

Of course, in all cases applyingArt.24.2.(a), a "classifation" of changeshould be considered in practice,

i.e. an assessment tfow "significant” the change and the impact it may have on the provision of the
services to justify an ad hoc audit by the SB or by a CAB at the request of the SB under Art.20.2, the scope
such an audit.

Art.24.2.(a) of the eIDAS Regulation does not prevent notified changesdbidaely implemented before
being notified by the QTSP to the SB (contrary to the termination, where the intention to cease activities is
required to be notified before cessation). Nevertheless, it is recommended to the QTSP to notify them before
their implementation so that the supervisory body is able to approve (or make comments / indicate possible
elDAS nostonformities on) significant changes before they are implemented.
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See als®\nnex A.4of the document Guidelines onnitiation of Qualified TrustSer v i )doe guilance on
theuseothe” Ser vi ce di gi thattusted isewih regady to quélified trust services and
section3.40f t he ¢ o mp a Guidelimes dnmitatiom ef Qualified TrustSe r v i far exaniples.

3.5 Standardsand best practices

As previously stated, neither the businesedel,nor the technical model can be imposed QTSPs

Similarly, QTSPs cannot be forced to follow any specific standard for the QTS they fitowidktimate

goal of the conformity assessmereport resulting from the assessment of a QTSP/QTS by a CAB
accredited under Regulation (EC) 765/2008 is to confirm that the QTSP/QTS fulfils the requirements laid
down in the eIDAS Regulation (Art.20ridt that it complies with a specific standard.

Furthermore, no standard is referenced so far by any eIDAS secondary legislation for the presumption of
compliance with all or parts of the eIDAS requirenseapplicable to QTSPs/QTSs

However standards developed or still under development by Europeandsrdisation organisations

(ESOs) or other international standardisation organisations can be used to support:

1 CABsNABsand SBs in the establishment of effective eIDAS QTSP/QTS criteria, related control
objectives and controls that will be used for assing QTSP/QTS against the eIDAS Regulation

1 TSPs when designing, implementing aethonstratingthat they and the QTS they provide or intend
to provide meet the applicable requirements of the eIDAS Regulation.

A formal assessment of a candidate stand@andits compliance with the requirements set in the

Regulation would in any case be required before its referencing to support the assessment of QTSP/QTS,
ideally by the EC in the context of adopting related implementing acts pursuant to requirements of th
elDAS Regulation, or when this is not possible, by competent SBs, NABs, or é&Adtsishconformity
assessment schemes ahatassesikg theconformity of QTSP/QTS with the eIDAS Regulation
requirements.

Nevertheless, standards and normative do@nts may be of great help to ensure best practices are
followed and to maximise interoperability of the implemented services. A supervisory body may establish
an elDAS conformity assessment scheme on the basis of referenced technical specificatiordaodstan
with or without amendments after assdrgtheir compliance with the requirements set in tiRegulation
Orcethe correspondingcriteria are met by the corresponding QTSP/QR&y may benefit from a
presumption of compliance with the applicable elDA§uirementswith regards to the supervisory body
decision pursuant to Art.21.2 of the eIDAS Regulation.

Specific standards have been designed by CEN and ETSI aiming to enagbntanplementations that
meet the elIDAS Regulation requiremerig.SI TR 119 (8Qyivesanoverviewover ETSI/CEMandard
that couldbe considered when implementing a specific type of (qualified) trust seitde those ETSI
and CEN standards amet and cannot be mandatory for a QTSP/QTS to be followed, they have been
developed as a means of best practice for a (Q)TSP to cover the eIDAS requirtfoeswserENISA
published an analysis of standards related to TSPs, mapping the eIDAS requirtenesigsng
standard$*. It concludedhat the analysed standards usually cover samguirements in part or whole
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but it also led, however, to a shortlist of gaps, where specific eIDAS requirements have yet to be addresse
in EU standards (ETSI/CEN/CENHuEGternational ones.

The elDAS Regulation does not mandate compliance with any specific standard, aad@ughiance
cannotbe mandatory. However, it may be appropriate or even required for the notifying TSP intending to
provide QTS to ensure thatdomplies with specific standards in order to satisfy requirements in another
application domain, provided they are not in contradiction with the eIDAS requirements for QTSP/QTS. Fol
example, QTSP providing services for the issuance of qualified cegtiffoa website authentication

(QWACSs) may be required to meet specific standards to satisfy the CA/BrowserHaauirements and
requirements frombrowsers or widely deployed applications owners for inclusion in their trusted
certificate root stores. U=s of compliant QTSPs will then benefit from the recognition by CA/Browser
Forumme mb eappbcations such as Internet browser software that will then display enhanced indication
of the corresponding certified website identity by changingitia@pearane (i.e. colours, icons, animation,
and/or additional website information) to reflect its trustworthiness. Those (Q)TSPs willing to benefit from
recognition in bothelDAS and neeIDASworlds (e.g. CA/Browser Forum) should ensure that the
conformity assessents they pass to demonstratbeir compliance with the eIDAS requirements can be of
benefit in the demonstration of their compliance with those reIDAS requirements. In the specific

context of QWACSs, ETSI EN 319 411 series has been designed to alash fonvergence of the eIDAS

and CA/Browser Forum conformity assessments
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4. Initiation and supervision of QTSPs/QTSs

4.1 Initiation and supervision as corner stone of the eIDAS pyramid of trust

The supervision mod&bf qualified trust service providers (QTSPs) and of the qualified trust services
(QTSs) they provide is the foundation of the legal and trust model for such services as defined by the elDA
Regulation. The eIDAS Regulation is actually setting up a corpgtatmid of trust, which is illustrated in

Figure 2.

The most visible part is the *"EU trust mark for
provider may, on a voluntary basis, use to brand and promote the qualityreatdustworthiness of the
qualified trust services it provides.

W

TRUSTED LISTS

Q

SUPERVISORY REGIME

Initiation
(initial assessment
by accredited CAB)

o QTSP & QTS THEY Ad-hoc
Termination PROVIDE audlt_s
(at any time)

Regular Assessments
(at least every 24m
by accredited CAB)

il

QTSP & QTS RELATED EIDAS PROVISIONS

1@

BEST PRACTICES & STANDARDS

Figure2 eIDAS Regulation building trust in the online environment (Source FAffdated)

26 Going througha pre-authorisation assessment process is rizgd before a TSRvithout qualified statusis allowed

to provide any QTS. Once being granted a qualified status, the QTSP and the QTS it provides are supethised until
termination on the basis of regular4assessmerstand on potential ad hoc assesent on the initiative of the

competent supervisory body or as a result of third party notifications or complaints.
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This EU trust mark is not just another quality logo without any trust fotiodaAs illustrated in Figure 2
above, the eIDAS Regulation explicitly sets up a consistent set of quality/security requirements and
obligations forQTSs/QTSP$hose requirements and obligations aim to enhance the trust of consumers
and enterprises, ingrticular SMEs, in the internal (electronic) market and to promote the ugET&=and
related products.

Through exante and expost supervisory activities the eIDAS Regulation builds a supervisory regime upon
those quality/security requirements and obligans for QTSs and QTSPs. It aims to ensure that, from
genesis up to termination of such services, the QTSPs and the QTSs they provide indeed meet the
requirements laid down in the Regulation.

This supervisory regime for QTSs and QTSPs is execwdaettimnal supervisory body in each EU Member
State. It followscommon requirements to ensure a comparable security level of QTSs in all EU Member
States (MS).

The supervisory regime covers the entire-ifecle of the QTSP and their QTSs:

9 ltrelies on a preauthorisation mechanism obliging trust service providers intending to provide
QTSs to notify its nationally designated supervisory body of their intention together with a
conformity assessment report (CAR) issued by an accredited conformity assessme(@AB)ly
confirming that the QTSP and the QTSs it intends to provide meet the requirements laid down in
the Regulation.

1 It determines that SBs are responsible to verify the compliance of the submitted CAR and any
additional submitted information with the iuirements laid down in the regulation.

9 It obliges, once granted a qualified status, QTSPs to submit to the designated supervisory body, for
each of their QTSs, a twearlyCARssued by an accredited CAB confirming that the QTSP and the
particular QTS provides fulfil the requirements laid down in the Regulation.

1 It allows designated supervisory bodies, at their own discretion and at any time, to audit a
QTSP/QTS or to request an accredited CAB to carry out a conformity assessment of a QTSP/QTS
and toproduce a CAR confirming that it fulfils the requirements laid down in the Regulation.

9 It foresees rules to be followed by QTSP and supervisory activities to be performed in cases where
the QTSP changes or terminates the provisioning of a QTS, or ceaasesvities.

The decisions to grant or withdraw a qualified status to trust services and trust service providers, resulting
from the above supervisory activities, are taken by the designated national supervisory bodies.

Those status decisions are publighen electronically signed or sealed national trusted lists. Such national
trusted lists are established, maintained and published to disseminate information related to the qualified
trust service providers for which an EU MS is responsible, togetheintditmation related to the

qualified trust services provided by them, including the whole history of the qualified status they have
been grantedn a trustworthy manner.

The mandatory EU MS national trusted lists are published at least in a form suitableédmated
processing. I n pr ac tBUdrest matk orsgealifiadrtrast serivides f d ¢ € 3i. t § h
that its use by QTSPs is voluntary, is aimed to be the consumer visible means to convey the same
information to the nonautomated nass marketFor verification purpose€QTSPs using the EU trust mark

for qualified trust services are obliged to provide a link to the corresponding trusted list in close proximity
to the EU trust mark
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The pyramid of trust ifqualified)trust services dablished by the eIDAS Regulation further relies on and
is strengthened by the use of best practices and standards. In order to ensure uniform conditions for its
implementation, the Regulation confers implementing powers on the Commission, for specifying
implementation specifications or for referenciaghumber of standardghe use of which would raise a
presumption of compliance with certain requirements laid down in the elRédhilation (Recital (71))

4.2 QTSP/QTS supervisiqguocess flow

The various step®reseen in the elIDAS Regulation regarding the initiation of a QTSP and of the QTS it
provides and the related supervisory activities throughout the lifecycle of such services, from genesis until
termination, can be depicted in the Figure@uidance to Bs and to (Q)TSPs on the initiation step

provided in the companion documehtGui del i nes on I nitiation of Qusze

C

INITIATION

.
. .
. .
. Need for Verification TRt .
GRANTED . Events additional Olf on status WITHDRAWN .
Compliance . evidences compliance change :

OK of qaulified
& Publication
status in TL

@supsnvmom

Figure3 Supervision process flow

In a nutshell, thenitiation step consists in the following phases:
1 The preparation.
1 The notification.
1 Initial compliance verification, including:
0 The analysis of the notification (procedure and format).
0 The analysis of the submitted conformity assessment report.

0 Reguest and analysig additional information which was necessary to verify compliance with the
requirements laid down in elDAS regulation

0 Granting, a qualified status to the TSP and to the trust service(s) they providese of positive
verification.

91 Publication of thequalified status in the national trusted list.

Once a qualified status granted,the supervision process flowan be split into the following steps of

related supervisory activities, as detailed in Figdyréor each QTS at the level of granularity acded in
the national trusted list:

1 The detection or notification ofvents Those events will actually condition the next steps in the

supervision process; each of those events may lead the competent SB to withdraw the qualified status
of the correspondin@TSP/QTS:

0 2-yearly anniversary from initial qualified status grant
o0 Events monitored and detected by the.SB
o0 Termination of onemore or all of the qualified trust services
o Other events notified by QTSPs:
A Changes in the provision of a QTS
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A Security break.
A Personal data breach
A Results of surveillance audits, when applicable.
o0 Othernotified events e.g.:
A Complaints.
A Request for cooperation from other SBs.
Theneed for additional evidenceThis can consist:in
0 The SB requesting additional infortitan or evidence from the QTSP.
0 The SB conducting an ad hoc audit.
0 The SB requestg a CAR from an accredited CAB.
Theverification of compliance based on the event(s) data and the potential additianatience the
SB will conduct a verification of the compliance of the concerned QTSP and its related QTSs. During
that step, the SB may also face the need for additievadence
Thedecision on status changdased on the results of the compliance verificatittre SB may decide
to keep the qualified status unchanged (granted) or to withdraw the previously granted qualified
status. Once the qualified status has been withdrawn from a QTS and hencas@mWSHor the
provision ofthat QTS, the correspondingT&8d t r ust service are
if the TSP wigksto be granted again a qualified status for that specific trust service.

sent
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Figure4 Overview of the QTSP/QTS initiation and life cycle management of #lated qualified status at the trust service level
and the related supervision activities. (Source 1A$#dated)
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4.2.1 Documented policies, processes and procedures

With regards to the supervision activities in the context of the life cycle management qtiidied

status of a QTSP/QTS, it is highly recommended, if not crucial, for SBs to establish, document and maintai
policies, processes and procedures for the realisation of the supervisory activities foreseen in the eIDAS
Regulation.

4.2.2 Due date file

With regards to the supervision activities in the context of the life cycle management of the qualified

status of a QTSP/QTS, it is highly recommended, if not crucial, for SBs to continuously manage and updat
a consolidated deadline schedule and supervisokyt i vi ti es pl anner (hereaft
file” or DDF).

This DDF should be designed to provide a complete overview of all the deadlines related to each and ever
QTS being granted a qualified status for each of the QTSP providing th8se Those deadlines will relate

to the planned supervisory steps, events and tasks regarding the supervised QTSs. The DDF should also
allow for setting alarms sufficiently before the occurrence of those deadlines and for those alarms to be
communicated tgeople in charge.

Note: This is also a valid recommendation for QTSPs to maintain such a DDF at its level for each of th
QTShat it provides andhat aresupervised by the competent SB.

SBs may consider sending reminders to QTSPs with regadésdlines allocated to thenat leastwith
regardsto the most importantones (e.g. the due date for notification of ay@arly CAR).

SBs should also foresee, either under the (administrative) powers they have been given by the EU MS
having designated #m and/or in accordance with national laws, the various consequences for QTSPs
failing to meet the supervision deadlines allocated to them.

SBs are also recommended to include in the DDF the deadlines related to the management of the national
trusted listsfor which they are competent, in collaboration with the designated bodies in charge of those
trusted lists when they are different from the SBs. Relevant deadlines include, e.g., the expiration of the
trusted list scheme operator (TLSO) certificatethe latest date and time before which the trusted list

must be reissued when no updated lists has been issued before that date.

4.3 Events

The events that will trigger specific supervisory activities with regards to the QTSP/QTS supervised by a S
can arbitrardy be grouped intdive categories:

1. Regular (yearly) audits From the date of the qualified status grant, QTSPs shall be audited at their
own expense at least every 24 months by an accredited CAB. The purpose of the audit shall be to
confirm that the QTB/QTS fulfil the requirements laid down in the eIDAS Regulation. The QTSPs shall
submit the resulting CAR to the competent SB within the period of three working days after receiving
it. On reception of the Zearly CAR, the SB shall proceed to the vetifinaof the eligibility of the
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CAR®, assess the need for additioralidence(seesection4.4), proceed to the verification of the
compliance of the concerned QTSP/QTS with the eIDAS Regulati@e¢tiea4.5) and finally decide
on maintaining or withdrawing the related qualified status (seetion4.6).

Events monitored and detected bythe SB contrary to the categories

passive, the SB should also actively monitor QTSPsfQM&sich it is competent, to a reasonable

extent and within the limits of the principles for good administration. Such an active monitoring may

be driven by the results of previous verifications. It should also include proactive controls of QTSPs

respectng:

o the prohibitionto provide QTS for which they have not been granted a qualified status as (not)
indicated in the corresponding trusted list

Note: This includes for example the provision of claimed qualified certificates of a certain type
while it has only been granted a qualified status for the issuance of qualified certificate for
another type (e.g. the provision of QC for electronic seals or for website authentication while
the issuing QTS is only allocated a qualified status for the provisiQ€ dbr electronic
signatures). This also includes the provision of claimed EU qualified trust services while the
provided services are not covered by the eIDAS Regulation (e.g. qualified certificates for
encryption) or only covered by national laws (e.gtionallyapprovedarchiving services).

the conditions and rules for use of the EU trust mark for qualified trust setvices
the obligation to inform the SB of any change in the provision of its qualified trust services
o the applicable laws on consumer peation and misleading advertisemenit cooperation with

the relevant national bodies appointed to enforce these laws.
0 the provision of a CAR before 1 July 2017 if the QTSP was a CSP issuing qualified certificates to
natural persons under Directive 1999/%3C andif it migrated to beinga QTSP issuing qualified
certificates for electronic signatures under Art.51.3 of the eIDAS Regulation.

o O

On the detection of events whose importance would jusdifurther investigation, the SB shall assess
the need for addibnalevidence(seesection4.4). Depending on thosevidence the SB may be

required to proceed to the verification of the compliance of the concerned QTSP/QTS with the elDAS
Regulation and finally decide on maintaining or withdrawing the related quhbkftigtus.

Depending on the number of QTSP/Qh& fall under its supervisigrine SB may apply different

types of strategies for such proactive controls, e.g. sampling techniques, regular checks of (changes ol
QTSP/QTS publicly available commercials sited or policies and declaration of practices, mystery
shopping, etc.

Terminationof one, more or allof the qualified trust servicesQTSPs must maintain, at all times, an
up-to-date termination plan. That plan is to be agraedy the SBandthe compliance of the

QTSP/QTS with it is regularly checked during the lifetime of the QTSHMT &rmination plan

should cover, at least, expected and unexpected cessation eftaEdi the cessation of onejore or

all the QTSs from a QTSP, the potdridkie-over of ceased activities by a third party or as at last resort
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by the S, and the assurance of the preservation ahed availability of the information referred to in
Art.24.2.(h) of the eIDAS Regulation in accordance with the provisions laididdmat article.

QTSPs are required by the eIDAS Regulation (Art.24.2(a)) to inform the supervisory body of any
intention to cease the provision of its QTSs.

Once being notified by the QTSP or byaaithorisedhird party (e.g. in case of unexpected

termination or bankruptcy), of the termination or the intention to cease the provision of its QTSs,

partly or entirely, the SB shall verify the existence, theéaxdate character andhe correct application

of provisions laid down in the applicable termination plan includimdhow information is kept

accessible in accordance with Art.24.2.(h) of the eIDAS Regulation. That verification may be subject to
the assessment for the need of additiomalidence(seesection4.4). Once the SB has the assurance

that the concerned QTS(s) of the QTSP have been properly ceased or when the SB judges that those
QTS(s) in cessatialn not meet the eIDAS Regulation requirements anymore without any reasonable
possibility to resolve th notified failuresthen the SB shall withdraw their qualified status and notify

the TLSO for updating the national trusted list accordingly.

4. Other eventsnotified by QTSPs

0 Results of surveillance audits not stemmédbm the eIDAS RegulatianVhile ths is not a
requirement stemming from the elDAS Regulation, the conformity assessment scheme driving
previous assessment of QTSP/QTS by an elDAS accredited CAB may require more frequent
surveillance audits from the CAB (e.g. annual). As an example, EDB requires:

A The CAB to perform surveillance audits on at least a yearly basis besidesitiriai full
conformity assessmenpand

A The QTSP to report to the CAB changes in the provision of its qualified trust services that
would affect its certifiation of conformity and the CAB to evaluate if sassessment is
necessary.

QTSPs may also wish to additionally meet the requirements 6EHOAS application domain
owners, e.g. CA/Browser Forum and Internet Brower software industry, which may similarly
require yearly surveillance assessments.

Hence it is recommended to the QTSP to synchronize in time, when feasible, the change
notifications in order to undertake conduction of possible necessagssessment resulting from
those changes at the time ofémext regular surveillance ory2arly supervision audit.

0 (hanges in the provision of a QTQTSPs are required by the eIDAS Regulation (Art.24.2(a)) to
inform the supervisory body of any change in the provision of its QTSs. This obligation should not
bel i mited to “significant” changes or to char
applies to “any” change in the provision of
the relevance of any such change and of its consequenitesegards to the retaining or
withdrawal of the qualified status.

Since it may beonsideredmpossible to report literally any change in the provision of QTSs,
mechanisms to classify such changes should be defined, ideally, by the BByesttbuld be
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harmonizedamonga |l | SB’ s. Procedures should be estab
(Q)TSPs to deal with changes affecting the supervision and the grant of the qualified status. This
includes notification of the change and determination of appraf@isupervisory activities,

including scope of ad hoc-gssessment, to assess that ongoing conformity is ensured. Notification
and decision should be performed before implementation of the measures.

Examples of changes:

1 Any change in the QTSs policiesl aelated QTSP practices affecting the trust service must be
(ideally proactively) notified to the SB.

1 Any change in the initial notificatianformation provided to the SB during the initiation of the

QTS having resulted in the grant of a qualified statust be notified (e.g. change in the QTSP

liability provisions, changes in the financial capacity or insurance coverage of the QTSP,

changes in the termination plans).

Major changes in the QTSP/QTS documentation.

Any security relevant change.

Adding(i.e. generatingeys for) a new (technical) issuing CA under a (root) CA of which the

corresponding public key is listed as a qualified trust service entry in the national trusted list is

a change that must be notified to the SB.

= =4 =

Security and personal da breaches TSPs, including QTSPaydan obligation under Adt9 of

the el DAS Regul ation “to, without wundue del a
become aware of it, notify the supervisory body and, where applicable, other relevant bodies,

such as the competent national body for information security or the data protection authority, of
any breach of security or loss of integrity that has a significant impact on the trust service provided
or on the personal data maintained therein”

Artl190f the el DAS Regul ation further requires
integrity is likely to adversely affect a natural or legal person to whom the trusted service has been
provided, the trust service provider shall also notify the natordegal person of the breach of
security or |l oss of integrity without wundue

The SB should establish and make available to TSPs, including QTSPs, the applicable procedures
and means for reporting such breachespérticular,the SB should providguidance on

identifying and analysing incidents and vulnerabilities, on determining how significant their impact
in on the TSP, its services and personal data maintained therein, what datatodegireported

andthe template of the report. The S&hallalso providesimplefacilities to the reporting TSP to

ensure the confidentiality of the reported data. SBs should refer to the guidance and tools
provided by ENISA as part of the Art.19 committee activities

Where the SB determines that disclosure of breach of security or loss of integrity is in the
public interest, it shall inform the public or require the trust service provider to do so.

Where appropriate, in particular if a breach of security or loss of integrity concerns two or more
Member Statesthe notified SB shall inform the SBs in other EU MS concerned and ENISA
(Art.19.2).
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5. Other notified events

o Complaints The SB should put in place complaints collection channels, complaint forms and
procedures available to consumers and relying parties. On the reception of a complaint whose
importance would justify further investigation, the SB shall assess the needdiioaal evidence
(seesection 3.4. Depending on thosevidence the SB may be required to proceed to the
verification of the compliance of the concerned QTSP/QTS with the eIDAS Regulation and finally
decide on maintaining or withdrawing the related gtiad status.

0 Request for cooperation from other SBsee sectiord of this document.
Each of those events may lead the SB to withdraw the qualified status of a QTSP/QTS.

Where the SB is notified or identifies events that may or will trigger specifargspry activities with
regards to the QTSP/QTS for which another EU MS SB is competent for its supervision, the SB should
inform the concerned foreigrEB without delays.

4.4 Assessment of the need for additionalidence

When the SB is notified owhen itidentifies events that may or will trigger specific supervisory activities

with regards to the QTSP/QTS it supervises, it should assess the need for additional information or
evidencein order to facilitate the identification of the impact on the QTSP/@ii&the verification of their
compliancewith the eIDAS Regulatioiihis may include, at the discretion of the SB, requests for additional
informationfrom the concerned QTSP, the conduction of ad hoc audits by its own services, or requests for
the CABo performa conformity assessment of the concerned QTSP/QTS, at the expense of the TSP, to
confirm that they fulfil the eIDAS Regulation requirements.

With regards to their activities, SBs should respsiatuld, among other thingshe principles of good
administration, including the obligation to give reasons for its decisions, as well as the principle of
proportionality (see Recital (43) of the elIDAS Regulatidhgrefore, SBs should duly justify their decisions
to require such additional informatio@n ad hoc audit oanad hoc conformity assessment by an
accredited CAB.

4.5 Supervision verification of compliance

Where events notified to the SB or identified by it require a verification of the compliance of the
concerned QTSP/QTS it supervises, the SBmioceed to such a verification on the basis of the notified
and/or collected information.

Depending on the nature aritie severity of the event and its impact on the QTSP/QTS and depending on
the severity of the resulting neoonformities with the regirements of the eIDAS Regulation, the SB may
either decide to withdraw the qualified status of the impacted QTSP/QTS without delay or to require the
QTSP to remedy those n@onformities.

When the supervisory body requires a QTSP to remedy any failurdftorequirements under the elIDAS
Regulation, that SB should notify a clear time limit before which the notified failures must be solved by the
QTSP.

As stated previoushBs should note that the requirements applicable to the QTSP/QTS, for a sppeific t
of QTS and at the granularity level used in accordance with the national trusted list, are those
requirements laid down in the eIDAS Regulation. It is not allowed to impose QTSPs/Q3@scHicyay
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to proceed to implement those requirements and iarpcular to impose compliance with any specific
standard, even partially.

The following recommendations apply on the steps to be undertaken by the SB with regards to the
supervision verification” phase:

1. Where the verification is based on a CAR (eithen@alor 2yearly), verify the eligibility of the CAR.

The \erification of the eligibility of the CAR includesifying that

(a) The CAR has been issued by a CAB accredited in accordance with the elIDAS Regulation (see
section2.3and in particular section4o f t h e ¢ o mp a nGuidetinesdrdnitiatione r a b
of QualifiedTrustSer vi ces” f or guidance).

(b) The CAR providesufficient information to demonstrate that the assessed QTSP/QTS fulfil each
of the applicable elDAS requirements in case ofya@ly CARr each of the applicable set of
requirements identified by the SB in case of an ad hoc CAR requested by the SB.

When this verification is not satisfactory, indicate the@n-conformities to the QTSP as well as the
deadline for correcting them

Clearly i@ntify the name of the assessed QTSP, and where applicable its registration number, as
stated in the official records, its official postal address and its electronic address.

Clearly identify the qualified trust service(s) of the QTSP that is(are) coulceyrtbe verification,

and in case of availability of a CAR, for which that CAR certifies the conformity with the
requirements of the eIDAS Regulation. The identification of the service(s) is to align with CID (EU)
2015/1505 and clause 5.5.1.1 of ETSITB61L2 v2.1.1 and the content of the national trusted list.

Note: Where a CAR is submitted, it should provide that information to the level of details
required to allow identification of the service(s) to be listed in the applicable national trusted list
in accordance with CID (EU) 2015/1505.

Verify that the QTSP/QTS comply with the requirements laid down in the elDAS Regtiiiog
into account, for each (potentially) qualified trust service identified in poiht (3
(a) the detailed description of the fugtional (e.g. PKI) architecture or hierarchy,
(b) the provideddocumentation,
(c) the providedCAR
(d) other relevant information when not part of the notified documentation, e.g. information
about QTSP financial resources or insurance, certification of QSCD it saf all types of
outputs of the QTS, an dp-date termination plan, trust service practice statement of
practices and policies, subscriber agreements.
That verification is to be performed requirement per requirement for each of the applicable
requirementswith regards to the type of QTSP/QTS. For that purpose, the structure of those
requirements provided in point (10) of sectidn 5 of t he ¢ o m@uaidelineson doc um
Initiation of Qualified Trust S r v i cagezdmmanded structure of the CARrcalso be used as a
check list for such a verification by the SB.
The relevance and severity of each rmnformity with any eIDAS requireméhis to be judged by
the SB as a last reséit
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In the absence of noftonformity, or when the relevance and tiseverity of the identified non
conformity(ies) lead the SB to conclude that the QTSP/Q&Scdmply with the requirements laid

down in the eIDAS Regulation, then the SB shall inform the QTSP that it and the QTS it provides anc
concerned by the verificatioretain their qualified status.

Where the relevance and the severity of the identified raumformity(ies) lead the SB to conclude

that the QTSP/QTS dsnot comply with the requirements laid down in the eIDAS Regulation, then
the SB shall inform the QT8Pthose nonconformities and, where applicable, of the time limit by

which the QTSP must solve them.

Where the relevance and the severity of the identified raumformity(ies) lead the SB to conclude

that the QTSP/QTS dsnot comply with the requiremerst laid down in the eIDAS Regulation or

where the QTSP, required by the SB to remedy notified failures, does not act accordingly, and within
a time limit set by the supervisory bodfapplicablethe SB, taking in particulamto accountthe

extent, the duration andthe consequences of that failure, may withdraw the qualified status of that
provider or of the affected service it providésThe SB shall inform the body referred tcdirn.22.3

of the eIDAS Regulatiovithout any delayhereafter the trustedist scheme operator or TLSO) for

the purposes of updating the trusted lists referredinats Art.22.1

With respect to point (7) above, the SB and the TLSO shall respect the timing constraints clarified by
CID 2015/1505/EU (in particular enforcing ck6s5.5 of ETSI TS 119 612 v234uiith regards to

date and time of the issuance of the trusted list and the date and time of the witralrafthe

qualified statusof the concerned trust services and as this latter will appear in the trusted list. As the
QTSPs shall stop providing the qualified trust service after the qualified status has been withdrawn
in the corresponding national trusted list, and as trusted listgeha constitutive value also for the

relying parties, the date of the withdraatof the qualified status must be aligned with the date of
publication of that trusted listNo back dating is allowed.

During the verification process, the SB may requiretaatthl information from the notifying TSP

and, where applicable, from the CAB having issued the submitted CAR.

The verification process should be concluded within a reasonable time faneaning in particular

that, when leading to withdraw the qualifiestatus of a QTSP/QTS, the elapsed time between the
notification/identification of the cause event and the effective publication of the withdraf the

qualified status in the national trusted list should be reasonable and proportionate to the nature of
the nonconformities and may consequently be required to be as short as possible. If the verification
is not concluded within a reasonable time frame, the SB shall inform the QTSP specifying the reason
for the delay and the period within which the verifim is to be concluded.
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4.6 Decision on status changeQualified status withdrawal
If aQTSIQTS fails to meet the eIDAS requirements, and if it fails to rerfallyes notified by the SB
within a time limt set by the SB, if applicabléyjs latter, takingin particularinto accountthe extent,the
duration andthe consequences of thodailures, may withdraw the qualified status of that provider or of
the affected service it provides.

Where withdraval of the qualified status of a QTSP/QTS is decigetthd SB, it shall inform the body
competent for the national trusted listithout any delayfor the purposes of updating that list (see point
(8) of the previous section).

The supervisory body shall inform the qualified trust service provider of thedveithal of its qualified
status or of the qualified status of the service concerned.

Where personal data protection rules appear to have been breached, the supervisory body shall inform
the data protection authorities of the results of its audits
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5. SBcooperationwith other EU MS SBs

5.1 Mutual assistance

At18. 1 of the el DAS Receopardteavithiawiew ta exchamnging gosd p@ice ta o d*“
in particular, without prejudice of Art.18.2 detailing conditions under which a SB may refuse, it requires
SBsuppon receipt of a justified request from another supervisory body, [to] provide that body with
assistance so that the activities of suyisory bodies can be carried out in a consistent manner. Mutual
assistance may cover, in particular, information requests and supervisory measures, such as requests to
carry out inspections related to the conformity assessment reports as referred ticlesA20 and 21

SBs should treat such justified and acceptabl e
of the supervision process flow described in the present document.

When facing crosborder aspects of supervised QTSPs/Q$Bsshould make such requedisr
cooperation to the concerned other SBs. SBs shouldexisioange information on potential issues
regarding QTSRTS supervised in an EU MS:

1 Being a subsidiary of another (Q)TSP established in another Eor MS

T Mutualising PKiactory facilities with another (Q)TSP or another legal entity established in another EU
MS

1 Making use of local of service provision (e.g. registration authorities in the context of issuance of
qualified certificates) established in other EU MSs

5.2 Exchangg good practices

With regards to the mutual cooperation with a view to exchange good practice, there are several domains
where the SBs (and respective EU MS) should collah@iédeving forincreasing thd@ransparency andhe
sharing of informatiorat least on the following topics

1 Actual practices, policies, and procedures related to the supervisory activities of each SB
1 Facilitate mutual assistance and practices between SB in the context ofomaks supervision
activities
9 Provisions on trust sgices set in the eIDAS Regulation, their interpretation and implementation by
each SB and corresponding EU.MS
i Establishment of convergent certification schemes for @8MBe accredited in accordance with the
elDAS Regulation and accredited CABs to aS¥ES®/QTS for compliance with the eIDAS Regulation;
Assessment of available standards for supporting such certification schemes
Provide input, timing and priority considerations to the EC with regards to potential/optional adoption
of implementing or delgated acts foreseen by the chapter related to trust services set in the eIDAS
Regulation
1 Dissemination of information regarding the CABs accredited in accordance with the eIDAS Regulation
and the context of the conformity assessment report.
SBs could lerage on existing formal or informal groups, institutions or initiatives (e.g. FESA, ENISA,
CEFEU MS eIDAS experts grougsc* s e | D A S iDdrdereta exchanggoog practiceand
facilitate mutual assistance

= =
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formats relating to trusted lists pursuant to Article 22(5) of Regulation (EU) No 910/2014 of the European
Parliament and of the Council on electronic identification and trust services for electronic transactions in the
internal market.OJ L 235, 9.9.2015, 26-36.

http://eur -lex.europa.eu/legatontent/en/TXT/?uri=CELEX%3A32015D1505

(iii)

Commission Implementing Decision (EU) 2015/1506 of 8 September 2015 laying dovioajmets relating to
formats of advanced electronic signatures and advanced seals to be recognised by public sector bodies pur
Articles 27(5) and 37(5) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on
electronic idetification and trust services for electronic transactions in the internal magétL 235, 9.9.2015, p.
37-41.

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=0J%3AJOL_2015 235 _R_0006

(iv)

Commission Implementing Decision (EU) 2016/650 of 25 April 2016 laying down standards for the security
assessment of qualified signature and seal creation devices pursudmtitles 30(3) and 39(2) of Regulation (EU
No 910/2014 of the European Parliament and of the Council on electronic identification and trust services fo
electronic transactions in the internal mark€@J L 109, 26.4.2016, p.4Q.

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A32016D0650
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2014.257.01.0073.01.ENG
http://blogs.dlapiper.com/iasproject/
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2015.128.01.0013.01.ENG
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32015D1505
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AJOL_2015_235_R_0006
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32016D0650
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