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Executive summary

Smart grigd are complex system A smart gridis a system ofsystems deliveringenergy to
consumers. Smart grid stores, transports and manages en&uart grid is a de facto Critical
Infrastructurée as energy is important for the weflinctioning of the society and econonBeing he
blending of the energy and telecommunication iwad infrastructuressmart gridsshould operate
aS0dzNBf & yR 08 NBaMIdoeh tficprot&or of the sthakBged is theked | O &
to energy availabilityln this document we elaborate on cyber security issues with regrémart
gridinformationinfrastructure.

The security of a complex system is aB@omplexmatter. In order to cope with this complex
environment, this document leverages the following princigtassimplifyingthe problem:

Consider externahnd internal threats In cybersecurity the external environment are the cyber
threats. Thiscyberthreat environment originates from threat agents, the adversaries utilizing eyber
threats and launching cybettacks. Although dynamically changing, the cytbeeat landscape can
be described and has finite elements. rA understanding of the cybehreat landscapeis
indispensable for the identification of the necessary protectinpasures In this document, we
provide a threat landscape affecting smart grid componemiternal threats are considered as well:

a variety of threats emanating from errors and insider attacks are also taken into account.

Decompose and classify the elemertglecomposition of smart grid components is one of the main
tasks to tackleits complexity. This tsk is currently being performed by various experts around
Europe and the WorldVithin this report, we have adopted the smart grid decomposition provided
in the document Smart GridReference Architectur® of the Smart Grid Standardization
Coordination Group of CEBENELEETSIThis is because this work is a highly reputed document
among the security experts in Europe.

Captureavailableknowledge What have others done in the area of smart grid protection? Tas
been addressed by taking stock of available cygmmurity approaches, protection approaches and
good practices developed recently.

Inresponse tahe urgentquestionof many stakeholderdHow does this document support me in my
work? this documentprovidestools to assess risk exposuresphart grid assets and will shomhat
others have donén this respect. lelaborates orthe threats smart gricomponentsare exposed to
andon the security controls to reduce threat exposuiut the assessment aihe living object can
be done only byhe asset ownerjust becauseassetowners master the complexity ahfrastructures
and the interdependencies among various assétss task cannot be doraes a generic exercise or it
would have low value.

Concludingpne should note that the use of these tools will depend on the capabilities of the expert
users. In cybesecurity preparednesshowever, much depergbn the capabilities of the adversary
whichare not always known and certain;

Ge¢KFEG ¢ KAOK IR IS yaRwhici2dgpendSah the enemy cannot be certain. Therefore
Al A& alAR GKIG 2yS Yre (y26 K2g902 gAYy 0dz

! http://ec.europa.eu/dgs/homeaffairs/what-we-do/policies/crisisand-terrorism/criticat
infrastructure/index_en.htmaccessed 13 Nov 2013.
2 http://en.wikipedia.org/wiki/The Art of Waraccessed 13 Nov 2013.
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Bangknowledgeable abouvhat can be achieved is one thing. The other is to reduce the imjmact.
cyber-security¢ an environment with asymmetric approachethis can beachieved through

common effort and coordination
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1 Introduction

This document elaborates on threats related to smart grigking an ENISA deliverable in the area of
Threat Landscape, it comprises a detailed thresgessment in the area of smart grids, based on
input form the generic ENISA Threat Landscape actiViti€se rationale behind this piece of work is
02 aRSSLISy¢ GKS ISYSNRO U esuNBpedificitesioh ssnartighids,ya witalo &
CIIP sector.

By doing so, the objective is to complement various activities going on both within and outside
ENISA, that is:

1 To perform a threat assessment on the basis of which smart grid security measure® will b
based. This activity is in support of related activities of the CommisBI&ENER, in close
cooperation with ENISA and DG CNECT, has decided tthéaBks2working group® with the
organisation of consultéons security requirementsith national cyber security authoritiesnd
the energy and ICiRdustry.

9 To deliver input to other international activities, in particular in the area of standardis4tion
this context, the threat analysis provided in tldecument will be reused in the definition of
security measures for smart grid infrastructure models (scenarios).

The present work is based on information developed within the ENISA Threat Landscape (ETL):
relevantinformation about top threatss includedin this document. The threats have beerapped

to smart grid assets: this indicates the kind of exposure each asset has. Moreover, threat agents
have been identified as originators of these threatsroligh the established relationship among
threats->assds->threat agents it becomes evident what threats smart grid assets are exposed to
Moreover,the capabilities of possible adversari@® also identified This information is useful for a
variety of security related activities in the area of smart graigsh as risk assessments, formulation

of security requirements, identification of protection requirements, etc.

This work is concluded with a good practice guide, consisting of an overview of smart grid security
approaches. In particular, it is demonstrdtbow available smart grid controls from various existing
standards protect against the identified threats.

The structure of this report has been agreed with the expert group that has supported this ENISA
work. Moreover, a contribution to the ENISA work ssecurity measures for smart grids has been
generated.

Policy Context

The Cyber Security Stratedgipr the EU stresses the importance of threat analysis and emerging
trends in cyber security. The ENISA Threat Landscape is an activity towards the achiesfemen
objectives formulated in this regulation, in particular by contributing to the identification of
emerging trends in cybahreats and understanding the evolution of cybaime (see 2.4 regarding
proposed role of ENISA).

Moreover, the new ENISA regtitan® mentions the necessity to analyse current and emerging risks
(and their components)a ( I (i thg Agencyd in cooperation with Member States and, as

3 http://www.cen.eu/cen/Sectors/Sectors/UtilitiesAndEnergy/SmartGrids/Pages/default.gsmeessed 11 November
2013.

* hitp://www.cenelec.eu/aboutcenelec/whatwedo/technologysectors/smartgrids.htmtcessed 11 November 2013.

® http://www.ec.europa.eu/digitatagenda/en/news/eucybersecurityplan-protect-openinternet-and-online-freedom
and-opportunity-cybersecurity accessed 28 Nov 2013.

® http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2013:165:0041:0058: EAtE&Eed 28 Nov 2013.
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appropriate, with statistical bodies and others, collects relevant informatinparticular, under
INI® o ¢lFala ROI AAAO0I (KS v énable®ffettielrespeddesdzt | (i A
to current and emerging network and information security risks and thiedts

From the above points it becomes apparent that the ENISA Threat Landscapesignificant
contribution to the EU Cyber Security Strategy by streamlining and consolidating available
information on cybeithreats and their evolution.

Detailing the ENISA Threat Landscape for various emerging preasles valuable contextual
information to existing policy measures established by the commission. In the area of smart grids, in
particular, this work supports a recommendation of the Commissibe: European Commission
included a number of data protection, privacy and security measuarédse March 2012 Commission
Recommendation on preparations for the rolit of Smart Metering systems Furthermore, it
initiated actionunder the auspices of themart grig Task Forcwith a dedicated Expert GroGb
(EG2) focusingn two key concrete outcomes to be delivered in 2013, namely: 1) a Data Protection
Impact Assessment (DPIA) template as a response to consumer concerns related to dataoprotect
and privacy; and 2) a cybseecurity assessment fram@rk as a response to investor and industry
concerns related to system securitfhecyber security assessment framewaskcomposed of two
sub-deliverables.First, a set of Best Available TechniquéBATs)pinpoints the potential cyber
security risks inhent to each ofthe common minimal functional requirements for Smart Metering
Systems recommended in the March 2012 Recommendbéind identifies optimal controls and
Privacy Enhancing Technologies to mitigate each of these @iskenda blueprint fora networkwill

be elaboratedwhere information about incidents, threats, vulnerabilities and good practices can be
shared for critical infrastructure protectin

This workaims to providea significant contribution towards assessing cyber threat exposiire
smart grid infrastructures. As suchwitll directly contribute to the assessment of cyber security and
comes to support investor and industry concerns.

Target Audience

This material is a tool fosmart grid asset owners who wish to perform threat agpsis and risk
assessment according to their particular needs (i.e. asset protection level based on asset impact,
vulnerabilities and detail of mitigation measures). While in this document the threat exposure of
smart grid assets is being presented, assemners may deepen their threat analysis and risk
assessment by using asset and threat details provided in this document. A deeper analysis will be
based on assessed threats, vulnerabilities and impact statements with regard to the concrete assets
participating in a smart grid infrastructure scenario (see also specific threats in section 5).

Moreover, the smart grid threat landscape will be of interest for policy makers: current threats and
threat trend may be important input in policy actions in the area aybersecurity, critical
infrastructure protection and smart grid in particular.

Through the large number of collected reports, the smart grid threat landscape provides a unique
collection of information regarding cybsecurity threats. Hence, a furthearget group of this
document are individuals whaould like to obtain access to these sources in order to use them for
their own purposes.

" http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2012:073:0009:0022: FAt&&3Eed 3 December 2013.

® defined in points 3.f and 18 of the Recommendatkfi12/148/EU

9"Evaluation of available methodologies for a trustworthy networkréty vulnerabilities and threats analysis
of Smart Grid and Smart Metering systems among stakeholders"
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Structure of this document
The rest of this document is organised as follows:

1 The rationale of the smart grid thre&indscape is presented

1 A sectiorthat presents asset types that are typical fosraart gridenvironment. Moreover,
composite assets are being presented, covering various asset types as they are foreseen within
the Smart GricReferenceArchitecture Mode(SGAMY:;

1 A section on the threat categoriassnart gridassets are exposed to. In this section, smart grid
specific threats are presented as they emerged from the performed information collection and
analysis.

1 A section showing themart gridasset types gposure to the threatand

9 A section showing which threats emerge from which threat agent groups.

1 A chapter with available smart grid security good practices indicating their protection against the
identified threats.

1 A conclusion summarizes various issard gives an outlook of activities/open issues and
upcoming actions in this area.

It is worth mentioning that in order to keep the size of this text as short as possible and enhance
readability, detailed material is being provided by means of Annexesinfbisation is important

for smart grid owners who wish to perform risk assessment and/or adapt the proposed security
measures to their particular environment and needs.

% hitp://ec.europa.eu/energy/gas_elecieity/smartgrids/doc/xpert_groupl reference architecture.pdf
accessed 10 Sept 2013.
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2 Method

In order to identify required protection levels of valuable assets it ismomto perform a risk
assessment. Subsequently, security measures have to be introduced to achéetarght level of
protection by mitigating (part of) the assessed risks. As discussed below, threats are an important
element in risk assessment.

In this dapter we present the rationale and method followed withithe Smart Grid Threat
LandscapdSGTL)It consists of a number of threats to whishart gridassets are exposed. Hence,

the presented SGTL is an important tool for those who want to assesssitsewithin asmart grid
environment. Based on these risks, appropriate security measures can be selected to achieve risk
mitigation.

The role of threats in the risk assessment activity becomes evident when looking at the components

of risks.According ¢ the widely accepted ISO 27005 definitiosks emerge whena ¢ KNB I & | 0 dza
@dzft YSNIoAfAGASE 2F | aasSia .idnanora &etaiedterinsSwercondidér ¥ 2 NJ
risk as taking into account the following elements:

Asset(Vulnerabilities, Combls), Threat(Threat Agent Profile, Likelihood) aimilpact

The elements of risks are graphically depicted in the figure below:

(4

N

-

Threat

S

Vulnerability

Measure

il

Figurel: Threats targeting an asset by trying to exploit its vulnerabilities.

This figure has been adopted from ISO 1333&nd shows how threats try to exploit asset
vulnerabilities in order to harm/take over the asset. The asset ownerimgéemented security
measures to protect the asset, that is, to eliminate its vulnerabilities. The impact achieved by the
potential materialization of a threat is the final element to evaluate the risk of an asset (see also risk
definition above).

While the definition of risks for an assetagjuite straight forward task, in complex environments it
is often a challenge to assess risks. This is in particular the cas®ihgric due to their technical
complexity, interdependencies among components, fplittity in operational responsibilities and

4



x x

** b Smart Grid Threat Landscape and Good Practice Guide
. enisa
x 9 December 2013

x X

complex supply processeke present document is generigenceit does not assume any particular
smart gridenvironment and/or the processes implemented through it. As such, it is impossible to
make any valicassumptions about impact and vulnerabilities of assets. These are activities that can
solely be performed by the asset ownétence, the need for supporting tools for the performance

of risk assessments becomes obvious and essential for the asset owhisrégomplex environment.

In this document, we provide information on threats and threat exposure of tymicsrt grid
assets, independently of any infrastructure scenarios. In other words,sthart grid Threat
Landscape consists of a list of assets, thedhreats applying to these assets.

Further, by means of the presented good practices, we identify various security measures found in
smart grid security approaches. By mapping these measures against threats we show how security
measures are the used tavoid the assumed threat exposure.

Given this information, the asset owner will need to assess vulnerabilities and impact in order to
assess the risk and find risk mitigation measures (eventually among the ones from the processed
good practices).
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3 SmartGrid Assets

A snart gid may consist of a plethora of asset types. For the sake of information security, we
consider assets that are mainly related to informatiemmd communicatiortechnology. Due to the
massive deployment of flased componerstin the aea of electricity and transport network, some
assets that are characteristic femart grics have been added. These assets generate or process data
and as such are exposed to cylsercurity threats. In addition to the 4dssets, some nolT assets
have bea included that are tightly related to the proper operation of IT assets. Examples hereto
are: some electrical assets such as cables and relays, facilities, human resourd@sneaciia, etc.

The figure bellow gives an overview of teenart gridassets sucture into relevant categories
according to their use (see Figure 2 more detailed description of these assets is given in AAnex

Besides thesemart gridassets, some composite, more complex assets have been identified. These
assets have been takeinom the Smart Grid Architecture Model (SGAMBY considering these
assets, our intention is to take intaccount this standard, while at the same time showing the
decomposition of the SGARassets by means of the assets of Figure 2. This will allow interested
individuals to find threats applying to such complex assets by cumulating the threats of their
counterparts.

Given the relatively young age sihart grid it has to be taken as given thamart gridenvironments

might grow over what is today being considered to be part sfrart gridinfrastructure. Examples

of such assets might be elements currently considered as part of Smart'GitidsSmart Mobility?.
Indicatively for this type of assets, we have included a relevant partMblglity in the smart grid

asset types. Hence, the asset taxonomy presented should be considered as a snapshot of the current
state-of-play and as such neexhaustive.

™ hitp://www.smart-cities.eu/pressressources.htmlaccessed 5 September 2013.
12 http://www.mobincity.eu/, accessed 5 September 2013.
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The SGAM composite assets are decomposed by means of the asset groups skmuneia The
decomposition of SGAM assets is presentedlable 1 below. It is worth mentioning that the
terminology used, in particular zones and domains, has been takénfemm the SGAMtandard.
Interested individuals might visit the SGAM docunt®no find more explanations about zones,
domains and their counterparts.

Routers, Routers,
. Routers, Routers, . .
Switches, . . Switches, Routers, Switches,
i lls Switches, Switches, Firewalls Firewalls, Servers
Market Firewalls, Firewalls, Servers| Firewalls, Servers ’ : '
Servers, Workstations Workstations Servers, Workstations
Workstations Workstations
Routers, Routers,
. Routers, Routers, . .
Switches, . . Switches, Routers, Switches,
. Switches, Switches, ) .
Enterprise | Firewalls, Fi : Firewalls, Firewalls, Servers,
irewalls, Servers| Firewalls, Servers .
Servers, Workstations Workstations Servers, Workstations
Workstations Workstations
Routers, Routers,
. Routers, Routers, . .
Switches, . X Switches, Routers, Switches,
. Switches, Switches, . :
Operation Firewals, Fi . Firewalls, Firewalls, Servers,
irewalls, Servers| Firewalls, Servers :
Servers, Workstations Workstations Servers, Workstations
Workstations Workstations
& Routers, Routers Routers Routers,
= Switthes, ) ! . ! Switches, Routers, Switches,
o) ) Fi I Switches, Switches, Fi I Fi Is. S
Station irewalls, ; . irewalls, irewalls, Servers,
N Firewalls, Servers| Firewalls, Servers !
Servers, Workstations Workstations Servers, Workstations
Workstations Workstations
IEDs, Router,
Servers,
Field RTUs, IEDs RTUs, IEDs RTUs, IEDs RTUs, IEDs Workstations,
Firewalls
Actuators and
Actuators and | Actuators and Actuators and Actuators and | Sensors (local
Sensors (local | Sensors (local Sensors (local Sensors (local | communication line
communication | communication communication communication | wired with EDs or
Process | jine wired with | line wired with line wired with line wired with | Customer Energy
RTUs or IEDs atf RTUs orEDs at RTUs or IEDs at | RTUs or IEDs atf Management
Field level) Field level) Field level) Field level) Systems at Field
level)
Generation Transmission Distribution DER Customer Premiseg
DOMAINS

Tablel: List of SGAM assets and their decomposition
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4 Threats

For the purpose of the SGTL, a threatonomy has been developed. The threats included in this
collection of threats are all applicable to teenart gridassets presented in the previous section. The
presented threat taxonomy covers mainly cyksecurity threats, that is, threats applying to
information and communicationtechnology assets. Some additional Adnthreats have been
assumed in order to cover threats to physical assets that are necessary to operate the considered
ICT-assets. It is worth mentioning that the presented threate a consolidation of threats from the
ENISA Threat Landscapend threats used within @mart grid assessment performed by DG
CONNECT Moreover, the threats presented reflect the experience made within the ENISA Annual
Incident Report 2012 regarding incidentin the telecommunication sectbt. This report is
considered relevant, as attack methods and threatsnmart grid and the telecommunication sector

are considered to be very similar (i.e. as applying to simias$€ts).

The threats presenteth Fgure 3are an overview. A detailed listing of these threats can be found in

AnnexB. This material contains additional information on threats such as:

1 Threat details: this field explains further details of a threathesy have been found in analysed
material on cybethreats.

1 Threat Agent: This field explains which threat agent group is considered to deploy attacks based
on this threat.

9 Trend: This field indicates assessed trends for each particular threat. Sudb hrave been
assessed by analysing publicly available threat reports. Threats that do not have a value in the
trend field are not subject of ENISA Threat Landscape. They are mentioned because they might
be potentially useful for risk assessments.

It shouldbe noted, that the details presented reflect the current state of play within the ENISA
Threat Landscap®and are subjecto changes according tnew developments in that area and
emerging threat issues (i.being a living document reflecting dynamic changes in the etfbent
environment).

13 hitp://vww.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/ENISA_Threat Landscape
accessed 5 September 2013.

4 hitp://ec.europa.eulinformation_society/newsroom/cf/dae/document.cfm?agti=display&doc_id=1762ccessed 5
September 2013.

15 http://www.enisa.europa.eu/activities/Reenceand-ClIP/Incidentseporting/annuatreports/annuatincidentreports-
2012/at_download/fullReportaccessed 5 September 2013.
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Figure3: Overview of threats assumedf smart gridassets
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5 SpecificSmartGrid Threats

By analysing existing literature on smart grid security (see references and collected information in
AnnexD), we have identified specific threats that have been taken into account in existing
assessmentslhe analysed material covers partssafart gridinfrastructure, in particular smart

meters and some gener@nart gridinfrastructures within research projects. Thus, the specific smart
grid threats presented in this section reflect the statieplay inrelevant available documents and,

as such, are not exhaustive. Due to the complexitynadrt gridinfrastructures, one should argue

that the set of threats presented ihis chapterstill have relevance for prospective infrastructure
configurations and shuld be considered within risk assessments when relevant assets are part of
the scenario at hand.

The specificsmart grid encountered in the analysed literature are structured according to the
categories mentioned in Figure Bhey are presented by mean§threat details of particular threats

and threat groups. It should be noted that the sequence of the specific smart grid threats presented
below is not prioritized. This is because the analysed material has not praaigyeidformation that
would allow pioritizing threats Given the fact that no significant experience exists in this domain
from existing implementations (i.e. throughcident statisticsin this area), no attempt has been
undertaken to introduce any priorities for these threats. For oltagrapriority list of current cyber
threats, we suggest interested readers to visit the ENISA Threat Landscapé®répbrt

In the presentation of specific smart grid threats below, we use the same threat classification as the
one used irFigure3.

ThreatGroug Damageloss

Threat:Loss of devices, media and documents

In smart grid environmentshis threat involves rummaging through disposed magnetic media for
retrieving sensitivelata that is left behind on it. In particular,i# assumed that unauthorized people
might come to possession of data related to Advanced Metering Infrastructure (AMI)
communicatior’,

Threat:Information leakage
Attacks of this typdarget various smart grid componendsd their mainaimis toacquite private

sensitive information (energy consumption, credit cards, sessioa, datess control datay’.

Threat GroupEavesdropping/Interception/Hijacking

Threat:Interfering radiation

ElectroaViagnetic/ Radio Frequency interceptias a threat that aims aperforming unauthorized
interception of private communicatiorin particular, it is assumed that unauthorized people might
come to possession of data related to Advanced Metering Infrastrag®MI) communicatioH.

18 http://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-
environment/ENISA_Threat Landscape/at_download/fullRepmrtessed 11 Nov 2013.

7 http://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/enisathreat-
landscapemid-year2013/at _download/fullReportaccessed 11 Nov 2103.

18 hitp://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/enisathreat-
landscape?013-overviewof-currentand-emergingcyberthreats/at_download/fullReportaccessed 11 Dec
2013.

19 http://www.energy.ca.gov/20Bpublications/CE600-2013056/CEE500-2013056.pdf accessed 11 Nov
2013.
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This threatmaterialisesvhen threat agents aréying to interfere with the physical transmission and
reception of wireless communications. It is one of the most efficient ways taclaphysicalayer
DoS attacks, especialbargeting wireless communicationsThis can severely impact smart grid
operations as they use wireless communication for various fasks

Another ttreat of this typen smart grid regards the extraction of data by analysis of various types of
electromagnetic radiation emitted by a CPU, display, keyboard, etc. In case of smart grids, these
attacks are viable because equipment is installed in the field, geographic#liguded and they are
accessibl€.

Threat:Man in the middlesession hijacking

In smart grid environments interactions of AMI components with thenfrastructure can be
compromised. fat could lead to unauthized access to AMI communication information,
modification of AMI data, denial of service to authorized users, and repudiafiantions®.

Threat:Interception of information

Through interception of informa&bn severalnetworks of different natures can be affected, such as

WIFI, Zegbee and fixed networarticular variations of this threat may include:

1 Hijacking of the meter connection though a kind of unauthorized devices / messages to
communicate with theDR syster.

1 Intercepting information by sidehannel attack Such attacks are based on physical accessibility
(Substation, smart meters, collectors, etc.) to gain information from the physical implementation
of a cryptosystem as the components of the smart grid are geographically distributed.

1 Intercepting and examining messages in order to deduce information from patterns in
communicatioR’.

91 Sniffer attacks whereby an attacker with the appropriate access captand analyses the
messages transmitted over the netwdrk’2,

1 Use of External Traffic with the aim to intercepting and examining messages in order to deduce
information from patterns in communicatidh

Threat:Network reconnaissance and information gathering
Information gathering attacks of mobile communication (in particular 802.16e) may ttrget

Advanced Encryjiin Standard (AES) cipher providing strong confidentiality on uset’data

Threat:Replay of messages
Acknowledges forgery is a threat where an attacker knows the DNS value and can send a false

acknowledgemeninessageso the sender saying that the receiver has received the message when,
in fact, it hasnt®.

Threat GroupFailures/Malfunction

Threat: Failure of devices and systems

Given the complexity of smart gagdnd the multiplicity of devices and systems, it should be taken as
given that a significant amount of incidents will be attributed to failures, misconfiguration and

2 hitp://csre.nist.gov/publications/nistir/ir7628/introductiorto-nistir-7628.pdf accessed 11 Nov 2013.
2 http://www.ece.ncsu.edu/netwis/papers/13wtomnet.pd, accessed 11 Von 2013.
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errors. This has been confirmed by incidents communicated to ENISA in the area of
telecomnrunicationg?, a sector with equally complex infrastructure.

Threat:Failure or disruption of communication links (communication networks)
Attacks abusing implementations of standards are based on missing or weak implementations of

security mechanisms, in gécular when standards used have not been developed with security in
mind?®,

ThreatGroupg Nefarious Activity/Abuse

Threat:Unsolicited amail

Personnel engaged by various playersnrag gid can be victims of anonymous, unsolicitednail
attacks. Thisnight be part of a targeted campaign

Threat:Denial of Service attacks

These attacks attempt to mals@mart gridresources unavailable to its intended users (internal and
external). They can target to diffenelayers of network and applications (physical / dhitd)***.
Such attacks can be also performed by jamming the pdine?”.

Threat:Manipulation of hard and software

Through manipulation, aattacker may manipulate scheduling by disabling antenna and changing
Programmable Communicating Thermostat (PG locally’. In particular:
f Break into EWS, use engineersuajtware to access field ctmllers and change their lodit

f Get access to the operator station and perform targeted operator actions to stop all mathines

1 Manipulation offirmware of smart emeters. This may include manipulated firmware that is sent
from Central System to-Beter of manipulated firmware that is sent from Central system (via
Data Concentratof}.

1 Compomise Central Systems to (1) switch off homes withdfers; (2) delete all keys for the E
meters; and (3) distribute malicious firmwate

Threat:Malicious code /Activity

These threats affect smart grid ab tihe functioning of all involved IT components depends on the

installed software. In detail, this threat consists of:

1 Exploit kits are a widely deployed form attack. Through exploit kits virus and malware infections
are performed. Infected devices mag manipulated by the attacker. Malware infected
operator stations may send targeted commands to DCS Server to disturb or manipulate they
operatiorf*.

1 Insmart grid, worms may be distributed by using the networkend copies to other nodes
(computers on the network§. Worms may affect the operation of all smart grid components
connected to the network.

f Trojans are pieces of malware that facilitate unauthorized sste a computer systeth
Worms may affect the operation of all smart grid components connected to the network.

2 hitp://lwww.enisa.europa.eu/activities/Resilieneand-ClIP/Incidentseporting/annuatreports/annuat
incidentreports2012/at_download/fullReportaccessed 11 Nov 2013.

2 http://www.etsi.org/WebSite/document/0905 RA%20smart%20g#iisef.pdf accessed 11 Nov 2013.

?4 Crisalis Project EWtfp://www.crisalis-project.eu/), Deliverable D2.2 Final Requirement Definition.

13


http://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/annual-reports/annual-incident-reports-2012/at_download/fullReport
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/annual-reports/annual-incident-reports-2012/at_download/fullReport
http://www.etsi.org/WebSite/document/0905_RA%20smart%20grids-Bdef.pdf
http://www.crisalis-project.eu/

*
x
x

x
x

* x
x

* Smart Grid Threat Landscape and Good Practice Guide
enisa

9 December 2013
x

1 Backdoor trapdoor isan undocumented entry point into a computer prograwhich is
generally iserted by a programmer to allogccess to the prograth Vendors of smart meters,
for example, may have installed firmware with backdoors or some hidden functicfadity
facilitate access to the device.

1 Service Spoofing is attack in which the adversaguccessfully masquerades as another by
falsifying data and thereby gaining an illegitimate advantage concrete gample of spoofing is
ARP spoofing in the MAC layer: the management frames are not authenticated in 802.11. Every
frame has a source address. The attackers take advantage of the spoofed frame to redirect the
traffic and corrupt the ARP tabl€s

1 With an ICMHlooding attack, an adversary can floadjateway witHCMP packets, thereby
creating difficulties in the operation of clients associated to the same IP to send and receive
packet.

A special case of a matics activity that is leading to numerous incidents in all environments is that
2T A Ay ahiRSN apptoadhpdiersariesvould tike adiahtage of access to systems at the

2 LIS NJ e Ih&AMI system The systems that the insider may be alte access include
multiple appliances of a smart grid environment, including AMI, the system containing pricing
information (either EMS or ICCP server to an ISO or generation entity), as well as the network
infrastructure supporting those system@/hich malicious activityan insider usesdepends on their

access tdhe various smart grid systeris

Threat:Unauthorized access to informatisgstem / network

External disclosure of informatiois an attack occumig wheninformation is beingdisclosed to
unauthorized entities. Smart grids manage privacy data, hence this threat is relevant in this
environment.

Regarding the unauthorized access to systems/network atkeckermay gainunauthorized access

to the information system / network from different locatioff§-?° of the smart grid such as:

1 Customer endpoint: There is a potential for AMI to allow access to the bulkielgdd from the
residential or small business customer endpoirtie adversary can suborn the customer
endpoint,intervene in wireless communicatidretween the AMI meter and other endpoint
equipment, or from the AMI meter to the local concentrator. $heattacks will expose the head
end equipment and systems to which the head end are connected. The exact details of this
attack are greatly dependent on the implementation of AMI, particularly at the head end.
Certain configurations would allow an attackeraffect the bulk electric grid.

Through violation of the privacy of the consumer (1) disclose meter data or configuration data
(Meter, Gateway or CLS configuration) or parts of it when transmitted between gateway and
external entities in the WAN; (2) ddilose meter data transmitted between the TOE and the
meter. This threat is of specific importance if meters of more than one consumer are served by
one gateway'.

1 Remote access: Unauthorized remote accesSIALFA systems via remote access from outside
the smart grid network.

1 Remote access or physical access to the network: compromise DCS Server and disturb / disable
communication with controllers in the field netwdfkCompromise DCS Server and send
commands to control and manipulate the configuration (parameters) of controllers. Compromise

% hitp://lwww.ijsgce.com/uploadfile/2012/1011/20121011121836539.patcessed 11 Nov 2013.
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DCS Server and stop communication with Operator Station (stop delivery of data to Operator
Station}*. Compromise RTU and send commands directly to contfbller

Threat:Manipulation of information

This threat includes all kinds of manipulative activity regarding smart grid informatigayicular

AMI data and repudiation related information (e.g. AMI data, pricing information, invoicing

information, etc.). This threat relates to information of all software used, but estificates®?°.

This threat might be deployed by means of the following methods:

1 Through buffer overflow attacks by inserting an incorrect value in the message fields, thus
affecting message processing or sets the DFC flagymiight cause, for example, an outstation
device to appear busy to the master. These attacks can result in data corruption, unexpected
actions andlevice crashés.

91 Load redistribution attacks aninjection ofrealisticfalse data with limitechccess to specific
measurement datZ.

Delivery of wrong data to operator station that looks valid and harrffess

Manipulation of data received from TSO plant will cause vigrkiith wrong values, thus
affecting the operation of R

1 Manipulation of data sent to TSO and Energy Management Center, thus affecting the operation
of RTW.

1 Attacker compromises an existing data concentrator and causes sending wrong data to the
central systerf{.

9 Attacker alters meter data when transmitted between meter and Gateway, Gateway and
consumer or Gateway arexternal entities. The objective can be to alter billiegevant
information or grid status information; the attack may be performed via any interface (e.g. LMN,
HAN or WAN).

9 Attacker alters meter data, g@way configuration data, meter configuration data, CLS
configuration data or a firmware update when transmitted between the gateway and an
external entity in the Wafi.

9 False datare injected by an attacker in tremart grid traffic The attacker injectfalse or
malicious DR events in DRAS (Demand Response Automation Server), causing blackouts and
instability of the grid. Attacker modifies configuration data in the DRAS such as DR program data,
customer list and shed event information, affecting the D&ypam behavio.

1 Through time modificationf the Gateway timattackers aim at changirthe relation between
date / time measured consumption or prodiion values in the meter data records

Threat:Misuse of information/Information Systems

In the absence of entb-end encryption, a compromised data concentrator can be misused to
monitor data of other customefé

% hitp://www.iitmicrogrid.net/e vent/greatlake2012/publication/PPTs/32
Smart%20Grid%20Monitoring%20and%20Cyber%20Securi@iR i
Load%20Redistribution%20Attacks%20and%20Protection%20Strateqy%20in%20Electric%20Power%20Syste
ms.pdf accessed 11 Nov 2013.

" https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/SmartMeter/PP
SmartMeter.pdf? __blob=publicationFjlaccessed 11 Nov 2013.
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Threat Groug Physical attack

Threat:Fraud

Within a reverse engineering attack, the customer at an endpoint would achieve reduction of cost of
electric and/or natural gas use. They would use information freely available from the AMI meter

vendor or the standal used wihin AMI meters to reset the meter and reprogram it to report false
AYF2NXYIEGA2YyD LT GKS AYyF2NXYIGA2Y A& y2G FTNBSte& |
to develop a way to modify it. This is very similar to the many cable modem attackea¢hapenly

available. Either the configuration settings from the utility or the actual firmware controlling the

operation of the meter woulde modified in this attack. With the same objective, AMI meterarc

be removed from oa home and placed to anoth@r

6 Smart Grid assetexposureto cyber threats
In this section the threat exposure sinart gridassets is presented. The association between

assumed threatfrom Figure 3and assets from Figurei® established througfable2 below. As

such, this table shows the threat exposure of assets and can be used as guidance in identification of
security needsThis table hasbgé dza SR 6 A (i K A Kppridfti&e SRR yEE &

that have been developed by ENISA on behalf of EG2 working group of the Confrhission

Threat Group Threat Asset Group Asset/Detail Comment
Physical attack (deliberate/ Infrastructure
intentional) Hardware

E-Mobility
Persons
Bomb attack / threat Ditto
Fraud Ditto
Sabotage Ditto
Vandalism Ditto
Theft (of devices, storage | Ditto
media and documents)
Information Ditto
leakage/sharing
Unauthorized physical Ditto
accesg Unauthorised
entry to premises
Coercion, extortion or Ditto
corruption
Unintentional damage Hardware
(accidental) Software
Information
Services
Information Ditto
leakage/sharing due to
user error

*This ENISA contribution to Commisébéa 9 DH ¢2NJ Ay 3 3ANBdzZJ A& 3F2Ay3d (2
availability, the URL is going to be referenced.
2 hitp://di.dk/SiteCollectionDocuments/Vigomhed/Sikkerhed/Presentations/@8oulinos.pdf accessed 3

Dec 2013
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Threat Group Threat Asset Group Asset/Detail Comment
Erroneous use or Ditto
administration of devices
and systems
Using information from Ditto
an unreliable source
Unintentional change of Ditto
data in an information
system
Inadequate design and Ditto
planning or lack of
adaptation
Disaster (natural, Infrastructure
environmental) Hardw_a_tre
E-Mobility
Persons
Disaster (natural Ditto
earthquakes, floods,
landslides, tsunamis)
Disaster (environmental Ditto
fire, explosion, dangerous
radiation leak)
Fire Ditto
Flood Ditto
Pollution, dust,corrosion Ditto
Thunder stroke Ditto
Water Ditto
Unfavourable climatic Ditto
conditions
Major events in the Ditto
environment
Damage/Loss (IT Assets) Hardware
Software
Information
Services
Damage caused by a third | Ditto
party
Damages resulting from SOﬂwarg
penetration testing |nf0rmatlon
Services
Loss of (integrity of) Software
sensitive information Information
Services
Loss of devices, storage Harq_v\_/are
media and documents Facilities
Destruction of recads, Software
devices or storage media Information
Services
Information Leakage Ditto
Failures/ Malfunction Hardware
Software
Information
Services
Failure of devices or Hardware
systems Softvyare
Services
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Threat Group Threat Asset Group Asset/Detail Comment
Failure or disruption of Net\/\(ork
communication links Services
(communication
networks)
Failure or disruption of Facilities
main supply P_ower
Airco
Failure or disruption of Ditto
service providers (supply
chain)
Malfunction of equipment Hardware
(devices or systems) Software
Services
Insecure Interfaces (APIs) Hardware
Software
Services
Outages Infrastructure
Hardware
Software
Services
E-Mobility
Lack of resources Ditto Persons
Loss of electricity Ditto
Absence of personnel Ditto
Strike Ditto Persons
Loss of support services Ditto
Internet outage Ditto
Network outage Ditto
Eavesdropping/Interception/ Network
Hijacking Hardware
Software
Services
Information
War driving Netvyork
Services
Intercepting Net\/\(ork
compromising emissions Services
Interception of Information
information Network
Interfering radiation Media
HID
Displays
Electrical Assets
Replay of messages Net\/\(ork
Services
Software
Network Reconnaissance Network
and Information Information
gathering Persons
Man in the middle/ Network
Session hijacking Services
Hardware
Software
Repudiation of actions Netvyork
Services
Hardware
Software
Persons
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Threat Group Threat Asset Group Asset/Detail Comment
Nefarious Activity/ Abuse Network
Services
Hardware
Software
Person
Identity theft Netvyork
Services
Software
Person
Unsolicited Email Person
Denial of service Netv\(ork
Service
Software
Malicious code/ Software
software/ activity Service
Social Engineering Person
Abuse of Information Ditto
Leakage
Generation and use of Net\/\(ork
rogue certificates Service
Software
Manipulation of Hardware
hardware and software Softvyare
Service
Manipulation of Information
information Service
Software
Misuse of audit tools Softwarg
Information
Falsification of records Information
Software
Misuse of information/ Information
information systems Software
Unauthorised use or Ditto
administration of devices
and systems
Unauthorized access to Ditto
the information system /
network
Unauthorized changes of Information
records Software
Unauthorized installation Software
of software
Unauthorized use of Software
software
Compromising Network.
confidential information Informat|on
(data breaches) Service
Software
Abuse of authorizations Ditto
Abuse of pesonal data Ditto
Hoax Ditto
Badware Network‘
Information
Service
Software
Remote activity Network‘
(execution) Information
Software

19



x

*
*

x %

x . . .
* Smart Grid Threat Landscape and Good Practice Guide
enisa
e 9 December 2013
x ¥
Threat Group Threat Asset Group Asset/Detail Comment
Targeted attacks (APTs Ditto Information
etc.)
Legal Information
Software
People
Violation of laws or Ditto
regulations / Breach of
legislation
Failure to meet Ditto
contractual requirements
Ditto

Unauthorized use of
copyrighted material

Table2: Association between Threats argart gridAssets
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7 Threatagents

Threats emerge from groups of threat agents. Borart gridasset owners it is considered important

to know which threats emerge from which threat agent group. This information is significant to
decide on the kind of risks that should be mitigated: threatraggroups are indicativeof the
determinationbehind launched attacks and capability level. Given the importansenaft gric and

the potential impact of attackssmart gridasset owners will need to spend some thoughts on which
protection might be apprpriate in order to avoid exposure to attacks from a certain type of threat
agent. The threat agents considered within this document are as follows:

1 Corporations This kind of threat refers to corporations/organizations/enterprises that adopt
and/or are engged in offensive tactict this context, orporations are considered as hostile
threat agents and their motivation is to build competitive advantage over competitors, who also
make up their main target. Depending on their size and sector, corporati&unsly possess
significant capabilities, ranging from technology up to human engineering intelligence, especially
in their area of expertise.

1 CybercriminalsCybercriminals are hostile by nature. Moreover, their motivatiomsisally
financial gain and theskill level is, nowadays, quite high. Cybercriminals can be organised on a
local, national or even international level. It should be taken as given, that a certain degree of
networking between cybercriminals is being maintained.

1 EmployeesThis categoryefers to the staff, contractors, operational staff or security guards of a
O2YLI yed ¢KSe& Oly KIF@S AYAARSNI I O0Saa G2 O2YLN
non-hostile threat agents (i.e. distracted employees) as well as hostile ones ggeuntied
employees). This kind of threat agents possesses a significant amount of knowledge that allows
them to place effective attacks against assets of their organization.

9 Hacktivists Hacktivists are politically and socially motivated individuals tisat computer
systems in order to protest and promote their cause. Moreover, they are usually targeting high
profile websites, corporations, intelligence agencies and military institutions.

1 Nation StatesNation states can have offensive cyber capabilitied use them against an
adversary. Nation states have recently become a prominent threat agent due to the deployment
of sophisticated attacks that are considered as cyber weapons. From the sophistication of these
malware it can be confirmed that nation $&& have a plethora of resources and they have a
high level of skills and expertise.

9 Natural disastersNatural disasters are also threat agents and organizations are influenced by
them, as they can cause potential physical damage. Natural disastersaigiithing, fires,
floods, earthquakes, windstorms etc. Although not a human threat agent, natural disasters are
considered as such, as they can cause severe physical damage and impact the availability of
information systems.

1 Terrorists Terrorists have xpanded their activities and engage also in cyégscks. Their
motivation can be political or religious and their capability varies from low to high. Preferred
targets of cyber terrorists are mostly critical infrastructures (e.g. public health, energy
production, telecommunication etc.), as their failures causes severe impact in society and
government. It has to be noted, that in the public material analyses, the profile of cyber
terrorists still seems to be blurry.
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1 Cyber fightersan emerging phenomenas that of patriotic motivated groups of citizens with
the potential to launch cybeattacks®. Such groups might have strong feelings when their
political, national or religious values seem to be threatened by another group and are capable of
launching cybr-attacks". Having said that, one can argue that such groups are special cases
(maybe an evolution or yet another instance) of hacktivism. To an extent, such groups may be
supporters of totalitarian regimes and, rightly or wrongly, act on behalf of gwgporting
parties (i.e. governments) by contributing to national activities in the cgpacé?. Their
activities may include conflicts with other groups (i.e. hacktivibts)

Based on these short threat agent profiles, the threats presented in this datucas be assigned

to relevant groups. This assignment is based on the threat agent group profile and in particular on
assumed motivesTable3 below presents the potential involvement of threat agent groups in the
threats considead forsmart gridassets.

. Cyber Employee | Hackti Nation Natural : Cyber
Corporation 2 : . Terrorists | ..
criminals S vists States Disasters fighters
Physical attacks K K
Unintentional
K
damage
Failures /
Malfunction K K K K K
Eavesdropping
/ Interception / K K K K K K K
Hacking
Legal K
NEIEEE K K K K K K K
activity / abuse
Outages K K K
Damage / Loss
(IT-Assets) K K K K K K K
Disaster K K

Table3: Involvement of Threat Agents in the threats

3 http://krebsonsecurity.com/2013/06/iraniarelectionsbringlull-in-bankattacks/, accesed 13 Nov 2013.

31 http://www.dailymail.co.uk/news/article2313652/APTwitter-hackersbreaknewsWhite-House
explosionsinjured-Obama.html

32 hitp://www.mcafee.com/us/resources/whitepapers/wphacktivism.pdf

% http://mashable.com/2012/08/10/syriarelectronicarmy/
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Vulnerabilities and Risks i®martGrid

In this section some reflections are providedsmart gridvulnerabilities and risks. Before going into

the

findings, one should note that both developments of smart grid infrastructures and smart grid

security are atin early stage of maturity. This is mainly because not very many such infrastructures

are
On

operational fom sufficient period such that experiences have been gained, analysed and shared.
the other hand, smart grid developments and security assessraeati many cases managed

confidentially, either for reasons of competitiveness or for security reasons. Hence, publicly available
information on smart grid security issues originates from research and standardisation activities and
is based on requirementand generic assumptions. The validation of this material througHifeal
experience/examples is currently not feasible, at least at European level.

Due to the immense investments that are necessary to set up a smart grid environment,
standardisation atvities are an important issue towards security of investments. Hence, a big
amount of effort is currently invested in standardisation activities. Such activities are based on
generic assumptions (i.e. infrastructure components, scenarios, security eeggrits, etc.) and are
aiming at establishing a context that will serve as basis for industrial developments.

Having said that, some interesting information on vulnerabilities and hré&sk been found in the
collected documenf®?*®, Given the general situation in smart gritte following vulnerabilities
and risksvere assessed:

T

Smart grid vulnerabilities Currently, vulnerabilities ssumed within smart grid environments
related to some areas that are not differentiated from other IT systems. In particular we have
seen vulnerabilities related to the arédsof customer security, physicataurity (in particular of
publicly accessible devices), implicit trust between used components, teams with different skills
and competences, involvement of multiple stakeholders (supply chain issues).

Further, through to the utilization of wireless commaation, relevant components might be
vulnerable to threats targeting such components. Besides typical vulnerabilities in the area of
wireless communicatiofi, some relevant material can be founddnin the sam document a
number of generic nosmart grid related vulnerabilities can also be found.

Concluding, one should mention that in the public domain there is a lack of information of
vulnerabilities relatedo smart grid specific infrastructures, scenariosdazomponents. There

are some European projects that would cover this aplso the analysis has identified a
SpanishCentre® that is currently working in two European projects related with vulnerabilities
in smart grids: FISHIELDAww.newshield.euf and RISC (DEBOME CIPS call).

Smart grid risksRegarding smart grid risks, only one document has been found that provides a
comprehensive assessment of ri€kJhe risks assessed are related to the unavailability of some
key smart grid components such as DCS Riitd; and AMI related components such as data
concentrators, smart meters and central system to control and managetsneters. The risks
related to key smart grid components are mainly impact the stability and availability of the smart
grid through manipulations in hardand software (see nefarious activity, eavesdropping, and
physical attack threat groups in Figure 3).

Risks assessed for AMI are related to manipulation of components by users in order to perform
fraud (i.e. primarily manipulating billing information and secondary affect operations of multiple
meters).(see nefarious activity, eavesdropping, and physittatk threat groups irFigure3).

% Vast amount of material does exist in this area. The reference give is just an example:
http://www.ijarcce.com/upload/2013/july/49h-marigowda

security%20vulnerability%20issues%20in%20wirelesaqrdssed 11 Nov 2013.

% http://www.tecnalia.com/, accessed 11 Nov 2013.
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Although thoroughly done, this assessment coven$y a part of the smart grid infrastructure

and takes into accourd reduced number of vulnerabilities. As already stated, more assessments
will be necessary, ideally based on real infrastructures (even at the level of a laboratory) in order
to achieve a better maturity in the implementation of smart grid cyber security measures.

Concluding, one should note that due to the fact tleatmart grid isa system of systems, it is
important to understand the dependencies among involved components. Certainly, work that has
been done in the area of SCADA is highly relevant to smart grid environments. Moreover, with
increasing proliferation of mobile devic@s industrial systems work on mobile security is another
important part of such a complex system. Hence, vulnerability and risk assessment will depend on
the particular mix of components, processes and human infrastructure involved in a particular
scenario
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9 Good Practice oSmart Grid SecuritiMeasures

In order to elaborate on good practicase took stock of publicly available smart grid security

approaches. In doing so, existing literature has been analysed and security measures/controls

proposed by thes approaches have been identified. The security measures have been categorised

in:

1 Security measures related to IT Systems and Logical Netusgkswithin smart grid infrastructureSuch
measures are related to assets such as Wide Area Networks, GateMarye Area Network (HAN) and

Zigbee (IEEE 802.15.4) protocol, Advanced Metering Infrastructure (AMI), Master Terminal Unit (MTU) and
Remote Terminal Unit (RTU)

1 Security measures related to Supply Chainsmart grid Such measures are related to Providers
Distribution and Logistics and Customers.

In the following sections, the identified security measures are presented with indication of their

origin.

In summary it is noticeable that three existing good practices provide a comprehensive set of
security masures®?**®. The majority of other documents analysed cover only a relatively small part

of security measuré&®’3839404%42 This § quite natural thought, as this material is dedicated to
some specific portions of smart grid infrastructure.

ENISA has also performed some work on security measures for smart grid. A report has been
published on the minimum security measures for smaidgyin 2012°. Based on this report, ENISA,

in collaboration withthe Commissionhas initiated a number of consultations with both private and
public sector stakeholders, under the umbrella of BG&iming atdelivering a report with a set of
smart grid appropriate cyber security measures which might end up to a Commission
Recommendation on minimum cyber security requirements for smart grids in 2014. Both the ENISA
report on minimum security measures and thentdbution to EG2 are not covered within this good
practice guide. The coverage of security measures proposed by ENISA with regard to threats
mentioned in the present document can be found in the ENISA contribution to EG2 and are not
repeated in this repdr

The identified security measures are then mapped to the threats, completing thus the picture
between threat exposure and proposed security measure. This information can be found in@nnex

3% http://www -

304.ibm.com/jct03001c/procurement/prowebsf/objectdocswebview/filesupply+chain+security+white+pap
er+and+assessment+quide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+ap
ril+2004.pdf accessed 12 Nov 2013.

¥ http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=545298&essed 12 Nov 2013.

 http://ieeexplore.ieee.org/xpl/articleDetails.jsp ?redn=true&arnumber=630931 4ccessed 12 Nov 2013.

% http://s3.amazonaws.com/sdieee/208GThreats_Vulns_Countermeasure.pdécessed 12 Nov 2013.

“http://ww.smartgrid.gov/sites/default/files/doc/files/2012_Cybersecurity Information_Exchange.pdf
accessed 12 Nov 2013.

“L http:/lenergy.gov/sites/prod/files/oeprod/DocumentsandMedia/t4
AMI_System_Security Requirements updated,jpdtessed 12 Nov 2013.

2 hitp://lwww.navigantresearch.com/wgassets/uploads/2013/03/WiS G 1071 3-NavigantResearch.pdf
accessed 12 Nov 2013.

“3 http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticalinfrastructureand-services/smargrids
and-smartmetering/appropriatesecuritymeasuresfor-smartgrids accessed 2 Dec 2013.
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9.1 IT Systems antdogicalNetworks

This group of security measuredates to information and communication systems, nodes and links,
transmission systems, control and management. Best practices related to security measures for
protection of IT systems and logical networks are:

1. Align cyberda SOdzNRA (& (2 (dvSall B NsHdtegyA Hased bre ¢ieQ defined risk
profile*®%.

Establish a rigorous, egoing risk management proces®.
Establish effective configuration management proééss

Utilities to formally publish internal security program (policies, guidelines, procedures) and
ensure corpliance®®°.

Develop cybesecurity around IEC 6235%°.
Adopt the seurity measures regarding the defined SGIS Security LevelsS51S
Adopt the definedsmart gridData Protection classes (BB C}°.

© N o 0

Document network architectre and identify systems that serve critical functions or contain
sensitive information that require additional levels of protectitf.

9. Conduct routine selssssments®.
10. Ensure Interoperability and Testing/Certificatiof.

11. Implement a Security View per Layer, that is, ebshba network protection strategy based on
the principle of defencén-depth'*%.

12. Establish 2our-a-day incident monitoring and logging and audit systétls

13. Implement attack mitigation mechanisms and network security proactive measures: prevention,
detection and analysis of vulnerabilities, correlation of events; ét¢".

14. Implement internal and external Intrusion Detection Systems (IDS) and Attack detection
tools™*#¥,

15. Establish incident response mechanisms: a breach is inevitable since no system can be 100%
secure. Incident response procedunemist be developed so that it is used in the event of an
incident. Incident response includes disastecovery and businessontinuity pland®®.

16. Maintain safe srt, stop and fail modes for smart grid components: systshal be capable of
operating in an operational or neoperational state according to some policiecBhese may
include activities allowed during initialization stgtananagement functions necesgarfor
element configuration, policy establishment and security domain establishment. The system
shall transition into the operational state only upon completion of the critical initialization
activities. The system shall transition into the roperationalstate upon detection of a critical
failure and transition into the operational state when the critical failure has been solved. At this
point, the system shall be able to operating in a degraded mode while in an operational state.
Also, supporting activigs pertaining to the health of the system (e.g., diagnostics, maintenance,
training, etc.) shall only be allowed during the operational stdfe

17. Establish systa backups and disaster recovery pl&As

18. Apply regular updates: applying software patches on a regular basis to the SCADA operation
system, applications and coropents in thesmart grid®*°.

19. Removing or disabling unnecessary servic8s
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. Perform technical audits of SCADA devices and networks, and any other connected networks, to

identify security concerns: analyse identified vulnerabilities to determine their significance, and
take corrective actions as appropriate. Track correctiections and analyse this information to
identify trends. Additionally, retest systems after corrective actions have been taken to ensure
that vulnerabilities were actually eliminated. Scan foduction environments actively to
identify and address potsial problems’.

Conduct physical security surveys and assess all remote sites connected to the SCADA network
to evaluate their security.

Identify and develop aomprehensive understanding of all connections to SCADA networks and
evaluate and strengthen the security of these connections in order to protect them: internal
local area and wide area networks, including business networks, Internet, wireless network
devices, including satellite uplinks, modem or digl connections, connections to business
partners, vendors or regulatory agencies,’t& Some security measuresn be adopted to
protect these connections, such as, conduct penetration testing or vulnerability analysis, use of
firewalls, Intrusion Detection Systems (IDSs), and other appropriate security measures at each
point of entry*"%°.

Disconnect unnecessary connections to the SCADA network or isolate the SCADA network from
other network connections: isolate the SCADA network from other networks as possible using

G5 SNEKENRT SR %2y Saé¢ o65a%¥av FyR REFEGF 61 NBK2dzaAy3
Establish strong controls over any medium that is used as a backdoor into the SCADA
network!®*%’,

Do not rely on proprietary protocols to protect your system: additionally, demand that vendors
disclose any backdoors or vendor interfaces to your SCADA systems, and expect them to
provide systems that are capable of being sectited

Implant Identification, Authentication and Access Control to all network devices, systems and
users®2°?%,

Support of biometric athenticationfor user access to critical componenté’.

Establish a Rolbased Access Control (RBAC): roles or responsibilities that a subject or a user
has within the organization and on rules which determine what access rights are permitted for
the subject in a given role. Clearly define cyber ségudles, responsibilities, and authorities

for managers, system administrators, and us&fs

Establish an Access Control List (ACL) and a Discretionary Accegsd (DAC): list of
permissions associated with an object that is used to specify which subjects, users, process,
components or systems are allowed to access that particular object as well as which operations
the subject can perform on that particular jelst'**.

Establish the necessary Capability Lists (CL): list of objects associated with the permisSion to it

Estadlish a Mandatory Access Control (MAC): access policy used in migtiplesystems that
require highly sensitive dat3f®.

Data Classification and Retention: datlassification refers to classifying data according their
security (confidentiality, integrity, or availability) level. Retention refers to how long data is kept
before destroyed’.

Define a strong Passwor@@uirements and Guidelines and follow th&.

Follow a correct policy of Control Key Management: all cryptographic keys, load control
commands and network manageent commands must be encrypted before being shared on
the network and only the intended recipients must possess the decryptiort®8ys
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35. Protectsensitive informé&on using cryptographic functions to avoid external or not authorized
access to {?°?!, Sensitive information shdd be assessed by means of proper risk assessment.

36. Encrypt consumer usage data: only entities that are authorized to view the data possess the
decryption key&§%.

37. Keep personally identifiable information in a minimum number of systems from which it may be
securely accessett’.

38. Encrypt the application level load controlromands with the trust centre link key: Replay
protection will be provided for this command by using a monotonically increasing sequence
number?,

39.Use Smart Energy Profile 2 (SEP 2) protocol:-temmhd Network Authentication and
Authorization. Application Authentication (ACL). Authorization context (HTTPS, TLS). Digital
Signatures ECDSA256 and X.509v3 Certificates. Cryptography: ECDHE, ECDSA>RES128

40. The network key will be exchanged only with devices that successfully complete the join
procedure: the join procedure requires the joining devices to establish a shared secret with the
trust centre and use that to itiate communications. The shared key must be derived from the
device installation code and shared with the trust centre using a secureofehdand
mechanism. Once the device joins the network successfully, the trust centre sends it the
network key encryptd with the shared secrét

41. Avoid any unnecessary tragdfs between privacy and legitimate objectives srhart grid
projects”.

42. Visible and transparent to consunger engaging in accountable business practicesto
ensure that newsmart gridsystems operate according to stated object/8%

43. Make privacy a core functionalitin the design and architecture afmart gridsystems and
practices®®.

44. Build in privacy endo-end, throughout the entire life cycle of any personal information
collected®?.

45, The trust centre must ensure availability: the centre must implement mechanisms for high
availability including protection from denial of servictaaks, resource starvation, or network
congestion®?°.

Some best practices are related to specific asset type, such as Wireless Neighbourhood Area
Network (WNAN)Demand Response (DR) systems, Gateway, Home Area Network (HAN), Advanced
Metering Infrastructure (AMI), or Master Terminal Unit (MTU).

9.1.1 WAN

This group of security measures covers all wireless communication that is necessary within smart
grids. It covers \NAN (Wireless Neighbourhood Area Network, Wireless Local Area Network (WLAN)
and Wireless Wide Area Network (WWAN).

1. IEEE 802.11: Use Media Access Control (MAC) address filterifgPvdtected Access (WPA);
IEEE 802.11a009 (an approved amendment to EBB02.11 to increase security of the
management frames. The objective of this protocol is to increase the security by providing data
confidentiality of management frames, mechanisms that enable data integrity, data origin
authenticity, and replay protectiu) **%°.

2. IEEE 802.15.4: Use MAC address filtering; Flash memories; AES encryption; Source Node
Authenticatior*%.
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3. IEEE 802.16: Use Message Authentication Code (MAC) techniques; Protection against
masquerading parties, AESCMZ’,

9.1.2 Gateway

1. Low Power Encryption techniques (powensamptior®*,
Central Authority for Public Key Infrastructtte.

Twusted Platform Modul&?,

MAC address filterirtg?.

Virtual Home Command Exec. Execute all the commands received from the outside world on
itself (Virtual Home Command Exec.) before deploying it on the real environinent

a > w DN

9.1.3 Home AreaNetwork (HAN) and Zigbee (IEEE 802.15.4) pcoto
Use Flash memot

Avoiding Counter Mode (not secure Mode) in AES encry}tion
Use MAC Address Filtering and Access Control LisPACL
Source node authenticatidf®.

Restrict node connectivity using a passigned PAN Ideifier'®.
Secure Network Admission Control

Out-of-band key loading methdd

Trust Center address to be preconfigdria all node¥.

© © N o s~ w DN

Establish an interference control (adequate band of frequency, increase, transmit power, mesh
topology, frequency hoppirg™.

[EEN
o

. Secure the Demand Response (DR) system. Proper data handling practices must be carried out
in order to protect the security and privacy of customer informatiéh

9.1.4 Advanced Meteringnfrastructure (AMI)
1. Adopt an open reference standard for security of advanced meters
Enforce full implementabn of the security standard by advanced meter ventfors

Implement strong separation between the AMI network and the electronic security perimeters
of other system5%2°.

4. Implement network separation, strong firewalls, and limited router access control lists in the
AMI network®?,

5. Traffic Control. Session control and mechanisms of detection and halting of rapid market
fluctuations”.

6. Ensure the existence ofidit logmaintenanceé®.

Cryptographically authenticate metering assets to the network to ensure that only known and
approved devices participate in the netwot.

8. Authenticate and integrity check system commands, at the meter, to ensure they are
I dzi K2 NAT SR yR K¥®BSyoid o6S8SSy GF YLISNBR

9. Guard against reply attacks to prevent denial of service attacks or load shedding and ensure
availability of system resources’.
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10.
11.
12.
13.
14.

15.

16.

17.

18.

19.
20.

21.

22.
23.

9.1

w0 DN PR

o

7.
8.

Encrypt meter data to protect consumer privaty.

Provide integrity protection and origin authentication of meter dafa

Provide a means of narepudiation for consumer demand response prograins
Physical protection security and tampgrotection*®.

Authenticate and integrity check meter firmware and configuration images when updates are
provisioned. It is when firmware is being reprogrammed that devices can be most
vulnerablé®®°.

Code Signing. It is a mechanism whereby publishers of software and content can use a
certificatebased digital signature to verify their identities to users of the code, thus allowing
users to decide whether arot to install it based on whether they trust the publister

Virtual Home Command Exec. Execute all the commands received from the outside world on
itself (Virtual Home Command Exec.) before deploying iherr¢al environmeni?.

Authenticate all commands from the he&ed to the customer endpoint. The He#&mhd
manages the information exchanges between external systems, such as the Meter Data
Management (MDM) system and the AMI netwtR."

Authenticate all reportig from the customer endpoint to the heashd"*?°.
Protect HeatdEnd systems as if they were critical cyber as$éts

Implement hostbased Intrusion Detection with software integrity checking of the Head
systems>?°,

Perform freqient, irregularly scheduled audits of HeBdd outputs to ensure they reflect
inputs™®.

Use strong user authentication on all Headd systems and log all user actiA%

Implement safety logic to prevent rapid changes in pricing information sent from the-Bedd
to the customer endpoirtt®.

.5 Master Terminal Unit (MTU) an&emoteTerminal Unit (RTW)

Security Architecture Desigh
Security features provided by device and system veridors
Check regularly and see if there is an abnormal operations taking'place

Conducting physical security surveys and assessing all remote sites connectedDé SC
Network™.

Use of firewalls and Demilitarized Zones (DMZs

Implement dectronic Perimeter Contr6t*°*® means of a more rigorous scheme to implement
network protection beyond IDS and Firewall

Use of Intrusion Detection Systems (external and internal), including Defpadific IDE.
Proper implementation of IEG0870 101, IE60870 104, DNP 3.0 and Modbus prototts

9.2 SupplyChain

9.2
1.

.1 Providers

Recommend/enforce implementation s&curity standard8®%%,

30



x
x
x

x

* x

enisa

*

2.

10.
11.
12.
13.

14.
15.

16.
17.
18.
19.

*

Smart Grid Threat Landscape and Good Practice Guide

9 December 2013

(0p))
QX

Build a common understanding in security it 3SY R2NEY aidl yRI NRaz
(Work collaboratively with suppliers to refine security requirements’)

Evaluation of vendor&®®,
Provide strong contractual language in Request for Proposals*fEPs

Implementthe security features provided by device and system vendors. Many SCADA systems
(old) in use have no security features whatsoever. SCADA system owners must insist that their
system vendor implement security features in the form of product patches or degre&Some

newer SCADA devices are shipped with basic security features, but these are usually disabled to
ensure ease of installation. Analyse each SCADA device to determine whether security features
are present®®.

To ensure the secure device desfjft

Develop database of components and too with all the discrete compisnémough this can be
difficult to maintain with thousands of components

To make available to vendors devices to track end of life of their protidtts

Provide regular feedback for terminal/port operator regarding supply chain security
requirements and performancéé

¢Sad LINRIFOGAGSt & S NYugtychpaitis§ NI (2 NBE Q & dzLJLJE @
Control access to order and shipment informatfion
Inform the consumers of how information collected from them will be {8ed

Provide the consumers with clear instructions on how to use the privacy safeguards offered,
such as a secure login and password, as well as how-¢ma or delete personally identifiable
information relating to therf.

Require verification of carrier and driver prior to allowing efftry

Use Radio Frequency (RFDC) to track storage and retrieval of product and movement by
employeé®.

Have backup power for key operational areas and-fjne cargo areds
Establish alternative source as part of contracting protess
Require contractually electronic seals for monitoring access to contdiners

Employ closedtircuit monitoring of cargo loading process with recordings to be maintained for
a specified perid®.

9.2.2 Distribution and Logistics

1.
2.

Include specific supply chain security requirements in contracts as a condition for accéptance

Mandate that suppliers adhere tostablished standards, help them to do it and supervise
periodically®.

Include appropriate language in contractual agreements to safeguard constimers

Have inform#on regarding customer supply chain security concerns and to develop
implications®.

Work collaboratively with suppliers to refine security requireméhts
Replicge best practices and results among trading partigrs

Pre-screen potential suppliers with security capabilities as a major considefation
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Demand transparency arvisibility across the supply chéin
Adequate control in all the points: Supplier, Terminal/Port Operator, Carrier, Customer
Require use of closedrcuit viceo monitoring of facilities, docks, and cafo

Monitor the process closely during the cargo loading process and transportation journey and
record it for a specific period of timie

Automate the chain of custody

Record and reports detected deviations from approved transport rofites

Secure the crosborder supply chairf&

Inspect products and containers at the points of origin and maintain cargo int&grity

Require Supply Chain Event Management (SCEM) capability to proactivedgentansport
movements®.

Use Radio Frequency (RFDC) to track storage and retrieval of product and movement by
employeé®.

Have extensive policies such as twovedrs, use of GPS, escorted service, driver security
training, and route varying for higtisk shipment¥.

Require verification of carrier and driver prior to allowing efftry
Require approval by firm security of any deviation from approved transport rdutes
Require satellite tracking of trucks and containers as a condition of cofftract

Use tracking and protocols to allow rdahe notification of diversion to security and law
enforcement®.

Check systematically containers prior to release fense®.

Have a modsshifting protocol to accommodate unexpected delays, interruptions and
disasteré®.

Plan to guarantee continuous supply of critical components to the custdfners
Employ backup power supply for operations and security sysfems

Establish comprehensive metrics for evaluating supply chain security performance and makes
them availablé&®,

Test and review regularly, objectively and proactively carrier supply chain security capabilities
and response plafis

Perform unannounced inspections/assessmentsaiidation by third party.

Acquire comprehensive education regarding the role in enhancing supply chain s&curity

I @S | 02 YLINBKSy aA @ SgsdpplpcRath sedrity fracticdsOd ¢ NB I NRA Y
Train personnel to observe for signs of employees who might respond to co&rcion

Require contractually international carrieistransmit electronic crew and cargo manife$ts

Identify supply chain security education initiatives and have a formal plan for moving
employees through the prograih

Participate actively in crossrganizational initiatives to develop and influence governmental
supply chain security polici&s
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36. Take active role in initiatives to educate and exchange information gotlrernment officials
responsible for enhancing supply chain secdtity
37. Take active role in guiding and providing feedback for government initiatives to enhance supply
chain security initiative,
38. Provide carrier drivers with comprehensive education regarding their role in enhancing supply
chain securitf.
39. Adjust processes based on government security 1&els
40. Provide facility security using a combination of passive and active measures including fences,
locks, video, and human inspectidhs
41. Establish an Internet suppbthaintheft report that contains all the information to be reported
to law enforcement.
42. Employ redundant communications system for critical incident managethent
43. Define pocedures and conditions for notifying customs and other law enforcement agencies
regarding shortages, overages, anomalies, or illegal actfities
44, Centralize responsibility for supply chain security managdnweth a highvisibility cross
functional teand®.
45. Keep the integrity and confidentiality of system d&f&
46. Keep theconfidentiality (and access control) of customer equipment, the integrity of control
messaging and message information and the availability of customer d&ices
47. Keep the confidentiality (privacy) and integrity of customer data and payments. Integrity of
control messaging and message information containing prepayment data, and also the
availability of customer payment data and usage balaiéés
48. Ensure that any personally identifiable information retained is securely destroyed at the end of
its lifecyclé®.
49. Implement and use Disaster Recovery Syst&fi.
50. Establish alternative providers on major laffes
51. Separate break areas from storagedastaging ared8
52. Require contractually electronic seals for monitoring access to contdfners
53. Maintain proper storage of empty and full containers in a protdcevironment to prevent
unauthorized access, including use of s&als
54. Segregate and mark international, domestic, higttue, and dangerous goods cargo within the
warehouse by a safe, vault, caged, or otheevienceein ared®.
55. Prohibits private passenger vehicles from parking in cargo areas or immediately adjacent to
cargo storage buildind’
9.2.3 Customers

P w DN PRE

Provide information regarding security conceriis
Include appropriate language in contractual agreements to safeguard constimers
Keep the confidentiality (privacy) and integrof customer data and paymerit§-%.

Keep the confidentiality (access control) of customer equipment, the irtyeari control
messaging and message information and the availability of customer d&ices
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5. Requires verification of carrier and driver prior to allowing efftry
6. Document receiving discrepancies using electronic and video nfeans
7. Require matches for production and inventory receipt quantifies
8. Require proper weighing, counting, and documenting of cargo equipment verified against

manifest document¥.
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10 Conclusions

Based on the experience gained within this activity, a numbersakis have been identified that are
worth further elaboration and/or action from relevant stakeholders. In particular:

Develop attack scenarios for smart grid components. The next step towards facilitating risk
assessments for smart grid infrastructures Webhbe to develop some kind of threat
intelligence irthe form of attack scenarios.

Elaborate on criticality assessment. Stakeholders have expressed the necessity to develop
criteria that allow assessing criticality of smart grid components. This woulitigfi@cimpact
identification and necessary protection levels.

Develop assessments for various scenarios. It seems to be very advantageous to come up with
some smart grid scenarios. Risk assessments would contribute to the specification of
appropriate secuty measures for these scenarios.

Elaborate on levels of impact for smart grid incidents. Discussions with stakeholders have
shown the need to define impact thresholds for incidents in the area of smart grids. Such
thresholds would be important parametefar the definition of security levels, identification
and management of critical situations, etc.

As in all CIIP areas, words matter: develop and maintain smart grid security terms and
definitions.

Establish better coordination of European/Internationafigties in the area of smart grids,
including standardisation. Currently, various activities argoimg in this area, involving
multiple organisations and stakeholders. It is important to identify common areas and
coordinate the agendas. This will enalclbherence and exploitation of synergies.

Elaborate on the overlapping issues of safety vs. security: smart grid is a traditional
engineering sector in which safety standards are implemented. Cyber security overlaps with
safety as it concerns the operatiof parts of the grid. These overlaps need to be identified
and interfaces need to be established.

Establish a platform for information exchange on smart grid security. Following the
coordination of activities, it is important to establish the platformn fisformation flow. This
will enable coherence and exploitation of synergies.

Initiate a debate on need/importance maturity/compliance/certification approaches for (areas
of) smart grid security. As in any industrial area, and in particular in CliPyjtagant to
discuss the importance in setting criteria for measuring security maturity in smart grids.

Track developments in smart grid security and update relevant material. Both smart grid and
cyber security are in a dynamic phase of change/developnidns. will make updates
important in order to maintain their usability.

Link smart grid activities with other related emerging areas such as smatrt cities, smart (home)
environments, eMobility, Future Internet, and liaise with related stakeholders. At of

all these areas is quite wide and overlapping, it will be important to identify interfaces and
coordinate common topics.

Create circles of trust to share information about smart grid security. Smart grid security is
falls into CIIP and as such madf the work need to be kept in confidentiality. For this
purpose, circles of trust among relevant stakeholders need to be developed and modalities
need to be developed for managing this information.
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Annex A: Description of Smart Grid assets

Information
Information is a valuable asset as, depending on it, machines and staff will make decisions. It can
travel by different supports or represent different meanings. Information assets identified are:

1 Inventory of electrical assets: physical components that storagertformation while it is
travelling or it is being converted: cables, relays, transformers, power switches, earth
switches, controllable/regulating inverter, distribution automation, sensors, equipment
health sensor, fault current limiter, FACTS devices.

9 Operational information about electrical assets: status indicators, alerts, events and
shortage- disturbance information.

9 Historical information: information related to the past that must be storage by law or due to
its value / nature.

1 Trending informatn: information related to the past that can be used to predict future
behaviour, and so, to be prepared for it.

Trading information: information related with commercial issues.

System Configuration: information related with the network itself: netwandlogy, IP
addresses Allocation, inventory of MAC addresses, user credentials, user permissions,
configuration files, geolocation.

Different information may be susceptible to the security principles: confidentiality, integrity,
availability.

Software

TheSoftware of an infrastructure will let us manage the information (access it, modify it and store
new information). No availability of the required software will mean any access to information.
Main software in a smart grid is:

91 Applications: we will findlifferent types of applications with different connectivity:
connected with the Internet but only accessed by the staff of the company; application
oriented to end users, to access its own information; real time applications (utility IT
information systentapable of integrating, organizing, displaying and analysingirealor
near realtime electric distribution data to offer a wide range of operational benefits; SCADA
systems: the application that will control industrial processes, in general no cathedth
Internet.

1 Standard Software: software needed to make the applications work.
o Database.
o Web server.
Operating System.

Device Driver: software installed in the different used drivers as USBs, CDs, DVDs, printers,
scanners.

1 Firmware.

When we analyséhis asset, we will need to think about: the origin of the software (is this origin
trustworthy? Do we know the source code?); access to it (who is able to access it and with what kind
of permissions? What procedures of access does it have?); real locétibe software (where is the
server that holds is located?).
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Services

The services are activities between a client and a provider. They are considered as valuable assets
because its correct functioning is needed to the correct functioning of the synialt

Services oriented to the staff of the smart grid:
1 Mail Service.
9 Terminal Service.
9 Print Service.
I Authentication Service.
Services oriented to the network itself and to make possible the necessary communications:
9 File Service.
1 Network Service.
1 NameService.
9 Address Service.
Cloud services:
1 Software as a service.
1 Infrastructure as a service.

Hardware
The hardware components considered as main assets of a smart grids are:

1 Smart grid:

0 Remote Terminal Unit (RTU): microprocessontrolled electronicdevice that
interfaces objects in the physical world to a distributed control system or SCADA
(supervisory control and data acquisition) system by transmitting telemetry data to a
master system, and by using messages from the master supervisory system to
control connected objects.

o Intelligent Electronic Device (IED): term used in the electric power industry to
describe microprocessdrased controllers of power system equipment, such as
circuit breakers, transformers, and capacitor banks.

0 Programmable Logi€ontroller (PLC): digital computer used for automation of
electromechanical processes, such as control of machinery on factory assembly
lines, amusement rides, or light fixtures.

o Distributed Control System (DCS): is a system used in manufacturing tol sattof
devices in a distributed environment.

9 Micro grid: electrical systems that include multiple loads and distributed energy resources
that can be operated in parallel with the grid or as an electrical island; Micro grid Controller:
devices that conwl and enable the establishment of micro grids.

1 Smart Meter: electrical meter that records consumption of electric energy in intervals of an
hour or less and communicates that information at least daily back to the utility for
monitoring and billing purpses. The components of smart meters to take into account are:

0 Metering End Device, which let us read date at the end points: Electricity; Gas;
Water; Heat.

37



x x

Smart Grid Threat Landscape and Good Practice Guide

9 December 2013

x *

F enisa

L
(0}
(0}
(0}
(0}
(0}

Local Network Access Point (LNAP).
Neighbourhood Network Access Point (NNAP).
External Display.

Home Automation Components.

AMI Head End (Advanced Metering Infrastructure).

1 Servers: related with hardware, computer hardware that holds the necessary software to
run an infrastructure.

1 Clients: devices from which personal staff, end users and patlecitents will connect with
available applications:

(0]

O O O O O o o

PC.

Notebook.
Tablet.
ThinClient.
PDA.
(Mobil-)Phone.
Printer.

Smart Appliances and Equipment (Customer): home appliances and devices (i.e.,
thermostats, pool pumps, clothes washers/dryers, water hestestc.) that use
wireless technology to receive retiine data from the AMI system to control or
modulate their operation.

1 Network Components: physical devices needed for the correct functioning of the network:

(0]

O O 0O o o o o o

T Media:

o O O

Advanced Interrupting Switch: switches orchmologies that can detect and clear
faults more quickly or without a traditional reclosing sequence.

Switch.

Router.

Bridge.

Repeater.

Modem.

Gateway.

Firewall.

WLAN Access Point.
physical support to storage the information:
Semiconductor Stage.
Magnetic Storage.
Optical Storage

Paper
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0 Human
1 Displays: devices to present the information to the user:
o0 Monitor
0 Beamer
1 Human Interaction Devices (HID): devices to let the user introduce information to the

system.
o Keyboard

0 Mouse

A main issue talkingbout hardware is the supply chain. For the critical hardware, the supply chain
should be controlled by the owner of the infrastructure.

Infrastructure
Infrastructures are also main assets to protect. There are several types of infrastructures:

1 Facilites:
0o Premises
0 Building
o0 Server Room
o Office
0 Auxiliary Room
o Collector
o Data centre

1 Power:
o0 Transformer
0 Emergency Generator
o UPS

9 Air Conditioning

1 Cabling

Personnel

Personnel are now considered a main asset in all the organizations, due to its knowledge and
expetience. The existing profiles of personnel in a smart grid are:

1
T
1
T

User
Operator
Administrator

Developer

Every profile has different access to the rest of the assets.

eMobility
EMobility represents the concept of using electric powertrain technologiegetiitle information,
and communication technologies and connected infrastructures to enable the electric propulsion of
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vehicles and fleets. Powertrain technologies include full electric vehicles andnphytprids, as well
as hydrogen fuel cell vehicles tranvert hydrogen into electricity. The main assets are:

9 Electric Vehicle Charging Station.
i Vehicles
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Threat Group Threat Threat details Threat Agent Trend” Comments
Physical attack
(deliberate/
intentional)
Bomb attack /
threat
Fraud
Fraud by Employees Increasing
employees
Sabotage Corporations
Cybercriminals
Employees
Hacktivists
Nation States
Terrorists®
Vandalism Employees
Terrorists
Rioter
Theft (of devices,
storage melia and
documents)
Theft of Corporations Increasing
mobile devices Employees
(smartphones/ Nation States Stable (theft
tablets) Terrorists internal
staff)
Theft of other Corporations Stable
hardware Employees
Nation States
Terrorists
Information Corporations Increasing
leakage/sharing Cybercriminals
Employees
Hacktivists
Nation States
Terrorists
Unauthorized Employees
physical access / Hacktivists
Unauthorised Terrorists
entry to premises
Coercion, extortion Corpoations
or corruption Cybercriminals
Employees
Hacktivists
Nation States
Terrorists

*Threats that have been assigned a trend are the ones that have been encountered within the
ENISA Threat Landscape 2012.

**Terrorists as a Threat Agent: Based on the publicly available informasmurrces, the profile of
cyber terrorists still seems to be blurry due to lack of concrete evidence. There are opinions in the
literature that cyber criminals and cyber terroristye involved in similar activities with the
difference being solely in their content. On the other hand, it is reported that terrorists are involved
mostly in sabotage attacks against high impact targets and their capability resources vary from low
to averge. Finally, it is often reported that cybercriminals can be engaged by individuals with
terroristic motive to perform an attack on their behalf.
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Comments

Threat Group Threat Threat details

Threat Agent

Unintentional
damage (accidental)

Information
leakage/sharing
due to user error

Accidental Employees Increasing
leaks/sharing
of data by
staff
Mobile privacy Employees Increasing
and mobile
applications
Web Employees Increasing
applications
Network Employees Increasing
Erroneous use or Overall
administration of increasing
devices and (additional
systems mobile
devices)
Decreasing
(as Internal
threat)
Errors in Employees
maintenance
Configuration/ Employees
installation
error
Technological Employees
obsolescence
Increasing Employees
recover time
Unpatched Employees
software
(delayed
patching
processes)
Using information Employees
from an unreliable
source
Unintentional Employees
change of data in
an information
system
Inadequate design Employees
and planning or
lack of adaptation
Disaster (natural,
environmental)
Disaster (natural NA
earthquakes,
floods, landslides,
tsunamis)
Disaster NA
(environmental-
fire, explosion,
dangerous
radiation leak)
Fire NA
Flood NA
Pollution, dust, NA
corrosion
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Threat Group Threat Threat details Threat Agent Trend" Comments
services
Internet outage NA
Network outage
Outage of NA
cable
networks
Outage of NA
wireless
networks
Outages of NA
mobile
networks
Eavesdropmg/Inter War driving Search and
ception/ Hijacking cartography of
free WiFi
networks with
the objective
to abuse
them.
Intercepting Numerous Caporations
compromising devices use Cybercriminals
emissions air-interfaces Employees
(Wi-Fi, Hacktivists
Bluetooth, Nation States
Infrared, etc.). Terrorists
These can be
abused.
Interception of
information
Corporate Corporations Decreasing
Espionage Employees
Nation States
Unsecured Wi Corporations
Fi, rogue Cybercriminals
access points Emplgees
Hacktivists
Nation States
Terrorists
Interfering High Corporations
radiation frequency Nation States
devices (e.g. Terrorists
displays)
radiate. This
information
can be
misused.
Replay of Cybercriminals
messages Employees
Network The activity to Corporations To be taken
Recomaissance collect Cybercriminals seriously in
and Information sufficient Employees the middle
gathering information Hacktivists term.
from Nation States
legitimate Terrorists
channels
about the
structure of a
network.
Man in the Corporations Increasing
middle/ Session Cybercriminals
hijacking Employees
Hacktivists
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Threat Group Threat Threat details

Threat Agent

Nation States
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Comments

Nation States

Terrorists
Repudiation of Corporations
actions Cybercriminals
Employees
Hacktivists
Nation States
Terrorists
NefariousActivity/ Identity theft Credentials Corporations Overall Identity
Abuse stealing Cybercriminals increasing theft,
trojans Employees (with some achieved by
Hacktivists stability/ exploiting
Nation States decrease in existing
Terrorists reported vulnerabilitie
cases) s via threats,
especially
Trojans over
private PCs.
Unsolicited Email
SPAM Cybercriminals Decreasing/
Stable
Unsolicited Cybercriminals Stable/
infected e Increasing
mails
Denial of service
Plain denial of Cybercriminals Increasing
service PoS) Hacktivists
(e.g. against
application
services of
critical
infrastructure)
Distributed Cybercriminals Increasing
DoS (DDoS) Hacktivists
Malicious code/
software/ activity
Search Engine Cybercrimina Increasing
Poisoning
Exploitation of Cybercriminals Increasing
fake trust of
social media
Worms/Trojan Corporations Increasing
s Cybercriminals (strongly for
Nation States mobile
devices)
Mobile Cybercriminals Increasing
malware Hacktivists strongly
Nation States
Alternation of Corporations Increasing
software Cybercriminals
Employees
Hacktivists
Nation States
Infected Corporations
trusted mobile Cybercriminals
apps Employees
Hacktivists
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Threat Group Threat Threat details Threat Agent Comments
Elevation of Corporatons
privileges Cybercriminals
Hacktivists
Nation States
Phishing Corporations Stable/
attacks Cybercriminals Decreasing
Employees
Hacktivists
Nation States
Terrorists
Web injection Corporations Increasing
attacks (Code Cybercriminals
injection: SQL, Hacktivists
XSS) Nation States
Exploit Kits Corporations Increasing
Cybercriminals
Hacktivists
Nation States
Social Engineering
Rogue security Cybercriminals Increasing
software/ Hacktivists
Rogueware/
Scareware
Ransomware Cybercriminals Increasing
Abuse of
Information
Leakage
Leakage Corporations
affecting Cybercriminals
mobile privacy Employees
and mobile Hacktivists
applications Nation States
Leakage Corporations
affecting web Cybercriminals
privacy and Employees
web Hacktivists
applications Nation States
Leakage Corporations
affecting Cybercriminals
network traffic Employees
Hacktivists
Nation States
Generation and
use of rogue
certificates
Loss of Corporations Increasing
(integrity of) Cybecriminals
sensitive Hacktivists
information Nation States
Man in the Cybercriminals Increasing
middle/ Hacktivists
Session Nation States
hijacking
Social Corporations Increasing
Engineering Cybercriminals
(e.g. install Employees
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Threat Group Threat Threat details Threat Agent Trend"
fake trust OS Hacktivists
updates) Nation States
Manipulation of
hardware and
software
Anonymous Corporations Increasing
proxies Cybercriminals
Hacktivists
Nation States
Abuse of Corporations
computing Cybecriminals
power of Hacktivists
cloud to Nation States
launch attacks
(cybercrime as
a service)
Abuse of © Corporations
day Cybercriminals
vulnerabilities Employees
Hacktivists
Nation States
Access of web Cybercriminals
sites through
chains of HTTP
Proxies
(Obfuscatior)
Manipulation of
information
Misuse of audit Corporations
tools Cybercriminals
Employees
Hacktivists
Nation States
Falsification of
records
Misuse of Corporations Increasing
information/ Cybercriminals
information Employees
systems Hacktivists
Nation States
Unauthorised use Corporations
or administration Cybercriminals
of devices and Employees
systems Hacktivists
Nation States
Unauthorized Network Corporations Stable/
access to the Intrusion Cybercriminals Decreasing
information Employees
system / network Hacktivists
Nation States
Unauthorized Cybercriminals
changes of records
Unauthorized Driveby Corporations Increasing
installation of download / Cybercriminals
software malicious URLs | Employees
Hacktivists

Nation States
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Comments

Threat Group

Unauthorized use
of software

\ Threat Threat details

Threat Agent

Corporations
Cybercriminals
Employees
Hacktivists
Nation States

and targeted
malware

Nation States

Compromising Corporations Increasing
confidential Cybercriminals
information (data Employees
breaches) Hacktivists
Nation States
Abuse of Corporations Stable/Decre
authorizations Cybecriminals asing
Employees
Hacktivists
Nation States
Abuse of personal
data
Hoax False rumour Corporations
and/or a fake Cybercriminals
warning Employees
Hacktivists
Nation States
Terrorists
Badware Spyware or Caporations
deceptive Cybercriminals
adware Nation States
Remote activity
(execution)
Remote Corporations Increasing
Command Cybercriminals slowly and
Execution Employees steadily
Hacktivists
Nation States
Terrorists
Botnets / Corporations Increasing
Remote Cybercriminals
activity Employees
Hacktivists
Nation States
Terrorists
Targeted attacks
(APTs etc.)
Spear phishing Corporations Increasing
attacks Cybercriminals
Nation States
Installation of Corporatiors Stable/
sophisticated Cybercriminals Increasing
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Annex C: Good Practices: protection against the Threats

In this annex, various security measures used within the analysed good practiceteagaced in the table through theumber of the section their section
and thir sequence number within each section.

[9.1.4].13 // [9.2.1].1

//19.1.4].13 // [9.1.5].4 /I

SOURCES
. . Smart gid Information
Threat S UG SR Assurance and Securit
Threat Threat details NIST? Throughot the Supyy Y| Othept373839404142
Group Chain (IBM Centel) Technolog Assessment
(Sacramento Staté&)

Physical Bomb attack / threat [9.1].2-2//[9.1].4 / [9.2.1].1//[9.2.1].719 [9.1].2-4 /1 [9.1].6-11 // [9.1].22 //[9.1].14 /]
attack [9.1].8 //[9.1].1017 /I 119.2.2]11[9.2.3].1// [9.1].23//[9.1].15 /1 [9.1].20-22 // [9.1].23 /I
(deliberate/ [9.1].22 // [9.1].2629 /] | [9.2.3].58 [9.1].26 /1 [9.2].27 1] [9.1].24 /I [9.1].26 /I
intentional) [9.1].31//[9.1].3335// [2.1.].2224 // [9.1].2635 | [9.1].28//[9.1].35//

[9.2.1].1 // [9.2.2].4547 I
[9.2.2].49

Fraud Cheating customer | [9.1].1-2 // [9.1].4 // [9.21].1//[9.2.1).719 | [9.1).14 //[91].611// | [9.1].12 //[9.1].14 /]
(Reverse [9.11.8//[9.11.1015 // | //[9.2.2]//[9.2.3).1 /1 | [9.1].13 // [9.1].15 // [9.1].2022 // [9.1].24 /i
engineering) [9.1].22 //[9.1].2629 // | [9.2.3].3//[9.2.3].58 | [2.1.].22//[9.1].24 /I [9.1].26 // [9.1].28 //

[9.1].31 //[9.1].3335 // [9.1].26:35 //[9.1.4].13 // | [9.1].35 // [9.2.1].1 //
[9.1.4].13 //[9.2.1].1 // [9.1.5].4 // [9.2.2].4547 1/ [9.2.2].49
[9.2.3].34 //19.2.3].3-4
Cheating companies | [9.1].1-2 // [9.1].4 // [9.21].1//[9.2.1)719 | [9.1).14 //[9.1].611// | [9.1].12 //[9.1].14 /]
[9.11.8//[9.11.1017 // | /1 [9.2.21//[9.2.31.1// | [9.1].13 // [9.1].15 // [9.1].2022 // [9.1].24 /I
[9.1].22 // [9.1].2629 // | [9.2.3].58 [9.1].16 // [9.1].17 // [9.1].26 // [9.1].28 //
[9.1].31 // [9.1].3335 // [2.1.].22 1/ [9.1].24 /I [9.1].35 // [9.2.1].1 //
[9.1.4].13 //[9.2.1].1 [9.1].2635 // [9.1.4].13 // | [9.2.2].4547 //[9.2.2].49
[9.1.5].4 /I
Sabotage [9.1].2-2 // [9.1].4 /] [9.21].1//[9.2.1)719 | [9.1).14 //[9.1].611// | [9.1].12 //[9.1].14 /]

[9.1].8 // [9.1].1017 /I
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3335 //
[9.1.4].13 //[9.2.1].1

1119.2.2]111[9.2.3].1 11
[9.2.3].58

[9.1].13 //[9.1].15 //
[9.1].16 // [9.1].17 //
[2.1.].2224 // [9.1].26:35
/119.1.4].13 // [9.1.5].4 /]

[9.1].2022 // [9.1].23 //
[9.1].24 // [9.1].26 //
[9.1].28 // [9.1].35 //
[9.2.1].1 // [9.2.2).4547 I/
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* x

[9.1].8 // [9.1].1015 //
[9.1].17 //[9.1].22 //
[9.1].26:29 // [9.1].31 //
[9.1].3335 // [9.1.4].13
/179.2.1].1

1119.2.2] 1/ [9.2.3].1 1/
[9.2.3].58

[9.1].13 //[9.1].15 //
[9.1].17 // [2.1.].2224 //
[9.1].26:35 // [9.1.4].13 //
[9.1.5].4 //

x . . .
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X x
SOURCES
. : Smart gid Information
Threat SIS S Assurance and Security 1,37,38,39,40,41,42
Threat Threat details NIST? Throughot the Supyy Othet?738394041
Group Chain (IBM Centegﬂ Technolog Assessment
(Sacramento Stat&)
[9.2.2].49
Vandalism [9.1].2-2//[9.1].4 /I [9.2.1].1//[9.2.1].719 [9.1].1-4 // [9.1].6-11 // [9.1].12//[9.1].24 /]

[9.1].2022 // [9.1].23 //
[9.1].24 //[9.1].26 //
[9.1].28 //[9.1].35 //
[9.2.1].1 // [9.2.2].4547 /I
[9.2.2].49

Theft (of dewies,
storage media and

[9.1].1-2 // [9.1].4 /]
[9.1].8 // [9.1].10-15 //

[9.2.1].1 //[9.2.1].719
1119.2.2] 1/ [9.2.3].1 //

[9.1].1-4 //[9.1].6-11 //
[9.1].13 // [9.1].15 //

[9.1].12 // [9.1].14 /]
[9.1].20:22 // [9.1].23 //

documents) [9.1].22 //[9.1].2629 // | [9.2.3].58 [2.1.].2224 //[9.1].26:35 | [9.1].24 // [9.1].26 //
[9.1].31 //[9.1].3335 // Il [9.1].28 // [9.1].35 //
[9.2.1].1 [9.2.1].1 // [9.2.2].4547 I
[9.2.2].49
Information [9.1].1-2 // [9.1].4 1/ [9.21]1//[9.2.1].719 | [9.1].1-4 // [9.1].611 // | [9.1].12 // [9.1].14 /I

leakage/sharing

[9.1].8 // [9.1].1015 //
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3335 //
[9.1.4].13 // [9.2.1].1

1119.2.2] 1/ [9.2.3].1 //
[9.2.3].58

[9.1].13 //[9.1].15 //
[2.1.].2224 //[9.1].26:35
//19.1.4].13 // [9.1.5).4 I

[9.1].19 // [9.1].2022 //
[9.1].23 // [9.1].24 I/
[9.1].26 // [9.1].28 //
[9.1].35 // [9.2.1].1 //
[9.2.2].4547 //[9.2.2].49

Unauthorized
physical access /
Unauthorised entry
to premises

[9.1].1-2 // [9.1].4 /]
[9.1].8 // [9.1].10-16 //
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3335 //
[9.1.4].13 //[9.2.1].1

[9.2.1].1// [9.2.1].719
1119.2.2]111[9.2.3].1 11
[9.2.3].58

[9.1].1-4 // [9.1].6-11 //
[9.1].13 //[9.1].15 //
[9.1].16 // [2.1.].2224 //
[9.1].26:35 // [9.1.4.13 /I
[9.1.5].4 //

[9.1].12 // [9.1].14 /]
[9.1].2022 // [9.1].23 //
[9.1].24 // [9.1].26 //
[9.1].28 // [9.1].35 //
[9.2.1].1 // [9.2.2).4547 I/
[9.2.2].49

Coercion, extortion
or corruption

[9.1).1:2 // [9.1].4 /]
[9.1].8 // [9.1].1015 //
[9.1].17// [9.1].19 //
[9.1].22 // [9.1].2629 //

[9.2.1].1// [9.2.1]. 719
1119.2.2] 11 [9.2.3].1 1/
[9.2.3].58

[9.1].14 // [9.1].6-11 //
[9.1].13 // [9.1].15 //
[9.1].17 // [2.1.].22 /]
[9.1].24 // [9.1].2635 //

[9.1].12// [9.1].14 /]
[9.1].19 // [9.1].2022 //
[9.1].24 // [9.1].26 //
[9.1].28 // [9.1].35 //
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Group Chain (IBM Centegﬂ Technolog Assessment
(Sacramento Stat&)
[9.1].31//[9.1].3335 /] [9.2.1].1 // [9.2.2].4547 [/
[9.2.1].1 [9.2.2].49
Unintention | Information [9.1].2//9.1].8 /] [9.1].2-3//[9.1].8 / [9.1].2213//[9.1].19 /]
al damage | leakage/sharing due [9.1].12-:13// [9.1].1519 [9.1].11//[9.1).23 /1 [9.1].23

(accidental)

to user error

/119.1.5].3

[9.1].1518 // [9.1].23 //
[9.1.2].5 //[9.1.3].7 /I
[9.1.4].1516 // [9.1.5].3

Erroneous use or
administration of
devices and systems

[9.1].2//[9.1].8 1
[9.1].11-13 // [9.1].1519
/119.1.5].3

[9.1].2-3//[9.1].8 //
[9.1].11 //[9.1].13 //
[9.1].1518 // [9.1].23 //
[9.1.2].5// [9.1.3].7 /I
[9.1.4].1516 // [9.1.5].3

[9.1].1213 //[9.1].19 //
[9.1].23

Using information
from an unreliable
souce

[9.1.5].3

[9.1.2].5// [9.1.3].7 /I
[9.1.4].1516 // [9.1.5].3

Unintentional change
of data in an
information system

[9.1].2 //[9.1].8 //
[9.1].11-13 // [9.1].1519
/119.1.5].3

[9.1].23//[9.1].8 1/
[9.1].11 //[9.1].13 //
[9.1].1518 // [9.1].23 /I
[9.1.2].5// [9.1.3].7 /I
[9.1.4].1516 // [9.1.5].3

[9.1].1213 // [9.1].19 //
[9.1].23

Unintentional loss of
data

[9.1].2//[9.1].8 //
[9.1].13-13 // [9.1].1519
/119.1.5].3

[9.1].2-3//[9.1].8 1/
[9.1].11 // [9.1].13 //
[9.1].1518 // [9.1].23 /I
[9.1.2].5// [9.1.3].7 /I
[9.1.4].1516 // [9.1.5].3

[9.1].1213 //[9.1].19 //
[9.1].23

Inadequate system [9.1].43 [9.1].43//9.1.5].1 [9.2.1].6
design and planning

or lack of adaptation

Lack of awareness [9.1].1//9.2.1].1 [9.2.1].2:2//[9.2.2].-6 | [9.1].1 [9.2.1].2:2
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1/[9.2.2].28-32
Disaster Disaster (natural [9.1].15 // [9.1].17 [9.2.2].24 /] [9.2.2].49 [9.1].15// [9.1].17 [9.2.2].49
(natural, earthquakes, floods,
environment | landslides, tsunamis)
al) Disaster [9.1].25// [9.1].17 [9.2.2].24 /1 [9.2.2].49 [9.1].25// [9.1].17 [9.2.2].49
(environmental- fire,
explosion, dangerous
radiation leak)
Fire [9.1].15//[9.1].17 [9.2.2].24 /] [9.2.2].49 [9.1].15//[9.1].17 [9.2.2].49
Flood [9.1].15//[9.1].17 [9.2.2].24 /] [92.2].49 [9.1].15//[9.1].17 [9.2.2].49
Pollution, dust, [9.1].25// [9.1].17 [9.2.2].24 /1 [9.2.2].49 [9.1].25// [9.1].17 [9.2.2].49
corrosion
Thunder stroke [9.1].15//[9.1].17 [9.2.2].24 /1 [9.2.2].49 [9.1].15//[9.1].17 [9.2.2].49
Water [9.1].15//[9.1].17 [9.2.2].24 /1 [9.2.2].49 [9.1].15//[9.1].17 [9.2.2].49
Unfavourable [9.1].15// [9.1].17 [9.2.2].24 /] [9.2.2].49 [9.1].15// [9.1].17 [9.2.2].49
climatic conditions
Major events in the [9.1].15// [9.1].17 [9.2.2].24//[9.2.2].49 [9.1].15//[9.1].17 [9.2.2].49
environment
Animal [9.1].15//[9.1].17 [9.2.2].24 /] [9.2.2].49 [9.1].15//[9.1].17 [9.2.2].49

Damage/Los
s (IT Assets)

Damage caused by a
third party

[9.1).2:2 // [9.1].4 1/
[9.1].8 // [9.1].10:15 //
[9.1].22 // [9.1].2629 //
[9.1].31 // [9.1].3335 //
[9.2.1].1

[9.2.1].1// [9.2.1].719
1119.2.2]11119.2.3].1 11
[9.2.3].58

[9.1].1:4 // [9.1].6-11 //
[9.1].13 // [9.1].15 //
[2.1.].2224 // [9.1].26:35
Il

[9.1].12 // [9.1].14 /]
[9.1].2022 // [9.1].23 /I
[9.1].24 // [9.1].26 //
[9.1].28 //[9.1].35 //
[9.2.1].1 // [9.2.2).4547 //
[9.2.2].49

Damages resulting
from penetration
testing

[9.1].5 // [9.1].14 /I
[9.1].22 //[9.1].26 //
[9.1].2829 // [9.1].31 //
[9.1].3337 //[9.1].39 /

[9.1].5 // [9.1].2224 /]
[9.1].26 // [9.1].2838 //
[9.1].4044 // [9.1.1].3:3 //
[9.1.2]. 2 // [9.1.3].46 /I

[9.1].14 //[9.1].22 /]
[9.1].2326 // [9.1].28 //
[9.1].35 // [9.1].39
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[9.1].4244 // [9.1.1].1:-2
/119.1.2]. 2 1/ [9.1.3].4 //
[9.1.4].34 // [9.1.4].14
//9.1.4].17-18 //
[9.1.4].20 // [9.1.5].56
/119.1.5].8

[9.1.3].8 //[9.1.4].35 //
[9.1.4].14 // [9.1.4].1718
//19.1.4].20 // [9.1.5].58

Loss of (integrity of)
sensitive information

[9.1].5//[9.1].8 //
[9.1].10:11 // [9.1].22 //
[9.1].26 // [9.1].3336 //
[9.1].39 // [9.1].4344 //
[9.1.1].32 // [9.1.2).1 //
[9.1.3].10 // [9.1.4].1 //
[9.1.4].7-8 // [9.1.4].10
11//[9.1.4].14 1/
[9.1.4].19 // [9.1.5].8

[9.1].5:8 //[9.1].10-11 //
[9.1].24 // [9.1].26 //
[9.1].3336 //[9.1].38 //
[9.1].4041 // [9.1].4344
/119.1.1).1-3 // [9.1.2].1 //
[9.1.3].2 // [9.1.3].5 /I
[9.1.3].10 // [9.1.4].22 //
[9.1.4].7-8 // [9.1.4].10-11
//19.1.4].14 // [9.1.4].19
//19.1.5].1-2 // [9.1.5].8

[9.1].22 // [9.1].2426 I
[9.1].35 // [9.1].39

Loss of devices,
storage media and
documents

Media scavenging

[9.1].1-2 // [9.1].4 /]
[9.1].8 // [9.1].1015 //
[2.1.].22 // [9.1].2629 //
[9.1].31 // [9.1].3335 //
[9.2.1].1

[9.2.1].1// [9.2.1].719
1119.2.2] 1/ [9.2.3].1 1/
[9.2.3].58

[9.1].1-4 // [9.1].6-11 //
[9.1].13 //[9.1].15 /
[2.1.].2224 // [9.1].2635
Il

[9.1].12 // [9.1].14 /]
[9.1].2022 // [9.1].23 //
[9.1].24 //[9.1].26 //
[9.1].28 // [9.1].35 //
[9.2.1].1 // [9.2.2).4547 I/
[9.2.2].49

Destruction of
records, devices or
storage media

[9.1).1:2//[9.1].4 1/
[9.1].8// [9.1].10-15 //
[2.1.].22 // [9.1].2629 //
[9.1].31 // [9.1].3335 //
[9.2.1].1

[9.2.1].1// [9.2.1].719
1119.2.2]1119.2.3].1 1/
[9.2.3].58

[9.1].1:4 // [9.1].6-11 //
[9.1].13 // [9.1].15 //
[2.1.].2224 // [9.1].26:35
Il

[9.1].12 // [9.1].14 /]
[9.1].2022 // [9.1].23 /I
[9.1].24 // [9.1].26 //
[9.1].28 //[9.1].35 //
[9.2.1].1 // [9.2.2).4547 //
[9.2.2].49

Information Leakage

[9.1].1:2 // [9.1].4 /]

[9.2.1].1//[9.2.1].719

[9.1].1-4 // [9.1].6-11 /]

[9.1].12 // [9.1].14 /]
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(Sacramento Stat&)
[9.1].8 //[9.1].1015 // 119.2.2]11[9.2.3].1// [9.1].23 //[9.1].15 /1 [9.1].29 // [9.1].2622 /I
[9.1].29 /1 [2.2.].22 11 [9.2.3].58 [2.1.].2224 //[9.1].2635 | [9.1].23// [9.1].24 //
[9.1].2629 // [9.1].31 // 11[9.1.4].13//[9.1.5].4 // | [9.1].26 // [9.1].28 //
[9.1].33-35//[9.1.4].13 [9.1].35//[9.2.1).2 /1
//19.2.1].1 [9.2.2].4547 ]/ [9.2.2].49
Failures/ Failure of devices or [9.1].2//[9.1].8 // [9.1].2-3// [9.1].8 // [9.1].1213 // [9.1].19 /]
Malfunction | systems [9.1].11-:23 // [9.1].1519 [9.1].11//[9.1].23 // [9.1].23
//19.1.2].5//[9.1.3].7 Il [9.1].1518 // [9.1].23 //
[9.1.4].1516 //[9.1.5].3 [9.1.2].5//[9.1.3].7 /I
[9.1.4].1516 //[9.1.5].3
Failure or disruption [9.1].40 [9.1].42
of communication
links (communication
networks)
Failure or disruption [9.1.3].9 [9.2.1].16 // [9.2.2].26 [9.1.3].9
of main supply
Failure or disruption [9.2.1].1 [9.2.1].1//[9.2.1].411 [9.2.1].2-2 // [9.2.1].46 //
of service providers 1119.2.1].14-19 [9.2.1].8
(supply chain)
Malfunction of [9.1].2//[9.1].8 /1 [9.1].23//[9.1].8 /1 [9.1].22-13// [9.1].29 //
equipment (devices [9.1].22-:23 // [9.1].1519 [9.1].22 //[9.1].13 /1 [9.1].23
or systems) //19.1.2].5 /1 [9.1.3].7 /I [9.1].1518 //[9.1].23
[9.1.4].1516 // [9.1.5].3 /1[9.1.2].5 1/ [9.1.3].7 /]
[9.1.4].1516 // [9.1.5].3
Insecure Interfaces [9.1].25
(APIs)
Outages Lack of resources [9.2.1].1 [9.2.1].1//[9.2.1].411 [9.2.1]).2:2 /7 [9.2.1].46 /I
//[9.2.1].14-19 [9.2.1].8
Loss of electricity [9.1.3].9 [9.2.1].16 //[9.2.2].26 [9.1.3].9
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compromising
emissions

[9.1].10-11 // [9.1].14 //
[9.1].22 // [9.1].26 1
[9.1].2829 // [9.1].31 //
[9.1].3337 // [9.1].39 //
[9.1].42-44 // [9.1.1].1-2
/119.1.2].1-2 // [9.1.3].4
/19.1.3].10 // [9.1.4].1
/119.1.4].3-4 // [9.1.4].7-
8//[9.1.4].1011 //
[9.1.4].14 // [9.1.4].17
20 //[9.1.5].1 //
[9.1.5].56 // [9.1.5].8

[9.1].2224 // [9.1].26 //
[9.1].2838 // [9.1].40-44
//19.1.1].1-3 // [9.1.2].1-2
//19.1.3].2 // [9.1.3].46 I/
[9.1.3].8 //[9.1.3].10 //
[9.1.4].35 // [9.1.4].7-8 /I
[9.1.4].1611 // [9.1.4].14
//19.1.4].17-20 //
[9.1.5.1-2 // [9.1.5].58
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Threat Threat details NIST? Throughot the Supyy Y | Othe373839404142
Group Chain (IBM Centel) Technolog Assessment

(Sacramento Stat&)
Absence of personne [9.2.2].2:2 /] [9.2.2].25
119.2.2].50
Strike [9.2.2].2:2//[9.2.2].25
//[9.2.2].50

Loss of support [9.2.1].1 [9.2.1].1//[9.2.1].411 [9.2.1].2:2//[9.2.1].46 //

services //19.2.1].14-19 [9.2.1].8

Internet outage [9.1].40 [9.1].42

Network outage [9.1].40 [9.1].42

Lack in the supply [9.2.1].1 [9.2.1].1//[9.2.1].411 [9.2.1].1:2//[9.2.1].46 //

line //9.2.1].14-19 [9.2.1].8
Eavesdroppi| War drivihg [9.1].5//[9.1].3435 // [9.1].5//[9.1].3435 // [9.1].35//[9.1].39 //
ng/ [9.11.39// [9.1.1].22 /] [9.1.1].2:3//[9.1.5].8
Interception [9.1.5].8
/ Hijacking Intercepting, [9.1]1.5//[9.1].8 // [9.1].58//[9.1].10-11 /I [9.1].14 /1 [9.1).22 /]

[9.1].2326 // [9.1].28 //
[9.1].35 // [9.1].39

Interception of
information

Hijacking of the
meter connection

[9.1.4].1//[9.1.4].34 /I
[9.1.4].79 // [9.1.4].11
/119.1.4].13-14 //

[9.1.4].35 // [9.1.4].7-9 /I
[9.1.4].1220 // [9.1.4].22
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[9.1.4].1720 //
[9.1.4]22

Sidechannel attack

[9.1.3].9//[9.1.4].1 /I
[9.1.4].8 // [9.1.4].13

[9.1.31.9//[9.1.4].32 /]
[9.1.4].8 // [9.1.4].13

Scanning / Sniffer /
External traffic
analyser

[9.1].1-2 // [9.1].4 /I
[9.1].11-14 // [9.1].19 //
[9.1].3437 // [9.1].39 //
[9.1.1].2:3 // [9.1.4].7 /]
[9.1.4].11

[9.1].1-4 // [9.1].11 /I
[9.1].13 // [9.1].2324 /I
[9.1].3438 // [9.1.1].1:3 //
[9.1.4].7 // [9.1.4].11

[9.1].12 //[9.1].14 1/
[9.1].19 // [9.1].2324//
[9.1].35 //[9.1].39 //

Interfering radiation

EM /RF Interception.
Tempest attack

[9.1.3].9//[9.1.4].1 /I
[9.1.4].8 // [9.1.4].13

[9.1.31.9//[9.1.4].32 /]
[9.1.4].8 // [9.1.4].13

Replay of messages

Acknowledges
forgery

[9.1.1].1 // [9.1.4]9

[9.1].38 // [9.1.1].1 /]
[9.1.4].9

Network
Reconnaissance and
Information
gathering

[9.1].1-2 // [9.1].4 /]
[9.1].11-14 // [9.1].19 //
[9.1].3437 // [9.1].39 //
[9.1.1].2:3 // [9.1.4].7 //
[9.1.4].11

[9.1].1-4 // [9.1].11 /I
[9.1].13 // [9.1].2324 /I
[9.1].3438 // [9.1.1].1:3 //
[9.1.4].7 // [9.1.4].11

[9.1].12 // [9.1].14 /]
[9.1].19 // [9.1].2324 //
[9.1].35 //[9.1].39 //

Man in the middle/
Session hijacking

[9.1].5// [9.1].8 //
[9.1].10-11 // [9.1].14 /1
[9.1].22 //[9.1].26 //
[9.1].28-29 //[9.1].31 //
[9.1].3337 //[9.1].39 //
[9.1].42-44 // [9.1.1].1-2
/119.1.2].1-2 // [9.1.3].4
//19.1.3].10 // [9.1.4].1
/119.1.4].3-4 // [9.1.4].7-
8//9.1.4].1011 //
[9.1.4].14 // [9.1.4].17

[9.1]5-8 // [9.1].10-11 //
[9.1].2224 // [9.1].26 //
[9.1].28:38 // [9.1].40-44
//19.1.1].1-3 // [9.1.2).1-2
/119.1.3].2 1/ [9.1.3].46 //
[9.1.3].8 // [9.1.3].10 //
[9.1.4].15 // [9.1.4].7-8 //
[9.1.4].1011 // [9.1.4].14
//19.1.4].17-20 //
[9.1.5].12 // [9.1.5].58

[9.1].14 // [9.1].22 /]
[9.1].2326 // [9.1].28 /I
[9.1].35 // [9.1].39
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[9.1].2829 // [9.1].31 //
[9.1].3337 // [9.1].39 //
[9.1].4244 // [9.1.1].1:2
/119.1.2].1-2 // [9.1.3].4
//19.1.3].10 // [9.1.4].1
/119.1.4].3-4 // [9.1.4].7-
8//[9.1.4].1011 /I
[9.1.4].14 // [9.1.4].17
20 //[9.1.5).1 //
[9.1.5].56 // [9.1.5].8

//19.1.1].1-3 // [9.1.2].1-2
//19.1.3].2 1/ [9.1.3].46 I/
[9.1.3].8 // [9.1.3].10 //
[9.1.4].35 // [9.1.4].7-8 /I
[9.1.4].1011 // [9.1.4].14
/119.1.4].17-20 //
[9.1.5].1-2 // [9.1.5].58
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20//[9.1.51.1//
[9.1.5].56 //[9.1.5].8
Repudiation of [9.1].5//[9.1]).12:12 // [9.11.57 //[9.1).22 /1 [9.1].22 // [9.1].26
actions [9.1].2627 /1 [9.1].34 // [9.1].2627 /1 [9.1].34 // /1[9.1].39
[9.1].3940 // [9.1.1].1-2 [9.1].40 // [9.1.1].23 //
1119.1.2].1-4 // [9.1.3].4 [9.1.2].24 // [9.1.3].4 /
1119.1.3].10 // [9.1.4].4 [9.1.3].6 // [9.1.3].8 //
//[9.1.4].6-8 /] [9.1.3].10//[9.1.4].4 /]
[9.1.4].11//[9.1.4].14 // [9.1.4].68//[9.1.4].11-12
[9.1.4].1718 // 1119.1.4].14-15 /I
[9.1.4].22//[9.1.5].8 [9.1.4].1718 // [9.1.4].22
//[9.1.5].8
Nefarious Identity theft [9.11.5//[9.1].8 /I [9.1].58 // [9.1].20-11 // [9.1].24 /1 [9.1}22 /
Activity/ [9.1].10-11 // [9.1].14 // [9.1].2224 // [9.1].26 // | [9.1].2326 // [9.1].28 //
Abuse [9.1].22 // [9.1].26 // [9.1].2838 // [9.1].40-44 | [9.1].35 // [9.1].39

Unsolicited Enail
Anonymous or
Unsolicited email to
smart grid staff

[9.1].22 // [9.1].26 /]
[9.1.1].2:2 // [9.1.2].4 //
[9.1.3].3// [9.1.4].4 /I
[9.1.5].5

[9.1].22 // [9.1].26 /I
[9.1.1].2:3 // [9.1.2].4 /I
[9.1.3].3//[9.1.3].6 //
[9.1.4].4 // [9.1.5].5

[9.1].26

59




Chain (IBM Centel)

(Sacramento Stat&)

* * _ . .
* Smart Grid Threat Landscape and Good Practice Guide
enisa
9 December 2013
x X
SOURCES
Threat S SR igir:agg:g; rgrc:;msagg)unrit
Threat Threat details NIST? Throughot the Supyy Y | Othe373839404142
Group Technolog Assessment

Denial of service

[9.1].45 // [9.1.4].9

[9.1].45 // [9.1.4].9

Malicious code/
software/ activity

Exploits / Worms /
Trojans / Backdoor /
Trapdoor / Targeted
attacks (APTs etc.)

[9.1].1-2 // [9.1].4 /]
[9.1].13-18 // [9.1].22 //
[9.1].26 // [9.1].3337 //
[9.1].39 // [9.1.1].22 //
[9.1.2].1:4 // [9.1.4].1 //
[9.1.4].34 // [9.1.4].6 //
[9.1.4].20 // [9.1.4].22
23//[9.1.5).1 // [9.1.5].3
//19.1.5]5-6 // [2.2.1].1

[9.2.1].1//[9.2.1].6 /I
[9.2.3].1

[9.1].1-4 // [9.1].11 /I
[9.1].13 // [9.1].1518 //
[9.1].22 // [9.1].24 1/
[9.1].26 // [9.1].3338 //
[9.1.1].1:3 // [9.1.2].1-5 /I
[9.1.4].1:6 // [9.1.4].20-23
//19.1.5].1-3 // [9.1.5]5-7

[9.1].12 // [9.1].14 /]
[9.1].1820 // [9.1].22:26
//19.1).35 // [9.1].39 //
[9.2.1].1//[9.2.1].6 /I

Service spoofing (AR
spoofing)

[9.1].1-2 // [9.1].4 /]
[9.1].13-18 // [9.1].22 //
[9.1].26 // [9.1].3337 /I
[9.1].39 // [9.1.1].22 //
[9.1.2].2:4 // [9.1.4].1 //
[9.1.4].34 // [9.1.4]6 //
[9.1.4].20 // [9.1.4].22
23//[9.1.5).1 // [9.1.5].3
//19.1.5]5-6 // [2.2.1].1

[9.2.1].1//[9.2.1].6 //
[9.2.3].1

[9.1].2-4 // [9.1].11 /I
[9.1].13 //[9.1].1518 //
[9.1].22 // [9.1].24 I/
[9.1].26 // [9.1].3338 //
[9.1.1].2:3 // [9.1.2].1-5 /I
[9.1.4].1:6 // [9.1.4].20-23
//19.1.5].1-3 // [9.1.5]5-7

[9.1].12 // [9.1].14 /]
[9.1].1820 // [9.1].22-26
//19.1].35 // [9.1].39 //
[9.2.1].1//[9.2.1].6 /I

ICMP flooding

[9.1].1-2 // [9.1].4 /]
[9.1].13-18 // [9.1].22 //
[9.1].26 // [9.1].3337//
[9.1].39 // [9.1.1].%2 //
[9.1.2].34 // [9.1.4].1 //
[9.1.4].34 // [9.1.4].6 //
[9.1.4].20 // [9.1.4].22
23//[9.1.5).1 // [9.1.5].3
//19.1.5]5-6 // [2.2.1].1

[9.2.1].1//[9.2.1].6 //
[9.2.3].1

[9.1].1-4 // [9.1].11 /I
[9.1].13 // [9.1].1518 //
[9.1].22 // [9.1].24 1/
[9.1].26 // [9.1].3338 //
[9.1.1].33 // [9.1.2].1-5 /I
[9.1.4].1:6 // [9.1.4].2023
//19.1.5].1-3 // [9.1.5]5-7

[9.1].12 // [9.1].14 /]
[9.1].1820 // [9.1].22-26
/119.1).35 // [9.1].39 //
[9.2.1].1// [9.2.1).6 /I

Social Egineering

[9.2.2].32//9.2.2].34
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Abuse of Information
Leakage

[9.1].1-2 // [9.1].4 1/
[9.1].8 // [9.1].1015 //
[9.1].19 //[9.1].22 //
[9.1].2629 // [9.1].31 //
[9.1].3335 // [9.1.4].13
/119.2.1].1

[9.2.1].1//[9.2.1].719
1119.2.2] 11 [9.2.3].1 1/
[9.2.3].58

[9.1].1:4 // [9.1].6-11 //
[9.1].13 // [9.1].15 //
[2.1.].2224 // [9.1].2635
1119.1.4].13 // [9.1.5].4 /]

[9.1].12 //[9.1].14 1/
[9.1].19 // [9.1].2022 //
[9.1].23 // [9.1].24 I/
[9.1].26 // [9.1].28 //
[9.1].35 // [9.2.1].1 //
[9.2.2].4547 1/ [9.2.2].49

Generation and use
of rogue certificates

[9.1].39

[9.1].39

Manipulation of
information:
authenticity

False data injection ir
smart grid traffic

[9.1].5 //[9.1].8 //
[9.1].10-11 // [9.1].14 //
[9.1].22 //[9.1].26 //
[9.1].28-37 //[9.1].39 //
[9.1].42-44 // [9.1.1].1-2
//19.1.2].1-2 // [9.1.3].4
//19.1.3].10 // [9.1.4].1
//19.1.4].3-4 // [9.1.4].7-
8//9.1.4].1011 //
[9.1.4].14 // [9.1.4].17
20 //[9.1.5).1 //
[9.1.5].56 // [9.1.5].8

[9.1].58 //[9.1].10-11 //
[9.1].22-24 // [9.1].26 //
[9.1].28:38 // [9.1].40-44
/119.1.1].1-3 // [9.1.2].1-2
//19.1.3].2 1/ [9.1.3].46 /I
[9.1.3].8 // [9.1.3].10 //
[9.1.4].35 // [9.1.4].7-8 /I
[9.1.4].1611 // [9.1.4].14
//19.1.4].17-20 //
[9.1.5].1:2 // [9.1.5].58

[9.1].14 // [91].22 /]
[9.1].2326 //[9.1].28 //
[9.1].35 // [9.1].39

Manipulation of
information:
intercept / alter /
repudiation

Buffer overflow

[9.1].16

[9.1].16 // [9.1.2] .5 /]
[9.1.4].16

Load redistribution
attack

[9.1].16

[9.1].16 //[9.1.2].5 //
[9.1.4]16

Deliver wrong data to
operator station

[9.1].16

[9.1].16 //[9.1.2].5 //
[9.1.4].16

Manipulation data

[9.1].16

[9.1].16 // [9.1.2].5 /]
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sent or received
to/from TSO or
central system

[9.1.4].16

Alter meter data,
gateway
configuration data
meter configuration
data, CLS
configuration data,
etc.

[9.1].5//[9.1].8 //
[9.1].10-11 // [9.1].22 //
[9.1].26 // [9.1].3336 //
[9.1].39 // [9.1].4344 /|
[9.1.1].2:2 // [9.1.2].1 //
[9.1.3].10 // [9.1.4].1 //
[9.1.4].7-8 // [9.1.4].10
11//[9.1.4].34 //
[9.1.4].19 // [9.1.5].1 //
[9.1.5].8

[9.1].58 // [9.1].10-11 //
[9.1].24 //[9.1].26 //
[9.1].3336 //[9.1].38 //
[9.1].4041 // [9.1].43-44
/19.1.1].1-3 // [9.1.2].1 //
[9.1.3].2 // [9.1.3].5 /I
[9.1.3].10 // [9.1.4].22 //
[9.1.4].7-8 // [9.1.4].10-11
//19.1.4].14 // [9.1.4].19
//19.1.5].1-2 // [9.1.5].8

[9.1].22 //[9.1].2426 /I
[9.1].35 // [9.1].39

Misuse of audit tools

[9.1].20

Falsification of

[9.1].5//[9.1].8 //

[9.1].5:8 //[9.1].10-11 //

[9.1].14 //[9.1].22 /]

records [9.1].10:11 // [9.1].14 /1 [9.1].2224 //[9.1].26 // | [9.1].2326 // [9.1].28 //
[9.1].22 //[9.1].26 // [9.1].2838 // [9.1].4044 | [9.1].35 // [9.1].39
[9.1].28-29 //[9.1].31 // /19.1.1].1-3 // [9.1.2).1-2
[9.1].3339 // [9.1].2044 //19.1.3].2 1/ [9.1.3].46 I/
/119.1.1).1-2 // [9.1.2).1- [9.1.3].8 // [9.1.3].10 //
2//19.1.3].4 //[9.1.3].10 [9.1.4].35 // [9.1.4].7-8 /I
/119.1.4].1// [9.1.4].34 [9.1.4].10611 // [9.1.4].14
/19.1.4].7-8 /I //19.1.4].17-20 //
[9.1.4].1611 // [9.1.5].1:2 // [9.1.5].58
[9.1.4].14 // [9.1.4].17
20 //[9.1.5).1 //
[9.1.5].56 // [9.1.5].8
Misuse of [9.1].2 1/ [9.1].8 // [9.1].23//[9.1].8 1/ [9.1].1213 //[9.1].19 //
information/ [9.1].13-13 // [9.1].1519 [9.1].11 //[9.1].13 // [9.1].23
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[9.1.2].5//[9.1.3].7 /I
[9.1.4].1516 // [9.1.5].3
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information systems //19.1.5].3 [9.1].1518 // [9.1].23 /]

Unauthorized use or
administration of

devices, systems ang
communications

Unauthorized use of
facilities and
infrastructure

[9.1].1//[9.1].45 /I
[9.1].8 // [9.1).10-15 //
[9.1].22 // [9.1].2629 //
[9.1].31 // [9.1].3337 /I
[9.1].39 // [9.1.1].22 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 // [9.1.3].910
//9.1.4].4 1/ [9.1.4].7-8
/19.1.4].14 /I
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

[9.1].1//[9.1].48 1/ I/
[9.1].10:11 // [9.1].13 //
[9.1].15 // [9.1].24 I/
[9.1].26:37 // [9.1].4041
1119.1.1].1-3 // [9.1.2].2 /I
[9.1.2].4 // [9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 /I
[9.1.4].12 // [9.1.4].14 /I
[9.1.4].1720 // [9.1.5].58

[9.1].1214 // [9.1].21-22
1119.1].24 /1 [9.1].26 //
[9.1].28 // [9.1].39

Unauthorized use of
files and information

[9.1).1//[9.1].45//
[9.1].8 // [9.1].10:15 //
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3337 //
[9.1].39 // [9.1.1].22 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3.3-4 //[9.1.3].910
/119.1.4].4 1/ [9.1.4].7-8
/119.1.4].14 /I
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

[9.1].1//[9.1].48 1/ /I
[9.1].10:11 // [9.1].13 //
[9.1].15 // [9.1].24 /1
[9.1].26:37 // [9.1].40-41
/119.1.1).1-3 // [9.1.2).2 /I
[9.1.2].4// [9.1.3].3-10 //
[9.1.4].45 // [9.1.4].7-8 /I
[9.1.4].12 // [9.1.4].14 /I
[9.1.4].1720 // [9.1.5].58

[9.1].1214 // [9.1].21-22
1119.1].24 /1 [9.1].26 I/
[9.1].28 // [9.1].39

Unauthorized use of
software

[9.1].1//[9.1].45 /I
[9.1].8 // [9.1].1015 //
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3337 //

[9.1].1//[9.1].48 1/ /I
[9.1].10-11 // [9.1].13 //
[9.1].15 // [9.1].24 I/
[9.1].26:37 // [9.1].4041

[9.1].1214 // [9.1].21-22
/I [9.1].24 /1 [9.1].26 /I
[9.1].28 // [9.1].39
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[9.1]1.39 // [9.2.1].22 /I 119.1.1].1-3 // [9.2.2).2 /]
[9.1.2].2//[9.1.2].4 /] [9.1.2].4 // [9.1.3].310 //
[9.1.3].34 // [9.1.3].910 [9.1.4].45//[9.1.4).7-8 /!
//[9.1.4].4 //[9.1.4].7-8 [9.1.4].12//[9.1.4]).14 /]
//[9.1.4].14 1/ [9.1.4].1720//[9.1.5].58
[9.1.4].1720//[9.1.5].5
6//[9.1.5].8
Unauthorized access| Unauthorized access| [9.1.2].1:4 // [9.2.3].34 | [9.2.3].3 [9.1.1]//[9.1.2].24 // [9.2.3].34

endpoint

Masqueradggained | [9.1.2].14 [9.2.1]//[9.1.2).24 /
access and privilegeg [9.1.5]

escalation)

Password attacks [9.1].33 [9.1].33

Unauthorized access|
to the information,
system or data

[9.1).1//[9.1.45//
[9.1].8 // [9.1].1015 //
[9.1].22 // [9.1]26-29 /1
[9.1].31 //[9.1].3337 //
[9.1].39 // [9.1.1].22 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 // [9.1.3].9-10
/119.1.4].4 1/ [9.1.4].7-8
/119.1.4].14 /I
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

[9.1).1//[9.1).48 /I /I
[9.1].1011 // [9.1].13//
[9.1].15 // [9.1].24 I/
[9.1].26:37 // [9.1].40-41
/119.1.1).1-3 // [9.1.2).2 /I
[9.1.2].4 // [9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 /I
[9.1.4].12 // [9.1.4].14 //
[9.1.4].1720 // [9.1.5].58

[9.1].12-14 // [9.1].21-22
1119.1].24 1/ [9.1].26 /I
[9.1].28 // [9.1].39

Unauthorized remote
access to SCADA
systems

[9.1)1//[9.1].45 /]
[9.1].8 // [9.1].1015 /

[9.1].22 // [9.1].2629 //
[9.1].31 // [9.1].3337 //

[9.1).1//[9.1).48 /] /I
[9.1].1011 // [9.1].13 //
[9.1].15 // [9.1].24 //
[9.1].26:37 // [9.1].4041

[9.1].1214 // [9.1].21-22
1119.1].24 /1 [9.1].26 //
[9.1].28 // [9.1].39
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[9.1].39 // [9.1.1].%2 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 // [9.1.3].910
/119.1.4].4 1/ [9.1.4].78
1119.1.4].14 /I
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

/19.1.1].1-3 1/ [9.1.2].2 1/
[9.1.2].4 // [9.1.3].310 //
[9.1.4)4-5 // [9.1.4].7-8 //
[9.1.4].12 // [9.1.4].14 //
[9.1.4].1720 // [9.1.5].58

Unauthorized
information
manipulation or
deletion

[9.1).1//[9.1].45 1
[9.1].8 // [9.1].1015 //
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3337 //
[9.1].39 // [9.1.1].22 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 //[9.1.3].9-10
/119.1.4].4 1/ [9.1.4].7-8
/19.1.4].14 //
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

[9.1].1// [9.1].48 /I /I
[9.1].10-11 // [9.1].13 //
[9.1].15 // [9.1].24 I/
[9.1].26:37 // [9.1].40-41
/119.1.1).1-3 // [9.1.2).2 /I
[9.1.2].4 // [9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 /I
[9.1.4].12 // [9.1.4].14 /I
[9.1.4].1720 // [9.1.5].58

[9.1].1214 // [9.1].21-22
1119.1].24 1/ [9.1].26 //
[9.1].28 // [9.1].39

Compromise DCS
server and disable
communication with
controllers,
manipulate
configuration
parameters of
controllers, or stop
communication with
operator station

[9.1].1//[9.1].45 /I
[9.1].8 // [9.1].10:15 //
[9.1].22 // [9.1].2629 //
[9.1].31 // [9.1].3337 //
[9.1].39 // [9.1].42 //
[9.1].45 //[9.1.1].22 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 // [9.1.3].9-10
/119.1.4].4 1/ [9.1.4].7-9
/119.1.4].14 /I
[9.1.4].1720 // [9.1.5].5

[9.1].1//[9.1].48 1/ /I
[9.1].1011 // [9.1].13 //
[9.1].15 // [9.1].24 /]
[9.1].2637 // [9.1].4041
/119.1].45 // [9.1.1].1-3 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].310 // [9.1.4].45
//19.1.4].7-9 // [9.1.4].12
/119.1.4].14 1/ [9.1.4].17
20//[9.1.5].58

[9.1].12-14 // [9.1].21-22
1119.1).24 1/ [9.1].26 //
[9.1].28 // [9.1].39
11[9.1].42
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Group Chain (IBM Centegﬂ Technolog Assessment
(Sacramento Stat&)
6//[9.1.5].8

Compromise RTU

[9.1].1//[9.1].45 /I
[9.1].8 // [9.1].1015 //
[9.1].22 // [9.1].2629 //
[9.1].31 // [9.1].3337 /I
[9.1].39 // [9.1.1].22 //
[9.1.2].2 //[9.1.2].4
[9.1.3].34 // [9.1.3].9-10
//9.1.4].4 1/ [9.1.4].7-8
/119.1.4].14 //
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

[9.1].1//[9.1].48 1/ /I
[9.1].10-11 // [9.1].13 //
[9.1].15 // [9.1].24 I/
[9.1].26:37 // [9.1].40-41
1119.1.1].1-3 // [9.1.2].2 /I
[9.1.2].4 //[9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 /I
[9.1.4].12 // [9.1.4].14 /I
[9.1.4].1720 // [9.1.5].58

[9.1].1214 // [9.1].21-22
1119.1].24 /1 [9.1].26 /I
[9.1].28 // [9.1].39

Violation of the
privacy of the

[9.1].5 //[9.1].8 //
[9.1].1011 // [9.1].22 //

[9.1].5:8 //[9.1].10-11 //
[9.1].24// [9.1].26 //

[9.1].22 // [9.1].24-26 /I
[9.1].35 // [9.1].39

consumer [9.1].26 // [9.1].3336 // [9.1].3336 // [9.1].38 //
[9.1].39 // [9.1].4344 /| [9.1].4041 // [9.1].43-44
[9.1.1].32 // [9.1.2).1 // /119.1.1).1-3 // [9.1.2).1 /I
[9.1.3].10 // [9.1.4].1 // [9.1.3].2 // [9.1.3].5 /I
[9.1.4].7-8 // [9.1.4].10 [9.1.3].10 // [9.1.4].22 //
11//[9.1.4].14 1/ [9.1.4].78 // [9.1.4].10-11
[9.1.4].19 // [9.1.5].1 // //19.1.4].14 1/ [9.1.4].19
[9.1.5].8 //19.1.5].1-2 // [9.1.5].8
Unauthorized [9.1].1 //[9.1].45 /I [9.1].1 //[9.1].48 1/ I [9.1].1214 // [9.1].21-22

changes of records

[9.1].8 // [9.1].10:15 //
[9.1].22 //[9.1].2629 //
[9.1].31 // [9.1].3337 //
[9.1].39 // [9.1.1].32 //
[9.1.2].2 1/ [9.1.2).4 /I
[9.1.3].34 //[9.1.3].910

[9.1].10-11 // [9.1].13 //
[9.1].15 // [9.1].24 I/
[9.1].26:37 // [9.1].40-41
/119.1.1).1-3 // [9.1.2).2 /I
[9.1.2].4 // [9.1.3].310 //
[9.1.414-5 // [9.1.4].7-8 /I

1119.1).24 1/ [9.1].26 //
[9.1].28 // [9.1].39
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[9.1].31 //[9.1].3337 //
[9.1].39 // [9.1.1].22 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 // [9.1.3].910
//19.1.4].4 1/ [9.1.4].7-8
/119.1.4].14 /I
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

[9.1].2637 // [9.1].4041
/119.1.1).1-3 // [9.1.2].2 //
[9.1.2].4 // [9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 /I
[9.1.4].12 // [9.1.4].14 /I
[9.1.4].1720 // [9.1.5].58
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1119.1.4].4 //[9.1.4].78 [9.1.4].12 // [9.1.4].14 /I
/1[9.1.4).14 ]/ [9.1.4].1720//[9.1.5].58
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8
Unauthorized [9.11.2//[9.1].45 /I [9.1].2//[9.1].48 11 I [9.1].12-14 // [9.1].21-22
installation of [9.1].8 //[9.1].1015 // [9.1].2011 // [9.1].13 /] /11[9.1].24 /1 [9.1].26 //
software [9.1].22 1/ [9.1].26-29 // [9.1].15 // [9.1].24 // [9.1].28 // [9.1].39

Compromising

[9.1].5//[9.1].8 //

[9.1].5:8 //[9.1].10-11 //

[9.1].22 // [9.1].2426 I/

confidential [9.1].2011 // [9.1).22 // [9.1].24 /I [9.1].26 /I [9.1].35//[9.1].39
information (data [9.1].26 // [9.1].3336 // [9.1].33-36 // [9.1].38 //
breaches) [9.1].39 // [9.1].4344 /] [9.1].4041 /] [9.1].4344

[9.1.1].22//[9.1.2).1/ //19.1.1).1-3//[9.1.2).1 /]

[9.1.3].10//[9.1.4].1// [9.1.3].2//[9.1.3].5 /

[9.1.4].78//[9.1.4].10 [9.1.3].10//[9.1.4]1-2 /

11//[9.1.4).14 11 [9.1.4].78//[9.1.4].1011

[9.1.4].19//[9.1.5].1// //[9.1.4].14 // [9.1.4].19

[9.1.5].8 //[9.1.5].1-2 // [9.1.5].8
Abuse of [9.1].2//[9.1].45 /1 [9.1).2//[9.1].48 1111 [9.1].22-14 // [9.1].21-22
authorizations [9.1].8//[9.1].1015 // [9.1].2011 //[9.1].13 /] //19.1].24 /1 [9.1].26 /I

[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3337 //

[9.1].15 // [9.1]24 /i
[9.1].26:37 // [9.1].40-41

[9.1].28 // [9.1].39
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[9.1].39 // [9.1.1].%2 //
[9.1.2].2 // [9.1.2).4 /I
[9.1.3].34 // [9.1.3].910
/119.1.4].4 1/ [9.1.4].7-8
/119.1.4].14 /I
[9.1.4].1720 // [9.1.5].5
6//[9.1.5].8

/19.1.1].1-3 1/ [9.1.2].2 1/
[9.1.2].4 // [9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 //
[9.1.4].12 // [9.1.4].14 //
[9.1.4].1720 // [9.1.5].58

Remote activity
(execution)

[9.1].11 //[9.1].1314 /I
[9.1] 2629 // [9.1].31 //
[9.1].33 //[9.1].39 //
[9.1.2].3 // [9.1.3].34 //
[9.1.3].910 // [9.1.4]1 //
[9.1.4].34 // [9.1.4].8 /]
[9.1.5].1 // [9.1.5.3 /I
[9.1.5]56 // [9.1.5].8

[9.1].11 //[9.1].13 // [9.1]
2633 //[9.1.2].3 //
[9.1.3].310 // [9.1.4]2:5 //
[9.1.4].8 // [9.1.5].18

[9.1].1314 // [9.1].26 //
[9.1].28 // [9.1].39 /

Communication
jamming

[9.1.3].9//[9.1.4].1 1
[9.1.4].8 // [9.1.4].13

[9.1.3].9//[9.1.4].32 //
[9.1.4]8 // [9.1.4].13

Bypass of devices
(bypass security
controls)

[9.1].1// [9.1].45 /I
[9.1].8 // [9.1].1015 //
[9.1].22 // [9.1].2629 //
[9.1].31 //[9.1].3337 //
[9.1].39 // [9.1.1].%2 //
[9.1.2].2 // [9.1.2).4 /i
[9.1.3].34 // [9.1.3].910
/119.1.4].4 1/ [9.1.4].78
/19.1.4].14 //
[9.1.4].1720 // [9.1.5].5
6//9.1.5].8 //[9.2.3].3
4

[9.2.3].3

[9.1].1//[9.1].48 1/ /I
[9.1].10-11 // [9.1].13 //
[9.1].15 // [9.1].24 /1
[9.1].26:37 // [9.1].4041
/119.1.1].1-3 // [9.1.2].2. 1/
[9.1.2].4 //[9.1.3].310 //
[9.1.4].45 // [9.1.4].7-8 //
[9.1.4].12 // [9.1.4].14 /I
[9.1.4].1720 // [9.1.5].58

[9.1].1214 // [9.1].21-22
1119.1].24 1/ [9.1].26 //
[9.1].28 // [9.1].39 //
[9.2.3].34
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Insider attack
Hardware, Software | PCT manipulation [9.1].1//[9.1].45 /1 [9.1].1//[9.11.48 /1 I [9.1].1214 // [9.1].21-22
and Device [9.1].8 //[9.1].1015 // [9.1].2011 // [9.1).23 // /11[9.1].24 /1 [9.1].26 //
manipulaton [9.1].22 /1 [9.1].2629 /] [9.1].25//[9.1].24 1] [9.1].28 // [9.1].39
[9.1].31//[9.1].3337 /] [9.1].26:37 // [9.1].4041
[9.1].39 // [9.1.1].22 // //19.1.1].1-3 // [9.1.2].2 //
[9.1.2].2//[9.1.2).4 /] [9.1.2].4 // [9.1.3].310 //
[9.1.3].34 // [9.1.3].910 [9.1.4].45 /1 [9.1.4).7-8 /I
//[9.1.4].4 //[9.1.4].7-8 [9.1.4].12//[9.1.4]1.4 /]
/1[9.1.4).14 ]/ [9.1.4].1720//[9.1.5].58
[9.14].17-20 // [9.1.5].5
6//[9.1.5].8
Firmware [9.1.4].14 [9.1.4].14
manipulation
Compromise Central| [9.1.4].1//[9.1.4].34 // [9.1.3]//[9.1.4].26 //
Systems to switch off [9.1.4].6 // [9.1.4].811 [9.1.4].823 //[9.1.5]
homes with E /119.1.4].13-14 /I
meters, deletes all [9.1.4].2720 //
keys for the Eneters | [9.1.4].2223
and distribute
malicious firmware.
Time manipulation [9.1.4].8//9.1.4].11 [9.1.4].8//[9.1.4].11
//]9.1.4].13-14 //]9.1.4].13-14
Legal Violation of laws or [9.1.4].1//9.2.1]1 [9.2.1].2:3//[9.2.2].2-2 | [9.1.4].2:2 [9.2.1].2:3
regulations / Breach
of legislation
Failure to meet [9.1.4].1//[9.2.1].1 [9.2.1].1:3//[9.2.1).4 /] | [9.1.4].2-2 [9.2.1].2:3// [9.2.1].4
contractual [9.2.1].1718//[9.2.2].1-
requirements 3//[9.2.2).21 /]
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[9.2.2].33//[9.2.2].35
371/[9.2.2].39 //
[9.2.2].52 //[9.2.3].2
Unauthorized use of [9.1.4].1//[9.2.1].1 [9.2.1].2:3//[9.2.2].1-2 | [9.1.4].2:2 [9.2.1].2:3

copyrighted material
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Annex D: Collected Information: Inventory of Smart Grid Documents

Name of the Information | Information Item (URL| Relevance DATE of Item Comments
Item/Document or file) (High/Medium/L
ow)
http://www.cencenelec .
1 M/490 Document base eU/STANDARDS/HOT High
OPICS/SMARTGRIDS/
ges/default.aspx
. http://ec.europa.eu/inf .
2 Documentation on Smari - - High relevance. I
: ormation_society/news| .
Grids of D&CONNECT room/cf/dae/itemdetail includes atthreat
.cfm?item_id=9817 assessment.
3 Documents on Smart Gri{ http://ec.europa.eu/en | High
of DG ENERGY ergy/gas_electricity/sm
artgrids/taskforce en.h
tm
4 Draft of M/441 on Smart Ei: High
Meters regarding Privacy
and Security approach SM-CG AHWG PS
report vO 9.pdf
5 ENISA Documents fror Items are available aj Medium Mid 2012
fFad &SI NIDA& | ENISA. Can be deliverg
on demand
6 BSI Protection Profile fo| https://www.bsi.bund. | High March 2013
Smart Meters de/SharedDocs/Downlg
ads/DE/BSI/SmartMete
r/PP-
SmartMeter.pdf?__blo
b=publicationFile
7 Crisalis risk agssment Eﬂ_ High May 2013 Risk Assessmer
crisalis_deliverable-C
2.2.pdf
8 Functional reference ftp:/ftp.cen.eu/cen/Se | Medium December 2011
architecture for | ctors/List/Measuremen
communications in smar] t/Smartmeters/CENCL(
metering systems| ETSI_TR50572.pdf
(Technical Repor htp:// |
CEN/CLC/ETSI/TR 5057] “LR-/WWW.CENEec.el
/aboutcenelec/whatwe
do/technologysectors/s
martmetering.html
9 Steps towards| http://www.eos- Low November 2011
implementing a Europear| eu.com/files/Document
cybersecurity strategy s/WhitePapers/Steps_c
yber_security.pdf
10 EURACOM (EUroped http://www.eos- Medium 2012 Main
Risk Assessment an eu.mm/?Page=euraco objectives:
Contingency planning m
Methodologies for - Promote a

Pagel


http://www.cencenelec.eu/STANDARDS/HOTTOPICS/SMARTGRIDS/Pages/default.aspx
http://www.cencenelec.eu/STANDARDS/HOTTOPICS/SMARTGRIDS/Pages/default.aspx
http://www.cencenelec.eu/STANDARDS/HOTTOPICS/SMARTGRIDS/Pages/default.aspx
http://www.cencenelec.eu/STANDARDS/HOTTOPICS/SMARTGRIDS/Pages/default.aspx
http://ec.europa.eu/information_society/newsroom/cf/dae/itemdetail.cfm?item_id=9817
http://ec.europa.eu/information_society/newsroom/cf/dae/itemdetail.cfm?item_id=9817
http://ec.europa.eu/information_society/newsroom/cf/dae/itemdetail.cfm?item_id=9817
http://ec.europa.eu/information_society/newsroom/cf/dae/itemdetail.cfm?item_id=9817
http://ec.europa.eu/energy/gas_electricity/smartgrids/taskforce_en.htm
http://ec.europa.eu/energy/gas_electricity/smartgrids/taskforce_en.htm
http://ec.europa.eu/energy/gas_electricity/smartgrids/taskforce_en.htm
http://ec.europa.eu/energy/gas_electricity/smartgrids/taskforce_en.htm
ftp://ftp.cen.eu/cen/Sectors/List/Measurement/Smartmeters/CENCLCETSI_TR50572.pdf
ftp://ftp.cen.eu/cen/Sectors/List/Measurement/Smartmeters/CENCLCETSI_TR50572.pdf
ftp://ftp.cen.eu/cen/Sectors/List/Measurement/Smartmeters/CENCLCETSI_TR50572.pdf
ftp://ftp.cen.eu/cen/Sectors/List/Measurement/Smartmeters/CENCLCETSI_TR50572.pdf
http://www.cenelec.eu/aboutcenelec/whatwedo/technologysectors/smartmetering.html
http://www.cenelec.eu/aboutcenelec/whatwedo/technologysectors/smartmetering.html
http://www.cenelec.eu/aboutcenelec/whatwedo/technologysectors/smartmetering.html
http://www.cenelec.eu/aboutcenelec/whatwedo/technologysectors/smartmetering.html
http://www.eos-eu.com/files/Documents/WhitePapers/Steps_cyber_security.pdf
http://www.eos-eu.com/files/Documents/WhitePapers/Steps_cyber_security.pdf
http://www.eos-eu.com/files/Documents/WhitePapers/Steps_cyber_security.pdf
http://www.eos-eu.com/files/Documents/WhitePapers/Steps_cyber_security.pdf
http://www.eos-eu.com/?Page=euracom
http://www.eos-eu.com/?Page=euracom
http://www.eos-eu.com/?Page=euracom
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interconnected networks) dialogue
reports and deliverables between energy
and security
stakeholders to
attend the
security of
energy
infrastructures.
- Support
European
policies for the
protection  of
critical energy
infrastructures.
11 Sicherheitim Smart Grid.| http://www.stiftungakt | Medium 2011 Key elements of
Eckpunkte fur ein| uell.deffiles/sr90_siche a smart grid
Energieinformationsnetz | rheit_im_energieinform security.
ationsnetz_gesamt.pdf
12 NISTIR 7628. Guideling http://csrc.nist.gov/pub | High September 2010
for Smart Grid Cybe| lications/nistir/ir7628]/i
Security ntroduction-to-nistir-
7628.pdf
13 Supply Chain Solution| http://www.us- High 2012 Emerging  risks
for Smart Grid Security| nesco.org/files/2013/01 and supply
Building on Business Be| /SupplyChaifSolutions chain solutions.
Practices for-SmartGrig Business bes
Security. pdf practices to
secure the
smart grid
supply chain.
14 Smart Grid Cybe| http://www.energy.ca. | High May 2012
Security. Potential gov/2012publications/C
Threats, Vulnerabilitieq EG500-2012-047/CEE
and Risks 500-2012:047.pdf
15 Cisco Smart Grid Securi] http://www.cisco.com/ | Medium 2009 WWW.CiSco.com
Solutions web/strategy/docs/ene [go/smartgrid
rgy/CiscoSmartGridSed
urity solutions_brief ¢
22-556936.pdf
16 Cisco GridBlock{ http://www.cisco.com/ | Medium 2011 WWW.CiSco.com
Reference Model web/strategy/docs/ene [go/smartgrid
ray/gridblocks ref _mod
el.pdf
17 Cisco GridBlock{ http://www.cisco.com/ | Medium 2012 WWW.CISC0.com
Overview web/strategy/docs/ene [go/smartgrid
rgy/overview_gba.pdf
18 Smart Grid  Security| http://www.aloul.net/P | High Septemler 2012 | Research paper
Threats, Vulnerabilitieg apers/faloul_ijsgcel2.p
and Solutions df

Page?2


http://www.stiftungaktuell.de/files/sr90_sicherheit_im_energieinformationsnetz_gesamt.pdf
http://www.stiftungaktuell.de/files/sr90_sicherheit_im_energieinformationsnetz_gesamt.pdf
http://www.stiftungaktuell.de/files/sr90_sicherheit_im_energieinformationsnetz_gesamt.pdf
http://www.stiftungaktuell.de/files/sr90_sicherheit_im_energieinformationsnetz_gesamt.pdf
http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://csrc.nist.gov/publications/nistir/ir7628/introduction-to-nistir-7628.pdf
http://www.us-nesco.org/files/2013/01/SupplyChain-Solutions-for-Smart-Grid-Security.pdf
http://www.us-nesco.org/files/2013/01/SupplyChain-Solutions-for-Smart-Grid-Security.pdf
http://www.us-nesco.org/files/2013/01/SupplyChain-Solutions-for-Smart-Grid-Security.pdf
http://www.us-nesco.org/files/2013/01/SupplyChain-Solutions-for-Smart-Grid-Security.pdf
http://www.us-nesco.org/files/2013/01/SupplyChain-Solutions-for-Smart-Grid-Security.pdf
http://www.energy.ca.gov/2012publications/CEC-500-2012-047/CEC-500-2012-047.pdf
http://www.energy.ca.gov/2012publications/CEC-500-2012-047/CEC-500-2012-047.pdf
http://www.energy.ca.gov/2012publications/CEC-500-2012-047/CEC-500-2012-047.pdf
http://www.energy.ca.gov/2012publications/CEC-500-2012-047/CEC-500-2012-047.pdf
http://www.cisco.com/web/strategy/docs/energy/CiscoSmartGridSecurity_solutions_brief_c22-556936.pdf
http://www.cisco.com/web/strategy/docs/energy/CiscoSmartGridSecurity_solutions_brief_c22-556936.pdf
http://www.cisco.com/web/strategy/docs/energy/CiscoSmartGridSecurity_solutions_brief_c22-556936.pdf
http://www.cisco.com/web/strategy/docs/energy/CiscoSmartGridSecurity_solutions_brief_c22-556936.pdf
http://www.cisco.com/web/strategy/docs/energy/CiscoSmartGridSecurity_solutions_brief_c22-556936.pdf
http://www.cisco.com/go/smartgrid
http://www.cisco.com/go/smartgrid
http://www.cisco.com/web/strategy/docs/energy/gridblocks_ref_model.pdf
http://www.cisco.com/web/strategy/docs/energy/gridblocks_ref_model.pdf
http://www.cisco.com/web/strategy/docs/energy/gridblocks_ref_model.pdf
http://www.cisco.com/web/strategy/docs/energy/gridblocks_ref_model.pdf
http://www.cisco.com/go/smartgrid
http://www.cisco.com/go/smartgrid
http://www.cisco.com/web/strategy/docs/energy/overview_gba.pdf
http://www.cisco.com/web/strategy/docs/energy/overview_gba.pdf
http://www.cisco.com/web/strategy/docs/energy/overview_gba.pdf
http://www.cisco.com/go/smartgrid
http://www.cisco.com/go/smartgrid
http://www.aloul.net/Papers/faloul_ijsgce12.pdf
http://www.aloul.net/Papers/faloul_ijsgce12.pdf
http://www.aloul.net/Papers/faloul_ijsgce12.pdf
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Relevance
(High/Medium/L
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DATE of ltem

Comments

19

Cyber Attack Exposur
Evaluation Framework fo
the Smart Grid

http://ieeexplore.ieee.o
ra/stamp/stamp.jsp?tp
=&arnumber=6025254

Medium

December 2011

Research paper

20

Cyber Security and Powg
System Communicatian
Essential Parts of a Sma
Grid Infrastructure

http://ieeexplore.ieee.o
ra/stamp/stamp.jsp?tp
=&arnumber=5452993

Medium

July 2010

Research paper

21

Security Technology fo
Smart Grid Networks

http://ieeexplore.ieee.o
rg/stamp/stamp.jsp?tp
=&arnumber=5460903

Medium

June 2010

Research pape

22

Smartgrid security issues

http://ieeexplore.ieee.o
rg/stamp/stamp.jsp?tp
=&arnumber=5403159

Medium

Feb 2010

Research paper

23

Towards a Framework fo
Cyber Attack Impac]
Analysis of the Electri¢
Smart Grid

http://ieeexplore.ieee.o
rg/stamp/stamp.jsp?tp
=&arnumber=5622049

Medium

2010

Research paper

24

Decreased time delay an
security enhancems
recommendations for|
AMI smart meter
networks

http://ieeexplore.ieee.o
rg/stamp/stamp.jsp?tp
=&arnumber=5434780

Medium

2010

Specific
Research paper

25

Smart Grid Privacy Vi
Anonymgation of Smart
Metering Data

http://ieeexplore.ieee.o
rg/stamp/stamp.jsp?tp
=&arnumber=5622050

Medium

2010

Specific
Research paper

26

Security and  Privac)
Challenges ni the Smart
Grid

http://ieeexplore.ieee.o
rg/stamp/stamp.jsp?tp
=&arnumber=5054916

Medium

June 2009

Specific
Research paper

27

Securing where
grids meetsSCADA

smar

http://www.embedded.
com/design/safetyand
security/4413576/4/Sec|
uring-the-smartgrid-
andSCADA

Medium

May 2013

28

Energy measurement an
security for thesmart grid
¢ too long overlooked

http://www.maximinte
grated.com/app
notes/index.mvp/id/55
36

Medium

Jan 2013

29

Information of EEUU
initiatives in smart grids.

http://www.smartgrid.g
ov/ and
http://www.smartgrid.g
oVvl/library

High

Currently updated
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http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6025254
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6025254
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6025254
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5452993
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5452993
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5452993
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5460903
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5460903
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5460903
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5403159
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5403159
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5403159
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5622049
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5622049
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5622049
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5434780
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5434780
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5434780
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5622050
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5622050
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5622050
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5054916
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5054916
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=5054916
http://www.embedded.com/design/safety-and-security/4413576/4/Securing-the-smart-grid-and-SCADA
http://www.embedded.com/design/safety-and-security/4413576/4/Securing-the-smart-grid-and-SCADA
http://www.embedded.com/design/safety-and-security/4413576/4/Securing-the-smart-grid-and-SCADA
http://www.embedded.com/design/safety-and-security/4413576/4/Securing-the-smart-grid-and-SCADA
http://www.embedded.com/design/safety-and-security/4413576/4/Securing-the-smart-grid-and-SCADA
http://www.maximintegrated.com/app-notes/index.mvp/id/5536
http://www.maximintegrated.com/app-notes/index.mvp/id/5536
http://www.maximintegrated.com/app-notes/index.mvp/id/5536
http://www.maximintegrated.com/app-notes/index.mvp/id/5536
http://www.smartgrid.gov/
http://www.smartgrid.gov/
http://www.smartgrid.gov/library
http://www.smartgrid.gov/library
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30 21 steps to improve cybe| 21 Steps to improve C| High Not specified
security of SCAD/ of SCADA netw&s
networks
31 AMI  System  Security http://energy.gov/sites | Medium 17/12/2008
Requirements [prod/files/oeprod/Doc
umentsandMedia/14
AMI_Systen Security
Requirements_updated
pdf
32 Industrial control systemgq Industrial Control| Medium 4Q 2012
security Systems Security
33 Infrastructure protection:| http://www.homelands | Medium 19 august 2013
u.s. power plants| ecuritynewswire.com/d
utilities face growing| r20130819u-s-power-
cyber vulnerability plantsutilities-face-
growingcyber
vulnerability
34 Guicklines for Assessin( http://collaborate.nist.g | Medium February 2011
Wireless Standards fo| ov/twiki-
Smart Grid sggarid/pub/SmartGrid/
o PAPO2Wireless/NISTIR
Applications 761 0df
35 Protecting SCADA devicq{ http://www.embedded. | Medium September 2012
from threats and hackers| com/design/safetyand-
security/4397214Prote
cting SCADAlevices
from-threatsand
hackers
36 Recommendations fol http://www.etsi.org/W | Medium May 2011
smart grid | ebSite/document/0905
standardization RA%20smart%20qgrids
Bdef.pdf
37 Utility Cyber Security http://www.navigantre | Medium 4Q 2011 Research report
| search.com/wp
Seveq Key Smart Grf assets/uploads/2011/1
Security 1/UCSL11-Pike
Trends to Watch in 2017 Research.pdf
and Beyond
38 Smart Grid: 10 Trends t{ http://www.navigantre | Medium 1Q 2013 White paper
Watch in 2013 and search.com/wp
Beyond assets/uploads/2013/0
3/WP-SG10113-
NavigantResearch.pdf
39 Smart Grid Information http://ec.europa.eu/en | Medium November 2012
Security ergy/gas_electricity/sm
artgrids/doc/xpert_gro
upl security.pdf
40 Smart Grid  Security| http://s3.amazonaws.c | High October 2012 PPT
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http://energy.gov/sites/prod/files/oeprod/DocumentsandMedia/14-AMI_System_Security_Requirements_updated.pdf
http://energy.gov/sites/prod/files/oeprod/DocumentsandMedia/14-AMI_System_Security_Requirements_updated.pdf
http://energy.gov/sites/prod/files/oeprod/DocumentsandMedia/14-AMI_System_Security_Requirements_updated.pdf
http://energy.gov/sites/prod/files/oeprod/DocumentsandMedia/14-AMI_System_Security_Requirements_updated.pdf
http://energy.gov/sites/prod/files/oeprod/DocumentsandMedia/14-AMI_System_Security_Requirements_updated.pdf
http://energy.gov/sites/prod/files/oeprod/DocumentsandMedia/14-AMI_System_Security_Requirements_updated.pdf
http://www.homelandsecuritynewswire.com/dr20130819-u-s-power-plants-utilities-face-growing-cyber-vulnerability
http://www.homelandsecuritynewswire.com/dr20130819-u-s-power-plants-utilities-face-growing-cyber-vulnerability
http://www.homelandsecuritynewswire.com/dr20130819-u-s-power-plants-utilities-face-growing-cyber-vulnerability
http://www.homelandsecuritynewswire.com/dr20130819-u-s-power-plants-utilities-face-growing-cyber-vulnerability
http://www.homelandsecuritynewswire.com/dr20130819-u-s-power-plants-utilities-face-growing-cyber-vulnerability
http://www.homelandsecuritynewswire.com/dr20130819-u-s-power-plants-utilities-face-growing-cyber-vulnerability
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Wireless/NISTIR7761.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Wireless/NISTIR7761.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Wireless/NISTIR7761.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Wireless/NISTIR7761.pdf
http://collaborate.nist.gov/twiki-sggrid/pub/SmartGrid/PAP02Wireless/NISTIR7761.pdf
http://www.embedded.com/design/safety-and-security/4397214/Protecting-SCADA-devices-from-threats-and-hackers-
http://www.embedded.com/design/safety-and-security/4397214/Protecting-SCADA-devices-from-threats-and-hackers-
http://www.embedded.com/design/safety-and-security/4397214/Protecting-SCADA-devices-from-threats-and-hackers-
http://www.embedded.com/design/safety-and-security/4397214/Protecting-SCADA-devices-from-threats-and-hackers-
http://www.embedded.com/design/safety-and-security/4397214/Protecting-SCADA-devices-from-threats-and-hackers-
http://www.embedded.com/design/safety-and-security/4397214/Protecting-SCADA-devices-from-threats-and-hackers-
http://www.etsi.org/WebSite/document/0905_RA%20smart%20grids-Bdef.pdf
http://www.etsi.org/WebSite/document/0905_RA%20smart%20grids-Bdef.pdf
http://www.etsi.org/WebSite/document/0905_RA%20smart%20grids-Bdef.pdf
http://www.etsi.org/WebSite/document/0905_RA%20smart%20grids-Bdef.pdf
http://www.navigantresearch.com/wp-assets/uploads/2011/11/UCS-11-Pike-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2011/11/UCS-11-Pike-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2011/11/UCS-11-Pike-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2011/11/UCS-11-Pike-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2011/11/UCS-11-Pike-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2013/03/WP-SG10T-13-Navigant-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2013/03/WP-SG10T-13-Navigant-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2013/03/WP-SG10T-13-Navigant-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2013/03/WP-SG10T-13-Navigant-Research.pdf
http://www.navigantresearch.com/wp-assets/uploads/2013/03/WP-SG10T-13-Navigant-Research.pdf
http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_security.pdf
http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_security.pdf
http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_security.pdf
http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_security.pdf
http://s3.amazonaws.com/sdieee/207-SG-Threats_Vulns_Countermeasure.pdf
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threats, vulnerabilities & om/sdieee/207SG presentation
potential Threats_Vulns_Counte
countermeasures measure.pdf

41 Cyber security in smar| http://www.ece.ncsu.e | High January 2013
grids - survey and| du/netwis/papers/13wl
challenges -comnet.pdf

42 2012 DOE Smart Gri http://www.smartgrid.g | High December 2012 | It shows a
Cybersecurity ov/sites/default/files/d summary of
Information Exchange oc/files/2012_Cybersec best practices

urity Information_Exch exposed in the
ange.pdf event.

43 Smart management is th{ http://www.embedded. | High December 2010 | The article
key to smart grid meterl com/design/connectivit defends the
security y/4211457/Smar smart

managemeniis-the- management
keyto-smartgrid- for smart grids.
meter-security

44 Supply Chain Solution| US_ResilienceProject | High 2012
for Smart Grid Security|
Building on Business Be|
Practices

45 Load Redistribution Load Redistribution Medium 2012
Attacks and Protectior] Attacks and Protection
Strategy in Electric Powg Strategy in  Electrig
Systems Power Systems

46 Developing a Solid SCAL DevelopingASolidSCAL Medium 11/2002
Security Strategy ASecurityStrategy

47 Next Generation SCAD| NextGenerationSCADA| 2005
Security: Best Practice ecurityBestPracticesAn High
and Client Puzzles dClientPuzzles 9

48 Security as a Nev| SecurityASANewDimen High 2004
Dimension in Embedde( ioninEmbeddedSystem
System Design Design

49 Enhancing security http://www - High 2004
Throughout the Supply 304.ibm.com/jct03001c
Chain /procurement/proweb.

nsf/objectdocswebview
[filesupply+chain+secur
ity+white+paper+and+a
ssessment+quide+april
2004/$file/supply+chai
n+security+white+pape
r+and+assessment+qui
e+april+2004.pdf

50 Smart grid information| http://www.energy.ca. | High 20102013
assurance and securit| gov/2013publications/C
technology assessment | EG500-2013056/CE€

500-2013056.pdf
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http://s3.amazonaws.com/sdieee/207-SG-Threats_Vulns_Countermeasure.pdf
http://s3.amazonaws.com/sdieee/207-SG-Threats_Vulns_Countermeasure.pdf
http://s3.amazonaws.com/sdieee/207-SG-Threats_Vulns_Countermeasure.pdf
http://www.ece.ncsu.edu/netwis/papers/13wl-comnet.pdf
http://www.ece.ncsu.edu/netwis/papers/13wl-comnet.pdf
http://www.ece.ncsu.edu/netwis/papers/13wl-comnet.pdf
http://www.smartgrid.gov/sites/default/files/doc/files/2012_Cybersecurity_Information_Exchange.pdf
http://www.smartgrid.gov/sites/default/files/doc/files/2012_Cybersecurity_Information_Exchange.pdf
http://www.smartgrid.gov/sites/default/files/doc/files/2012_Cybersecurity_Information_Exchange.pdf
http://www.smartgrid.gov/sites/default/files/doc/files/2012_Cybersecurity_Information_Exchange.pdf
http://www.smartgrid.gov/sites/default/files/doc/files/2012_Cybersecurity_Information_Exchange.pdf
http://www.embedded.com/design/connectivity/4211457/Smart-management-is-the-key-to-smart-grid-meter-security
http://www.embedded.com/design/connectivity/4211457/Smart-management-is-the-key-to-smart-grid-meter-security
http://www.embedded.com/design/connectivity/4211457/Smart-management-is-the-key-to-smart-grid-meter-security
http://www.embedded.com/design/connectivity/4211457/Smart-management-is-the-key-to-smart-grid-meter-security
http://www.embedded.com/design/connectivity/4211457/Smart-management-is-the-key-to-smart-grid-meter-security
http://www.embedded.com/design/connectivity/4211457/Smart-management-is-the-key-to-smart-grid-meter-security
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www-304.ibm.com/jct03001c/procurement/proweb.nsf/objectdocswebview/filesupply+chain+security+white+paper+and+assessment+guide+april+2004/$file/supply+chain+security+white+paper+and+assessment+guide+april+2004.pdf
http://www.energy.ca.gov/2013publications/CEC-500-2013-056/CEC-500-2013-056.pdf
http://www.energy.ca.gov/2013publications/CEC-500-2013-056/CEC-500-2013-056.pdf
http://www.energy.ca.gov/2013publications/CEC-500-2013-056/CEC-500-2013-056.pdf
http://www.energy.ca.gov/2013publications/CEC-500-2013-056/CEC-500-2013-056.pdf
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Name of the Information | Information Item (URL| Relevance DATE of Item Comments
Item/Document or file) (High/Medium/L
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51 Best practices in thg BestPracticelnTheDepl| High 2010
deployment of smart| oymentOfSmartGridTeq
grids technologies hnologies
52 Privacy by Design Privacy by Design High 2010
L Achieving the Gold
AtCh'SV'gg 'the 30tld Standard in  Datg
standar n A protection  for  the
protection for the smart .
. Smart Grid
grid.
53 Embedding Privac into | Embedding privacy i High 2010
Smart Grid Initiatives smart grids
54 Towards Addressing http://ieeexplore.ieee.o | High 2012
Common Security Issug rg/xpl/articleDetails.jsp
in Smart Grid| 2reload=true&arnumbe
Specifications r=6309314
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http://ieeexplore.ieee.org/xpl/articleDetails.jsp?reload=true&arnumber=6309314
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