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Executive summary 

Security and privacy issues are of major concern for smart grid users. For this reason, vendors should 
ensure that these two features follow smart grid devices for their whole life cycle; from the design to 
the decommission phase. Certification is not only a means to provide assurance to the smart gird users 
that security and privacy have been taken into account but also to create trust to the entire smart grid 
supply chain.  

This report provides insight on security certification of smart grids. It contains information about 
several certification approaches; it describes the specific European situation, discusses the advantages 
and challenges and provides recommendations to involved stakeholders towards a more harmonised 
European smart grid security certification practices framework. 

The report describes the need for harmonised European smart grid certification practices which cover 
the complete smart grid supply chain, and are supported by a European platform based on M/490 
SGAM1 (Smart Grid Architecture Model) and the concept of smart grid chain of trust. Part of this report 
is the analysis of the available security certification schemes for smart grids and the approaches used 
in Europe. This way we have generated an overview that depicts which certification schemes can be 
used to create this chain of trust. During this analysis it came up that there is not a single, existing, 
scheme that can cover the entire chain of trust, and that not all parts of the chain can be completely 
covered for every smart grid use-case. Additionally, it appeared that there are multiple initiatives in 
different Member States that take different approaches to achieve the same goal. For this reason, we 
use the common denominator of the features of the different existing certification standards in order 
to introduce a certification meta-scheme for the smart grids in Europe. 

The major gaps and challenges of a European smart grid certification scheme revolve around the 
fragmentation and different approaches in Member States, as well as the lack of EU guidance by a 
trusted oversight body. At this moment it will be difficult to create a security certification scheme that 

                                                             
1 SGAM is an abbreviation for the Smart Grid Architecture Model proposed by M/490 standardisation initiative, 
and is widely accepted as the common reference model architecture for smart grids not only at European but 
also at international level. The group coordinating this activity is the CEN-CENELEC-ETSI Smart Grid Coordination 
Group (SGCG) 

Legal notice 

Notice must be taken that this publication represents the views and interpretations of the authors and 
editors, unless stated otherwise. This publication should not be construed to be a legal action of ENISA or the 
ENISA bodies unless adopted pursuant to the Regulation (EU) No 526/2013. This publication does not 
necessarily represent state-of the-art and ENISA may update it from time to time.  

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the external 
sources including external websites referenced in this publication.  

This publication is intended for information purposes only. It must be accessible free of charge. Neither ENISA 
nor any person acting on its behalf is responsible for the use that might be made of the information contained 
in this publication.  

Copyright Notice 

© European Union Agency for Network and Information Security (ENISA), 2013 

Reproduction is authorised provided the source is acknowledged.  

ISBN: 978-92-9204-101-4,  doi 10.2824/36179 



Smart grid security certification in Europe 
Challenges and recommendations 
 
December 2014  

 

Page  v 

 

completely confronts the identified challenges, but an approach can be outlined that describes how 
to go from the current fragmented situation to a more harmonised one at the EU level. This approach 
allows for the national specific approaches and requirements, while providing possibilities to adopt 
European based requirements to facilitate harmonisation, and benefit from joined standardisation 
efforts. 

Taking into account the needs, as expressed in various referenced resources, we also outline the 
ǇǊƻǇŜǊǘƛŜǎ ƻŦ ǘƘŜ ΨƛŘŜŀƭΩ ǎƳŀǊǘ ƎƛǊŘ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ŀǇǇŀǊŀǘǳǎΦ ¢ƻ ŀŎƘƛŜǾŜ ǘƘƛǎ ΨƛŘŜŀƭΩ ǎƛǘǳŀǘƛƻƴ ŀ ǎŜǘ ƻŦ 
recommendations is addressed to the main stakeholders; the Commission, the certification bodies, 
the Member States and the private sector. The most outstanding recommendations are: 

Harmonised EU smart grid security certification practices 

More harmonised and coordinated EU smart grid certification practices will act as an umbrella and 
should contain elementary properties that national schemes need to have. European accreditation 
bodies will be used for confirmation of national schemes. This will ensure that there is not a single 
certifying authority, and the process remains impartial. Next to this, private sector will help in keeping 
up with the latest technology specific requirements and guidance consolidated by technical 
committees. The committees should amend the slow moving standards with detailed protection 
profiles or security requirements. Updates in national schemes should be announced so that they can 
be incorporated in national profiles. This way the maturity of the national schemes can evolve over 
time. 

The Commission together with the Member States should promote certification by allowing for 
commercial advantages for the private sector when following practices which lead to more 
harmonisation across Europe (e.g. criteria for E.U procurement activities). The certification practices 
should provide European guidance, facilitate national legislation and be actively promoted as a means 
for more harmonization.  

National implementation of specific smart grid use cases based on a chain of trust 

Each Member State should be able to map its preferred national standard/scheme to the EU platform 
and refer to this national standard for details. They should also be able to amend or expand on the 
European security requirements to provide the flexibility to incorporate national specific 
requirements. The national profiles should be created by national groups, but could be based on the 
published schemes of other Member States. The national profiles can contain the national specific 
technical requirements regarding the needed security features related to the applicable use cases 
used in that Member State. Additionally they should contain test procedures for the national specific 
requirements, and define the required testing levels for the national use cases aligned with the 
international SG-IS2  framework risk levels. 

Oversight 

It is recommended to create a EU steering committee with oversight competences on smart grid 
ŎŜǊǘƛŦƛŎŀǘƛƻƴΣ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƻŦ Ǉŀƴ 9ǳǊƻǇŜŀƴ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎΩ ŀƴŘ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ƴŀǘƛƻƴŀƭ 
schemes. It should be responsible for centralised storage and the publication of smart grid certificates 
and adopted schemes, to facilitate clarity on what is certified and how. It should provide 
implementation guidance and recommendations based on the most recent best practices and 
informative standards. 

The EU steering committee will have only a coordination role and act as an advisor to the certification 
bodies, making sure the latest threats are reflected in the security requirements definition process. 

                                                             
2 This framework is described at the M/490 SGCG Smart Grid Information Security deliverable. 
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To this end, this committee will take feedback from the private sector, and lessons learned during the 
certification processes of other nationalities. 

The steering committee should create and maintain a landing page with specific explanations for all 
stakeholders about smart grid security certification concepts, their place in the chain of trust and how 
to implement a smart grid certification chain of trust on a specific smart grid use case. 
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1 Introduction 

1.1 Overview 

¢ƘŜ ƛƴǘǊƻŘǳŎǘƛƻƴ ƻŦ ǎƳŀǊǘ ƎǊƛŘǎ ƛƴŎǊŜŀǎƛƴƎƭȅ ƭŜŀŘǎ ǘƻ ƳƻǊŜ ŀǳǘƻƳŀǘƛƻƴΦ ²ƘŜǊŜ ƛƴ ǘƘŜ ΨƻƭŘΩ ƎǊƛŘǎ 
automation was owned by the grid operator itself and took place on a dedicated network, in a smart 
grid environment multi entities are connected together. Those entities own cables, solar panels, wind 
turbines, biomass plants and so on, and they all need IT connections to exchange data with each other 
to ensure the right decisions are made from an individual economic and technical perspective. While 
the equipment has evolved to facilitate the data exchange with more intelligent and automated or 
remote controlled devices, the practices regarding manufacturing and maintenance of devices are still 
similar to the ones that were on a dedicated network. This created a gap, where the level of security 
did not grow together with the increased automation and interconnections of the grid. 

For this reason, cyber security certification of the smart grid has gained popularity as a means to 
further enhance the security that these complex systems already offer to their users. The need to 
foster the development of security certification schemes for product and organisational security was 
ƻƴŜ ƻŦ ǘƘŜ ƪŜȅ ŦƛƴŘƛƴƎǎ ƻŦ 9bL{!Ωǎ нлмн ǊŜǇƻǊǘ ƻƴ άSmart grid security: Recommendations for Europe 
and Member Statesέ. In this document, ENISA recommends: 

 

 

 

 

 
Certification in smart grid cyber security therefore also delivers a competitive advantage for both 

suppliers and service providers. 

1.2 Policy context 

The recently published Cyber Security Strategy of the European Union3 clearly identifies the shared 
responsibility of all stakeholders and the need for all actors to protect themselves in the context of 
growing dependency on information and communications technologies. The need to develop 
industrial and technical resources for cyber security is mentioned among the strategic priorities and 
actions, and in this context:   

 

 

 

 

 

 

                                                             
3 Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace, JOIN(2013) 1 final, 
avaialable at: http://ec.europa.eu/information_society/newsroom/cf/dae/document.cfm?doc_id=1667 

ά.ȅ ǊŀƛǎƛƴƎ ǘƘŜ ƭŜǾŜƭ ƻŦ ǎŜŎǳǊƛǘȅ ŀƴŘ ƳƛǘƛƎŀǘƛƴƎ ǊƛǎƪΣ ŀŎŎǊŜŘƛǘŀǘƛƻƴ ŀƴŘ ŎŜǊǘƛŦƛŎŀǘƛƻƴ 
ǎŎƘŜƳŜǎ ǿƻǳƭŘ ƛƴŎǊŜŀǎŜ ŜƴŘ ŎƻƴǎǳƳŜǊǎΩ ŎƻƴŦƛŘŜƴŎŜ ƛƴ ǎƳŀǊǘ ƎǊƛŘ ǎŜǊǾƛŎŜǎ ŀƴŘ 
systems and accelerate their acceptance. Moreover, certified service providers 
Ŏŀƴ ōŜ Ŝŀǎƛƭȅ ŎƻƳǇŀǊŜŘ ŀƭƭƻǿƛƴƎ ŦƻǊ ƳŀǊƪŜǘƛƴƎ ǎǘǊŀǘŜƎƛŜǎΧΦΩΩ  

ΨΩ! ǇǊƛƳŜ ŦƻŎǳǎ ǎƘƻǳƭŘ ōŜ ǘƻ ŎǊŜŀǘŜ ƛƴŎŜƴǘƛǾŜǎ ǘƻ ŎŀǊǊȅ ƻǳǘ ŀǇǇǊƻǇǊƛŀǘŜ Ǌƛǎƪ 
management and adopt security standards and solutions, as well as possibly 
establish voluntary EU-wide certification schemes building on existing schemes 
in the EU and internationally. The Commission will promote the adoption of 
coherent approaches among the Member States to avoid disparities causing 
ƭƻŎŀǘƛƻƴŀƭ ŘƛǎŀŘǾŀƴǘŀƎŜǎ ŦƻǊ ōǳǎƛƴŜǎǎŜǎΦΩΩ 
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The abovementioned excerpt from the EU Cybersecurity Strategy is aligned with the findings of the 

workshop organised by ENISA in 2012 where the experts clearly expressed the need for more 

harmonised smart grid certification practices as a means to lower the costs of certification and break 

down the trade barriers.  

1.3 Scope 

The objective of this document is to provide technical advice, recommendations and good practices 
for security certification for smart grids. Strategy, architecture guidelines and framework alternatives 
are presented as recommendations which set the basis for the smart grid certification requirements. 

This document does not solve all the political and legal issues related to implementing such smart grid 
security certification obligations. Good practices of existing certification schemes and regulations in 
the smart grid environment are presented as potential guidelines. The problem definition and the 
need for certification point out in chapter 2, form the basis for this document. 

Data protection is of the utmost importance for the smart grid4. Security certification is considered as 
one of the measures which contributes to a safer and, as a result, a more secure processing 
environment of personal data in the smart grid. Many security requirements described in existing 
security certification standards are considered to be relevant to the existing data protection 
framework. However, there are many data protection requirements (i.e. consent of the data subject, 
the purpose definition, proportionality of collected data etc.) and tools (i.e. privacy by design, data 
protection impact assessment (DPIA), best available techniques (BATs), privacy seals, notifications of 
the processing to and audits by the national Data Protection Authorities (DPAs) and data breach 
notifications) which are less or not relevant to existing security certification standards.  

1.4 Target audience 

The target audience of this document is the European Commission and Member States (MSs) 
interested in open issues regarding security certification in smart grid environments. This document 
aims to:  

¶ Create a common basis on which smart grid security certification can be structured 

¶ Inform the related industry community (IT security engineers, ICS engineers and operators, 
national Information Security offices/agencies)  

¶ Provide an interface between policy makers and technology specialists regarding smart grid 
security certification. 

The stakeholders related to the findings and recommendations in this document are:  

¶ Certification and accreditation organizations 

¶ Regulators and policy makers 

¶ Smart grid operators 

¶ Standardisation Bodies (e.g. ETSI, NIST, IEC, ISO, etc.) 

¶ Security solutions providers 

¶ Smart grid manufacturers 

¶ Academia, R&D 

¶ Public bodies in the Member States involved in smart grid cyber security. 

                                                             
4 Commission Recommendation on preparations for the roll-out of smart metering systems (2012/148/EU), 
available at http://eur -lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32012H0148&from=EN 
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1.5 Structure of this document 

The document consists out of six main sections explaining in subsequent order: 

1. Introduction 
2. The need for smart grid certification 
3. Standards and certification schemes 
4. A chain of trust for the smart grid 
5. Gaps and challenges 
6. Recommendations 

Please see άAnnex A: Definitionsέ for a short list of definitions used throughout this document. 

1.6 Method 

The team has intiatilly performed a desktop reseach with the objective to identify both the need for 
ƳƻǊŜ ŎƻƴǾŜǊƎŜŘ ǎƳŀǊǘ ƎǊƛŘ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ŀǇǇǊƻŀŎƘŜǎ ƛƴ 9ǳǊƻǇŜ ŀƴŘ ǘƘŜ ǇǊƻǇŜǊǘƛŜǎ ƻŦ ŀƴ ΨƛŘŜŀƭΩ 
certification scheme. Then, they took stock of the existing security certification approaches in order 
to identify, analyse and then compare security standards, good practices and schemes that could be 
used in order to define the properties of a smart grid certification meta scheme. They analysed  the 
results of the research and the outcome of the analysis delivered: 

¶ Identification of gaps betweeƴ ǘƘŜ ŜȄƛǎǘƛƴƎ ǎŎƘŜƳŜǎ ŀƴŘ ǘƘŜ ΨƛŘŜŀƭΩ ƻƴŜΦ  

¶ Identification of gaps between different certification standards. 

¶ Challenges involved in further harmonising the existing smart grid security approaches in 
Europe. 

¶ Recommendations on how to improve the existing European smart grid certification 
apparatus. 

Both the result of the research and the draft report were validated by the Smart Infrastructures 
Security Experts Community (SISEC)5 and a number of selected ICT and smart grid certification experts. 
Based on the comments received by the experts a second draft was prepared then and this new 
document presented in a thematic workshop organised by ENISA6. For the workshop, ENISA has 
invited experts from different stakeholder categories to assess the quality of the findings and debate 
the proposed good practices and recommendations. The final report is the outcome of the second 
round of consultation with the experts.  
  

                                                             
5 9bL{!Ωǎ {ƳŀǊǘ LƴŦǊŀǎǘǊǳŎǘǳǊŜǎ όŎȅōŜǊύ {ŜŎǳǊƛǘȅ 9ȄǇŜǊǘǎ /ƻƳƳǳƴƛǘȅ ό{L{9/ύ ƛƴŎƭǳŘŜǎ ŎȅōŜǊ ǎŜŎǳǊƛǘȅ ŜȄǇŜǊǘǎ ŦǊƻƳ 
national cyber security authorities, energy and ICT industries, and possibly also selected non-EU partners. SISEC 
has the mission to support the overall goal to achieve a higher maturity in cyber security for the critical 
infrastructure of the European Union in order to increase the robustness and availability of critical infrastructure 
against cyber security threats. 
6 http://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2014/certification-of-cyber-security-
skills-of-ics-scada-experts-and-smart-grid-components 
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2 The need for smart grid certification 

This chapter describes what specific key drivers have been identified to support the need  for a more 
organised and harmonised European framework for smart grid certification practices, and why such a 
framework helps to create a chain of trust to the product (energy) delivered by the smart grid. The 
general need for certification in the area of smart grids has been addressed in previous ENISA 
documents, such as the report on Protecting Industrial Control Systems - Recommendations for 
Europe and Member States, 2011 and the minutes from the joint ENISA/EC workshop on the 
certification of smart grid components (2012)7. This report can be considered as a follow up to the 
findings and recommendations illustrated in these documents. 

2.1 State of play 

The following list of items summarises the current situation around smart grid component security 
certification as reflected during the ENISA workshop: 

¶ Price: Current certification schemes are considered rather expensive. Several reasons have 
been reported for this; fragmented national policies, lack of resources, the need for 
repeatability and consistency of the results and the large number of components involved in 
the smart grid supply chain. 

¶ Lack of a uniform approach: Stakeholders are facing a fragmented situation where different 
initiatives regarding the cyber security of smart grids are been developed. 

¶ Long life cycle: The certification process takes some time which usually is more than the time 
needed for new vulnerabilities to appear in the cyberspace. 

¶ Legal framework: There are only a few legal texts concerning security in smart grids and this 
is leaving enough space for grey zones and/or interpretations. 

¶ Common Criteria: 
o is the predominant certification scheme in the market. 
o it will be unrealistic to have a Common Criteria certificate for the whole smart grid 

supply chain. 
o to be applied in the smart grid environment, it should be extended to include specific 

protection profiles for the smart grid, similar to those related to the smart card 
industry, where a joint interpretation library was developed. 

¶ Environment of certification: One additional topic mentioned by some experts is that 
certification of products is done in laboratories which are independent of the operational 
environment. A product can be certified but that does not necessarily mean that when it is 
implemented in the system, it is configured correctly, that it functions properly, and that it 
does not affect the performance of the entire network. 

¶ Training: There is no national or European wide specialised training course on Industrial 
Control Systems and smart grid security to educate experts on security certification matters. 

2.2 Market drivers 

The drivers behind certification vary widely. Security certification has historically originated from 
governmental agencies to ensure a level of trust in their equipment and supply chain (e.g. FIPS140-2, 
ISO 15408). However, industry partners have also taken it upon themselves to create certain 
certification schemes, such as the vendor focussed UCAIug which created the IEC 61850 certification 

                                                             
7  https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-
components/workshop-minutes 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
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standard that can be also applied to the smart grid industry. Here, it was recognised by several vendors 
that it would be mutually beneficial to create a common and impartial understanding of how devices 
operating in an electrical substation should interact. 

In some cases, insurance companies and banks can also drive certification as a means to secure 
investments made, and minimise the risk of monetary or other types (e.g. reputational) of loss due to 
the use of substandard quality or security by their customers. 

Recognition by key stakeholders is the most important aspect for a successful certification scheme. 
Without the recognition and endorsement of key stakeholders, a certification scheme holds little 
value, and any cost incurred by the certification process becomes difficult to justify. 

Therefore, some schemes such as Common Criteria adopt a chain of trust, and facilitate an 
infrastructure where Member States ŀǊŜ ŀōƭŜ ǘƻ ƻŦŦƛŎƛŀƭƭȅ ǊŜŎƻƎƴƛǎŜ ŜŀŎƘ ƻǘƘŜǊΩǎ ŎŜǊǘƛŦƛcates. A 
different solution is to have an international users group issuing the certificate, however this can be 
difficult for smart grid security, as the government is a significant stakeholder and therefore it will 
probably need a more formalised accreditation process to accept any type of certificate. 

2.2.1 How certification works (success stories) 

There are numerous success stories where a properly implemented scheme has developed into a 
successful and mature standard that is recognised by the relevant stakeholders. A good example of 
this is the Common Criteria framework in the smart-card industry, where it is widely accepted. 

Another success story is the implementation of NERC-CIP in US, as it helped evolve cyber security in 
US, and ensures that all critical infrastructures have taken a minimal set of precautions to protect their 
assets. 

2.2.2 And how it does not work (failure stories) 

Unfortunately the successful schemes have sometimes also caused a compliance culture, where asset 
owners first try to ensure that a minimum set of critical assets is defined, to keep cost low. The 
mandatory audit trails are seen as the cumbersome creation of paperwork, without much attention 
for the processes that should have generated it in the first place. 

Another pitfall is illustrated by a security standard in the Netherlands, where the security 
requirements were made too general, and the insurance premiums  appear to be cheaper than actual 
compliance to the standard. 

Some SCADA standards encountered criticism because the promised interoperability seemed not to 
be provided by the certification scheme. This issue had more to do with how the scheme was 
advertised than a flaw in the scheme itself. But it should be clear that the critique the standard 
encountered did not improve the endorsement by the stakeholders.  

Some schemes allow a vendor to write its own requirements to seek certification against, and this can 
provide a biased image. For example, several companies have certified their products against the 
scheme, but the usability of the certified configuration is said to be very limited. 

Additionally depending on the scheme and requirements, certification can be a rather lengthy and 
costly process, (a process costing several hundreds of thousands euros and taking a year is not 
uncommon) and can therefore cause small players to be forced out of the market. That being said, 
some schemes do allow a lower security level, which is also much faster and cheaper to certify. But 
this will mean that the level of certified security will also be severely affected. Another reason for 
increased cost of certification is that there is no consensus on the certification method between 
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Member States. Without consensus on the method used, certification efforts have to be repeated 
multiple times with different methods for different Member States. 

2.3  Stakeholder needs 

The European Union, as well as previous studies done by ENISA and ESMIG (European Smart Metering 
Industry Group) backed up by stakeholders; provide statements regarding the recognition of a need 
for a pan European smart grid certification. Below is a summary of the various statements: 

1. Solve trust issues between EU stakeholders regarding the smart grid 
2. Create a common reference model for smart grid security in EU 
3. Establish the basis for a minimum set of auditable controls for smart grids across Europe 
4. Define an agreed method for the level of security for different criticality aspects of the grid 
5. Establish a harmonised approach in the EU for smart grid component, system, and operational 

security to increase trust 
6. Provide EU guidance for a harmonized approach that facilitates national legislation 
7. Promote public and private interaction within the EU on smart grid security 
8. Improve the maturity level of security in the EU smart grid 
9. Establish shared responsibility in risk mitigation amongst EU stakeholders 
10. Lower costs of smart grid certification in the EU 
11. Address the life cycle of a European smart grid 

Below follows a description of each statement with a reference to the source the statement is based 
upon. 

Solve trust issues between EU stakeholders regarding the smart grid8 

This relates to the different national regulations and the fragmented nature of the smart grid which 
makes responsibility and accountability unclear. Additionally, because of the multidisciplinary nature 
of smart grid systems, the supply chain of the used components and systems is quite wide, not 
transparent and complex. This can cause trust issues within the EU stakeholders because they cannot 
oversee all related risks anymore. 

Create a common reference model for smart grid security in EU 

The European market is becoming more mature. Member states are considering to specify their own 
security requirements and develop their own certification schemes to qualify their products. This 
could create fragmentation of the market if these activities are not developed in a coordinated 
manner. The development of these schemes is mainly originating from certification authorities. 
However, there is neither a protection profile covering the whole smart grid chain nor a certification 
scheme at a European level yet. The development of one reference model to harmonise the European 
market is therefore needed.7 

ESMIG expressed the intention to reach a multi-stakeholder, European wide approach to identify 
(technological and economic) security and privacy risks emerging with the deployment and operations 
of a smart metering system. This was done in order to draw appropriate requirements and 
countermeasures for smart meter/grid use cases from asset owners. 

                                                             

8 https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/sgtl/smart-grid-
threat-landscape-and-good-practice-guide 

https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/sgtl/smart-grid-threat-landscape-and-good-practice-guide
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/sgtl/smart-grid-threat-landscape-and-good-practice-guide
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Establish the basis for a minimum set of auditable controls for smart grids across Europe 

There is a need for a European set of requirements that can be used for reinforcing the cyber security 
of the smart grid.9, 10 This is important to create a level of security that has a common baseline across 
Europe, and facilitates as a common interface for the interaction regarding cyber security between 
Member States. 

Define an agreed method for the level of security for different criticality aspects of the grid 

Some stakeholders have identified that the smart grid, as a whole, contains a wide range of 
components. Having all these components certified is perhaps not feasible, and it is not a good 
indication of the security of the whole smart grid. There is a need to assess the criticality of the various 
smart grid parts and apply various security assurance techniques based on that criticality. For example, 
a smart grid component that is in a more exposed environment could in some cases have a larger 
impact on the security of the grid. It would therefore, in that case, be beneficial to focus more on 
these critical components that could have a large impact, then to spend the same amount of time and 
money on components that have a much lower impact on the security of the grid.  

Probably the components of the critical infrastructure cannot be certified using the same method as 
traditional IT systems. Also a certified component does not imply a secure component, since all the 
risks cannot be taken into consideration. The challenge in the smart grid context is facing 
vulnerabilities and threats which are growing faster and faster due to the complexity of the system 
and the large number of interdependencies amongst its components. Certification is one method that 
can mitigate risks for the smart grid environment.11 Care should be taken with such a certification 
approach that flexibility is maintained, and to allow for a risk level based on system criticality since 
the level of criticality of a system can differ per stakeholder and per Member State. 

Establish a harmonised approach in the EU for smart grid component, system, and operational 
security to increase trust 

During previous interviews and surveys with stakeholders, it emerged that a significant portion of 
stakeholders expressed their doubts about the trustworthiness of the smart grid. This is backed up by 
previous ENISA reports, where in one of the key findings ƻŦ ǘƘŜ 9bL{!ϥǎ нлмн ǊŜǇƻǊǘ ƻƴ άSmart grid 
security: Recommendatioƴǎ ŦƻǊ 9ǳǊƻǇŜ ŀƴŘ aŜƳōŜǊ {ǘŀǘŜǎέ, ENISA recommends that:  

άwŜŎƻƳƳŜƴŘŀǘƛƻƴ сΥ tǊƻƳƻǘŜ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǎŜŎǳǊƛǘȅ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŎƘŜƳŜǎ for products and 
organisational security: By raising the level of security and mitigating risks, accreditation and 
certification schemes would increase end-ŎƻƴǎǳƳŜǊǎΩ confidence in smart grid services and systems 
and accelerate their acceptance. Moreover, certified service providers can be easily compared allowing 
for marketing strategies...."12 

άwŜƎŀǊŘƛƴƎ ǘƘŜ ǎŎƻǇŜ ƻŦ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴΣ ǎƻƳŜ ǎǘŀƪŜƘƻƭŘŜǊǎ ƴƻǘŜŘ ǘƘŀǘ ǘƘŜ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƻŦ 
components is important. At this moment, a standard can be developed for the certification of 

                                                             
9  Recommendation 5: Develop a minimum set of reference standards and guidelines - 
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-
and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport 
10 Minimum security requirements: Development of minimum security requirements for other than Smart 
meters SG devices is needed. - https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-
1/2012/smart-grid-certification-components/workshop-minutes 
11  https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-
components/workshop-minutes 
12  http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-
and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport 

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
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individual component. However, mandatory standards that contain controls for the overall 
organization are not defined yet. A certification scheme for the whole grid, not only for the 
components, is needed. The security of the smart grids should be developed taking into consideration 
ǘƘŜ ōŀƭŀƴŎŜ ōŜǘǿŜŜƴ ǘƘŜ Ǌƛǎƪ ŀƴŘ ǘƘŜ ǎŜǊǾƛŎŜǎ ǇǊƻǾƛŘŜŘ ōȅ ǘƘŜ ŜƴŜǊƎȅ ƛƴŘǳǎǘǊȅΦέ13 

ESMIG also suggests that a scheme that supports IT systems and components in the smart metering 
domain is desirable; ά¢Ƙƛǎ Ŏontributes to ensure interoperability and a commonly implemented 
ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŎƘŜƳŜ ŦƻǊ tǊƻŘǳŎǘǎ ŀƴŘ {ȅǎǘŜƳǎ ƛƴ ǎƳŀǊǘ ƳŜǘŜǊƛƴƎ ŀǎ ƛƴƛǘƛŀƭ {ƳŀǊǘ DǊƛŘ ŘŜǇƭƻȅƳŜƴǘǎέ 

Provide EU guidance for a harmonized approach that facilitates national legislation 

A harmonized smart grid approach is needed that includes economies of different scales and sizes, 
can support any potential market model, and facilitates legislation on EU-Level. 

Promote public and private interaction within the EU on smart grid security 

It is seen as important to ensure that any adopted scheme will promote interaction between public 
and private parties in the EU, to ensure wide support for a scheme, and to facilitate a scheme that is 
not a burden on the parties involved.14 

Improve the maturity level of security in the EU smart grid 

The approach to security in the EU varies between Member States. The European market starts to 
become more mature. Member States are considering to develop their own certification schemes to 
qualify their systems. This could create fragmentation of the market if these activities do not develop 
in a coordinated manner.  

Last year, ENISA organized a workshop on the certification of smart grid components. During this 
event, the experts had the opportunity to discuss the challenges of the existing security certification 
approaches that apply to the smart grids. One of the key findings of this workshop was that there is 
recognition for a need for improvement regarding the existing certification schemes in the EU.15 

Establish shared responsibility in risk mitigation amongst EU stakeholders 

The recently published Cybersecurity Strategy of the European Union clearly identifies the shared 
responsibility of all stakeholders, and the need for all actors, to protect themselves in the context of 
growing dependency on information and communications technologies. The need to develop 
industrial and technical resources for cybersecurity is mentioned among the strategic priorities and 
actions, and in this context: "A prime focus should be to create incentives to carry out appropriate risk 
management and adopt security standards and solutions, as well as possibly establish voluntary EU-
wide certification schemes building on existing schemes in the EU and internationally. The Commission 
will promote the adoption of coherent approaches among the Member States to avoid disparities 
causing locational disadvantages for businesses."16 

                                                             
13  https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-
components/workshop-minutes 

14Recommendation 2: Foster the creation of a Public-Private Partnership (PPP) entity to coordinate smart grid 

cyber security initiatives - http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-
and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-
recommendations/at_download/fullReport 
15  https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-
components/workshop-minutes 
16 European Commission, 2013. Cybersecurity Strategy of the European Union: An Open, Safe and Secure 
Cyberspace (JOIN(2013) 1 final) - http://eeas.europa.eu/policies/eu-cyber-security/cybsec_comm_en.pdf 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/smart-grids-and-smart-metering/ENISA-smart-grid-security-recommendations/at_download/fullReport
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
http://eeas.europa.eu/policies/eu-cyber-security/cybsec_comm_en.pdf
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Lower costs of smart grid certification in the EU 

In this respect, some experts stated that security does not come for free; therefore the impact of the 
cost must be considered carefully and should not be underestimated.17 The effort that has to be 
undertaken to ensure security is maintained across all national approaches of the EU Member States 
is complex, due to the different smart grid approaches and requirements per Member State. Having a 
different certification approach and different requirements per country will be more costly in respect 
to compliance as opposed to a European approach. As a product or system would have to undergo 
recertification for each individual Member State. Therefore there is a need for a harmonized approach 
that can potentially lower the cost of certification by making them exchangeable between Member 
States. 

Address the life cycle of an European smart grid  

Certification should focus on the whole life-cycle not only on the product itself: Starting from product 
development process, implementation and deployment of the systems and the operational process.18 
Additionally, a certification scheme will need to incorporate the different types of certification that 
apply to the product lifecycle, as product development certification, product certification and 
operation certification are not subject to the same type of certification. 

2.4  Desired properties ƻŦ ŀƴ ΨƛŘŜŀƭΩ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ǎŎƘŜƳŜ 

Based on the observed market drivers, success stories and the stakeholder needs as addressed in 
relevant smart grid security certification documents, the team has identified a set of properties which 
ŀƴ ΨƛŘŜŀƭΩ ǎƳŀǊǘ ƎǊƛŘ certification framework will need to have. Following is the description of these 
properties.19 The numbering matches the numbering of the needs described in section 2.3: 

1. It provides a holistic approach to ensure trust in the supply chain of the smart grid. This way, it 
will provide clarity on what responsibility lies where. 

2. It uses a common EU smart grid security reference model like SG-AM that is widely accepted by 
European Standardisation Organisations (ESOs) and Certification Bodies (CBs). There is confidence 
amongst the stakeholders that M/490 is a promising initiative towards market harmonization and 
interoperability. 

3. It has a common baseline set of requirements described in profiles that are recognized by all 
participating EU Member States, making acceptance in one Member State possibly also valid in 
another. However, it must provide the Member States with the flexibility to define their own 
security requirements on top of the commonly agreed European ones. 

4. It uses internationally equivelant security and risk levels aligned with the levels defined in an 
approach recognized by the EU members such as the M/490 SG-IS framework. 

5. It includes support for components, systems and operation, so that there is one framework to 
describe the security for a complete smart grid system. 

6. It includes conformity testing, functional testing and interoperability testing. Depending on the 
risk of nonconformity, it can be decided to perform first, second and third  party assessments. 
However, in practice, only third party certification is seen as trustworthy for most cyber security 
schemes.  

                                                             
17 1. Lowering the cost: https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-
grid-certification-components/workshop-minutes 
18  7. Certification life cycle: - https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-
1/2012/smart-grid-certification-components/workshop-minutes 
19  https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-
components/workshop-minutes 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
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7. It facilitates public and private interaction, for example by including Technical Committee 
subgroups, and having a framework coordinator as an interface between public and private bodies 

8. It should not be EU mandated, but a framework providing EU guidance for implementation, and 
supporting national legislation. Other discussions have suggested an EU mandated scheme, but it 
will be difficult to create consensus about this. 

9. It should improve the maturity of smart grid security in the EU, using initiatives that align with 
smart grids such as M/490 and provide guidance for proper security measures. 

10. It has a harmonized approach which eliminates the barriers and silos created by fragmented 
markets. A harmonized approach is considered a major contributor to lowering the cost of 
certification. The shared responsibility and the risk based approach help to contain the costs as 
well. 

11. It addresses patch management problems and it should include a maintenance scheme for a 
product or system life cycle. 

During stakeholder discussions20 about smart grid certification, there has been focus on the desired 
properties of a future certification framework; the following are some of the additional desired 
characteristics of this framework: 

Operational in a reasonable time 

It is important to promote a framework that can be implemented in the current environment, and 
does not rely on future developments. This is because smart grid systems are being built already, and 
to add security later on will be more costly and difficult. On top of this, the framework should be based 
on existing standards and operational (e.g. SOGIS) platforms. 

Take into account new and existing technologies 

Certain smart grid functionalities have requirements that are not covered yet by the existing 
technologies, the framework should cover new technologies as soon as they become available. 
Additionally, security is a fast evolving field that needs constant updating to the latest types of threats. 
Therefore a successful framework needs to be flexible enough to keep up to date with the latest 
threads.  

Self-certification tools 

A good approach to decrease the certification process efforts in terms of cost and time is providing 
vendors with self-certification tools which could be used by vendors in a pre-certified process or during 
the  development phase and also give the possibility to vendors to select for a wide range of 
laboratories where their products will be certified. These aspects could speed-up the process and 
encourage vendors to follow certification schemes. 

In line with the standardization efforts 

Any certification initiative should be in line with the current EU standardization efforts, such as the 
initiatives ESMIG is taking in respect to smart meter security. Although different implementations for 
particular requirements could be useful for stimulating the competition, security relies also on 
interoperability. Therefore a successful framework should promote alignment with existing 
standardization efforts like M/490. 

 

 

                                                             
20  https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-
components/workshop-minutes 

https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
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Room for special national requirements  

A scheme should be EU based, but also leaves room for special national requirements. This is 
necessary to accommodate the approach and legislation in different Member State, which influences 
the technical decision making, and therefore also has impact on the level of risk and type of 
requirements specified. A successful framework will have to accommodate national requirements, 
and make it easy to adopt by Member States by taking into account the current national initiatives. 

Not a single certifying authority 

It is important not to have a single certifying authority, to ensure no monopoly is created on 
certification, and multiple players are able to provide certification services.  

Coordination 

A single framework coordinator should keep oversight on issued certificates and the performance of 
the certifying bodies to ensure quality is maintained, and not negatively affected by race-to-bottom 
ǘȅǇŜ ǎŎŜƴŀǊƛƻΩǎ ǘƘŀǘ Ŏŀƴ ƻŎŎǳǊ ƛƴ ŀ ŎƻƳǇŜǘƛǘƛǾŜ ƳŀǊƪŜǘΦ 

Transparency 

The framework should offer centralised storage of smart grid security certificates to facilitate clarity 
on what is certified and how. This way it is transparent for all stakeholders on what certificates are 
issued and where and how the chain of trust is built in specific cases.  

Motivating and beneficial for the implementer 

A successful framework should motivate implementers complying with the applicable certification 
schemes. Having an economic incentive can positively influence the adoption of a scheme. For 
example, inclusion of a scheme as a knock-off criterion for smart grid equipment tenders can motivate 
adoption. 

Allow for legacy grid systems to exist side by side with smart grid systems, without compromising 
security 

A successful framework should make sure that it allows current grids to exist, as it will be impossible 
to migrate all systems at once. Based on a risk analysis, it can be assessed per case if they can also be 
part of a smart grid certification effort. 

Partial certification 

There have been discussions about the possibility for a partial certification to support legacy systems 
and to facilitate the cases where it will be impossible to certify all components in a system. Although 
this approach is understandable, it will create an inconsistent view of smart grid certification, and will 
therefore undermine trust if not handled correctly.  
Instead a framework should provide clarity on what the scope of a certificate is, and how it creates 
the chain of trust, so it is evident what parts are covered or not, and why certification can still apply 
for the use-case at hand. 
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3 Standards and certification schemes 

A desktop study has been performed to create an inventory of available information on cyber security 
certification standards that are applicable to the smart grid domain. From a list of initiatives, good 
practices, standards and schemes, only the items that were in line with the needs described in chapter 
2 have been selected. The selection criteria included answering the following questions; 

1. Is it a standard that is actually applicable to smart grid devices/systems (Meaning that standards 
regarding general IT, or person certification are out of scope?21  

2. Is it a standard that applies to cyber security (meaning that safety and physical security is out of 
scope)? 

3. Is it a standard that can support certification, audits and/or legislation (meaning that good 
practices and informative standards were excluded, as they cannot form the basis for 
certification)? 

4. Is it a standard that is used in the EU (meaning that standards not used in EU were excluded, as 
there is apparently no support from EU Member States)? 

5. Is the standard supported by public and private bodies (meaning biased or vendor based schemes 
were excluded)? 

6. Is the standard superseded or incorporated by another applicable standard? 

These criteria might be used in order to shape a European smart grid certification meta scheme which 
acts as an umbrella to all existing certification standards that are relevant to smart grid security. The 
reader, can get a detailed description of these criteria in annex G άScheme mappingέ. Answering these 
questions yielded a list of available standards that are applicable to the smart grid domain22: 

Before going into more details concerning the available standards and schemes, we need to clarify the 
relationship between these two concepts: the process of certification is usually referred as 
certification scheme. This process uses a set of standards. As a result we can consider, that the 
standard is part or a subset of the certification scheme. 

3.1 List of standards and schemes 

ISO 9001 

ISO 9001 is used as proof that an organisation works according to defined procedures to ensure 
quality. The security certification of a smart grid is a means to improve security, and is therefore also 
related to quality in the organisation. Although ISO 9001 is not a specific smart grid or security 
standard, its system to ensure quality within an organisation is a good starting point for connecting 
more cyber security and smart grid specific certifications. Therefore it can be used as an overall 
umbrella for attaching more specific certifications, and provides context to the position of the smart 
grid system in the organisation. 

ISO/IEC 27001 & ISO/IEC27019 

ISO/IEC 27001 is used for the certification of information security. It can be used to certify that there 
are appropriate high level policies and procedures in the organisation for developing, producing, 
building or operating smart grid systems and/or components. There is also IEC/ISO 27019:2013, which 

                                                             
21 It should be noted here that person certification is deemed out of scope for this document, as it focusses 
specifically on systems, and person certification is being addressed by another ENISA project. General IT is out 
of scope to ensure that the differentiating properties of smart grid systems are specifically addressed. 
22 ¢ƘŜ ǊŜŀŘŜǊ ƳƛƎƘǘ ƴƻǘƛŎŜ ǘƘŀǘ ǎƻƳŜ ΨǎŎƘŜƳŜǎΩ ŀǊŜ ǊŜŦŜǊŜƴŎŜŘ ŀƳƻƴƎǎǘ ǘƘŜ ǎǘŀƴŘŀǊŘǎΦ ¢Ƙƛǎ Ƙŀǎ ǘƻ Řƻ ǿƛǘƘ ǘƘŜ 
ŦŀŎǘ ǘƘŀǘ ǘƘŜǎŜ ΨǎŎƘŜƳŜǎΩ ŀǊŜ ǾŀǊƛŀǘƛƻƴǎ ƻŦ ǿŜƭƭ ƪƴƻǿƴ ǎǘŀƴŘŀrds. 
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provides guiding principles, based on ISO/IEC 27002, for information security management applied to 
process control systems as used in the energy utility industry, but this standard does only provides 
guiding principles, and no certifiable requirements. 

IASME 

IASME is a lighter version of ISO/IEC 27001 that is developed by CESG in the UK. It can be used for 
small and medium sized organisations in the UK that need to address information security, but where 
ISO/IEC 27001 is too complex and resource intensive to implement. 

IEC 62443  

IEC 62443 is a standard that is based on the ISA.99 standard and focusses on functional security. 
έCǳƴŎǘƛƻƴŀƭ ǎŜŎǳǊƛǘȅέ means that it will describe the functionality the system or component needs to 
possess, but does not address the technical implementation. It can be used to describe the functional 
security properties of a smart grid system. 

It provides certification of industrial control systems (IEC 62443 part 3.3) and components (IEC62443; 
Part 4.2, is currently still in draft, so not certifiable yet)23 there is however an initiative started in the 
IECEE24 to extend certification for industrial components to IEC62443 in late 2015. The IECEE scheme 
does not however explain anything on how to address security certification specific details, and is 
mainly focused on mutual recognition and assessing tests performed at manufacturer side25. 

ISO/IEC 15408 Common Criteria (C.C.) 

ISO/IEC 15408 is commonly called έCommon Criteriaέ and sometimes abbreviated to άC.C.ά It is a 
framework in which computer system users can specify their security functional- and assurance 
requirements, vendors can then implement and/or make claims about the security attributes of their 
products, and security evaluation laboratories can evaluate the products to determine if they actually 
meet the claims.26 It can be used in the smart grid to verify if a product meets the claims regarding the 
technical implementation of those security functions.  

CPA 

CPA is a UK based approach for gaining confidence in the security of commercial products. It is 
intended to complement or sometimes replace other approaches such as Common Criteria. CPA is 
currently only used in the United Kingdom. 

CSPN 

CSPN is a French scheme defined by ANSSI (Agence nationale de la sécurité des systèmes 
ŘΩƛƴŦƻǊƳŀǘƛƻƴύ ǘƘŀǘ ŀƛƳǎ ǘƻ ǇǊƻǾƛŘŜ a first-level security certification for IT security products. Its scope 
is similar to the vulnerability analysis performed within Common Criteria. Its goal is to provide first 
relevant results in a less complex way then Common Criteria but without guarantee of completeness. 

ISO/IEC 19790 

ISO/IEC 19790, is a certification standard for security requirements for cryptographic modules (similar 
to NIST FIPS 140-2). It is used to validate whether the cryptographic core of any security product is 

                                                             
23 https://www.isa.org/pdfs/autowest/phinneydone/ 
24  http://www.iecee.org/cbscheme/cbfunct.pdf 
25 - http://www.iecee.org/ppt_presentations/iecee-peer-assessment.zip 
26 ENISA Protecting Industrial Control Systems - Annex III. ICS Security Related Standards, Guidelines and Policy 
Documents [Deliverable ς 2011-12-09], available for download from the ENISA website; 
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-infrastructure-and-services/scada-
industrial-control-systems/annex-iii/at_download/fullReport 

https://www.isa.org/pdfs/autowest/phinneydone/
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properly implementing technical details in accordance to the design and specification requirements 
laid out in the standard itself. 

A more extensive description of each of these standards is provided in έAnnex B: Schemes applicable 
to the smart grid domainέ, and a full list of all the evaluated standards and Schemes is shown in Annex 
C: This annex also shows the reason why a particular scheme or standard was excluded. 

Each certification standard has some specific properties that are applicable to a specific field of 
application. Below are the certification standards divided into the application fields, and described 
what specific properties are related to that field. 

3.2  Meta-scheme 

There is no uniform method available for putting together different certification schemes. There is a 
standard called ISO 17067 (Annex F: ISO/IEC 17067 - fundamentals of product certification and 
guidelines for product certification schemes) that provides properties for product certification 
schemes. But this is not a good base for mapping exercises, as it does not address the differentiating 
properties like practical implementation, and market reception of a standard or scheme. Therefore a 
different method has been used to map the schemes. The method used is based on a textual analysis 
of the information publicly available for each scheme, amended by the practical knowledge of the 
team about the schemes. Additionally, the ENISA research for cloud computing certification has 
performed similar research regarding cloud computing schemes,27  and SM-CG has provided a 
document comparing some of the schemes found28 that has been used for input as well. 

To be able to map the different schemes, an analysis has been made regarding the available schemes 
by comparing the following properties: 
 
Administrative details 
¶ Name 

¶ Type 

¶ Group/initiative/organisation 

¶ Related documents 
Geographic relevance 

¶ Geographic relevance: Worldwide, European, Subgroup of European Member States, and 
National.  

Current maintenance and activity of the program working group  

¶ Status: draft/final, version 1,2,3? 

¶ Publication date: how actual is it, is it ongoing? 
Program scope definition 

¶ Description:  

¶ Target audience:  

¶ Addressed Industry:  

¶ Technical relevance of the methodology 

¶ Product testing   

¶ The heaviness of the program 

¶ Resources needed,  

¶ Certification delay 

                                                             
27 https://resilience.enisa.europa.eu/cloud-computing-certification 
28 SMCG Smart Meters Co-ordination Group 2 Privacy and Security approach - part II; Annual report 2013 

https://resilience.enisa.europa.eu/cloud-computing-certification


Smart grid security certification in Europe 
Challenges and recommendations 
 
December 2014  

 

Page  15 

¶ Maintenance scheme definition for the program 
National and international accreditation body recognition 

¶ Recognition by accreditation bodies (ISO, IEC, other?) National and international; 

¶ Definition of CB accreditation criteria  
Ability to evolve to a European certification scheme, from the current situation 
Program stakeholder trust 

¶ Public private participation 

¶ Information provision to stakeholders  

¶ Use of proven methods and maintaining skills   

¶ Defining security measures for the premises of developers / OAM actors 
Market drivers for the program 

¶ Economics: The scheme includes measures to limit the cost and/or workload and/or 
duration of evaluation 

The complete set of properties can define a meta-scheme, and it is part of the framework one can use 
to position and define the available certification and standards and schemes. The meta-scheme details 
regarding each examined certification standard is listed in άAnnex D.2 List of schemesέ. 

3.3 Qualitative analysis of examined certification standards 

There are several types of certification standards and schemes which are categorised according to the 
following certifications:  

¶ Operation certification  

¶ System (functional) certification  

¶ Development certification  

¶ Component certification  

The following sections provide the general descriptions and main differences amongst these 
standards. Please see έAnnex D: Scheme mappingέ for a more detailed table with descriptions and 
comparisons. 

3.3.1 Operation certification scheme 

Operation certification revolves around the certification of the operation of a process according to a 
defined standard. It is not uncommon for a company to be certified for operation, as it is commonly 
used to enforce trust in the operating capabilities of a certain company. 

Examined operational certifications are: 

¶ ISO 9001  

¶ ISO/IEC 27001  

¶ IASME 

The following unique and differentiating properties apply to operation certification: 

¶ It focusses on a management system or management of a process 

¶ The certification is based on documentation and audits as proof for operating according to a 
certain standard. 
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3.3.1.1 Qualitative analysis conclusion 

ISO 9001 provides an auditing and certification possibility about properly documenting what processes 
are implemented. ISO/ IEC 27001 seems to be an international standard that is widely recognised in 
Europe. IASME provides a good example of a light version, but is only available as an UK based scheme. 

3.3.2 System certification scheme 

System certification revolves around the certification of a complete (smart grid) system, including the 
system hardware components, software configuration and related procedures according to a defined 
standard. 

It is in practice difficult to maintain system certification, due to the fluent nature of a smart grid 
system, and static nature of certification. As a system usually is not a static entity, there will be changes 
and additions made during its lifetime. Certification relies usually on the fact that a certain snapshot 
of a system is made, and a certificate issued will apply to that specific snapshot. Any change to the 
system (good or bad) will invalidate the certification. Making the certification a potential cumbersome 
and costly task, that can discourage improvements.  

Examples of system certification are: IEC-62443-3-3 (SSA)  

IEC62443-3-3 provides a good overview of what aspects can be addressed in system certification. 

Properties observed in system certification: 

¶ Components are integrated into a 
single system.  

¶ May consist of multiple Security 
Zones.  

¶ The certification is based on a 
complete system, including 
components, configuration, 
procedures and people. A 
combination of certified 
components, people and 
procedures is used to create a 
chain of trust. 

3.3.2.1 Qualitative analysis conclusion 

There is a certification scheme for IEC 62443-3-3 called ISASecure. However, there is no certification 
body in Europe that supports it at this moment. Regarding smart grid systems, no other formal security 
certification schemes have been identified. 

3.3.3 Development certification scheme 

Development certification schemes are characterised by the certification of a process. The goal is to 
provide proof that the method used to develop a certain smart grid system, -product or -component 
is in line with standards. 

There are multiple schemes that focus on development certification, or include it as an aspect. 
Especially in the field of cyber security, there is recognition for development certification as a means 
of providing trust in a certain product. 

Examples are: 

Figure 1  - IEC 62443-3-3 
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¶ ISO9001 

¶ IEC62443-2-4 (Installation and maintenance requirements for industrial automation control 
systems suppliers, no certification available yet, since it is still in development)  

¶ IEC62443-4-1 (ISASecure certification of product development requirements)29  

¶ CPA addresses criteria regarding secure development 

¶ CC addresses criteria regarding secure development 

¶ CSPN addresses a few criteria regarding secure development 

Properties observed in development certifications: 

¶ Development certification is a process certification that applies to how a product is created 

¶ It revolves around using certified people, and certified tools to create a chain of trust30  

¶ The validation is done with process, documentation and code audits. 

3.3.3.1 Qualitative analysis conclusion 

ISO9001 is a high level assurance standard that a company can use to seek adherence to a documented 
high level of quality. This quality standard can be used for developers of systems to prove they develop 
code according to documented procedures. Standards such as IEC 62443-2-4 and IEC62443-4-1 can be 
followed to prove suppliers also meet certain security requirements when developing a device or 
system, but the standards are in draft, so no formal certification is possible.  Additionally Common 
Criteria and CPA contain aspects that address the development environment of products as well, but 
the level of detail differs per standard and/or security level. Finally, Common Criteria does not address 
the certification of people. 

3.3.4 Component certification scheme 

Component certification revolves around the certification of a single component or product, and it is 
focussed on the certification of a component or product according to a defined standard or set of 
requirements. The examined component certification standards are:  

¶ IEC62443-4-2 (ISASecure certification, security requirements for industrial automation control 
system components).  

¶ ISO/IEC 15408 C.C. 

¶ CPA 

¶ CSPN 

¶ ISO/IEC 19790 

Properties observed in component certification are: 

¶ Available from a single supplier  

¶ Supported by a single supplier  

¶ Can be identified by a product name and version  

3.3.4.1 Qualitative analysis conclusion 

CPA and CSPN are national schemes for the UK and France that can be applied. IEC 19790 is only 
applicable for cryptographic modules, but is also useful for guidance on testing and product 
requirements. C.C. covers most aspects of CPA and CSPN. C.C. is international recognised and 
extendable but is a framework, and therefore depends on specific protection profiles for a specific 

                                                             
29http://www.isasecure.org/PDFs/Articles-and-Technical-Paper-
Folder/ISASecure_AssetOwnerViewpoint_Oct2013_v05.aspx 
30 Although this holds true only for a part of the schemes above mentioned 
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type of product, and a security level (Evaluated Assurance Level, EAL, please see άAnnex B.1 Common 
Criteria (CC)έ ) for more detail. SM-CG provided a more extensive analysis on component certification 
for the smart meter31 . IEC 62443-4-2 provides security requirements for industrial control 
components, but currently there is no official certification scheme associated with this standard, as it 
is still in draft form. ISASecure is a certification scheme for IEC 62443-3-3. However, there is no 
certification body in Europe that supports it at the time of writing this report. There is however an 
initiative started in the IECEE to extend certification for industrial components to IEC62443 in late 
2015. But this scheme will initially focus on components. 

3.4 How are schemes currently applied in the EU? 

This section gives an overview of the implementation status of smart grid certifications across Europe. 
Then the key findings will be presented as a means of identifying what could be used as a base towards 
a more harmonised smart grid security certification practices framework. 

The descriptions regarding the smart meter certifications have been taken from the SM-CG research 
performed in 2013.32 Other descriptions have been based on online sources, observations and 
minutes of meetings of standardization meetings of several standards (i.e. IEC 62351) that were 
attended by ǘƘŜ ŀǳǘƘƻǊǎΩ ǘŜŀƳΦ  

3.4.1 Germany 

The German Ministry of Economy (BMWi) has mandated the Federal Agency for Security in 
Information technology (BSI) to develop a protection profile for smart meter Gateways. The protection 
profile is based on Common Criteria. The level of security has been defined EAL4+, which is similar to 
EAL level 4; methodically designed tested and reviewed, but augmented with vulnerability analysis 
requirements with more stringent conditions. 

Besides this component certification, the energy companies in Germany have to be compliant with 
IEC/ISO 27001 by the end of 2015. 

3.4.2 United Kingdom 

In the United Kingdom the Department of Energy & Climate Change (DECC) has defined Security 
Requirements and an end-to-end security architecture.33 

The Security requirements are needed for the Commercial Product Assurance (CPA), a certification 
that is mandatory for all smart metering products in the UK. CESG (Communications-Electronics 
Security Group) provides smart metering security profiles according to the CPA scheme called έsmart 
metering security characteristicsέΦ34 The production of these profiles has been coordinated by the 
DECC with input by a cross-industry working group. 

The UK government also promotes Cyber Essentials35. Cyber Essentials is a UK government scheme 
encouraging organizations to follow good practices in information security. It includes an assurance 
framework aligned with ISO27001 and IASME, and a simple set of security controls to protect IT. It 
was launched in 2014 by the Department for Business, Innovation and Skills. 

                                                             
31 SMCG Smart Meters Co-ordination Group 2 Privacy and Security approach ς part II;  Annual report  2013 
32 source: SMCG Smart Meters Co-ordination Group 2 Privacy and Security approach - part II; Annual report 2013. 
33 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/65685/7339-exp-doc-
support-smets1.pdf  
34 https://www.cesg.gov.uk/servicecatalogue/Product-Assurance/CPA/Pages/Security-Characteristics.aspx 
35 http://www.cesg.gov.uk/servicecatalogue/cyber-essentials/Pages/cyber-essentials.aspx 

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/65685/7339-exp-doc-support-smets1.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/65685/7339-exp-doc-support-smets1.pdf
https://www.cesg.gov.uk/servicecatalogue/Product-Assurance/CPA/Pages/Security-Characteristics.aspx
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3.4.3 France 

France is considering a certification scheme called CSPN (Certification de Sécurité de Premier Niveau), 
that is based on Common Criteria. The scheme is used for meters and data concentrator security 
certification. France is considering smart grids as specific Industrial Control Systems. A law was passed 
in December 201336 which allows the French Prime Minister to enforce legal requirements in order to 
increase the security level of critical infrastructures. The decrees related to this law are currently being 
drafted and should be published by the end of 2014. This will apply to smart grids as well as other 
critical infrastructures. ANSSI (Agence nationale de la sécurité des systèmes d'information) has also 
published a framework for classifying Industrial Control Systems and a set of technical and 
organisational rules applicable to Industrial Control Systems. 

3.4.4 Other Member States and EFTA countries 

¢ƘŜ 5ǳǘŎƘ ƴŀǘƛƻƴŀƭ ƻǊƎŀƴƛǎŀǘƛƻƴ ƻŦ 5{hΩǎ έNetbeheer Nederlandέ, has developed the Dutch Smart 
Meter Requirements (DSMR). Although security and privacy were not the primary focus of the initial 
specification, additional security and privacy requirements have been included to the updated DSMR. 
The Netherlands is considering developing a protection profile based on Common Criteria. They 
expressed their interest to collaborate on a European level. 

Norway and Sweden have the intention to develop a protection profile based on Common Criteria. 

SERTIT (Sertifiseringsmyndigheten for IT-sikkerhet) is currently representing Norway as a member of 
ǘƘŜ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ŎƻƳƳǳƴƛǘȅ ŎŀƭƭŜŘ ά!ǊǊŀƴƎŜƳŜƴǘ ƻƴ ǘƘŜ wŜŎƻƎƴƛǘƛƻƴ ƻŦ ǘƘŜ /ƻƳƳƻƴ /ǊƛǘŜǊƛŀ 
/ŜǊǘƛŦƛŎŀǘŜǎ ƛƴ ǘƘŜ ŦƛŜƭŘ ƻŦ LƴŦƻǊƳŀǘƛƻƴ ¢ŜŎƘƴƻƭƻƎȅ {ŜŎǳǊƛǘȅ ό//w!ύέΦ{ŜǾŜǊŀƭ EU Member States and 
EFTA countrieshave indicated to prefer a European wide harmonized security approach, but will define 
their own level of security. Additionally, Norway is also a member of the SOG-IS agreement. 

In the industry, ISO 27001 is internationally recognized, and common in Europe.37 Other standards 
mentioned in the energy industry are ISO27002 and IEC 62443 but no formal legislation or guidance 
is provided. 

3.4.5 European cooperation for Accreditation (EA)  

EA has been appointed by the European Commission to manage the accreditation infrastructure 
within the EU, EFTA (European Free Trade Association) and Candidate countries. It is a non-profit 
association responsible for defining, harmonising and building consistency in accreditation within the 
European region, with the aim of reducing barriers to trade, and contributing to protecting health, 
safety and the environment. EA ensures that national accreditation bodies operate in accordance with 
the requirements of Regulation (EC) No 765/2008. 

                                                             
36 http://www.defense.gouv.fr/portail-defense/enjeux2/politique-de-defense/la-loi-de-programmation-
militaire-lpm-2014-2019/la-loi-de-programmation-militaire-lpm-2014-2019 
37  http://www.iso.org/iso/home/standards/certification/iso-survey.htm?certificate=ISO/IEC%2027001& 
countrycode=AF#standardpick 

http://www.iso.org/iso/home/standards/certification/iso-survey.htm?certificate=ISO/
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Figure 2 - EA scheme 
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3.4.6 SOG-IS 

The SOG-IS (Senior Officers Group for Information Systems) is a Mutual Recognition Agreement (MRA) 
between the participants. The participants agree that IT products and protection profiles which earn 
a certificate can be procured or used without the need for further evaluation. It seeks to provide 
grounds for confidence in the reliability of the judgements on which the original certificate was based, 
by requiring that a Certification Body (CB) issuing Information Technology Security Evaluation Criteria 
(ITSEC), or Common Criteria (CC) certificates, should meet high and consistent standards. 

The objectives for signing an MRA are:38 

¶ Objective 1: Facilitating trade exchanges; The potential advantages for economic players who 

wish to benefit from these agreements are as follows: 

o To make the regulatory process easier for introducing products on the importing 

ŎƻǳƴǘǊȅΩǎ market as far as the conformity assessment against the technical regulations 

of the importing country is performed before shipment (a reduction in the expense 

and time required to obtain product compliance with the importing ŎƻǳƴǘǊȅΩǎ 

technical guidelines, non-duplication of audits and inspections). Third-party 

conformity assessment of European products intended for export is conducted by one 

of the European bodies designated for this purpose (and vice versa). 

o Greater legal security and enhanced predictability in trade (fewer inspections 
conducted by authorities of the importing country in the exporting country). 

¶ Objective 2 : a tool for deregulation; For products subject to third party conformity 
assessment procedures, mutual recognition agreements are clearly meaningless unless: 

o Conformity assessment bodies (CABs) have been set up with the necessary authority 

and technical competence to perform this work and are allowed to also perform on 

ǘƘŜ ōŀǎƛǎ ƻŦ ǘƘŜ ǘƘƛǊŘ ŎƻǳƴǘǊȅΩǎ ǘŜŎƘƴƛŎŀƭ ǊŜƎǳƭŀǘƛƻƴǎΤ 

o The regulatory authorities decide to recognise the results of conformity assessment 

ǇǊƻŎŜŘǳǊŜǎ ƛǎǎǳŜŘ ōȅ /!.ǎ ƭƻŎŀǘŜŘ ƛƴ ǘƘŜ ƻǘƘŜǊ ǇŀǊǘȅΩǎ ǘŜǊǊƛǘƻǊȅΦ 

¶ Objective 3: a step for regulatory convergence; According to the European Commission, 
mutual recognition agreements may have an educational impact: enhanced understanding of 
the technical regulations of the other contracting party and the experience gained in 
implementing these regulations in the context of the MRA agreement may be factors that 
could contribute to greater Ƴǳǘǳŀƭ ǳƴŘŜǊǎǘŀƴŘƛƴƎ ƻŦ ŜŀŎƘ ŎƻƴǘǊŀŎǘƛƴƎ ǇŀǊǘȅ ǘƻ ǘƘŜ ƻǘƘŜǊǎΩ 
certification scheme details.  

However, the usefulness is also limited due to: 

¶ The recognition and acceptance by each of the Participants that this Agreement does not 
create any substantive or procedural rights, liabilities or obligations that could be invoked by 
persons who are not signatories to this Agreement.  

¶ The recognition and acceptance by each of the Participants that this Agreement has no 
binding effect in national, international or European Union Law. 

                                                             

38  Source: MUTUAL RECOGNITION AGREEMENTS THEIR ROLE TODAY AND TOMORROW - a 
presentation on the role of mutual recognition agreements made at the Workshop on Standardization 
and Conformity Assessment Matters in the Transition Economies 
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Please see άAnnex H: SOG-ISέ for more details. 

3.5 Key findings 

In Europe, only a few Member States (Germany, UK and the Netherlands) have developed specific 
security requirements for smart grid equipment. These initiatives have been developed in order to 
meet specific national smart grid needs and diverse national energy law requirements. As a result, 
there is diversity in the specifications for security requirements. 

The shortage of security requirements and initiatives might be due to the fact that there is not a clear 
view of the amount of publicly known cyber incidents39. Due to the unspecified number of incidents, 
there is no direct recognition of the necessity to improve cyber security from a corporate point of 
view. This lack of recognition is caused by the fact that private companies will not admit they had a 
cyber-related incident as this might damage their reputation. Additionally, cyber incidents are not 
easy to identify after the fact, as the systems often are too damaged or do not store enough data for 
effective forensic research to be carried out.   

The identified smart grid security requirements focus on Home Area Network (HAN) and Grid-End 
applications. This is mostly due to the fact that, at the moment, the key driver behind the development 
of the smart gird, is the roll-out of the smart meters which are devices oriented to service end user 
ƴŜŜŘǎ Φ .ŀǎŜŘ ƻƴ ǘƘŜ ŘŜǎƪǘƻǇ ǊŜǎŜŀǊŎƘΣ ǘƘŜ ǘŜŀƳ ŎƻǳƭŘƴΩǘ ƛŘŜƴǘƛŦȅ ǎŜŎǳǊƛǘȅ ǊŜǉǳirements for other 
than the HAN parts of the smart grid (e.g. substation automation and protection, EMS, DMS etc.) in 
European Member States.  

Furthermore, the production process of these profiles varies among Member States; in Germany the 
profile has been developed by a public Authority (BSI) while in Netherlands the private sector has the 
leading role. This might have an impact on the acceptance level of the profile by the industry due to 
different degrees of private sector involvement in the security reqǳƛǊŜƳŜƴǘǎΩ ƳŀƪƛƴƎ ǇǊƻŎŜǎǎΦ 

Although there are organisations supporting European wide certification such as EA and SOG-IS, there 
is no legislation enforcing a particular scheme.40 Common Criteria have nevertheless been adopted in 
almost every country, although they are sometimes amended or replaced by other national schemes 
to support specific national needs. In some but not all European Member States there is some form 
of public-private participation regarding security certification for the energy industry. This situation 
also illustrates the difference in attitude among EU Member States, where some feel the need to 
instate legislation before EU mandates, while other Member States prefer to use the guidance of the 
EU to decide what scheme to adopt. 

There is currently no harmonisation, there are different methods, schemes and different levels of 
security defined per Member State, but there is some synergy in the adopted schemes primarily based 
on the Mutual Recognition Agreement (MRA) concept. There have been national initiatives to improve 
cyber security for the smart grid by adopting a certain certification approach. 
  

                                                             
39 Examples of root causes for such cyber incidents might include: human errors, system failures, natural 
phenomena, malicious actions and third party  
40 Germany is going to mandate ISO27001 in 2015. 
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4 A Chain of trust for the smart grid 

4.1 The supply chain view of the smart grid 

To be able to create trust regarding the security of the smart grid, it is necessary that the stakeholders 
are confident in the aspects deemed relevant. Certification is a formal means to create confidence, 
and thus trust in the relevant aspects, by means of a standardised validation process.  

A typical supply chain as described in the needs (see 2.3) that can be applied to the smart grid domain 
is shown in Figure 3. 

 
Figure 3 - Typical supply chain 

It is important to note that a single certification scheme spanning across the entire smart grid supply 
chain is quite complex, and requires a lot of actors to work together. As such, a large scheme is usually 
too complex, in practice it is split up into separate schemes that are specific for the separate steps in 
the chain. To be able to trust this supply chain, certification can then be used to create a chain of trust. 
By ensuring that each step in the supply chain follows certain security rules, a trusted environment 
can be created, where it can be assumed that a system is being operated in a secure manner. However, 
if a step in the chain is compromised, it can cause a security breach, that could affect the rest of the 
chain as well.  

Figure 4 shows a mapping of security certification on the smart grid supply chain. 

 
Figure 4 ς Supply chain certification 

This chain can only be trusted if the certification scheme used for the certification itself is also trusted 
by the stakeholders.  The trust in a certification scheme or lack thereof, is a common issue and there 
are multiple solutions to solve this. On a national level, trust in a scheme is commonly created by 
following guidelines such as ISO/IEC 17067 that is used for product certification schemes. (For a 
detailed explanation of ISO 17067 please see άAnnex F: ISO/IEC 17067 - fundamentals of product 
certification and guidelines for product certification schemes)έ. This allows for the certification body 
that applies the scheme to receive formal accreditation by a nationally recognised accreditation 
organisation. Such a national organisation is subsequently recognised by an international forum of 
accreditation organisations, therefore effectively creating trust in the certification scheme. A similar 
hierarchy is depicted in Error! Reference source not found.. 

The process describing the details regarding accreditation, certification, related organisations and 
ǘƘŜƛǊ ƛƴǘŜǊŀŎǘƛƻƴǎ ŀǊŜ ŘŜǘŀƛƭŜŘ ƛƴ άAnnex E: Description of accreditation and certificationέΦ 

4.2 Analysis of the smart grid chain of trust 

This section provides a definition and reference model of a chain of trust for the smart grid. Then it 
explains how the smart grid can be mapped on existing security certification standards and practices 
using this chain of trust. Additionally it describes how a risk based analysis can define the level of 
security of a smart grid, and how a smart grid certification scheme can be validated.  
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4.2.1 Certification and the chain of trust 

έFigure 5 - Smart grid chain of trustέ is a depiction of the complete supply chain for a system in a smart 
grid environment41 based on the analysis of the smart grid stakeholders involved in development, 
production, integration and operation, and the model outlined by the standard IEC 62443 (please see 
B.6 IEC62443 for details on this standard and its relevance to the chain of trust concept). 

 
Figure 5 - Smart grid chain of trust 

According to this model certification takes place at three levels: 

1. Smart grid operator certification.  
2. Smart grid system integration certification 
3. Smart grid component certification,  

A smart grid may suffer from complexity in respect to system design, which makes it different to 
standard ICT components as far as certification is concerned. A smart grid is geographically spread 
over a large area and there are multiple interconnections on different parts of the system. A smart 
grid can communicate with a Home Automation Network (HAN), Decentralised Energy Resources 
(DER) or an energy trading system. These interconnection can occur on numerous parts of the system, 
and exchange low or high level data with parties that can have different levels of trust. These 
interactions should not affect the chain of trust, and this is theoretically feasible as long as guidelines 
and best practices for third party interconnections are respected and implemented in line with NIST 
IR 7628 and ISO27002.  

                                                             
41 It should be noted that such a system does not encompass the complete European smart grid, but will be a 
system that is a part of it. The system described here has a system responsible, and will interact with other smart 
grid systems on different abstraction levels. 
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Cyber threats evolve over time. Vulnerabilities in hardware and software  and new attack factors are 
a reason of daily concern. There is need for continuous certification maintenance to stay up to date 
with the latest known attack factors. This need is recognised by the stakeholders (see 2.3) and the  
certification lifecycle will need to be taken into account when looking at what should be certified. 
άFigure 5 - Smart grid chain of trustέ includes the lifecycle by taking into account component and 
system maintenance in the form ƻŦ ǘƘŜ ōƭƻŎƪ ΨŎƻƴǘƛƴǳƻǳǎ ŎŜǊǘƛŦƛŎŀǘƛƻƴ ƳŀƛƴǘŜƴŀƴŎŜΩΦ Maintenance is 
commonly reviewed by equipment vendors who supply patches, and smart grid system users, who 
apply patches and expand on the system. System integration does not commonly include a 
maintenance scheme, as it is normally applied as a project with a discrete deliverable (e.g. deliver a 
working system x at date y). Therefore continuous certification maintenance for system integrators is 
left out of this figure.  

4.2.2 Adoption of SG-AM for a chain of trust model 

The SG-AM Framework and reference model aims at offering support for the design of use cases for 
smart grids. Support takes place by following an architectural approach which allows for a 
representation of interoperability viewpoints in a technology neutral manner for both current smart 
grid implementations and the implementations of the smart grid rolled out in the near future. 

The SG-AM model can be applied for individual and interacting entities across the smart grid domain, 
and provides insight on how a stacked layer of security, can provide a layered approach for smart grid 
security. It relates back to the defence in depth strategy, where secure components (component 
layer), secure communication between components (communication layer), and a secured 
information and function layer, provide a layered model of smart grid cyber security. It also provides 
insight where security standards possibly overlap or complement each other. 

It can be concluded that SG-AM meets the requirements for different certification standards for smart 
grids. Existing certification schemes address the issue of certification of smart gird chain elements (see 
Figure 6) separately.έFigure 6 - chain of trust modelέ shows an interpretation of the SG-AM model 
combined with the earlier introduced chain of trust (Figure 5) that can be used to map different 
standards and schemes suitable for smart grid security certification.  

A chain of certificates which covers all aspects depicted in Figure 5 (e.g. vendor development, 
production and product security combined with secure system development, and secure operation) 
supports the enhancement of trust for the whole smart grid supply chain.  

The level of security that is covered by the individual certificates can then be related to the place of 
the certificate in the value chain and the SG-AM model, and the role it will fulfil within the smart grid 
chain. This means that the model below can be used to give insight into dependencies, how certificates 
relate to each other in the smart grid, and provide a means to assess the impact of the security level 
used in a specific part. 

It can also be used to provide insight into how security should be mapped on a specific SG-AM use 
case. For example, when a SG-AM use case is created for a smart meter chain, the SG-AM use case 
model can help in mapping the types of certification required to build a chain of trust within the smart 
meter SG-AM use-case. This approach provides a way to relate an SG-AM model based use case to 
specific certification schemes, and provides context to the coverage of an, existing or to appear, smart 
grid related certification scheme.   
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Figure 6 - chain of trust model 

The model in Figure 6 is a graphical representation of how the described chain of trust could be applied 
to an SG-AM use case. This image seems to imply that the complete chain should be applied for each 
layer, for a complete security certified smart grid, but the SG-AM model was not intended to describe 
a complete smart grid prototype, but provides a method to create a common reference model for a 
smart grid use case. Only after such a SG-AM use case is defined the suggested chain of trust model 
described in figure 5 can be applied for each layer in the use case. 

It should also be recognized that the model does not imply that the SG-AM use case and its related 
layers are in an one-to-one relation with the layers of the chain of trust model. It is merely a graphical 
representation that demonstrates the different levels where different certification schemes can 
reside; these layers are not meant to be fully aligned with the layers used in the SG-AM model.   

4.2.3 Security requirements 

Having defined the reference model, the next step towards more harmonised smart grid security 
certification practices is to define the security requirements of European wide technical communities 
(e.g. EURELECTRIC, ESMIG). There are only three42 identified sets of security requirements in the 
European market. The definition of these requirements is beyond the scope of this document, but 

                                                             
42 Germany, the Netherlands and UK, see section 3.5 



Smart grid security certification in Europe 
Challenges and recommendations 
 
December 2014  

 

Page  27 

could be based on profiles like the Common Criteria protection profiles or the CPA Security 
Characteristic.  

4.2.4 Definition of risk levels aligned with the SG-IS framework methodology 

To be able to minimize the cost of certification, one can take into account the criticality of the 
component subject to certification. This way, the proper level of depth and thoroughness of 
evaluation can be determined.  A risk-based approach can help to focus certification efforts on smart 
grid use cases, and therefore provide insight into the appropriate level of security. Additionally, a 
European approach for the level of security will facilitate in a common reference model for all Member 
States. This section will describe an approach of how the M/490 SG-IS framework can help to answer 
the question έwhat to certify?έ. 

In 2012 the Smart Grid Information Security (SG-IS) working group of the Smart Grid Coordination 
Group (SG-CG) provided a methodology to help define security requirements through a Use Case 
based approach. The SG-IS toolbox provides Smart Grid Use Case stakeholders an easy and pragmatic 
way to identify their security needs and identify gaps in use case recommended standards to deploy 
security requirements as needed. In 2014 this is renamed to the SG-IS framework. The use case model 
utilized by SG-IS is based on the SG-AM framework, and is therefore usable to perform risk 
assessments on SG-AM use cases. Therefore it is a useful methodology to align with when defining the 
risk levels within the chain of trust. 

The SG-IS framework describes in detail how to assess use cases, lists the relevant assets categories 
and identifies a model for determining the Risk Impact Level (RIL) of specific information assets in a 
use case. The following picture summarizes how the methodology is intended to be applied.  

 
Figure 7: Methodology for security requirements definition 
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Using the SG-IS methodology can help to focus certification efforts on the smart grid use case with the 
highest risk impact level. 

4.2.4.1 Risk impact levels 

The Risk Impact is established by analysing how incidents related to a particular information asset 
affect the process where it is involved. Different incidents produce different impacts, so the highest 
impact identified in all the possible scenarios determines the Risk impact level for the analysed 
information asset. The result is expressed in a scale from 1 to 5 where level 1 is the lowest possible 
and 5 the highest risk impact level. 

4.2.4.2 Risk Impact Categories 

Security incidents against information assets affect their involved processes in different ways. The SG-
IS Impact Analysis methodology identifies six different types of affectation or categories. Categories 
should be evaluated independently using the scale defined above (from 1 to 5). 

There are six categories that are evaluated in this process to identify the risk impact produced by 
security incidents. Two of these categories are subdivided in subcategories. More categories and/or 
subcategories could be added at this level in order to get a deeper and more specific risk impact 
analysis in smart grids. The figure below shows the described categories criteria and its risk impact 
levels: 

 

 

The SG-IS Framework provides a way to identify security requirements for specific Use Cases and SG 
assets. Then the asset owner can determine the level of security for his asset, based on the 
methodology proposed and the risk appetite, by using the SG-IS framework. 

As both the SG-AM model and the SG-IS framework are recognized by Member States as an accepted 
approach for describing the smart grid and the relevant risk levels, they provide a good basis for a 
European framework which contributes to more harmonised smart grid security certification 
practices. 

Combining the two (SG-AM and SG-IS), one can build a chain of trust for a specific national use case, 
as well as the level of security needed for this use case. This way a Member State can describe its own 
use case and perform a risk assessment, both based on an accepted EU methodology. 
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This is an important piece of the framework for smart grid security certification, as it addresses the 
following needs; 

¶ A common reference model for security in the EU. 

¶ An agreed method for the level of security for different criticality aspects of the grid. 

The next step is then to define how the level of security for each part of the chain of trust is to be 
evaluated. For this, existing certification schemes can be selected on national level. Based on the 
national use cases stakeholders can take decisions regarding scheme implementation, specific 
requirements, and validation activities. 

4.3  Conformity assessment and its relation to testing 

To be able to certify the security of the smart grid, asset owners will need to provide proof that security 
requirements set by the technical committees are met. Such proof is usually generated by assessing 
(or testing) the conformance to this set of security requirements. In this respect conformity 
certification, conformity assessment and testing are commonly used interchangeably. To understand 
what certification is, and how it relates to terms such as conformity assessment and testing, this 
section explains their relation. For a more in depth view, please see Annex G: Conformity assessment 
and testing. Additionally, ISO provides a comprehensive overview online: 
http://www.iso.org/iso/casco_building-trust.pdf. 

Conformity assessment can be undertaken by the supplier of a product or service, its purchaser and 
other parties who might have an interest such as insurance companies and regulatory authorities. It 
is convenient when talking about conformity assessment to refer to the parties as follows:  

¶ First party (1st party) ς the person or organization that provides the object which is being 
assessed; 

¶ Second party (2nd party) ς a person or organization that has a user interest in the object; 

¶ Third party (3rd party) ς a person or body that is independent of the person or organization 
that provides the object, and of user interests in the object. 

A 1st party conformity assessment is perceived as less trustworthy then a 3rd party assessment. 
Therefore, in relation to the risk that nonconformity poses, a choice is made to what parties are 
allowed to perform the assessment. An SG-IS framework aligned approach (described in section 4.2.4 
4.2.1) can help to decide the risk for a specific scenario and associated assurance level. 

The following items are the most common conformity assessment activities. 

¶ Inspection is the examination of a product design, product, process or installation and the 
determination of its conformity with specific requirements or general requirements.  

¶ Certification by a certification body formally establishes that a product, service, organization 
or individual meets the requirements of a standard after evaluation.  

¶ Accreditation provides independent attestation of the competence of an individual or an 
organization to offer specified conformity assessment services (e.g. testing, inspection or 
certification).  

¶ Testing ƛǎ ǘƘŜ ŘŜǘŜǊƳƛƴŀǘƛƻƴ ƻŦ ŀ ǇǊƻŘǳŎǘΩǎ ŎƘŀǊŀŎǘŜǊƛǎǘƛŎǎ ŀƎŀƛƴǎǘ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ 
standard. Testing can vary from a non-destructive evaluation (e.g. X-ray, electrical, etc.) after 
which the product is still fit for use, to a destructive analysis (e.g. chemical, mechanical, etc.) 
after which the product is no longer fit for use.  

There are different types of aspects that can be focussed on while testing. The most common are:  

http://www.iso.org/iso/casco_building-trust.pdf
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¶ Conformity testing: testing to assess the compliance of the test subject to standardised 
requirements. 

¶ Functional testing: testing to assess the ability of the test subject to provide the functionality 
that is required by the assessment. The required functionality of the test subject is usually 
described in a standard that the assessment refers to when performing the tests. 

¶ Interoperability testing: testing to assess the ability of two or more systems to exchange 
information and to make mutual use of the information that has been exchanged. 43  

With respect to smart grid cyber security, all three aspects play a role. Conformity testing needs to be 
performed to ensure that smart grids comply with requirements set by the EU, Member States and 
users of smart grid systems. 

Functional security testing needs to be performed to support the implementation of cyber security in 
the grid, as conformity testing normally does not focus on the validation of security functions that the 
device can support. For example, the conformity security requirement is for a device to have access 
control, but the functional security requirements can be that access control should work in a specific 
manner.  

Interoperability testing is an important aspect of conformity assessments of communication 
standards. For example, an encryption mechanism needs to be interoperable between smart grid 
devices to be useful. If interoperability testing is skipped for an encrypted communication channel, 
the system can be conforming to all security requirements, and have been functionally tested, but can 
still not be able to use the encrypted channel because the devices are not interoperable. 

Penetration testing 

A more specific form of testing that is common in security tests is penetration testing. This type of 
testing revolves around the exploitation of possible design flaws and weaknesses to compromise the 
security of a device. Such tests do not focus on a specific test book, but rely more on the creativity of 
the tester, and the time there is available to perform a penetration test. Penetration testing can be 
incorporated as part of a functional test, by describing it as a negative test case for a functional 
requirement. For example, the validation by the following functional requirement can be tested by a 
penetration test; έthe device under test shall not provide means to circumvent the access control 
mechanismέ. Such a requirement can be validated by a negative test scenario, where the device will 
be subjected to a penetration test in an attempt to circumvent the access control mechanism. 

A successful smart grid cyber security certification practices framework will need to include all 3 topics, 
conformity testing, functional testing and interoperability testing. It should also address penetration 
testing as part of the functional tests. Depending on the potential severity of the security risk if a 
product is not conform, it can be decided to perform first, second or third party assessments. 
However, in practice, only third party certification is seen as trustworthy for most cyber security 
schemes. 

The different conformity assessment techniques can be combined with the Risk Impact Levels 
described in the previous section. This way, it is possible that some certification cost can be decreased 
because it is expected that less critical devices might not be subject to certifications but to less 
expensive conformity assessments (see annex G for a summary on conformity assessment and 
testing). 

                                                             
43  ITU-T Z.450 - Quality aspects of protocol-related Recommendations - http://www.itu.int/en/ITU-

T/publications/Pages/structure.aspx 
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4.4  Description of certification scheme relations loosely based on SG-AM 
model 

This section describes a loosely based mapping of security certification schemes, related to the chain 
of trust model described in section 4.2.1. It is not possible to exactly map the schemes to the SG-AM 
model, as it would not provide a picture that does justice to the scope of the different certification 
approaches. Therefore the domains in the original SG-AM model have been replaced by stages in the 
product lifecycle; development, production, operation and maintenance. The zones in the SG-AM 
model have been replaced by the product ownership stages that a product goes through during 
production, integration, acceptance and operation. In this way the model should provide guidance 
of where to place a certification scheme in the smart grid chain of trust. The layer definitions from the 
SG-AM model have been kept intact, and should help to understand the level of abstraction of the 
standard.  

The following layers are described by the SG-AM model: 

¶ Business layer 

¶ Function layer 

¶ Information layer  

¶ Communication layer 

¶ Component layer 

Below follows a description of each layer generally aligned with the SG-AM model44, and suggested 
which of the identified certification schemes can be applied to that layer. 

 
  

                                                             
44 SG-AM model described at 
http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_reference_architecture.pdf on page 
27 

http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_reference_architecture.pdf
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4.4.1 Business layer 

The business layer represents the business view on the information exchange related to smart grids. 
SG-AM can be used to map regulatory and economic (market) structures and policies, business 
models, business portfolios (products and services) of market parties involved. Also business 
capabilities and business processes can be represented in this layer. In this way it supports business 
executives in decision making related to (new) business models and specific business projects 
(business case) as well as regulators in defining new market models.  

On the business layer, the focus of security is around the business- and corporate regulatory 
processes. They are high level, and provide controls for management and decision makers that can be 
used to steer and implement more detailed procedures and technical requirements. 

 

 

 

 

 
Figure 9 - business layer 
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4.4.2 Functional layer 

The functional layer describes functions and services including their relationships from an 
architectural viewpoint. The functions are represented independent from actors and physical 
implementations in applications, systems and components. The functions are derived by extracting 
the use case functionality which is independent from actors. 

IEC 62443 provides requirements and guidance for security functions for industrial control systems. 
Unfortunately not all parts of the standard provide formal certification schemes. Additionally, the 
standard focusses on security requirements and design, but does not go into detailed descriptions of 
components and communication protocols. Below is a mapping of the different parts to the trust 
chain. 

 

 

 

 

 
 

Figure 10 - Functional layer 

4.4.3 Information layer 

The information layer describes the information that is being used and exchanged between functions, 
services and components. It contains information objects and the underlying canonical data models. 
These information objects and canonical data models represent the common semantics for functions 
and services in order to allow an interoperable information exchange via communication means.  

On the information layer there is nothing available for the certification of security. Such certification 
would have to focus on securing the information exchange at the technical level. This encompasses 
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