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Executive summary

Security and privacy issues are of major concern for smart grid users. For this reason, vendors should
ensure that these two features follow smart grid devices for their whole life cycle; from the design to
the decommission phas€ertification is not onlg means to provide assurance to the smart gird users
that security and privacy have been taken into account but also to create trust to the entire smart grid
supply chain.

This report provides insight on security certification of smart grids. It confafiosmation about

several certification approaches; it describes the specific European situation, discusses the advantages
and challenges and provides recommendations to involved stakeholders towards a more harmonised
European smart grid security cert#ition practices framework.

The report describes the need fbarmonised European smart grid certification practices which cover
the complete smart grid supply chain, and are supported by a European platform based on M/490
SGAM (Smart Grid Architeare Mocel) and the concept of smart grid chain of trust. Part of this report

is the analysis of the available security certification schemes for smart grids and the approaches used
in Europe. This way we have generated an overview that depicts which certifisatiemes can be

used to create this chain of trust. During this analysis it came up that there is not a single, existing,
scheme that can cover the entire chain of trust, and that not all parts of the chain can be completely
covered for every smaugrid usecase. Additionally, it appeared that there are multiple initiatives in
different Member States that take different approaches to achieve the same goal. For this reason, we
use the common denominator of the features of the different existing certificegtandards in order

to introduce a certification metscheme for the smart grids in Europe.

The major gaps and challenges of a European smart grid certification scheme revolve around the
fragmentation and different approaches in Member States, as wethadack of EU guidance by a
trusted oversight body. At this moment it will be difficult to create a security certification scheme that

1 SGAM is an abbreviation for the Smart Grid Architecture Model proposed by M/490 standardisation initiative,
and is widely accepted as the common reference model architecture for smart grids not only at European but
also at international level. The groupardinating this activity is th€EENCENELEETSI Smart Grid Coordination
Group(SGCG)
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completely confronts the identified challenges, but an approach can be outlined that describes how
to go from the currat fragmented situation to a more harmonised oaethe EU levelThis approach
allows for the national specific approaches and requirements, while providing possibilities to adopt
European based requirements to facilitate harmonisation, and benefit fmmed standardisation
efforts.

Taking into account the needs, as expressed in various referenced resources, we also outline the

LINRPLISNIASa 2F (KS WARSFEQ aYFENI 3IANR OeoSNJ asSoddz

recommendations is addssed to the main stakeholders; the Commission, the certification bodies,
the Member States and the private sector. The most outstanding recommendations are:

Harmonised EU smart grid security certification practices

More harmonised and coordinated EU singrid certification practices will act as an umbrella and
should contain elementary properties that national schemes need to have. European accreditation
bodies will be used for confirmation of national schemes. This will ensure that there is not a single
certifying authority, and the process remains impartial. Next to this, private sector will help in keeping
up with the latest technology specific requirements and guidance consolidated by technical
committees. The committees should amend the slow movitegndards with detailed protection
profiles or security requirements. Updates in national schemes should be announced so that they can
be incorporated in national profiles. This way the maturity of the national schemes can evolve over
time.

The Commissionogether with the MemberSates should promote certification by allowing for
commercial advantages for the private sector when following practices which lead to more
harmonisation across Europe.q. criteria for E.U procurement activitie3he certificatbn practices
should provide European guidance, facilitate national legislation and be actively promoted as a means
for more harmonization.

National implementation of specific smart grid use cases based on a chain of trust

Each Member State should be albbemap its preferred national standard/scheme to the EU platform
and refer to this national standard for details. They should also be able to amend or expand on the
European security requirements to provide the flexibility to incorporate national specific
requirements. The national profiles should be created by national groups, but could be based on the
published schemes of othévlember States The national profiles can contain the national specific
technical requirements regarding the needed security feasurelated to the applicable use cases
used in thatMember State Additionally they should contain test procedures for the national specific
requirements, and define the required testing levels for the national use cases aligned with the
international S@S framework risk levels.

Oversight

It is recommended to create a EU steering committee with oversight competences on smart grid
OSNIAFAOFIGA2Y S (KS RSTAYAGAZ2Y 2F LI Yy 9dz2NRLISIY
schemes. It should be sponsible for centralised storage and the publication of smart grid certificates
and adopted schemes, to facilitate clarity on what is certified and how. It should provide
implementation guidance and recommendations based on the most recent best practiwkes
informative standards.

The EU steering committee will have only a coordination role and act as an advisor to the certification
bodies, making sure the latest threats are reflected in the security requirements definition process.

2 This framework is described at the M/490 S&d@art Grid Information Securitieliverable.
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To this end, this comriee will take feedback from the private sector, and lessons learned during the
certification processes of other nationalities.

The steering committee should create and maintain a landing page with specific explanations for all
stakeholders about smart grisecurity certification concepts, their place in the chain of trust and how
to implement a smart grid certification chain of trust on a specific smart grid use case.
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1 Introduction

1.1 Overview

¢KS AYUNBRdAzOGAZ2Y 2F AYFINIL 3INARA AYONBIaAy3ate
automation was owned by the grid operator itself and took place on a dedicated network, in a smart
grid environment multi entities are connected together. Thesdities own cables, solar panels, wind
turbines, biomass plants and so on, ahdyall need IT connections to exchange data with each other

to ensure the right decisions are made from an individual economic and technical perspective. While
the equipmenthas evolved to facilitate the data exchange with more intelligent and automated or
remote controlled devices, the practices regarding manufacturiryraaintenancef devicesare still

similar to the ones that were on a dedicated network. This createapa where the level of security

did not grow together with the increased automation and interconnections of the grid.

For this reason, cyber security certification of the smart grid has gained popularity as a means to
further enhance the security that thescomplex systems already offer to their users. The need to
foster the development of security certification schemes for product and organisational security was
2yS 2F GKS 1S@& 7FAYyRA Shart @idsecrityt RetoRraiendations Hordpeas L2 NIi
and Member States In this document, ENISA recommends:

G.@ NrAaAy3d GKS §S@St 2F aSOdzNA (e
Aa0KSYSa ¢g2dA R AYyONBIFrasS SyR 02yadzy
systems and accelerate theic@ptance. Moreover, certified service provid
Oty 06S SlFaate O2YLI NBR Ffft2¢gAay3a ¥

Certification in smart grid cyber security therefore also delivers a competitive advantage for both
suppliers and service providers.

1.2 Policycontext

The recently published Cyber Security Strategy of the European lahéamlyidentifiesthe shared
responsibility of all stakeholders and the need for all actors to protect themselves in the context of
growing dependency on information and commeations technologies. The need to develop
industrial and technical resources for cyber security is mentioned among the strategic priorities and
actions, and in this context:

wQ! LINAYS F20dza akK2dzZ R 0SS (2 ONS
management and adopt security standards and solutions, as well as po
establish voluntary EMide certification schemes building on existing schet
in the EU and internationally. The Commission will promote the adoptig
coherent approaches amondpé Member States to avoid disparities caus
f20FGA2ylLf RA&FR@GIYyGF3ISAa FT2NJ 6dzaA

3 Cybersecurity Strategy of the European Union: An Open, Safe and Secerep@gb,JOIN(2013) 1 final
avaialable athttp://ec.europa.eu/information_society/newsroom/cf/dae/document.cfm?doc_id=1667
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The abovementioned excerpt from the EU Cybersecurity Strategy is aligned with the findings of the
workshop organised by ENISA in 2012 where the experts clearly expressed the need for more
harmonised smart grid certification practices as a means to lowecdsts of certification and break
down the trade barriers.

1.3 Scope

The objective of this document is to provide technical advice, recommendations and good practices
for security certification for smart grids. Strategy, architecture guidelines and frameaiterkatives
are presented as recommendations which set the basis for the smart grid certification requirements.

This document does not solve all the political and legal issues related to implementing such smart grid
security certification obligations. ®&d practices of existing certification schemes and regulations in
the smart grid environment are presented as potential guidelines. The problem definition and the
need for certification point out in chapte?, form the basis for this document.

Data protection is ofhe utmost importance for the smart gridSecurity certification is considered as
one of the measures which contributes to a safer amd a resulta more secure processing
environment of personal data in the smart grid. Many security requirementsritbestin existing
security certification standards are considered to be relevant to the existing data protection
framework. However, therare manydata protection requirements (i.e. consent of the data subject,
the purpose definition, proportionality of collected data etc.) and tools (i.e. privacy by design, data
protection impact assessment (DPIA), best available techniques (BATS), privacy seiakstiomsiof

the processing to and audits by the national Data Protection Authorities (DPlsjleda breach
notifications) which are less or not relevant to existing security certification standards.

1.4 Target audience

The target audience of this document tise European Commission and Member States (MSs)
interested in open issues regarding security certification in smart grid environments. This document
aimsto:

1 Create a common basis on which smart grid security certification can be structured

1 Inform the rdated industry community (IT security engineers, ICS engineers and operators,
national Information Security offices/agencies)

1 Provide an interface between policy makers and technology specialists regarding smart grid
security certification.

The stakeholdes related to the findings and recommendations in this document are:
Certification and accreditation organizations

Regulators and policy makers

Smart grid operators

Standardisation Bodies (e.g. ETSI, NIST, IEC, ISO, etc.)

Security solutions providers

Smart grid manufacturers

Academia, R&D

Public bodies in the Member States involved in smart grid cyber security.

= =4 =4 =4 -4 -4 -8 9

4 Commission Recommendation on preparations for the-aatl of smartmetering systems (2012/148/EU),
available ahttp://eur -lex.europa.eu/legalcontent/EN/TXT/PDF/?uri=CELEX:32012H0148&from=EN

Page?2



Smart grid security certification in Europe
Challenges and recommendations

December 2014

1.5 Structure of this document

The document consists out of six main sections explaining in subsequent order:

ogahrwdNE

Introduction

The need for smart gridertification
Standards and certification schemes
A chain of trust for the smart grid
Gaps and challenges
Recommendations

Please seéAnnexA: Definitiong for a short list of definitions used throughout this document.

1.6 Method

The team has intiatilly performed a desktop reseach with the objectivddntify both the need for

Y2NBE O2y@SNHSR aYFNI 3INAR OSNIAFAOFGAZ2Y | LILINEI (
certification scheme. Then, they took stock of #adsting security certification approachasorder

to identify, analyse anthen compare seurity standards, good practices andhemesghat could be

usedin order to define the properties of a smart grid certification meta scheme. They analysed the

results of the research and the outcome of the analysis delivered:

)l
)l
)l

1

Identification of gaps betwggé G KS SEA&GAY3I Ed0KSYSE | yR (KS Wi
Identification of gaps between different certification standards.

Challenges involved in further harmonising the existing smart grid security approaches in
Europe.

Recommendations on how to improve the existiigiropean smart grid certification

apparatus.

Both the result of the research and the draft report were validated by the Smart Infrastructures
Security Experts Community (SISEG) a number of selected ICT and smart grid certification experts.
Based on the comments received by the experts a second draft was prepared then and this new
document presented in a thematic workshop organised by ENIS#r the workshop, ENISA has
invited experts from different stakeholder categories to assess the quality of the findings and debate
the proposed good practices and recommendations. The final report is the outcome of the second
round of consultation with the experts.

59bL{! Q& {YINI LYFNIAGNHOGdzNE& 060806SNLO { SOdzNAG& 9 ELISN
national cyber security authorities, energy and ICT industries, and possibketdsted norEU partnersSISEC

has the mission to support the overall goal to achieve a higher maturity in cyber security for the critical
infrastructure of the European Union in order to increase the robustness and availability of critical infrastructu

against cyber security threats.

8 http://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopd /2014/certificationof-cybersecurity
skillsof-icsscadaexpertsand-smartgrid-components
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2 The need for smartgd certification

This chapter describes whgpecific key drivers have been identified to support the need for a more
organised and harmonised European framework for smart grid certification practices, and why such a
framework helps to create a chain tfist to the product (energy) delivered by the smart grid. The
general need for certification ithe area ofsmart grids has been addressed in previous ENISA
documents such as the report on Protecting Industrial Control Syster®ecommendations for
Europe and Member States, 2011 and the minutes from the joint ENISA/EC workshop on the
certification of smart grid components (2012 his report can be considered as a follow up to the
findings and recommendations illustrated in these documents.

2.1 State of play

The following list of items summarises the mnt situation around smart grid component security
certification as reflected during the ENISA workshop:

9 Price: Current certification schemes are considered rather expensive. Several reasons have
been reportal for this; fragmented national policies, lack of resources, the need for
repeatability and consistency of the results and the large number of components involved in
the smart grid supply chain.

9 Lack of a uniform approach: Stakeholders are facing a fratpdesituation where different
initiatives regarding the cyber security of smart grids are been developed.

1 Long life cycle: The certification process takes some time which usually is more than the time
needed for new vulnerabilities to appear in the cybeasg.

1 Legal framework: There are ordyffew legal texts concerning security in smart grids and this
is leaving enough space for grey zones and/or interpretations.

9 Common Criteria;

0 is the predominant certification scheme in the market.

o it will be unrealistido have a Common Criteria certificate for the whole smart grid
supply chain.

0 to be applied in the smart grid environment, it should be extended to include specific
protection profiles for the smart grid, similar to those related to the smart card
industry, where a joint interpretation library was developed.

1 Environment of certification: One additional topic mentioned by some experts is that
certification of products is done in laboratories which are independent of the operational
environment. A product cabe certified but that does not necessarily mean that when it is
implemented in the system, it is configured correctly, that it functions properly, and that it
does not affect the performance of the entire network.

9 Training: There is no national or Europeaide specialised training course on Industrial
Control Systems and smart grid securityethucate experts on security certification matters.

2.2 Market drivers

The drivers behind certification vary widely. Security certification has historically originated f
governmental agencies to ensure a level of trust in their equipment and supply chain (e.g. RPS140
ISO 15408). However, industry partners have also taken it upon themselves to create certain
certification schemes, such as the vendor focussed UG#tiah created the IEC 61850 certification

7 https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopd/2012/smartgrid-certification
components/workshogminutes
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standard that can be also applied to the smart grid industry. Heneas recognised by several vendors
that it would be mutudly beneficial to create a common and impartial understanding of how devices
operatingin an electrical substation should interact.

In some casednsurance companies and banks calsodrive certification as a means to secure
investments made, and minimise the risk of monetaryther types (e.g. reputationatyf lossdue to
the use of subtandard quality or security by their customers.

Recognition by key stakeholders is the most important aspeca femccessful certification scheme.
Without the recognition and endorsement of key stakeholders, a certification scheme holds little
value, andany cost incurred by the certification process becomes difficult to justify.

Therefore, some schemes such @mmon Criteria adopt a chain of trust, and facilitate an
infrastructure whereMember States NB | 6t S (2 2FFAOAI € éatesNEO23IY A &
different solution is to have an international users group issuing the certificate, however this can be
difficult for smart grid security, as the government is a significant stakeholder and therefore it will
probably need a more formalised accrdion process to accept any type of certificate.

2.2.1 How certification works (success stories)

There are numerous success stories where a properly implemented schendevesped intoa
successful and mature standard that is recognised by the relevant silezs. A good example of
this is the Common Criteria framework in the smeatd industry, where it is widely accepted.

Another success story is the implementation of NEREin US, as it helped evolve cyber security in
US, and ensures that all critigafrastructures have taken a minimal set of precautions to protect their
assets.

2.2.2 And how it does not work (failure stories)

Unfortunately the successful schemes have sometimes also caused a compliance culture, where asset
owners first try to ensure that aninimum set of critical assets is defined, to keep cost low. The
mandatory audit trails are seen as the cumbersome creation of paperwork, without much attention
for the processes that should have generated it in the first place.

Another pitfall is illustreed by a security standardn the Netherlands, where the security
requirements were made too general, and the insurapeEmiums appear to be chegger than actual
compliance to the standard.

Some SCADA standards encountered criticism because the promisesperability seemed not to

be provided by the certification scheme. This issue had more to do with how the scheme was
advertised than a flaw in the scheme itself. But it should be clear that the critique the standard
encountered did not improve the endeement by the stakeholders.

Some schemes allow a vendor to write its own requirements to seek certification against, and this can
provide a biased image. For example, several companies have certified their products against the
scheme, but the usabilityfdhe certified configuration is said to be very limited.

Additionally depending on the scheme and requirements, certification can be a rather lengthy and
costly process, (a process costing several hundreds of thousands euros and taking a year is not
unconmmon) and can therefore cause small players to be forced out of the market. That being said,
some schemes do allow a lower security level, which is also much faster and cheaper to certify. But
this will mean that the level of certified security will also $®verely affected. Another reason for
increased cost of certification is that there is no consensus on the certification method between

Pageb5



X ® Smart grid security certification in Europe
Challenges and recommendations

December 2014

Member States. Without consensus on the method used, certification efforts have to be repeated
multiple times with diferent methods for different Member States.

2.3 Stakeholder needs

The European Union, as well as previous studies done by ENISA and ESMIG (European Smart Metering
Industry Group) backed up by stakeholders; provide statements regarding the recognition of a need
for a pan European smart grid certification. Below is a summary of the various statements:

1. Solve trust issues between EU stakeholders regarding the smart grid

Create a common reference model for smart grid security in EU

Establish the basis for a minimwsat of auditable controls for smart grids across Europe
Define an agreed method for the level of security for different criticality aspects of the grid
Establish a harmonised approach in the EU for smart grid component, system, and operational
security toincrease trust

Provide EU guidance for a harmonized approach that facilitates national legislation
Promote public and private interaction within the EU on smart grid security

Improve the maturity level of security in the EU smart grid

Establish shared respsibility in risk mitigation amongst EU stakeholders

10 Lower costs of smart grid certification in the EU

11. Address the life cycle of a European smart grid

arwdn

© 0N

Below follows a description of each statement with a reference to the source the statement is based
upon.

Solve trust issues between EU stakeholders regarding the smarfgrid

This relates to the different national regulations and the fragmented nature of the smart grid which
makes responsibility and accountability unclear. Additionally, because ohtiigisciplinary nature

of smart grid systems, the supply chain of the used components and systems is quite wide, not
transparent and complex. This can cause trust issues within the EU stakeholders because they cannot
oversee all related risks anymore.

Create acommon reference model for smart grid security in EU

The European markés$ becorring more mature. Member states are considering to specify their own
security requirements and develop their own certification schemes to qualify their products. This
could create fragmentation of the market if these activities are not developed in a coordinated
manner. The development of these schemes is mainly originating from certification authorities.
However, there is neither a protection profile covering the whateas grid chain nor a certification
scheme at a European level yet. The development of one reference model to harmonise the European
market is therefore needed.

ESMIG expressed the intigon to reach a multistakeholder, European wide approath identify
(technological and economic) security and privacy risks emerging with the deployment andaperati
of a smart metering system. This was done in order to draw appropriate requirements and
countermeasures for smart meter/grid use casesn asset owners

8 https://lwww.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/sqgtl/smartgrid-
threat-landscapeand-goodpracticeguide
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Establish the basis for a minimum set of auditable controls for smart grids across Europe

There isa need for a European set of requirements that can be used for reinforcing the cyber security
of the smart gric® 2° This is important to create a level of security thas a common baselirecross
Europe, and facilitates as a common interface for theraction regarding cyber security between
Member States.

Define an agreed method for the level of security for different criticality aspects of the grid

Some stakeholders have identified that the smart grid, as a whole, contains a wide range of
components Having all these components certified is perhaps not feasible, and it is not a good
indication of the security of the whole smart grid. There is a need to assess the criticality of the various
smart grid parts and apply various security assurance teclesiased on that criticality. For example,

a smart grid component that is in a more exposed environment could in some cases have a larger
impact on the security of the grid. It would therefore, in that case, be beneficial to focus more on
these critical omponents that could have a large impact, then to spend the same amount of time and
money on components that have a much lower impact on the security of the grid.

Probably the components of the critical infrastructure cannot be certified using the sarttedas
traditional IT systems. Also a certified component does not imply a secure component, since all the
risks cannot be taken into consideration. The challenge in the smart grid context is facing
vulnerabilities and threats which are growing faster daster due to the complexity of the system

and the large number of interdependencies amongst its components. Certification is one method that
can mitigate risks for the smart grid environméhCare should be taken with suchcartification
approach that flexibility is maintained, and to allow for a risk level based on system criticality since
the level of criticality of a system can differ per stakeholder and per Member State.

Establish a harmonised approach in the EU for smart grid poment, system, and operational
security to increase trust

During previous interviews and surveys with stakeholders, it emerged that a significant portion of
stakeholders expressed their doubts about the trustworthiness of the smart grid. This is backed up by
previous ENISA reports, wheredne of the key findinge ¥ G KS 9bL{! YSGmamgrihn NI LI?
security: Recommendaipd F 2 NJ 9 dzNP LIS | BNFSA e&@nirdeSaddhdt:( | G S a ¢
GwSO2YYSYRIGAZ2Y c¢cY tNRBY2GS (KS RSA®pradudsdndlii 2 F &
organisational security: By raising the level of security and mitigating risks, accreditation and
certification scheras would increase er@d 2 y & d20&itERd® in smart grid services and systems

and accelerate their acceptance. Moreowartified service providers can be easily compared allowing

for marketing strategies...!?

GwS3AFNRAY3I GKS a02L)lS 2F GKS OSNIAFAOFIGA2YS az)
components is important. At this moment, a standard can be developethéocertification of

9 Recommendation 5: Develop a minimum set of reference standards and guidelines
http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticalinfrastructureand-services/smargrids
andssmartmetering/ENISAmartgrid-securityrecommendations/at_download/fullReport

10 Minimum security requirements: Development of minimum security requirements for other than Smart
meters SG devicess needed. - https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshops
1/2012/smartgrid-certificaion-components/workshopminutes

1 https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopd/2012/smart-grid-certification
components/workshopgminutes

12 http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticaiinfrastructureand-services/smargrids
andsmartmetering/ENISAmartgrid-securityrecommendations/at _download/fullReport
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individual conponent. However, mandatory standards that contain controls for the overall
organization are not defined yet. A certification scheme for the whole grid, not only for the
components, is needed. The security of the smiddsghould be developed taking into consideration

0KS olflyOS 060Si¢SSy (KS NRAa]l yRBGKS aSNBAOSa LN
ESMIG also suggests that a scheme that supports IT systems and components in the smart metering
domain is desirableft ¢ K an&ibut€s to ensure interoperability and a commonly implemented
OSNIAFTAOFIGAZ2Y &aOKSYS F2NJt NBPRdzOdGa FyR {@adsSvya Ay

Provide EU guidance for a harmonized approach that facilitates national legislation

A harmonized smart grid approach is needed that includes economies of different scales and sizes,
can support any potential market model, and facilitates legislation oh&lgl.

Promote public and private interaction within the EU on smart grid security

It is seen as important to ensure that any adopted scheme will promote interaction between public
and private parties in the EU, to ensure wide support for a scheme, and to facilitate a scheme that is
not a burden on the parties involved.

Improve the maturity level of security in the EU smart grid

The approach to security in the BAdries betweerMember States. The European market starts to
become more mature. Member States are considering to develop their own certification schemes to
qualify their systems.Hiis could create fragmentation of the market if these activities do not develop
in a coordinated manner.

Last year, ENISA organized a workshop on the certification of smart grid components. During this
event, the experts had the opportunity to discuss tttellenges of the existing security certification
approaches that apply to the smart grids. One of the key findings of this workshop was that there is
recognition for a need for improvement regarding the existing certification schemes in the EU.

Establi® shared responsibility in risk mitigation amongst EU stakeholders

The recently published Cybersecurity Strategy of the EuropeannUméarlyidentifies the shared
responsibility of all stakeholders, and the need for all actors, to protect themselvhas icontext of
growing dependency on information and communications technologies. The need to develop
industrial and technical resources for cybersecurity is mentioned among the strategic priorities and
actions, and in this context: "A prime focus shoulddereate incentives to carry out appropriate risk
management and adopt security standards and solutions, as well as possibly establish voluatary EU
wide certification schemes building on existing schemes in the EU and internationally. The Commission
will promote the adoption of coherent approaches among the Member States to avoid disparities
causing locational disadvantages for busines$es."

13 https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopd/2012/smartgrid-certification
components/workshogminutes

Recommendation 2: Foster the creatiohaoPubliePrivate Partnership (PPP) entity to coordinate smart grid
cyber security initiatives- http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticaiinfrastructure
and-services/smargridsand-smartmetering/ENISAmartgrid-security

recommendations/at _download/fullReport

15 https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopd /2012/smartgrid-certification
components/workshogminutes

16 European Commission, 2013. Cybersecurity Strategy of the European Union: An Open, Safe and Secure
Cyberspace (JOIN(2013) 1 finddjtp://eeas.europa.eu/policies/etcybersecurity/cybsec_comm_en.pdf
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Lower costs of smart grid certification in the EU

In this respect, some experts stated that security does not climé&ee; therefore the impact of the

cost must be considered carefully and should not be underestim&t@tie effort that has to be
undertaken to ensure security is maintained across all national approaches of the EU Member States
is complex, due to theifferent smart grid approaches and requirements per Member State. Having a
different certification approach and different requirements per country will be more costly in respect
to compliance as opposed to a European approach. As a product or systemhawveldo undergo
recertification for each individual Member State. Therefore there is a need for a harmonized approach
that can potentially lower the cost of certification by making them exchangeable between Member
States.

Address the life cycle of an Eurepn smart grid

Certification should focus on the whole liégcle not only on the product itself: Starting from product
development process, implementation and deployment of the systems and the operational ptbcess
Additionally, a certification scheme Wheed to incorporate the diffrent types of certification that
apply to the product lifecycle, as product development certification, product certification and
operation certification are not subject to the same type of certification.

2.4 Desired propertie2 ¥ 'y WARSIfQ OSNIAFAOFGOAZ2Y

Based on the observed market drivers, success stories and the stakeholder needs as addressed in
relevan smart grid security certification documents, the team has identified a set of properties which
'y WA RS fcertificatioh fanewardilReed to havé&ollowing is the description of these
properties!® The numbering matches the numbering of the needs described in seBon

1. It provides a holistic approach to ensure trust in the sumblgin of the smart grid. This way, it
will provide clarity on what responsibility lies where.

2. It usesa common EU smart grid securigference modelike SGAM that is widely accepted by
European Standardisation Organisations (ESOs) and Certification BodieSl&®ss confidence
amongst the stakeholders that M/490 is a promising initiative towards market harmonization and
interoperability.

3. It has a common baselinget of requirementsdescribed in profiles that are recognized by all
participating EU Member States, making acceptance inMember Statepossibly also valid in
another. Howeverjt must provide the Member States with the flexibility to define their own
security requirementsn top of the commonly agreed European ones.

4. It uses internationallyequivelant security and risk levelsaligned with the levels defined in an
approach recognized by the EU members such as the M/498 §@mework.

5. ltincludes supporfor components, syeems and operation so that there is one framework to
describe the security for a complete smart grid system.

6. It includes conformitytesting, functional testing and interoperability testing. Depending on the
risk of nonconformity, it can be decided to penf first, second and third party assessments.
However, in practice, only third party certification is seen as trustworthy for most cyber security
schemes.

171. Lowering the coshittps://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopsg/2012/smart
grid-certificationrcomponents/workshogminutes

18 7. Certification life cycle:- https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshops
1/2012/smartgrid-certificationrcomponents/workshopminutes

19 https://www.enisa.europa.eu/activities/Resilienaad-ClIP/workshopd/2012/smartgrid-certification
components/workshominutes
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7. It facilitates public and private interaction for example by including Technical Committee
subgraips, and having a framework coordinator as an interface between public and private bodies

8. It shouldnot be EUmandated but a framework providing EU guidance for implementation, and
supportingnational legislation. Other discussions have suggested an Edatesl scheme, but it
will be difficult to create consensus about this.

9. It should improve the maturity of smart grid security in the EU, usiit@atives that alignwith
smatrt grids such as M/490 and provide guidance for proper security measures.

10. It has aharmonizedapproach which eliminates the barriers and silos created by fragmented
markets. A harmonized approach is considered a major contributor to lowering the cost of
certification. The shared responsibility and the risk based approach help to ctimagosts as
well.

11. It addresses patch management problems and it should includeiatenancescheme for a
product or system life cycle.

During stakeholder discussigfabout smart grid certification, there has been focus on the desired
properties of a future certificatiorframework; the following are some of the additional desired
characteristics of this framework:

Operational in a reasonable time

It is important to pranote a framework that can be implemented in the current environment, and
does not rely on future developments. This is because smart grid systems are being built already, and
to add security later on will be more costly and difficult. On top of this, ihwméwork should be based

on existing standards and operational (e.g. SOGIS) platforms.

Take into account new and existing technologies

Certain smart grid functionalities have requirements that are not covered yet by the existing
technologies, the frameworlshould cover new technologies as soon as they become available.
Additionally, security is a fast evolving field that needs constant updating to the latest types of threats.
Therefore a successful framework needs to be flexible enough to keep up to dhateheilatest
threads.

Selfcertification tools

A good approach to decrease the certification process efforts in terms of cost and time is providing
vendors with sekcertification tools which could be used by vendors in aqegified process or during

the development phase and also give the possibility to vendors to select for a wide range of
laboratories where their products will be certified. These aspects could sppédtie process and
encourage vendors to follow certification schemes.

In line with the standardization efforts

Any certification initiativeshould be in line with the current EU standardization efforts, such as the
initiatives ESMIG is taking in respect to smart meter security. Although different implementations for
particular requiremets could be useful for stimulating the competition, security relies also on
interoperability. Therefore a successful framework should promote alignment with existing
standardization efforts like M/490.

20 https://www.enisa.europa.eu/activities/Resilieneand-ClIP/workshopd/2012/smartgrid-certification
components/vorkshopminutes

Pagel0


https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/workshops-1/2012/smart-grid-certification-components/workshop-minutes

X ® Smart grid security certification in Europe
Challenges and recommendations

December 2014

Room for special national requirements

A scheme shdd be EU based, but also leaves room for special national requirements. This is
necessary to accommodate the approach and legislation in difféviemhber State which influences

the technical decision making, and therefore also has impact on the levaklofand type of
requirements specified. A successful framework will have to accommodate national requirements,
and make it easy to adopt by Member States by taking into account the current national initiatives.

Not a single certifying authority

It is important not to have a single certifying authority, to ensure no monopoly is created on
certification, and multiple players are able to provide certification services.

Coordination

A single framework coordinator should keep oversight on issuedficates and the performance of
the certifying bodies to ensure quality is maintained, and not negatively affected bytodmstom
Gedl)sS a0SyFrNAaA2Qa GKIFIG OFy 200dzNJ Ay | O2YLISGAGAGS

Transparency

The framework should offer centralised storage of snggird security certificates to facilitate clarity
on what is certified and how. This way it is transparent for all stakeholders on what certificates are
issued and where and how the chain of trust is built in specific cases.

Motivating and beneficial fothe implementer

A successful framework should motivate implementers complying with the applicable certification
schemes. Having an economic incentive can positively influence the adoption of a scheme. For
example, inclusion of a scheme as a knofflcriterion for smart grid equipment tenders can motivate
adoption.

Allow for legacy grid systems to exist side by side with smart grid systems, without compromising
security

A successful framework should make sure that it allows current grids to exist, dsbié winpossible
to migrate all systems at oncBased on a risk analysis, it can be assessed per case if they can also be
part of a smart grid certification effort.

Partial certification

There have been discussions about the possibility for a partidfication to support legacy systems

and to facilitate the cases where it will be impossible to certify all components in a system. Although
this approach is understandable, it will create an inconsistent view of smart grid certification, and will
thereforeundermine trust if not handled correctly.

Instead a framework should provide clarity on what the scope of a certificate is, and how it creates
the chain of trust, so it is evident what parts are covered or not, and why certification can still apply
for the usecase at hand.
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3 Standards and certification schemes

A desktop study has been performed to create an inventory of available information on cyber security
certification standards that are applicable to the smart grid domain. From a lisitigtives, good
practices, standards and schemes, only the items that were in line with the needs described in chapter
2 have been selected. The selection criteria included answering the following questions;

1. Isita standard that is actually applicabtedmart grid devices/systems (Meaning that standards
regarding general IT, or person certification are out of scépe?

2. lsit a standard that applies to cyber security (meaning that safety and physical security is out of
scope)?

3. Is it a standard that can pport certification, audits and/or legislation (meaning that good
practices and informative standards were excluded, as they cannot form the basis for
certification)?

4. s it a standard that is used in the EU (meaning that standards not used in EU weteeéxak
there is apparently no support from EU Member States)?

5. Isthe standard supported by public and private bodies (meaning biased or vendor based schemes
were excluded)?

6. Is the standard superseded or incorporated by another applicable standard?

These dteria might be used in order to shape a European smart grid certification meta scheme which
acts as an umbrella to all existing certification standdhads arerelevant to smart grid security. The
reader, can get a detailed description of these crit@riannex @Scheme mappirgg Answering these
questions yielded a list of available standards that are applicable to the smart grid ddmain

Before going into more details concerning the available standards and schemes, we need to clarify the
relationship between these two concepts: the process of certification is usually referred as
certification scheme. This process uses a set of standards. As a result we can consider, that the
standard is part or a subset of the certification scheme.

3.1 List of standardsand schemes
ISO 9001

ISO 9001 is used as proof that an organisation works according to defined procedures to ensure
guality. The security certification of a smart grid is a means to improve securitys tiratefore also
related to quality in the organisian. Although 1SO 9001 is not a specific smart grid or security
standard, its system to ensure quality within an organisation is a good starting point for connecting
more cyber security and smart grid specific certifications. Therefore it can be uset @aseell
umbrella for attaching more specific certifications, and provides context to the position of the smart
grid system in the organisation.

ISO/IEC 27001 & ISO/IEC27019

ISO/IEC 27001 is used for the certification of information security. It candattagertify that there
are appropriate high level policies and procedures in the organisation for developing, producing,
building or operating smart grid systems and/or components. There is also IEC/IS2QI818hich

211t should be noted here that person certification is deemed out of scope for this document, as it focusses
specifically on systems, and person certification is being addressed by another ENISA project. General IT is out

of scope to ensur¢hat the differentiating properties of smart grid systems are specifically addressed.

2¢KS NBIFIRSNIJ YAIKG y2GA0S GKIFIG a2YS waoOKSYSaQ IINB NBT
FIOG GKFG GKS&aS waoOKSYSaQrdss NB OFNARIFGA2ya 2F ¢Sttt (y2
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provides guiding principlebaseal on ISO/IEC 2700®r information security management applied to
process control systems as used in the energy utility indubtiy this standard does only provides
guiding principles, and no certifiable requirements.

IASME

IASME is a lighter version ISO/IEC 27001 that is developed by CESG in the UK. It can be used for
small and medium sized organisations in the UK that need to address information security, but where
ISO/IEC 27001 is too complex and resource intensive to implement.

IEC 62443

IEC 6243 is a standard that is based on the ISA.99 standard and focusses on functional security.
¢ Cdzy Oa § @ gaNdaris &hat it will dscribe the functionality the system or component needs to
possess, but does not address the technical implementationnlbeaused to describe the functional
security properties of a smart grid system.

It provides certification of industrial control systems (IEC 62443 part 3.3) and components (IEC62443;
Part 4.2, is currently still in draft, so not certifiable y&there ishowever an initiative started in the
IECE®to extend certification for industrial components to IEC62443 in late 2015. The IECEE scheme
does not however explain anything on how to address security certification specific details, and is
mainly focused omutual recognition and assessing tests performed at manufacturefside

ISO/IEC 15408 Common Criteria (C.C.)

ISO/IEC 15408 icommonly calledCommon Criteri@and sometimes abbreviated taC.Calt is a
framework in which computer system users can spetligir security functional and assurance
requirements, vendors can then implement and/or make claims about the security attributes of their
products, and security evaluation laboratories can evaluate the products to determine if they actually
meet the clams.2® It can be used in the smart grid to verify if a product meets the claims regarding the
technical implementation athose security functions.

CPA

CPA is a UK based approach for gaining confidence in the security of commercial products. It is
intendedto complement or sometimes replace other approaches such as Common Ci@ierais
currently only used in the United Kingdom.

CSPN

CSPN is a French scheme defined by ANSSI (Agence nationale de la sécurité des systémes
RQAYT2NNI A2y 0 afiktevel sechriy gertification fiNE gesuRtBproducts. Its scope

is similar to the vulnerability analysis performed within Common Criteria. Its goal is to provide first
relevant results in a less complex way then Common Criteria but without gesrafitompleteness.

ISO/IEC 19790

ISO/IEC 19790, is a certification standard for security requirements for cryptographic modules (similar
to NIST FIPS 14). It is used to validate whether the cryptographic core of any security product is

2 https://www.isa.org/pdfs/autowest/phinneydone/

24 http:/iwww.iecee.org/cbscheme/cbfunct.pdf

25 - http://www.iecee.org/ppt_presentations/iecegeerassessment.zip

26 ENISA Protecting Industrial Control Systemanex lll. ICS Security Related Standards, Guidelines and Policy
Documents [Deliverable ¢ 2011-:12-09], available for download from the ENISA website;
https://www.enisa.europa.eu/activities/Resilienend-ClIPtriticakinfrastructureandservices/scada
industriatcontrol-systems/annesiii/at_download/fullReport
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properlyimplementing technical details in accordance to the design and specification requirements
laid out in the standard itself.

A more extensive description of each of these standards is providghimex BSchemes applicable
to the smart grid domaify and a full list of all the evaluated standards and Schemes is shodmex
C:This annex also shows the reason why a particular scheme or standard was excluded.

Each certificatiorstandardhas some specific properties that aspplicable to a specific field of
application. Below are the certification standards divided into the application fields, and described
what specific properties are related to that field.

3.2 Meta-scheme

There is no uniform method available for putting toget different certification schemes. There is a
standard called ISO 1706Annex FISO/IEC 17067 fundamentals of product certification and
guidelines for product certification schemethat provides properties for product certifidgah
schemes. But this is not a good baserf@ppingexercises, as it does not address the differentiating
properties like practical implementation, and market reception of a standard or scheme. Therefore a
different method has been used to map the schemes. The method used is based on a textual analysis
of the information publicly available for each scheme, amended by the practical knowledge of the
team about the schemes. Additionally, the ENISA research for cloud computing certification has
performed similar research regarding cloud computing sob&ii and $1-CG has provided a
document comparing some of the schemes fotittat has been used for input as well.

To be able to map the different schemes, an analysis has been made regarding the available schemes
by comparing the following properties:

Administrative details
f Name
. Type
1 Groupl/initiative/organisation
i Related documents
Geographic relevance
1 Geographic relevanceWorldwide, European, Subgroup of Europédamber States and
National.

Current maintenance and activity of the program working group
9 Status draft/final, version 1,2,3?
91 Publication date how actual is it, is it ongoing?
Program scope definition
Description:
Target audience
Addressed Industry
Technical relevance of the methodology
Product testing
The heaviness of the program
1 Resources needed,
1 Certification delay

=A =4 =4 =4 -8 -9

27 https://resilience.enisa.europa.eu/cloudomputingcertification
2 SM@ Smart Meters Gordination Group 2 Privacy and Security approagért I, Annual report 2013
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1 Maintenance scheme definition for the program
National and international accreditation body recognition
1 Recognition by accreditation bodies (ISO, IEC, other?) National and international;
1 Definition of CB accreditatiomriteria
Ability to evolve to a European certification scheme, from the current situation
Program stakeholder trust
1 Public private participation
1 Information provision to stakeholders
1 Use of proven methods and maintaining skills
1 Defining security meastes for the premises of developers / OAM actors
Market drivers for the program
1 EconomicsThe scheme includes measures to limit the cost and/or workload and/or
duration of evaluation

The complete set of properties can define a metheme, and it is part of the framework one can use
to position and define the available certification and standards and schemes. Thesohetae details
regarding each examined certification standard i®tisn GAnnexD.2List of schemes

3.3 Qualtative analysis of examined certification standards

There are several types of certificatistandards andgcheme which are categorised according to the
following certifications

9 Operation certification

1 System (functional) certification
1 Development certification

1 Component certification

The following sections provide the general descriptions and main differeaogengst these
standards Please seéAnnex D:Schememapping for a more detailed table with descriptions and
comparisons.

3.3.1 Operation certification scheme

Operation certification revolves around the certification of the operation pf@cess aaurding to a
defined standard. It is not uncommon for a company to be certified for operation, as it is commonly
used to enforce trust in the operating capabilities of a certain company.

Examined operational certifications are:

1 1SO 9001
1 ISO/IEC 27001
1 IASME

The following unique and differentiating properties apply to operation certification:
1 Itfocusses on a management system or management of a process

9 The certification is based on documentation and audits as proof for operating according to a
certain stanérd.
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3.3.1.1 Qualitative analysis conclusion

ISO 9001 provides an auditing and certification possibility about properly documenting what processes
are implemented. ISO/ IEC 27001 seems to be an international standard that is widely recognised in
Europe. IASME prales a good example of a light version, but is only available as an UK based scheme.

3.3.2 System certification scheme

System certification revolves around the certification of a complete (smart grid) system, including the
system hardware components, softwareniguration and related procedures according to a defined
standard.

It is in practice difficult to maintain system certification, due to the fluent nature of a smart grid
system, and static nature of certification. As a system usually is not a statig, dmdite will be changes

and additions made during its lifetime. Certification relies usually on the fact that a certain snapshot
of a system is made, and a certificate issued will apply to that specific snapshot. Any change to the
system (good or bad) wihvalidate the certification. Making the certification a potential cumbersome
and costly task, that can discourage improvements.

Examples of system certification are: {&21433-3 (SSA)
IEC62443-3 provides a good overview of what aspects can be egklrd in system certification.

Properties observed in system certification:

1 Components are integrated into &
- ﬂ’ Security A \ Ensures Security Was Designed-In
SI n g | e SySte m . « The supplier's system development and maintenance
- . . esses are audited for security practices
T[ M ay Co ns I St Of m u | tl pl e Secu rlt) / . I:’r’:’:ures the system was designel:jr:ollnwing a robust,
Security Development secure development process '
Zones. Lifecycle Assessment
. . . (SDLA) Ensures Fundamental Security Features are
9 The certification is based on Provided
1 1 - A i i nctionality i i in:
complete  system, including Functional Securty " Gened recaremns for e sy vl
components, configuration, Assessment (FSA) " ety e oo | emenedihe
procedures and people. A
combination of certified || S¥5tom fgRes meny Tosting faantiies in fetuat
[ —> + Structured penetration testing at all entry points
ili i i + Scan for known vulnerabilities (VIT
Co m pon e nts ’. peop I e and Vulner?rl:;ll';i“;d(e\;::l-)ﬁcallon = Combination of CRT and cfther(tecraniquss
procedures is used to create
chain of trust. Figurel - [EC 62443-3

3.3.2.1 Qualitative analysis conclusion

There is a certification scheme for IEC 628438called ISASecure. However, there is no certification
body in Europe that supports it at this moment. Regarding smatrt grid systems, no other formal security
certification schemes have been identified.

3.3.3 Development certification scheme

Development certificatin schemes are characterised by the certification of a process. The goal is to
provide proof that the method used to develop a certain smart grid systproduct or-component
is in line with standards.

There are multiple schemes that focus on developmeettification, or include it as an aspect.
Especially in the field of cyber security, there is recognition for development certification as a means
of providing trust in a certain product.

Examples are:
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ISO9001

IEC62442-4 (Installation and maintenancequirements for industrial automation control
systems suppliers, no certification available yet, since it is still in development)
IEC624431-1 (ISASecure certification of product development requireméhts)

CPA addresses criteria regarding secure devedoy

CC addresses criteria regarding secure development

CSPN addresses a few criteria regarding secure development

= =4

=A =4 =4 =9

Properties observed in development certifications:

1 Development certification is a process certification that applies to how a product itedrea
1 Itrevolves around using certified people, and certified tools to create a chain of%rust
9 The validation is done with process, documentation and code audits.

3.3.3.1 Qualitative analysis conclusion

ISO9001 is a high level assurance standard that a congaanyse to seek adherence to a documented
high level of quality. This quality standard can be used for developers of systems to prove they develop
code according to documented procedures. Standards such as IECGB24481 IEC62443-1 can be
followed to prove suppliers also meet certain security requirements when developing a device or
system, but the standards are in draft, so no formal certification is possible. Additionally Common
Criteria and CPA contain aspects that address the development envirdgrohproducts as well, but

the level of detail differs per standard and/or security level. Finally, Common Criteria does not address
the certification of people.

3.3.4 Component certification scheme

Component certification revolves around the certification @filsgle component or product, and it is
focussed on the certification of a component or product according to a defined standard or set of
requirements. The examined component certification standards are:

1 1EC62443-2 (ISASecure certification, security vdgments for industrial automation control
system components).

ISO/IEC 15408 C.C.

CPA

CSPN

ISO/IEC 19790

Properties observed in component certification are:

= =4 =4 =4

9 Available from a single supplier
1 Supported by a single supplier
1 Can be identified by a produname and version

3.3.4.1 Qualitative analysis conclusion

CPA and CSPN are national schemes for the UK and France that can be applied. IEC 19790 is only
applicable for cryptographic modules, but is also useful for guidance on testing and product
requirements. C.Ccovers most aspects of CPA and CSPN. C.C. is international recognised and
extendable but is a framework, and therefore depends on specific protection profiles for a specific

2%http://www.isasecure.org/PDFs/Articleand TechnicaPaper
Folder/ISASecure_AssetOwnerViewpoint_Oct2013_v05.aspx
30 Although this holds true only for a part tife schemesabovementioned
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type of product, and a security level (Evaluated Assurance Level, EAL, pleésrrsad.1Comma
Criteria (C@)) formore detail SMCG provided a more extensive analysis on component certification
for the smart meter!. IEC 62443-2 provides security requirements for indusi control
components, but currently there is no official certification scheme associated wélsthndard, as it

is still in draftform. ISASecure is a certification scheme for IEC 63438.3However, there is no
certification body in Europe that supports it tite time of writing this report There is however an
initiative started in the IECEE tatend certification for industrial components to IEC62443 in late
2015. But this scheme will initially focus on components.

3.4 Howareschemes currently applied ithe EU?

This section gives an overview of the implementation status of smart grid certifisaimnss Europe.
Then the key findings will be presented as a means of identifying what could be used as a base towards
a more harmonised smart grid security certification practices framework.

The descriptions regarding the smart meter certifications hasen taken from the SNCG research
performed in 2013%* Other descriptions have been based on online sources, observations and
minutes of meetings of standardization meetings of several standards (i.e. IEC 62351) that were
attended by KS | dzi K2NBRQ GSIF YO

3.41 Geamany

The German Ministry of Economy (BMWi) has mandated the Federal Agency for Security in
Information technology (BSI) to develop a protection profile for smart meter Gateways. The protection
profile is based on Common Criteria. The level of securitypbas defined EAL4+, which is similar to
EAL level 4; methodically designed tested and reviewed, but augmented with vulnerability analysis
requirements with more stringent conditions.

Besides this component certification, the energy companies in Germarg thabe compliant with
IEC/ISO 27001 by the end of 2015.

3.4.2 United Kingdom

In the United Kingdom the Department of Energy & Climate Change (DECC) has defined Security
Requirements and an ero-end security architecturé®

The Security requirements are needfmt the Commercial Product Assurance (CPA), a certification
that is mandatory for all smart metering products in the UK. CESG (Communidaiat®nics
Security Group) provides smart metering security profiles according to the CPA schemeésraiied
metering security characteristi€$®The production of these profiles has been coordinated by the
DECC with input by a cresslustry working group.

The UK government also promotes Cyber Essefiti@lyber Essentials isSUK government scheme
encouraging manizations to follow good practices in information security. It includes an assurance
framework aligned with 1SO27001 and IASME, and a simple set of security controls to protect IT. It
was launched in 2014 by the Department for Business, Innovationkitsl S

31 SMCG Smart Meters @odination Group 2 Privacy and Security approaghrt Il; Annual report 2013

32 source SMCG Smart Meters @odination Group 2 Privacy and Security approgaért I1; Annual repor2013.
33 https://www.gov.uk/government/uploads/system/uploads/attachment data/file/65685/738%p-doc-
supportsmetsl.pdf

34 https://www.cesg.gov.uk/servicecatalogue/Produsssurance/CPA/Pages/Secu@iaracteristics.aspx

35 http://lwww.cesg.gov.uk/servicecatalogue/bgr-essentials/Pages/cybarssentials.aspx
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3.4.3 France

France is considering a certification scheme called CSPN (Certification de Sécurité de Premier Niveau),
that is based on Common Criteridhe scheme is used for meters and data concentrator security
certification. France is considering smgrids aspecific Industrial Control Systems. A law was passed

in December 20138 which allows the French Prime Minister to enforce legal requirements in order to
increase the security level of critical infrastructures. The decrees related to this lawregatty being

drafted and should be published by the end of 2014. This will apply to smart grids as well as other
critical infrastructures. ANSSI (Agence nationale de la sécurité des systemes d'information) has also
published a framework for classifyingdustrial Control Systems and a set of technical and
organisational rules applicable to Industrial Control Systems.

3.4.4 OtherMember States and EFTA countries

¢KS 5dzii OK yI A2yl fENetddidEt Nededandina2dgvel@p@d tr@{tth Seart
Meter Requirements (DSMR). Although security and privacy were not the primary focus of the initial
specification, additional security and privacy requirements have been included to the updated DSMR.
The Netherlands is considering developing a protection profilessdd on Common Criteria. They
expressed their interest to collaborate on a European level.

Norway and Sweden have the intention to develop a protection profile based on Common Criteria.

SERTIT (Sertifiseringsmyndigheten fesikkerhet) is currently repsenting Norway as a member of

GKS AYyOiSNYyFrGA2y It O2YYdzyAaide OFffSR a! NN y3aSYSyl
/| SNIAFAOIGSE Ay (GKS FTASEtR 2F Ly HESNerShareshd ¢ SOKY 2
EFTA countriggve indicated to prefea European wide harmonized security approach, but will define

their own level of security. Additionally, Norway is also a member of thelS@Greement.

In the industry, ISO 27001 is internationally recognized, @@mmon in Europé’ Other standards
mentioned in the energy industry are ISO27002dEC 62443 but no formal legislation or guidance
is provided.

3.4.5 European cooperation for Accreditation (EA)

EA has been appointed by the European Commission to manage the accreditation infrastructure
within the BJ, EFTA (European Free Trade Association) and Candidate countries. It iprafihon
association responsible for defining, harmonising and building consistency in accreditation within the
European region, with the aim of reducing barriers to trade, anatrdouting to protecting health,
safety and the environment. EA ensures that national accreditation bodies operate in accordance with
the requirements of Regulation (EC) No 765/2008.

36 http://lwww.defense.gouv.fr/portaitdefense/enjeux2/politiquede-defense/laloi-de-programmation
militaire-lpm-2014-2019/laloi-de-programmationmilitaire-lpm-2014-2019
37 http://www.iso.org/iso/home/standards/certification/isesurvey.htm?certificate=1S@ C%2027001&

countrycode=AF#standardpick
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= ———= F 4 co-operation for
: = 4 Accreditation

#® Peer evaluation Mational
(ISO{IEC 17011) Accreditation

® Requlztion (EC) Bodies (NABs)
Mo 7e5/2008

Laboratories Inspection Bodies Certification Bodies Verification Bodies

[SOMIEC 17025 ISOMIEC 17020 ISOYIEC 17021 150 14065
150 15189 50 Guide &5 (EN 45011)
BOfIEC 17024

Regulators and other users can have confidence that
the conformity assessment activity is provided
by a competent supplier

PRODUCT & SERVICE PROVIDERS

Government, purchasers and the consumer have confidence that products
and services placed on the market meet specification or legislation.

Y Y l

GOVERNMENT PURCHASERS CONSUMERS

Figure2 - EA scheme
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6 SOGS

The SOGS (SenioDfficers Group for Information Systems) is a Mutual Recognition Agreement (MRA)
between the participants. The participants agree that IT products and protection profiles which earn
a certificate can be procured or used without the need for further evatunatlt seeks to provide
grounds for confidence in the reliability of the judgements on which the original certificate was based,
by requiring that a Certification Body (CB) issuing Information Technology Security Evaluation Criteria
(ITSEC), or Commonténa (CC) certificates, should meet high and consistent standards.

The objectives for signing an MRA &te:

9 Objective 1: Facilitating trade exchangelhe potential advantages for economic players who
wish to benefit from these agreements are as follows:
o To make the reqgulatory process easier for introducing products on the importing

O 2 dzy inait@sdar as the conformity assessment against the technical regulations
of the importingcountryis performed before shipment (a reduction in the expense
and time required to obtain product compliance with the importir@2 dzy' i NB Qa
technical guidelines, noeduplication of audits and inspections). Thidrty
conformity assessment of European products intended for export is conducted by one
of the European bodies digmated for this purpose (and vice versa).

o0 Greater legal security and enhanced predictability in tradewer inspections
conducted by authorities of the importingpuntryin the exportingcountry).
1 Objective 2: a tool for deregulation; For products subjet to third party conformity
assessment procedures, mutual recognition agreements are clearly meaningless unless:
o0 Conformity assessment bodies (CABs) have been set up with the necessary authority
and technical competence to perform this work and atl®wed to also perform on
GKS olaira 2F GKS GKANR O2dzyiNEQ& (SOKYyAO!l
0 The regulatory authorities decide to recognise the results of conformity assessment
LINE OSRdzZN’ & Aa&ddzSR o0é& /! .a&a t£20FGSR Ay {(KS

1 Objective 3:a step for regulatory convergenceéiccording to the &opean Commission
mutual recognition agreements mdnavean educational impact: enhanced understanding of
the technical regulations of the other contracting party and the experience gained in
implemening these regulations in the context of the MRA agreement may be factors that

could contribute to greately dzi dzI f dzy RSNRA Gl YRAYy3I 2F SI OK 02y

certification scheme details.

However, the usefulness is also limited due to:

9 The recogition and acceptance by each of the Participants that this Agreement does not
create any substantive or procedural rights, liabilities or obligations that could be invoked by
persons who are not signatories to this Agreement.

1 The recognition and accepta@ by each of the Participants that this Agreement has no
binding effect in national, international or European Union Law.

% Source: MUTUAL RECOGNITION AGREEMENTS THEIR ROLE TODAY AND -T@MORROW
presentation on the role of mutual recognition agreements made at the Workshop on Standardization
and Conformity Assessment Matters in the Transition Economies
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Please seéAnnex HSOG S for more details.

3.5 Key findings

In Europe, only a fewlember StateGermany, UK and the Netherlands) have developed specific
security requirements for smart grid equipment. Thesgiatives hae been developed in order to
meet specific national smart grid needs adigersenational energy lawequirements. As a result,
there is diversity in thepecifications for security requirements

Theshortageof security requirements and initiatives might be due to the fact thatéhis not a clear
view of theamount of publicly known cyber incidertsDue to theunspecified number ohcidents,
there is no direct recognition of the necessity to improve cybecurity from a corporate point of
view. This lek of recognition is caused by the fact that private companies will not admit they had a
cyberrelated incident as this might damage their reputation. Additionally, cyber incidents are not
easy to identify #er the fact, as the systems often are too damaged or do not store enough data for
effective forensic research to be carried out.

The identified smart grid security requirements focus on Home Area Network (HAN) arBn@rid
applications. This is mostilye to the fact that, at the moment, the key driver behind the development

of the smart gird, is the rofbut of the smart meters which are devices oriented to service end user
ySSRa o . FaSR 2y G(KS RS&alié2L) NBaSienNad& forothé¢ S G S| Y
than the HAN parts of the smart grid (e.g. substation automation and protection, EMS, DMS etc.) in
European Member States.

Furthermore, the production process of these profiles varies among Member States; in Germany the
profile has beemleveloped by a public Authority (BSI) while in Netherlands the private sector has the
leading role. This might have an impact on the acceptance level of the profile by the industry due t
different degrees of private sector involvement in the securityd@gNB YSy 4 aQ YI 1Ay 3 LINE

Although there are organisations supporting European wide certification such as EA a8, 826G

is no legislation enforcing a particular scheth€ommon Criteria have nevertheless been adopted
almost evenycountry, although they are sometimes amended or replaced by other national schemes
to support specific national needs. In some but not all Europdamber Stateghere is some form

of publicprivate participation regarding security certification for the energy induskhys situation
also illustrates the difference in attitude among Blémber Stateswhere some feel the need to
instate legislation before EU mandates, while otMember Stateprefer to use the guidance of the
EU to decide what scheme to adopt.

There is arrently no harmonisation, there are different methods, schemes and different levels of
security defined peMember State but there is some synergy in the adopted schemes primarily based
on the Mutual Recognition Agreement (MRA) concept. There have kat@mal initiatives to improve
cyber security for the smart grid by adopting a certain certification approach.

39 Examples of root causes for such cyber incidents might include: human errors, system ,faiticezal
phenomena, malicious actions and third party
40 Germany is going to mandate 1SO27001 in 2015.
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4 A Chain of trust for the smart grid

4.1 The supply chain view of the smart grid

To be able to create trust regarding the security of the smart grid necessary that the stakeholders
are confident in the aspects deemed relevant. Certification is a formal means to create confidence,
and thus trust in the relevant aspects, by means of a standardised validation process.

A typical supply chain as si@ibed in the needsée2.3) that can be applied to the smart grid domain
is shown irFigure3.

Figure3 - Typical supply chain

It is important to note that a single certification scheme spanning across the entire smart grid supply
chain is quite complex, and requires a lot of actora/ork together. As sugla large scheme is usually

too complex, in practice it is split up into separate schemes that are specific for the separate steps in
the chain. To be able to trust this supply chain, certification can then be used to create afttiast.

By ensuring that each step in the supply chain follows certain security rules, a trusted environment
can be created, where it can be assumed that a system is being operated in a secure manner. However,
if a step in the chain is compromisedcén cause a security breach, that could affect the rest of the
chain as well.

Figure4 shows a mapping of security certification on the smart gridodphain.

development production product system operation
certification certification certification certification certification

Figure4 ¢ Supply chain certification

This chain can only be trusted if the certification scheme used for the certification itself is also trusted
by the stakeholders. The trust in a certification scheme or lack tfgi®a common issue and there

are multiple solutions to solve this. On a national level, trust in a scheme is commonly created by
following guidelines such as ISO/IEC 17067 that is used for product certification schemes. (For a
detailed explanation of I3 17067 please se@\nnex FISO/IEC 17067 fundamentals of product
certification and guidelines for product certification scheya€Bhis allows for the certification body

that applies the scheme to receive formal accreditation by a nationally recognised accreditation
organisation. Such a national organisation is subsequently recognised by an international forum of
accreditation orgarsations, therefore effectively creating trust in the certification scheme. A similar
hierarchy is depicted i&rror! Reference source not found.

The process describing the details regarding accreditation, certification, related organisations and
0§KSANI Ay (SN OilAngey BDedcripidn dR &crdditatios ahd deryfficadiond
4.2 Analysis of the smart grid chain of trust

This section provides a definition aneference model of a chain of trust for the smart gridemht
explains how the smart grid can be mapped on existing security certification standards and practices
using this chain of trust. Additionally it describes how a risk based analysis can define the level of
security of a smart grid, and how a smart grettification scheme can be validated.
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4.2.1 Certification and the chain of trust

€Figures - Smart grid chain of trusts a depiction of the complete sply chain for a system in a smart

grid environment! based on the analysis of the smart grid stakeholders involved in development,
production, integration and operation, and the model outlined by the standard IEC 62443 (please see
B.6IEC6244%0r details on this standard and its relevance to tain of trust concept

Smart grid system operator certification, e.g. utilities

continuous
certification
maintenance

use certified system

certified operation

[

Smart grid system integration certification, e.g. engineering ctimpanies

use certified
components

T

Smart grid components certification, e.g. equipmentvendors

system development
certification

system certification

development
process
certification

continuous

certification
maintenance

production process
certification

product
certification

Figure5 - Smart grid chain of trust

According to this model certification takes place at three levels:

1. Smart grid operator certification.
2. Smart grid system integration certification
3. Smart grid component certification,

A smart grid mayuffer from complexity in respect to system design, which makes it different to
standard ICT components as far as certification is concerned. A smart grid is geographically spread
over a large area and there are multiple interconnections on differentspaftthe system. A smart

grid can communicate with a Home Automation Network (HAN), Decentralised Energy Resources
(DER) or an energy trading system. These interconnection can occur on numerous parts of the system,
and exchange low or high level data wiplarties that can have different levels of trust. These
interactions should not affect the chain of trust, and this is theoretically feasible as long as guidelines
and best practices for third party interconnections are respected and implemented in lihne\\\&T

IR 7628 and 1SO27002.

411t should be noted that such a system does not encompass the complete European smart grid, but will be a
system that is a part of it. The system described here has a system responsible, and will interact with other smart
grid systems on different abstrach levels.
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Cyber threats evolve over time. Vulnerabilities in hardware and software and new attack factors are
a reason of daily concern. There is need for continuous certification maintenance to stay up to date
with the latest known atack factors. This need is recognised by the stakeholders28g@ndthe
certification lifecyclewill need to be taken into account when looking at what shdoédcertified.
oFigure5 - Smart grid chain of trustincludes the lifecycle by taking into account component and
system maintenance inthe for;d ¥ G KS 0 f 220 10 SWAAYFIRAAOSF diadnignance id y G Sy |y
commonly reviewed by equipment vendors who supply patches, and smart grid system users, who
apply patches and expand on the system. System integration does not commonly include a
maintenance scheme, as it is moally applied as a project with a discrete deliverable (e.g. deliver a
working system x at date y). Therefore continuous certification maintenance for system integrators is
left out of this figure.

4.2.2 Adoption of SGAM for a chain of trust model

The SGAM Famework and reference model aims at offering support for the design of use cases for
smart grids. Support takes place by following an architectural approach which allows for a
representation of interoperability viewpoints in a technology neutral mannebfaih current smart

grid implementations and the implementations of the smart grid rolled out in the near future.

The SGAM model can be applied for individual and interacting entities across the smart grid domain,
and provides insight on how a stackeddagf security, can provide a layered approach for smart grid
security. It relates back to the defence in depth strategy, where secure components (component
layer), secure communication between components (communication layer), and a secured
information ard function layer, provide a layered model of smart grid cyber security. It also provides
insight where security standards possibly overlap or complement each other.

It can be concluded that S&V meets the requirements for different certification standafdssmart

grids. Existing certification schemes address the issue of certification of smart gird chain elements (see
Figure6) separatelyéFigure6 - chain of trust model shows an interpretation of the S&M model
combined withthe earlier introduced chain of trugfFigure5) that can be used to map different
standards and schemes suitable for smart gedurity certification.

A chain of certificates which covers all aspects depictefFigure5 (e.g. vendor development,
production and product security combined with secure system developnaemt secure operation)
supports the enhancement of trust for the whole smart grid supply chain.

The level of security that is covered by the individual certificates can then be related to the place of
the certificate in the value chain and the -8®1 modd, and the role it will fulfil within the smart grid
chain. This means that the model below can be used to give insight into dependencies, how certificates
relate to each other in the smart grid, and provide a means to assess the impact of the secatity lev
used in a specific part.

It can also be used to provide insightdrhow security should be mapped on a specifie/\Guse
case. For example, when a-86l use case is created for a smart meter chain, theA8Quse case
model can helpn mapping the typs of certification required to build a chain of trust within the smart
meter SGAM usecase. This approach provides a way to relate asABIGnodel based use case to
specific certification schemes, and provides context to the coverage of an, existingpprdar, smart
grid related certification scheme.
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Smart grid system operator certification, e.g. utilities

‘ use certified system ‘ certified operation

Smart grid system i ion, &.g.
use certified system developmant
compaonents certification

Smart grid companents certification, e.g. equipment wmlm}

continuous
certification
maintenance

Business layer
Functional layer

~7 Communication layer

Component layer

Operation
User of system’

Supplier of system

Supplier of components

Figure6 - chain of trust model

The model ifFigurebis a graphicalepresentation of how the described chain of trust could be applied
to an SGAM use case. This image seemanply that the complete chain should be applied for each
layer, fa a complete security certified smart grid, but the-88 model was not intended to describe

a complete smart grid prototype, but provides a method to create a common reference model for a
smart grid use case. Only after such afGuse case is defineddlsuggested chain of trust model
described in figure 5 can be applied for each layer in the use case.

It should also be recognized that the model does not imply that thé\BIGuse case and its related
layers are in an ono-one relation with the layers dhe chain of trust model. It is merely a graphical
representation that demonstrates the different levels where different certification schemes can
reside; these layers are not meant to be fully aligned with the layers used in tdé/Q@odel.

4.2.3 Security equirements

Having defined the reference model, the next step towards more harmonised smart grid security
certification practices is to define the security requirements of European wide technical communities
(e.g. EURELECTRIC, ESMIG). There arthras$/ identified sets of security requirements in the

European market. The definition of these requirements is beyond the scope of this document, but

42 Germany, the Netherlands and UK, see seclién
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could be based on profiles like the Common Criteria protection profiles or the $&earity
Characteristic.

4.2.4 Définition of risk levels aligned with the SE& framework methodology

To be able to minimize the cost of certification, one can take into account the criticality of the
component subject to certification. This way, the proper level of depth and thoroughokss
evaluation can be determined. A ribased approach can help to focus certification efforts on smart
grid use cases, and therefore provide insight into the appropriate level of security. Additionally, a
European approach for the level of security ¥eidilitate in a common reference model for all Member
States. This section will describe an approach of how the M/49B3@mework can help to answer

the questionéwhat to certifyZ.

In 2012 the Smart Grid Information Security {SEworking group afhe Smart Grid Coordination
Group (SECG) provided a methodology to help define security requirements through a Use Case
based approach. The 86 toolbox provides Smart Grid Use Case stakeholders an easy and pragmatic
way to identify their security needmnd identify gaps in use case recommended standards to deploy
securityrequirements as needed. In 2014 this is renamed to théSSfGamework. The use case model
utilized by S@S is based on the S framework, and is therefore usable to perform risk
asessments on S&M use cases. Therefore it is a useful methodology to align with when defining the
risk levels within the chain of trust.

The S@S framework describes in detail how to assess use cases, lists the relevant assets categories
and identifies anodel for determining the Risk Impact Level (RIL) of specific information assets in a
use case. The following picture summarizes how the methodology is intended to be applied.

Analyze each use case

identifying information
Collect and classify use assets, owners and Determine the SGIS Risk Impact Levels
cases by domain and actors (C-I-A) for every information asset
zones (Put easy questions to the owner of the

process figuring out the worst scenarios)

; = =y

‘ = =) T s
/ ‘ —_—— ! . Identify components supporting
/__v =1 — = | N TS each information asset and
s i o =) g T —— group them determining their
— e i @ & effective likelihood
Q . o \ - S e
&\ ==

Identify and analize new use cases

periodically or when processes suffer P \ B, S —
major changes in order to detect new R == =g
requirements per domain and zone, - AR —
updating security level criteria and the ===
minimum set of security controls. R
(The effective likelihood for
every information asset will be
Determine the SGIS Security the highest value obtained after
Level for every information evaluate threats for groups of
asset after executing the three components supporting that
Select the appropriate correspondig Inherent risk information asset)
standards to protect every analysis (C-I-A) ., ... cwoe

information asset depending
on it security level and taking
in account the 4 quadrants

Establish the minimum set of

security controls list that has to
be deployed according to every
security level, domain and zone

(Crossing the highest RIL and the highest
effective likelihood obtained during the
evaluation of all the components included
in his map of dependencies)

Figure7: Methodology for security requirements defition
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Using the S@S methodology can help to focus certification efforts on the smart grid use case with the
highest risk impact level.

4.2.4.1 Risk impact levels

The Risk Impact is established by analysing how incidents related to a particular information asset
affect the process where it is involved. Different incidents produce different impacts, so the highest

impact identified in all the possible scenarios determines the Risk impact level for the analysed
information asset. The result is expressed in a stal|® 1 to 5 where level 1 is the lowest possible

and 5 the highest risk impact level.

4.2.4.2 Risk Impact Categories

Security incidents against information assets affect their involved processes in different ways:- The SG
IS Impact Analysis methodology identifiés different types of affectation or categories. Categories
should be evaluated independently using the scale defined above (from 1 to 5).

There are six categories that are evaluated in this process to identify the risk impact produced by
security inciderg. Two of these categories are subdivided in subcategories. More categories and/or
subcategories could be added at this level in order to get a deeper and more specific risk impact
analysis in smart grid.he figure below shows the described categorietega and its risk impact
levels:

from 50% internationd compay
HIGHLY regond gids populdtion in critical closure or directand || Permenentloss
o) PRSRLN | from 106w [ o 1O GWIN fcgupkey o TOM infrasiructures fl "9 P 1€l coleral  fcolideral deang st deCingy >S0%EBITEN
| countries affected disruptions
L
> naiond grids rom 1 GW/h to from 25%to | nationd criticad temporary permanent
[11] from 1 GW to 10GW/h 50%population | infrastructures | not de p n e| disruption of Jcollateral deathsl| loss of trust <50%EBITDA
- 106w size dffected affected activities inacountry
- S ’ unauthorized
city grids from from 10%to essentia i temporary
O HIGH 100MW to fmg ig\)NNIMh”h 25%population | infrastructures md:%ciltt;s;ir:r?rof b gf gg-nré\o% directdeahs || lossoftrust [ <33%EBITDA
E 1GW size affected affected senstive daa in acountry
E neighborhood |00 1 mwrh to |from 2%to 1094 compimentay gir;ectllél;(}:iezg;i b n esto 109 serioudy temporary
MEDIUM | fgrids from 1MW["™y jopanyp | PoPUldtion size| infrastructures modip dienof | of EgITD\ injured or and locd <10%EBITDA
A to 100MWV affected affected persond data discepacity loss or trust
%)
= home or under 2% no .
o building under population size no persond nor . minor short time &
Loy networks under|  1IMW/h affectedin a _cofmpimentay senstive data | \Wanings accidents scope <1%EBITDA
1MW country infrastructures involved (warnings)
Enery supply | Eneryy o q Data other laws &
(Watt) (Watt/ hour) Reppuleitenn || i sies protection regulations
HUMAN RERJTATION HANANCIAL
OPERATIONAL (avalability) LEGAL

MEASUREMENT CATEGORIES
Figure8 - The risk impact evaluation table measures impact levels on SG process for one specific as

The S@S Framework provides a way to identify security requirements for specifiCbses and SG
assets. Then the asset owner can determine the level of security for his asset, based on the
methodology proposed and the risk appetite, by using thd S@amework.

As both the S@&M model and the SG& framework are recognized by Membert8saas an accepted
approach for describing the smart grid and the relevant risk levels, they provide a good basis for a
European framework which contributes to more harmonised smart grid security certification
practices.

Combining the two (S&M and SGS) one can build a chain of trust for a specific national use case,
as well as the level of security needed for this use case. This way a Member State can describe its own
use case and perform a risk assessment, both based on an accepted EU methodology.
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This is an important piece of the framework for smart grid security certification, as it addresses the
following needs;

1 A common reference model for security in the EU.
1 An agreed method for the level of security for different criticality aspects of the grid.

The next step is then to define how the level of security for each part of the chain of trust is to be
evaluated. For this, existing certification schemes can be selected on national level. Based on the
national use cases stakeholders can take decisioggrding scheme implementation, specific
requirements, and validation activities.

4.3 Conformity assessment and its relation to testing

To be able to certify the security of the smart grid, asset owners will need to provide proof that security
requirements seby the technical committees are met. Such proof is usually generated by assessing
(or testing) the conformance to this set of security requirements. In this respect conformity
certification, conformity assessment and testing are commonly used interchahgée understand

what certification is, and how it relates to terms such as conformity assessment and testing, this
section explains their relation. For a more in depth view, pleaséds@ex GConformity assessment

and testing Additionally, 1SO provides a comprehensive overview online:
http://www.iso.org/iso/casco_buildingrust. pdf.

Conformity assessment can be undertaken by the supplier of a product or service, its purchaser and
other parties who might have an interest such as insurance companies and regulatory authorities. It
is convenient when talking about conformity assessmentfer to the parties as follows:

9 First party (1st party¥ the person or organization that provides the object which is being
assessed,

Second party (2nd partg)a person or organization that has a user interest in the object;
Third party (3rd party} a person or body that is independent of the person or organization
that provides the object, and of user interests in the object.

T
T

A 1st party conformity assessment is perceived as less trustworthy theéh @By assessment.
Therefore, in relation to theisk that nonconformity poses, a choice is made to what parties are
allowed to perform the assessment. An-B8¥ramework aligned approach (described in secfi@¥
4.2.1) can help to decide the risk for a specific scenario and associated assurance level.

The following items are the most common conformityessment activities.

1 Inspectionis the examination of a product design, product, process or installation and the
determination of its conformity with specific requirements or general requirements.

1 Certificationby a certification body formally establishtsat a product, service, organization
or individual meets the requirements of a standard after evaluation.

1 Accreditation provides independent attestation of the competence of an individual or an
organization to offer specified conformity assessment sessife.g. testing, inspection or
certification).

 Testnghd GKS RSGSNXYAYIGAZ2Y 2F | LINRPRdzOGQa OKI NI
standard. Testing can vary from a Rdestructive evaluation (e.g-bay, electrical, etc.) after
which the producis still fit for use, to a destructive analysis (e.g. chemical, mechanical, etc.)
after which the product is no longer fit for use.

There are different types of aspects that can be focussed on while testing. The most common are:
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1 Conformity testing:testing to assess the compliance of the test subject to standardised
requirements.

1 FRunctional testing:testing to assess the ability of the test subject to provide the functionality
that is required by the assessment. The required functionality of the delsject is usually
described in a standard that the assessment refers to when performing the tests.

1 Interoperability testing testing to assess the ability of two or more systems to exchange
information and to make mutual use of the information that hash exchanged?

With respect to smart grid cyber security, all three aspects play a role. Conformity testing needs to be
performed to ensure that smart grids comply with requirements set by the EU, Member States and
users of smart grid systems.

Functiona security testing needs to be performed to support the implementation of cyber security in
the grid, as conformity testing normally does not focus on the validation of security functions that the
device can support. For example, the conformity securigureement is for a device to have access
control, but the functional security requirements can be that access control should work in a specific
manner.

Interoperability testing is an important aspect of conformity assessments of communication
standards. Br example, an encryption mechanism needs to be interoperable between smart grid
devices to be useful. If interoperability testing is skipped for an encrypted communication channel,
the system can be conforming to all security requirements, and have beetidnally tested, but can

still not be able to use the encrypted channel becausedingces are not interoperable.

Penetration testing

A more specific form of testing that is common in security tests is penetration testing. This type of
testing revolvesround the exploitation of possible design flaws and weaknesses to compromise the
security of a device. Such tests do not focus on a specific test book, but rely more on the creativity of
the tester, and the time there is available to perform a penetnatiest. Penetration testing can be
incorporated as part of a functional test, by describing it as a negative test case for a functional
requirement. For example, the validation by the following functional requirement can be tested by a
penetration test;éthe device under test shall not provide means to circumvent the access control
mechanisnd. Such a requirement can be validated by a riegaest scenario, where the device will

be subjected to a penetration test in an attempt to circumvent the access alomtechanism.

A successful smart grid cyber security certification practices framework will need to include all 3 topics,
conformity testing, functional testing and interoperability testing. It should also address penetration
testing as part of the functimal tests. Depending on the potential severity of the security risk if a
product is not conform, it can be decided to perfoffinst, second or thirdparty assessments.
However, in practice, onlthird party certification is seen as trustworthy for most cyber security
schemes.

The different conformity assessment techniques can be combined with the Risk Impact Levels
described in the previous section. This way, it is possible that some certificatioraods¢ decreased
because it is expected that less critical devices might not be subject to certifications but to less
expensive conformity assessments (see annex G for a summary on conformity assessment and
testing).

4 |ITUT Z.450 - Quality aspects of protocol-related Recommendations - http://www.itu.int/en/ITU-
T/publications/Pages/structure.aspx
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4.4 Description of certification schemeefations loosely based on S&M
model

This section describes a loosely bassabpingof security certification schemes, related to the chain

of trust model described in sectigh2.1 It is not possible to exactly map the schemes to theASM5
model, as it would not provide a picture that does justice to the scope of the different certification
approaches. Therefore the domains in the original®model have been maced by stages in the
product lifecycledevelopment, production, operation and maintenancelhe zones in the S&M

model have been replaced by the product ownership stages that a product goes through during
production, integration, acceptance and operian. In this way the model should provide guidance

of where to place a certification scheme in the smart grid chain of trust. The layer definitions from the
SGAM model have been kept intact, and should help to understand the level of abstraction of the
standard.

The following layers are described by the/ &A@ model

Business layer
Function layer
Information layer
Communication layer
1 Component layer

=A =4 =4 =9

Belowfollows adescription of each layer generally aligned with the/8& modet*, and suggested
which of he identified certification schemes can be applied to that layer.

44 SGAM model described at
http://ec.europa.eu/energy/gas electricity/smartgrids/doc/xpert _groupl reference héterture.pdfon page
27

Page31


http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert_group1_reference_architecture.pdf

x

x
*

x

*

* %
*

enisa

*
*

Smart grid security certification in Europe
Challenges and recommendations

December 2014

4.4.1 Business layer

The business layer represents the business view on the information exchange related to smart grids.
SGAM can be used to map regulatory and economic (market) structures and policies, business
models, business portfolios (productnd services) of market pdes involved. Also business
capabilities and business processes can be represented in this layer. In this way it supports business
executives in decision making related to (new)simess models and specific business projects
(business case) as well aguéators in defining new market models.

On the business layer, the focus of security is around the busirss$ corporate regulatory
processes. They are high level, and provide controls for management and decision makers that can be
used to steer and impment more detailed procedures and technical requirements.

_ Busirmxs Layw:
L~ 7 Funcicnzl laper

7 Communication Syper

Companert liyer

ISO9001
1ISO27001
IASME

ngineering campanies

1ISO9001
ISOZIOON
IASME

1SO9001
1SO27001
FASME "

certificallo maintenance

Figure9 - business layer
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4.4.2 Functioral layer

The functioral layer describes functions and services including their relationships from an
architectural viewpoint. The functions are represented independent from actors and physical
implementations in applications, systems and components. The functions are derivedragting

the use case functionality which is independent from actors.

IEC 62443 provides requirements and guidance for security functions for industrial control systems.
Unfortunately not all parts of the standard provide formal certification schemeslitdnally, the
standard focusses on security requirements and design, but does not go into detailed descriptions of
components and communication protocolBelow is a mapping of the different parts to the trust

chain.
IEC 62442-2 IEC 62442-3

IEC 62442-4

IEC 62443-1 IEC 62443-2 IEC 62443-3

IEC 62443-1 IEC 62443-2

Figurel0- Functioral layer

4.4.3 Information layer

The information layer describes the information that is being used and exchanged between functions,
services and components. It contains information objects and the underlying canonical data models.
These information objects and canonical data models regnéthe common semantics for functions
and services in order to allow an interoperable information exchange via communication means.

On the information layer there is nothing available floe certification of security. Such certification
would have to dcus on securing the information exchanggethe technical level. This encompasses
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