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Executive Summary 

The Internet of Things (IoT) is an emerging concept where interconnected devices and services collect, 
exchange and process data in order to adapt dynamically to a context. In the context of άSmart Home 
9ƴǾƛǊƻƴƳŜƴǘǎέ ōƻǘƘ Lƻ¢ ŀƴŘ ǘǊŀŘƛǘƛƻƴŀƭ ŘŜǾƛŎŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ƛƴǘŜƎǊŀǘŜ ƛƴ ŀ ƘƻƳŜ ǘo enhance the quality of 
ƭƛŦŜ ƻŦ ŎƛǘƛȊŜƴǎΦ ¢Ƙƛǎ ŀƭƭƻǿǎ ƛƳǇǊƻǾŜƳŜƴǘǎ ƛƴ ǎŜǾŜǊŀƭ ŘƻƳŀƛƴǎ ǎǳŎƘ ŀǎ ŜƴŜǊƎȅ ŜŦŦƛŎƛŜƴŎȅΣ ƘŜŀƭǘƘ ƳƻƴƛǘƻǊƛƴƎΧ  

New Smart Home devices and services appear at a fast pace, from various manufacturers which may have 
a limited experience of cyber security. Yet, it is often necessary to integrate these devices in the άIƻƳŜ 
!ǊŜŀ bŜǘǿƻǊƪέ in order to provide connectivity for data exchange and to perform their operations. 

Due to these interdependencies, numerous cyber threats appear with possible consequences on the life, 
health and safety of the inhabitants. Hence, it becomes important for manufacturers, solution vendors, 
developers, and end-users to understand how to secure devices and services. 

In Smart Home environments, the security can be difficult to implement within a heterogeneous 
ecosystem which integrates several types of devices and services, which usually have limited security due 
to their wŜŀƪ ŎŀǇŀŎƛǘƛŜǎ ό/t¦Σ ōŀǘǘŜǊȅΧύ. Moreover the service they provide usually relies on remote 
infrastructures for cloud storage, analytics or even remote access to the devices. 

It becomes necessary to follow a holistic approach of security as the multiple dependencies open new 
ways of remote attacks, as presented in presented in άENISA Threat Landscape and Good Practice Guide 
for Smart Home and Converged Media.έ 1 

The key findings of this study confirm the difficulty to ensure the security of Smart Home Environments: 

¶ The need for security in Smart Home Environments is still underestimated and vendors lack 
incentives toward this goal. 

¶ It is difficult to understand which security measures can protect Smart Home devices and services, 
as they present new security challenges due to their interconnected and pervasive nature. 

¶ Many IoT applications, Smart Home ŘŜǾƛŎŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ǊŜƭȅ ƻƴ ƻǘƘŜǊ άōǳƛƭŘƛƴƎ ōƭƻŎƪǎέΣ ǿƘƛŎƘ 
may cause unknown vulnerabilities to appear. 

This study aims at securing Smart Home Environments from cyber threats by highlighting good practices 
that apply to every step of a product lifecycle: its development, its integration in Smart Home 
Environments, and its usage and maintenance until end-of-life. The study also highlights the applicability of 
the security measures to different types of devices. 

The good practices apply to manufacturers, vendors, solution providers for hardware and software, and 
developers. It can be used to assess their current security level, and evaluate the implementation of new 
security measures. European citizens, standardisation bodies, researchers and policy makers could also 
find an interest in this study. 

                                                           

1 https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-thematic-
landscapes/threat-landscape-for-smart-home-and-media-convergence 

https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-thematic-landscapes/threat-landscape-for-smart-home-and-media-convergence
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-thematic-landscapes/threat-landscape-for-smart-home-and-media-convergence
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The application of good practices aims at covering existing threats. However, Smart Home Environments 
remains only one specific application of the Internet of Things. Thus, it requires a continuous effort to 
ensure the security of new devices and services and the safety of its inhabitants. 

ENISA proposes the following six recommendations with the objective of enhancing the current status of 
cyber security in Smart Home Environments and in a more general IoT context: 

1. All stakeholders should reach a consensus on minimum security requirements: the development 
of minimum security requirements should help non-experts in implementing specific security 
functions in their devices and services 

2. Industry actors should support security-driven business models: as Smart Home manufacturers 
tend to focus on functionalities, security can become a differentiation factor and provide added-
value to customers. 

3. All actors should contribute to raise security awareness: to help manufacturers with less 
experience on security and customers, awareness is needed to understand which actions are 
needed to secure a Smart Home. 

4. Industry actors should develop security assessment methods or frameworks: as IoT for Smart 
Home Environments brings a new paradigm. Specific methods or framework shall ease security 
assessment and accompany deployment of security measures. 

5. Policy Makers should clarify the legal aspects of Smart Home Environments: since there is 
currently a limited scope in the liability when a device is compromised. With health and safety 
concerns, policy should help understand the responsibilities and have a preventive role. 

6. Industry actors and publicly-funded initiatives should integrate cyber security in R&D projects 
related to Smart Home and IoT: there are numerous Research and Development projects in the 
domain of Smart Home Environments and IoT, which could gain impact by integrating specific 
security aspects.  
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 Introduction 

Smart Home Environments integrate multiple IoT devices and services that collect, process and exchange 
data. They provide users several possibilities to control and adapt the status of their home, either manually 
or automatically. For that purpose, Smart Home devices and services exchange data with internal and 
external actors. These interactions take place with mobile applications on an end-ǳǎŜǊΩǎ ŜǉǳƛǇƳŜƴǘ 
όǎƳŀǊǘǇƘƻƴŜΣ ǘŀōƭŜǘΧύ ŀƴŘ ŀƭǎƻ ǿƛǘƘ ǊŜƳƻǘŜ ǎŜǊǾƛŎŜǎ ƛƴ ǘƘŜ /ƭƻǳŘΦ 

Due to their interconnected nature, Smart Home devices are subject to a number of security threats either 
from remote attackers or from inside the Home Area Network (HAN). Moreover, these threat have an 
impact not only on a ǳǎŜǊΩǎ data but also on his/her health and safety: this changes the accepted idea that 
the home is usually a safe place to live in. 

Smart Home Environments being an emerging domain and because the liabilities are not well defined, it 
becomes important for all actors to develop adapted security measures to prevent cyber threats. For that 
purpose, there is a need to secure Smart Home Environments and effectively reduce the threats. 

1.1 EU Policy  
At the time of this writing no dedicated EU Policy has been identified to target Smart Home Environments 
specifically. 

However, the following general policies on IoT can be extended to this area: 

¶ The Digital Single Market2 identifies internet and digital technologies as one of the 10 priorities of 
the European Commission to foster EU economy with IoT being a key enabler. 

¶ The Opinion 8/2014 on the Recent Developments on the Internet of Things3 identifies home 
automation as one of the three main IoT topics to be addressed in the coming years. 

¶ The EU Data Protection Directive 95/46/EC4 with the additional elements from Opinion 03/2014 on 
Personal Data Breach Notification5 covers security of personal data. 

¶ EU Research initiatives such as FIware6 and the AIOTI alliance7 bring building blocks toward an 
integrated IoT environment. 

Note that no dedicated EU policy covers IoT securiǘȅ ŜƛǘƘŜǊΦ LƴŘŜŜŘΣ ŦƻǊ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴ ά¢ƘŜǊŜ 
is no consensus on the need for and the scope of public intervention in the field of IoT.έ8 Should there be 
any future development on the EU regulation, it is important to consider the status of cyber security. 

                                                           

2 http://ec.europa.eu/priorities/digital-single-market/ 
3 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp223_en.pdf 
4 http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML 
5 http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-
recommendation/files/2014/wp213_en.pdf 
6 https://www.fiware.org 
7 http://www.aioti.eu 
8 http://ec.europa.eu/digital-agenda/en/news/conclusions-internet-things-public-consultation 

http://ec.europa.eu/priorities/digital-single-market/
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp223_en.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp213_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp213_en.pdf
https://www.fiware.org/
http://www.aioti.eu/
http://ec.europa.eu/digital-agenda/en/news/conclusions-internet-things-public-consultation


Security and Resilience of Smart Home Environments 
Good Practices and Recommendations  |   December 2015 

 
 
 
 

09 

1.2 Scope of the study 
This study evaluates good practices to secure the lifecycle of Internet of Things (IoT) products and services 
in the context of Smart Home Environments. 

Figure 1: Scope of the study 

 

As illustrated in Figure 1, this study focuses on: 

¶ The two types of IoT Devices that can be found in a Smart Home Environment: 
o Constrained devices as defined by RFC 7228.9 The security in these devices may be limited 
ŘǳŜ ǘƻ ǘƘŜƛǊ ŎƻƳǇŀǊŀǘƛǾŜƭȅ ƭƻǿ ŎŀǇŀŎƛǘƛŜǎ ό/t¦Σ ƳŜƳƻǊȅΣ ōŀǘǘŜǊȅΧύ. 

o High-capacity devices typically powered by the mains supply. These devices may be able 
to implement strong to very strong security features as they possess hardware 
configurations (CPU, memory) that grants them significant computing power.  

¶ The interactions and data exchange with remote services including remote activation, remote 
storage or content, device administration and analytics. 

¶ The interactions and data exchange with mobile applications for control/command purposes and 
data exchange among devices. 

                                                           

9 RFC 7228, IETF https://tools.ietf.org/html/rfc7228  

https://tools.ietf.org/html/rfc7228
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1.3  Target audience 
This study aims at providing simple and pragmatic guidance for securing Smart Home Environments. The 
main stakeholders that this study targets to include: 

¶ Smart Home manufacturers and third-party developers (including HW and SW components 
ǾŜƴŘƻǊǎΣ !tL ŘŜǾŜƭƻǇŜǊǎΧύ ŀǎ ǘƘŜȅ ŀǊŜ ǘƘŜ Ƴŀƛƴ ŀŎǘƻǊǎ ƛƴ Lƻ¢ ŘŜǾƛŎŜǎ ŀƴŘ ǎŜǊǾƛŎŜǎ ŦƻǊ Smart Home 
Environments. 

¶ Service and solution providers (Cloud service providers, Third-party services associated with Smart 
Home ŘŜǾƛŎŜǎΧύ ŀǎ ǘƘŜȅ ŎƻƳƳǳƴƛŎŀǘŜ ŀƴŘ ŜȄŎƘŀƴƎŜ Řŀǘŀ ǿƛǘƘ Smart Home Environments. 

¶ Electronic communications providers (ISPs, MNOs, MVNOs) due to their implication in bringing 
connectivity to Smart Home devices and services. 

The findings could also potentially interest: 

¶ Cybersecurity agencies and/or Standardisation bodies for security awareness, device security 
certification and also security standardisation initiatives.  

¶ Consumer associations for end-users security awareness and benchmarking purposes. 

¶ Policy makers and academics to assess to which extent security can be integrated in their work 
(new policies, researches, ŦǳƴŘƛƴƎΧύΦ 

¶ Hobbyists, enthusiasts and open source contributors that develop their own Smart Home by 
writing software or integrating open source software, and use frameworks such as Raspberry or 
Arduino platforms. 

These stakeholders can selectively apply good practices related to the development and usage of Smart 
Home devices and services, for example in association to a risk assessment. For example, electronic 
communication providers can implement good practices from the point of view of the local network 
protection offered by their set-top boxes. 

1.4 Methodology 
This study is based on a collection of publically available information relevant to Smart Homes which were 
analysed and correlated to:  

¶ Update the threats applicable to Smart Home Environments. 

¶ Perform an inventory of the good practices identified by the security community in a Smart Home 
context, or in the IoT context when relevant. 

The results were then crosschecked with stakeholders through an online questionnaire and selected 
interviews with device manufacturers, security experts, standard groups and network operators. This step 
addressed open questions on emergent and unexpected topics. 

The results have been validated by experts in IoT and Smart Home Environments through document 
review and in a validation workshop. 

1.5 Outline 
This study is organised as follows: 

¶ Section 2 άThe Smart Home Environmentsέ defines the type of devices, services and technologies 
encompassed in this study by the term άSmart Homeέ and also summarizes threats applicable to 
these environments. 
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¶ Section 3 άKey Findingsέ presents the outcome of stocktaking and interviews with stakeholders 
from the Smart Home ecosystem with regards to current implementation of security in Smart 
Home products and Smart Home particularities. 

¶ Section 4 άGood practices for a Secure Smart Home Environmentέ introduces the core of this study. 
It defines the ŎƻƳǇǊŜƘŜƴǎƛǾŜ ǎŜǘ ƻŦ ǎŜŎǳǊƛǘȅ άƎƻƻŘ ǇǊŀŎǘƛŎŜǎέ ŀǇǇƭƛŎŀōƭŜ ǘƻ ǘƘŜ Smart Home 
context for mitigating existing threats. These good practices are organized according to the 
lifecycle of Smart Home devices and services in the following sections. 

¶ Section 5 άGood practices for the development of Smart Home devices and servicesέ ƘƛƎƘƭƛƎƘǘǎ ǘƘŜ 
good practices to secure the development of Smart Home devices and services. 

¶ Section 6 άGood practices for the integration of devices in the Home Area Networkέ ǇǊŜǎŜƴǘǎ ǘƘŜ 
good practices to integrate devices securely in a Smart Home Environments 

¶ Section 7 άGood practices for the usage until end-of-lifeέ ŦƻŎǳǎŜǎ ƻƴ ǘƘŜ ƎƻƻŘ ǇǊŀŎǘƛŎŜǎ ǘƻ Ŝƴǎure 
security for the operation and maintenance of products deployed in Smart Home Environments. 

¶ Section 8 άRecommendationsέ builds upon the gap analysis in order to propose recommendations 
aimed at improving the level of security in future Smart Home Environments. These 
recommendations are intended for vendors and service providers, national cybersecurity agencies, 
consumer groups, standard groups and/or industry associations. 
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 The Smart Home Environments 

2.1 Overview  
The definition of Smart Home Environments is taken from the one ŦƻǳƴŘ ƛƴ ά9bLSA Smart Home threat 
ƭŀƴŘǎŎŀǇŜΦέ1 This definition refers to devices and systems present in the Smart Home, the associated 
services and the networks used to interconnect these devices and services, located inside or outside the 
home.  

This study is a follow-up of the ENISA Smart Home threat landscape, which presented the various threats 
applicable to Smart Home. Findings showed that threats target a wide range of applications in the Smart 
Home and can have consequences on the end-user. For that purpose, it is important to define appropriate 
security measures that rely on the specificities of the Smart Home. 

2.1.1 Connectivity 
The common point between Smart Home ŘŜǾƛŎŜǎ ǊŜǎƛŘŜǎ ƛƴ ǘƘŜ ŎƻƳōƛƴŀǘƛƻƴ ƻŦ άǎƳŀǊǘƴŜǎǎέ όŘŀǘŀ 
processing and conƴŜŎǘƛǾƛǘȅύ ŀƴŘ ǘƘŜ άƭƻŎŀƭέ ƴŀǘǳǊŜ ƻŦ ǘƘŜ ǳǎŜ ŎŀǎŜ όŘŜǾƛŎŜǎ ŀǊŜ ƛƴ ǘƘŜ ǳǎŜǊ ƘƻƳŜύΦ ¢Ƙƛǎ 
means in practice that connectivity: 

¶ is always present in the devices, either limited to the Home Area Network or with access to the 
Internet; 

¶ may be related to several kinds of communication protocols (direct, short-range or long-range, 
wired or wireless); and 

¶ may lead to several interconnected networks in the home and outside the home. 

Figure 2: Example of several network types found in a Smart Home Environment 

 



Security and Resilience of Smart Home Environments 
Good Practices and Recommendations  |   December 2015 

 
 
 
 

13 

Such networks are described further in Figure 2. They typically include: 

¶ One or several Home Area Networks (HAN), which are dedicated to local networks or 
subnetworks for Smart Home devices and sensors: 

o One or several High Speed Networks, usually Wi-Fi networks, that may be provided by a 
set-top-ōƻȄΣ ƳƻōƛƭŜ ŘŜǾƛŎŜǎΧ 

o Personal Area Networks or ad-hoc networks created between several devices, for instance 
using low-speed connections (e.g. .ƭǳŜǘƻƻǘƘΣ ½ƛƎōŜŜΧύ. 

¶ Connections to Wide Area Networks (WAN): 
o High Speed Networks, typically providing access to the Internet, for instance through the 

Internet Service Provider (ISP) network or the Mobile Network Operator (MNO) network. 
o One or several Low Power Wide Area Networks (LPWAN), which provide WAN 

connectivity while requiring low power from the device (e.g. [ƻwŀ²!bΣ {ƛƎŦƻȄΧ). 

¶ If the home uses a smart meter, this meter connects the home to the associated Advanced 
Metering Infrastructure (AMI) used to communicate with smart energy management devices. 

It should be noted that real-life deployments of Smart Home might include only some of these networks, 
or might use them differently: for example, home automation devices may directly use the home Wi-Fi to 
access remote services, without using a dedicated gateway. 

Note that many elements of the Smart Home have connections to other domains: energy might have 
connections to the smart metering domain, devices related to assisted-living might have connections to 
the eHealth domain, many other devices in the Smart Home might have connections to the connected 
mobility or wearables domain. 

These connections might bring additional security constraints to these devices, notably in terms of 
compliance to national health or energy (critical infrastructure) requirements. This is out of the scope of 
this study. 

2.1.2 Classes of IoT devices 
The types of devices taken into account for this study are constrained (defined as per RFC 7228)9 and high-
capacity ones. Constrained devices are divided into three classes depending on their RAM capacity, 
memory storage capacity and CPU power. Indeed, the class of a constrained device has an impact on its 
security capabilities, and thus it introduces limits to the application of some good practices. 

Table 1 summarizes the classes of IoT devices based on their hardware properties. It describes the impacts 
on their security capabilities. 

Table 1: Classes of IoT devices and the impact on their security capabilities. 

DEVICE TYPE CLASS 
EXAMPLE OF 

RAM 
CAPACITY 

EXAMPLE OF 
MEMORY 
STORAGE 
CAPACITY 

EXAMPLES OF 
DEVICES 

TYPICAL IMPACT ON SECURITY 
CAPABILITIES 

Constrained 
device  

Class 0 

<< 10 KiB << 100 KiB Low-end sensors 

Class 0 devices may not be 
able to implement real security 
measures 
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DEVICE TYPE CLASS 
EXAMPLE OF 

RAM 
CAPACITY 

EXAMPLE OF 
MEMORY 
STORAGE 
CAPACITY 

EXAMPLES OF 
DEVICES 

TYPICAL IMPACT ON SECURITY 
CAPABILITIES 

 
Class 1 

~ 10 KiB ~ 100 KiB 
Smart bulbs,10 
Smart locks11 

Class 1 devices may use 
dedicated protocols designed 
for constrained nodes (such as 
CoAP) but they cannot use 
stronger standard security 
protocols 

 
Class 2 

~ 50 KiB ~ 250 KiB 

Smart appliances, 
high-end smart 
sensors (such as 
smart 
thermostats) 

Class 2 devices have the 
capacity to implement most 
standard security protocols 
(even if other limitations can 
cause issues, such as 
communication bandwidth) 

 
High-capacity device 

>> 50 KiB >> 250 KiB 
Smart hubs or 
gateways, Smart 
TVs  

High-capacity devices may 
include dedicated security 
hardware and/or are able to 
perform intensive 
computation. They are able to 
provide additional security 
mechanisms to protect the 
other devices on the HAN (for 
example perform key 
generation or network scan) 

 

More details on technologies used in Smart Home can be found in Annex A: άAdditional details on Smart 
Home Environments.έ 

 

 

                                                           

10 For example http://www.anandtech.com/show/9372/lifx-white-800-smart-bulb-capsule-review.  
11 For example https://www.nordicsemi.com/eng/News/News-releases/Product-Related-News/Noke-Bluetooth-
Smart-padlock-employs-Nordic-Semiconductor-technology-to-eliminate-keys-or-combinations-and-enable-operation-
from-smartphone  

http://www.anandtech.com/show/9372/lifx-white-800-smart-bulb-capsule-review
https://www.nordicsemi.com/eng/News/News-releases/Product-Related-News/Noke-Bluetooth-Smart-padlock-employs-Nordic-Semiconductor-technology-to-eliminate-keys-or-combinations-and-enable-operation-from-smartphone
https://www.nordicsemi.com/eng/News/News-releases/Product-Related-News/Noke-Bluetooth-Smart-padlock-employs-Nordic-Semiconductor-technology-to-eliminate-keys-or-combinations-and-enable-operation-from-smartphone
https://www.nordicsemi.com/eng/News/News-releases/Product-Related-News/Noke-Bluetooth-Smart-padlock-employs-Nordic-Semiconductor-technology-to-eliminate-keys-or-combinations-and-enable-operation-from-smartphone
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2.2 Threats to Smart Home Environments  
The threats to Smart Home Environments are real and apply to all devices and services as confirmed during 
the stocktaking phase of this study.12 13 14 15 16 While the presentation and categories of threats differ from 
analysis to analysis, outcome of this comparison showed that the content remains the same, that nearly all 
threats found in these sources are retained. Thus, the following threats groups are still relevant: 

¶ Physical attacks arise from a well-identified attack vector (physical manipulation of devices). They 

might lead to various types of risks, including the categories described hereafter as Nefarious 

Activity/Abuse or Eavesdropping/Interception/Hijacking. A physical attack typically threatens all 

assets. 

¶ Unintentional damage (accidental) may result from incorrect trust relationships or they may occur 

ǘƻ ƛƴǎǳŦŦƛŎƛŜƴǘƭȅ ǘǊŀƛƴŜŘ ǇŜǊǎƻƴƴŜƭ όŦƻǊ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΣ ŘŜǎƛƎƴΣ ƻǇŜǊŀǘƛƻƴΧύΦ !ǎ ƛǘ Ƴŀȅ ƛƳǇŀŎǘ 

administration capacities, the potential consequences also cover the whole spectrum of data leak, 

unauthorized modification or loss. 

¶ Disasters and Outages were considered only as far as they result in a preventable denial of service 

for the user. 

¶ Damage/ Loss (IT Assets) leads not only to disruption of service, but also possible leaks, as shown 

ōȅ 9bL{!Ωǎ ǘƘǊŜŀǘ ŀƴŀƭȅǎƛǎΦ ¢Ƙƛǎ study only addresses this from the point of view of the secure 

deletion of sensitive information at the end-of-life of a product, since all other aspects of this topic 

are not directly related to IT security. 

¶ Failures/ Malfunctions are by definition one of the best entry points for an attacker and 

constitutes a first step of many scenarios of Nefarious Activity/Abuse or 

Eavesdropping/Interception/Hijacking. 

¶ Eavesdropping/Interception/Hijacking as well as Nefarious Activity/Abuse are related to both 

privacy and cybersecurity threats. These two categories are what is generally regarded as a 

security threat. By leveraging design or implementation flaws, an attacker will compromise one or 

several assets, whether it means a loss of confidentiality on private data or a loss of control over a 

device. Most security good practices aim at mitigating these cases. 

¶ Legal, as described in the ENISA documentation, this is another possible consequence of the same 

attacks. While a threat analysis is likely to contribute to distinguishing this case from the others, 

the attack vectors remain unchanged and they will not be distinguished from the point of view of 

good practices. While this study does not challenge these threats, there are however a few 

findings regarding the attack model and the risks associated with these threats. For more details, 

see Section 3.  

                                                           

12 Capgemini - Securing the IoT Opportunity, https://www.capgemini.com/resource-file-access/resource/pdf/ 
securing_the_internet_of_things_opportunity_putting_cyber_security_at_the_heart_of_the_iot.pdf 
13 NCC Group - {ŜŎǳǊƛǘȅ ƻŦ ¢ƘƛƴƎǎΥ !ƴ LƳǇƭŜƳŜƴǘŜǊǎΩ DǳƛŘŜ ǘƻ /ȅōŜǊ-Security for Internet of Things Devices and Beyond 
14 McAfee Labs - Threats Report November 2014 https://www.mcafee.com/ca/resources/reports/rp-quarterly-threat-
q3-2014.pdf 
15 FTC - Internet of Things - Privacy & Security in a Connected World 
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-
workshop-entitled-internet-things-privacy/150127iotrpt.pdf 
16 Kaspersky Lab ς Surviving in an IoT-enabled world https://securelist.com/analysis/publications/72595/surviving-in-
an-iot-enabled-world/  

https://www.capgemini.com/resource-file-access/resource/pdf/securing_the_internet_of_things_opportunity_putting_cyber_security_at_the_heart_of_the_iot.pdf
https://www.capgemini.com/resource-file-access/resource/pdf/securing_the_internet_of_things_opportunity_putting_cyber_security_at_the_heart_of_the_iot.pdf
https://www.mcafee.com/ca/resources/reports/rp-quarterly-threat-q3-2014.pdf
https://www.mcafee.com/ca/resources/reports/rp-quarterly-threat-q3-2014.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://securelist.com/analysis/publications/72595/surviving-in-an-iot-enabled-world/
https://securelist.com/analysis/publications/72595/surviving-in-an-iot-enabled-world/
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 Key Findings 

In this section we present the key findings discovered during the stocktaking and the analysis of the results 
of the on-line survey and interviews. These key findings also provide information on the challenges related 
to the current level of security of Smart Home products in relation with the good practices described 
above. 

3.1 The need for security in Smart Home Environments is still underestimated 
Smart Home raises new security concerns that are not easily shown in a traditional threat assessment. 

Current privacy regulations ensure that service providers will not intentionally collect private data. Smart 
Home actors comply with this regulation by privacy measures on the server-side of their services, which 
would arguably be enough in a world where no malicious actors were present. However, the absence of 
protection on the device-side means that private data collection might be relatively easy to perform on 
targeted individuals, even by attackers with low skills. 

Industry players usually give two reasons not to implement more security measures: 

¶ Few attackers have an incentive to perform such attacks on an individual. 

¶ This hypothetical targeted individual will, anyway, not chose a secure device over a lower-cost 
insecure device. 

¢ƘŜ ŦƛǊǎǘ ŀǊƎǳƳŜƴǘ Ŏŀƴƴƻǘ ōŜ ǊŜǘŀƛƴŜŘ ŘǳŜ ǘƻ ǘƘŜ ƭŀŎƪ ƻŦ ǎŜŎǳǊƛǘȅ ƛƴ ǘƘŜ ŎƻƴǘŜȄǘ ƻŦ ǘƻŘŀȅΩǎ Smart Home: 
when attacks are almost trivial to perform, attackers do not need many incentives. 

The second argument assumes that an individual is able to give a financial cost to his private data. This line 
of thought is consistent with most risk assessment methods, which assess the relative importance of the 
threatened assets as a first step. When an asset is described as having a low value, it is expected that an 
attacker is less likely to compromise it, and that the asset owner is less likely to spend efforts on protecting 
it. The problem of this assumption is that in this case, the asset owner is not able to measure this value, 
since: 

¶ they are not necessarily aware of which private data could be leaked; and 

¶ they are not necessarily aware of how easy it is to obtain these data. 

As an additional issue in the Smart Home context, trying to assess the value of private data is very difficult, 
since this value might vary widely depending on the local culture, amongst many other factors. This is 
apparent for example in the Mozaiq initiative17 which aims at ensuring that Smart Home data is stored and 
processed within Germany borders.  

Moreover, attacks on Smart Home can target the weakest element to capture credentials of the HAN and 
elaborate more powerful attacks. For example, researchers have recovered the Wi-Fi private key from an 
unsecured device and could connect to the network to take control of the Smart Home.18 

                                                           

17 See http://mozaiq-operations.com 
18 See http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/ 

http://mozaiq-operations.com/
http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20_hack_plot_vulnerable_london_pots/
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In any case, it is a common sense to say that home is the definition of a private space. If someone has a 
need for privacy, he will probably try to find it at home. This implies that the value of private data stored in 
Smart Home devices should only be defined by the users themselves. Since the users cannot define it 
today, this value is however set by industry players instead. 

3.2 Vendors lack incentives to enhance security in Smart Home devices and services 
Most security researchers in IoT describe the current state of the industry as not security minded.19 In 
particular, many actors are hobbyists or come from the startup domain. It is easy to estimate that it might 
cause issues on simple topics such as security updates, since these kind of actors: 

¶ Might not have the culture of long-term support. 

¶ Might not want to provide updates as long as their products live. 

¶ Might not be aware of the importance of security update. 

¶ Might even be hostile to third party researcƘŜǊǎ ŘƛǎŎƭƻǎƛƴƎ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎΧ 

More generally, the issue of the community culture is seen as a major obstacle to security. Our stocktaking 
and interviews shows however a slightly different picture: our overall analysis of weak security was 
confirmed by the actors themselves and generally resulted from an intentional market positioning.  

Many interviewees were quite aware of security good practices, but were lacking incentives to implement 
them in their products. Few incentives exist to implement security, especially for low-cost devices. During 
the interview phase, all industry actors described the consumer market as cost-driven, functionality driven, 
with short time-to-market requirements, while security is a criterion only in business-to-business contexts. 

Interviews and stocktaking have shown that many vendors are still waiting for end-users to ask for more 
security. The consumer market is seen as being mainly cost-driven, with: 

¶ An increasing awareness of privacy issues. 

¶ A very limited awareness of cybersecurity issues. 

Some vendors are voluntarily implementing security, so as to protect the company image in case of an 
attack. Cost and innovation are however competing with security: except for Cloud services or smartcard 
providers, many actors see certification as an expensive marketing tool. However, security-aware actors 
share the idea that legislation, and a mandatory certification scheme, could be the only incentive able to 
counterbalance the time-to-market pressure, while maintaining equality amongst actors on European 
markets.  

Effective implementation of security measures is usually found in actors who target both business-to-
business and consumer markets, as the need is generally expressed by business customers. 

3.3 Smart Home devices and services implement few security measures 
As a consequence of the previous finding, it appears that many devices or services implement few security 
measures. 

When following the list of good practices of Sections 4 to 7, it appears that the only features implemented 
today are: 

                                                           

19 See The Internet of Fails Where IoT Has Gone Wrong and How We're Making It Right 
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¶ Development security measures (often limited to quality control measures; in some cases, 
dedicated security testing is performed in a very short timeframe, such as 3-4 days campaigns) 

¶ In terms of security functions: 
o SŜŎǳǊƛǘȅ ŀǳŘƛǘ ǘǊŀƛƭǎ όƎŜƴŜǊŀƭƭȅ ƴƻǘ ǇǊƻǘŜŎǘŜŘ ŀƴŘ ƳƻǊŜ ǳǎŜŘ ŀǎ άƭƻƎ ŦƛƭŜǎέ ǘƘŀƴ ŀǳŘƛǘ ǘǊŀƛƭǎύ. 
o Secure communications (but usual good practices such as certificate pinning are ignored 

when using standards such as TLS). 
o Cryptographic support (generally only found in high-capacity devices such as gateways; in 

some cases, vulnerable cryptography is used, as shown in the OMA vulnerability cases).20 
o privacy protection (mainly addressed on the remote service side, while user data are 

generally not protected on devices). 
o authentication (often not implemented for local network communications, and strong 

password policies are not always available). 
o very limited self-protection and hardening measures. 

¶ In terms of integration in the HAN: 
o Trust relationships (albeit often weak ones, such as vulnerable pairing, or usage of trust 

elements without a capacity to revocation or renewal). 

¶ In terms of usage until the end-of-life: 
o Limited operational security and maintenance. 

3.4 Smart Home Environments result in new security challenges 
Actors coming from the world of IoT might face new security challenges in Smart Home Environments: 

¶ Devices will have to meet higher privacy expectations than in usual IoT devices. These specifics 
lead to increased privacy risks for users, while the cost of keeping data safe might be too high for 
industry players. The Data Protection Directive21 (which may soon be superseded by the General 
Data Protection Regulation)22 addresses general privacy protection, but might not be suitable to 
prevent such privacy violations. For example, a Smart TV may cause several privacy issues with 
that regard.23 Home is by definition the place where privacy is expected to be enforced. 

¶ Devices may integrate safety concerns that are specific to home. For example the loss of control of 
a thermostat, a smoke detector or a CO2 detector might have consequences on the user safety. 
The CE marking implies liability for damages or injuries due to defects, but not due to security 
negligence. 

¶ Vendors may integrate the fact that, when home is concerned, security attacks are not only a 
hypothesis but a fact to be dealt with. For example, a smart lock or safe is a security product and 

                                                           

20 See Structural Weaknesses in the Open Smart Grid Protocol and Dumb Crypto in Smart Grids: Practical 
Cryptanalysis of the Open Smart Grid Protocol 
21 {ŜŜ ά5ƛǊŜŎǘƛǾŜ фрκпсκ9/έ ŀƴŘ ƛǘǎ ŀƳŜƴŘƳŜƴǘ άRegulation (EC) No 1882/2003έΦ http://eur -lex.europa.eu/legal-
content/EN/TXT/?uri=URISERV:l14012 
22 {ŜŜ ά/haκнлмнκлмм Ŧƛƴŀƭ - 2012/0011 (COD) - Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND 
OF THE COUNCIL on the protection of individuals with regard to the processing of personal data and on the free 
movement of such data (General Data Protectƛƻƴ wŜƎǳƭŀǘƛƻƴύέΦ http://eur -lex.europa.eu/legal-
content/en/TXT/?uri=CELEX:52012PC0011 
23 Even smartphones, that raise many privacy issues, would not be able to constantly and stealthily record their user: 
a smartphone camera does not point directly, and constantly, at the user living room; additionally, the battery drain 
alone would be enough to warn users that something went wrong with their device. These limitations however do 
not apply to a Smart TV, which causes much more privacy issues with that regard, as explained in ά¢ƘŜ hǳǘŜǊ [ƛƳƛǘǎΥ 
IŀŎƪƛƴƎ ǘƘŜ {ŀƳǎǳƴƎ {ƳŀǊǘ ¢±έ ōȅ !ŀǊƻƴ DǊŀǘǘŀŦƛƻǊƛ ŀƴŘ WƻǎƘ ¸ŀǾƻǊΣ ŀƴŘ άIŀŎƪƛƴƎΣ ǎǳǊǾŜƛƭƭƛƴƎΣ ŀƴŘ ŘŜŎŜƛǾƛƴƎ ǾƛŎǘƛƳǎ 
ƻƴ {ƳŀǊǘ ¢±έ ōȅ {ŜǳƴƎ-Jin Lee and Seung-Joo Kim 

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=URISERV:l14012
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52012PC0011
http://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:52012PC0011
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must be designed to sustain a cybersecurity attack. Companies selling security devices are often 
ǳƴŀǿŀǊŜ ǘƘŀǘ ǘƘŜ άǎƳŀǊǘέ ǇŀǊǘ ƻŦ ǘƘŜ ŘŜǾƛŎŜ Ŏŀƴ ōŜ Ŝŀǎƛƭȅ ŎƻƳǇǊƻƳƛǎŜŘ ŀƴŘ ǊŜƭȅ ǘƻƻ ƳǳŎƘ ƻƴ ǘƘŜ 
physical part of the device.24 

3.5 Lƻ¢ ǾǳƭƴŜǊŀōƭŜ άōǳƛƭŘƛƴƎ ōƭƻŎƪǎέ ŎŀǳǎŜ ǾǳƭƴŜǊŀōƛƭƛǘƛŜǎ ǘƻ ōŜ ǎƘared at large scale 
IoT in general provides a very large ecosystem of hardware, operating systems, software and services upon 
which vendors can build solutions.  

aŀƴȅ ǾŜƴŘƻǊǎ ŀǊŜ ƴƻǿ ŀōƭŜ ǘƻ ƛƴǘŜƎǊŀǘŜ ǎƻƭǳǘƛƻƴǎ ŜŀǎƛƭȅΣ ōȅ ǳǎƛƴƎ ŜȄƛǎǘƛƴƎ άōǳƛƭŘƛƴƎ ōƭƻŎƪǎ.έ But if these 
blocks have security flaws, these flaws will be present on all the solutions that use them. 

The situation is summed up by researchers in a few sentences: Your vendor may be leveraging six other 
ǾŜƴŘƻǊǎΦ ²ƘŜǊŜΩǎ ȅƻǳǊ Řŀǘŀ ƎƻƛƴƎ ƻƴŎŜ ƛǘ ŜƴǘŜǊǎ ǘhat IoT device? Who has access to your network via proxy 
connections? 25 

Several issues directly come from this situation: 

¶ Developers do not necessarily know which frameworks and APIs are useful or vulnerable. While 
this is sometimes described as a lack of expertise from the developers, this is actually more 
probably related to the sheer number of third-party and open-source components available. This is 
already an issue in many domains.26 A whitelisting approach might help vendors in the process of 
selecting secure third-party or open-source APIs. 

¶ Vendors may be locked in third-party operating systems and applications, and not be able to patch 
or migrate to other solutions in cases of vulnerabilities. 

¶ Many devices share the same third-party services or components, thus sharing their potential 
vulnerabilities. There is at that time no easy means:  

o To detect who are the providers of all the components and services that are integrated in a 
given product, and 

o To select suppliers based on security requirements. 

3.6 IoT pervasiveness and dynamicity 
IoT devices in general are pervasive and dynamically interconnected.27 This has several consequences: 

¶ It increases the attack surface on a given device (which may be attacked from several sources: 
devices, social networks, otheǊ ƻƴƭƛƴŜ ǎŜǊǾƛŎŜǎΧύ 

¶ It increases the nuisance potential of a device after it has been compromised (which may be 
connected to many other devices). 

¶ It increases the combinations between devices and services, leading to interoperability issues (for 
example unintentional denial of services due to badly implemented bandwidth usage). Such issues 
are not security issues but may be used to investigate vulnerabilities or leverage attacks. 

                                                           

24 See for example https://www.defcon.org/html/defcon-23/dc-23-speakers.html#Petro 
25 See The Internet of Fails Where IoT Has Gone Wrong and How We're Making It Right 
26 See e.g Executive summary of the Opinion of the European Data Protection Supervisor on the Commission's 
Communication on Unleashing the potential of cloud computing in Europe нлмоκ/ нроκлоΣ ǿƘŜǊŜ ǘƘŜ άƪŜȅ ŀŎǘƛƻƴ мέ ƛǎ 
άcutting ǘƘǊƻǳƎƘ ǘƘŜ ƧǳƴƎƭŜ ƻŦ ǎǘŀƴŘŀǊŘǎέ 
27 See The Internet of Fails Where IoT Has Gone Wrong and How We're Making It Right 

https://www.defcon.org/html/defcon-23/dc-23-speakers.html#Petro
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Smart Home adds a level of dynamicity, since nodes can enter or exit several kinds of networks 
dynamically:28 

¶ Mobile networks and internet (WAN, LPWAN). 

¶ Virtual networks of a service provider (different identical devices and the corresponding cloud 
services or device management services). 

¶ Home area network (several different devices in a single user network). 

The integration of all the devices grows more and more complex due to the number of devices and their 
capacities to dynamically interact (researchers use the example of the If-This-Then-That mobile 
application, which triggers Smart Home devices behaviour on events coming from other devices, social 
networks, and so on). 

3.7 IoT brings new constraints on security  
The configurations of some devices (typically home automation sensors) are too weak to implement strong 
protections. This is due to not only the hardware or the device connectivity, but also the lack of identified 
security standards dedicated for these use cases (weak CPUs, limited memory, low bandwidth, battery 
usage, etc.) 

Interaction with vendors show that many of them are confident in the technology to solve these issues. 
Hardware gets more powerful year after year. It should solve the present limitations in terms of security, 
even in small devices such as sensors. The main perceived barrier is the bandwidth, when using low-power 
networks. 

                                                           

28 See for example IoT-A - D4.2 - Concepts and Solutions for Privacy and Security in the Resolution Infrastructure 
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 Good practices for a Secure Smart Home Environment 

This study ǇǊƻǾƛŘŜǎ ŀ ŘŜǘŀƛƭŜŘ ƭƛǎǘ ƻŦ ǎŜŎǳǊƛǘȅ άƎƻƻŘ ǇǊŀŎǘƛŎŜǎέ ǘƻ ƳƛǘƛƎŀǘŜ ǘƘŜ ǘƘǊŜŀǘǎ ƛŘŜƴǘƛŦƛŜŘ ƛƴ Smart 
Home Environment. We identify different types of good practices that range from basic security hygiene to 
dedicated countermeasures against given threats, for different types and classes of devices as well as for 
associated remote services. 

The list can be utilised by stakeholders as a companion to their risk assessment, either to evaluate the 
current level of security or to enhance it with new security measures. For that purpose, this study 
highlights the application of good practices to the different classes of devices and services. This list should 
be interpreted as an informative statement. 

The good practices are presented according to the devices and services lifecycle, as well as to the 
stakeholder to which they apply as presented in Figure 3. These good practices are separated into the 
three phases of the lifecycle of devices and services: 

1. Development of Smart Home devices and services by device vendors and service providers. 
During this phase, the vendors and service providers define the requirements of the product, 
design, develop and test the product. The associated good practices are presented in Section 5. 

2. Integration of devices by the end-user into his Home Area Network. During this phase, the end-
user configures and connects its Smart Home device to its HAN, potentially with support of the 
device vendor, the service provider, or the electronic communication provider. The associated 
good practices are presented in Section 6. 

3. Usage of the devices and services until their end-of-life. Apart from direct and local interactions 
with his device, the end-user may also request support from the vendor and use on-line services 
related to the device through various communication channels. Thus this phase may imply 
interactions with the device vendor, the service provider, or the electronic communication 
provider for usage and decommission. The associated good practices are presented in Section 7. 

Figure 3: Good practices within the Smart Home lifecycle and their applicability to stakeholders 
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 Good practices for the development of Smart Home devices and 

services 

This section describes the good practices related to the development of Smart Home devices and services. 
These good practices consist of two different sets: 

¶ {ŜŎǳǊƛǘȅ άƎƻƻŘ ǇǊŀŎǘƛŎŜǎέ ŦƻǊ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ǇǊƻŎŜǎǎ ƻŦ Smart Home devices and services. 

¶ Security functions that are considered good practices. These security functions address the devices 
themselves and theirs interfaces with web services and mobile applications. 

5.1 Security of the development process 
The development process comprises the design phase, the development phase and the testing phase. For 
each phase, several good practices are highlighted. 

5.1.1 Design phase 
Security concerns must be taken into account in the early phases of the product or service lifecycle. As a 
general rule, the security architecture of a solution must be defined and documented early. This is the 
practical implementation of the often-used security by design requirement. 

At the design level, several aspects can be recommended to vendors as well as service providers, as 
described in existing guidance.29 

Use defence in depth30 
Applies to remote services, class 1 devices and higher 
Designers should assume that their security measures will be compromised at some point ς and they 
should therefore provide redundancy by the means of layered security measures. It also means that error 
and attack scenarios should be taken into account during the design (not limiting the design to nominal 
cases). 

Separate security functions from other functions 
Applies to remote services, class 1 devices and higher 
/ƻƴǎŜǉǳŜƴǘƭȅ ǎŜŎǳǊƛǘȅ ŦǳƴŎǘƛƻƴǎ ǎƘƻǳƭŘ ƘŀǾŜ ŎƭŜŀǊ ŀƴŘ ƭƛƳƛǘŜŘ ƛƴǘŜǊŦŀŎŜǎ ǘƻ ǘƘŜ άƴƻƴ-ǎŜŎǳǊŜέ ŦǳƴŎǘƛƻƴŀƭƛǘȅΦ 
It enables to clarify interfaceǎ ōŜǘǿŜŜƴ ǘƘŜ άǎŜŎǳǊŜέ ŀƴŘ άƴƻƴ-ǎŜŎǳǊŜέ Ŧǳnctions, thus limiting the design 
errors that might arise. It enables to separate development teams and focus the task of security experts 
only on secure parts. 

²ƘŜƴ άǎŜŎǳǊŜέ ŀƴŘ άƴƻƴ-ǎŜŎǳǊŜέ ǇŀǊǘǎ ŀǊŜ ƴƻǘ necessarily easy to distinguish, using a modular design 
gives an assurance to separate functions and clarify interfaces. 

!ƭƭ άǎŜŎǳǊŜέ ŀƴŘ άƴƻƴ-ǎŜŎǳǊŜέ ǇŀǊǘǎ ǎƘƻǳƭŘ ōŜ ǊŜǾƛŜǿŜŘ ŦǊƻƳ ŀ ǎŜŎǳǊƛǘȅ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ǎƛƴŎŜ Ƴŀƴȅ 
vulnerabiƭƛǘƛŜǎ Ŏŀƴ ƻǊƛƎƛƴŀǘŜ ŦǊƻƳ άƴon-sŜŎǳǊŜέ ǇŀǊǘǎ ǎǳŎƘ ŀǎ ƳŜƳƻǊȅ ƳŀƴŀƎŜƳŜƴǘ ƻǊ ǎǘǊƛƴƎ ŦƻǊƳŀǘǘƛƴƎΦ  

 
 

                                                           

29 {ŜŎǳǊƛǘȅ ƻŦ ¢ƘƛƴƎǎΥ !ƴ LƳǇƭŜƳŜƴǘŜǊǎΩ DǳƛŘŜ ǘƻ /ȅōŜǊ-Security for Internet of Things Devices and Beyond, NCC group 
30 See for example https://www.nsa.gov/ia/_files/support/defenseindepth.pdf  










































































































