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Executive Summary

The Internet of Things (o an emerging concept where interconnected devices and services collect,
exchange and process data in order to adapt dynamically to a comtetkitecontextof 6Smart Home
OYPANRYYSyilaé¢ 020K L2¢ | yR NI RA G benyfande thopadity @ S a
fATS 2F OAGAT Syao ¢KAa tf26a AYLNROSYSyGa Ay a

New Smart Homelevices and serviceppear at a fast pace, from various manufacturers which haaxe
a limited experiencef cyber securityYet, it is often necessary to integrate these devices imthe2 Y S
I NBI b Snibdlér tdprévide connectivity for data exchange and to perform their operations.

Due to theseinterdependendes,numerous cyber threats appear with pdsigiconsequencesn the life,
health and safetpf the inhabitants. Hence, it becomes important for manufactursadiition vendors,
developers, and endsers tounderstand how ® secure devices and services

In Smart Homeenvironments, thesecuritycan be difficult to implementvithin a heterogeneous
ecosystem which integrates sevetgbes of devicesand serviceswhichusually havdimited security due
totheirwS+ 1 OF LI OA G A S Blorebvertthe Eervise thieyl pfobidie Xisuially relies emote
infrastructuresfor cloud storage, analytics or even remote access to the devices.

It becomes necessary to follow a holistic approach of securitljeasultiple dependenciespen new
ways of remoteattacks, as presented in presenteddENISA hreat Landscape and Good Practice Guide
for Smart Homeand Converged Medi&

Thekeyfindings of this study confirm theifficulty to ensure thesecurityof Smart Homeéenvironmens.

1 The need for security iBmart Homeéenvironments is still underestimated and vendors lack
incentives toward this goal.

1 Itis difficult to understand which security measures can profoart Homedevices and services,
as they present new security challenges due to their interconnected angapive nature.

f Many loT applicationSmart HomeR S @A OSa I yR ASNWAOSa NBfe 2y
may cause unknown vulnerabilities to appear.

This study aims at securigmart Homeéenvironments from cyber threats by highligig good practice
that apply toevery step of productlifecycle:its development,ts integraion in Smart Home
Environmentsandits usage and maintenance until erad-life. The study also highlighthe applicability of
the security measures tdifferent types of dewdes.

The good practices apply manufacturers, vendors, solution providers for hardware and software, and
developerslt canbe used to assess their current security level, and evaluate the impletiemof new
security measure€suropean citizens, staaddisation bodies, researchers and policy makers could also
find an interest in thistudy.

https://www.enisa.europa.eu/activities/risknanagement/evolvinghreat-environment/enisathematic
landscapes/threatandscapefor-smarthome-and-mediaconvergence
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The application of good practices aims at covering existing threats. Hov@&mweart Homeenvironments
remains only one specific application of the Internet of Thirkhusit requires a continuous effort to
ensure the security afiew devices and services and the safety omitgbitants.

ENISA proposes thellowing six recommendationwith the objective ofenhancing the current status of
cyber security irsmart Hone Environments and in a more general 10T context

1.

All stakeholders should reach a consensus on minimum security requiresté¢hé development
of minimum security requirements should heipn-expertsin implementing specific security
functions in theirdevices and services

Industry actorsshould sipport security-driven business modelsas Smart Homeananufacturers
tend to focus on functionalitiesecurity can become a differentiation factor and provide added
value to customers.

All actors should contribte to raise security awarenes$o helpmanufacturers with less
experience on security and customeasvareness is needed to understand which actions are
needed to secure &mart Home

Industry actors should develop security assessment methods or framewaak 10T folSmart
HomeEnvironments bringa new paradigm. Specific methods or framework shall ease security
assessment and accompany deployment of security measures.

Policy Makers should clarify the legal aspectsSyhart HomeEnvironments since theres
currently a limited scope in the liability when a device is compromigéth health and safety
concernspolicy should helpunderstandthe responsibilities and have a preventive role.

Industry actorsand publiclyfunded initiativesshouldintegrate cyler security in R&D projects
related to Smart Homeand loT there are numerous Research and Development projects in the
domain ofSmart HomeEnvironments and loT, which could gain impact by integrating specific
security aspects.
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1. Introduction

Smart Homeéenvironmentsntegrate multiple 10T devices and services that collect, process and exchange
data. They provide users several possibilities to control and adapt the status of their home, either manually
or automatically. For that purpos&mart Homedevices and services exchange data with internal and

external actors. These interactistake place with mobile applications on anedeBt S N & S lj dzA LIY' S
GAYFNILK2YSs (lFlofSGX0 FyR fa2 gA0K NBY203S asSND

Due to their interconnected natur&mart Hone devicesare subject to a number of secuyrithreats either
from remote attackers or from inside the Home Area Network (HAgyeover, hese threathave an
impact not only oradza SdstRBut also ornis/her health and safetythis changes the acceptédea that
the home is usually a safe place to live in.

Smart Homeéenvironments being an emerging domain and because the liabilities are not well defined, it
becomes important for all actors to develapgapted security measurde prevent cyber threats. Fdhat
purpose there is a need to secur@mart Homdmnvironmentsand effectively reduce the threats

1.1 EU Policy
At the time of this writing no dedicated EU Policy has been identified to t&getrt Homdevironments
specifically.

However, the following general policies on 10T can be extended to this area:

1 The Digital Single Markatlentifies internet and digital technologies as one of the 10 priorities of
the European Commission to foster EU economy with |oT being a key enabler.

1 The Opinion 8/2014 on the Recent Developments on the Internet of ThHdwtifieshome
automationas one of the three main 10T topics to be addressed in the coming years.

1 The EU Data Protection Directive 95/467&@h the additional elements from Opinmo03/2014 on
Personal Data Breach Notificatfozovers security opersonal data

1 EU Research initiatives such as Fivarel the AIOTI allianééring building blocks toward an
integrated l0T environment.

Note that no dedicated EU policy covers loT sécéri SAUGKSNXY LYRSSRX F2NJ GKS
is no consensus on the need for and the scope of public intervention in the field.&f3$b®uld there be
any future development on the EU regulation, it is important to consider the status of cgberity.

http://ec.europa.eu/priorities/digitatsinglemarket/

http://ec.europa.eu/justice/dataprotection/article-29/documentation/opinion
recommendation/files/2014/wp223_en.pdf

http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML

http://ec.europa.eu/justice/dataprotection/article-29/documentation/opinion
recommendation/files/2014/wp213_en.pdf

https://www.fiware.org

http://www.aioti.eu

http://ec.europa.eu/digitatagenda/en/news/conclusionsternet-thingspublicconsultation
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1.2 Scope of thestudy

Thisstudyevaluates good practices to secure the lifecycle of Internet of Things (IoT) products and services
in the context ofSmart Homeéenvironments

Figurel: Scope of thestudy
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As illustrated irFigurel, this studyfocuses on:

9 The two types of loT Devicethat can befound in aSmart Homeenvironment
o Constrained deviceas defined by RFC 7228he security in these devices may be limited
RdzS (2 GKSANI O2YLI NFXGA@Ste 26 OF LI OAGA Sz
o Highcapacity devicesypically powered byhe mainssupply These devices may be able
to implement strong to very strong security featurestiasy possess hardware
configurations (CPU, memory) that grants them significant computing power.
1 The interactions and data exchange with remote servidesludingremote activation, remote
storage or content, device administration and analytics.
1 The intelactions and data exchange with mobile applicatiofeg control/command purposes and
data exchange among devices.

9RFC 7228, IEhEps://tools.ietf.org/html/rfc7228
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1.3 Target audience

Thisstudyaims at providing simple and pragmatic guidance for seci8mgrt Homevironments. The
main stakeholders that tb studytargets to include:

1 Smart Homamanufacturers and thirdparty developers(including HW and SW components
OSYR2NEX !tL RSOStf2LISNAXO & GKSe@& |IAtHokeS Y
Environments

9 Service and solution provider&Cloud service providers, Thipérty services associatedth Smart
HomeRS @A OSaxo a G(KSe& 02 YYdzgmad Him&Envirofient$ E OK | y 3

9 Electronic communications provider$gSPs, MNOs, MVNOSs) due to their implication in bringing
connectivity toSmart Homealevices and services.

The findings could also potentially interest:

1 Cybersecurity agenciesnd/or Standardisation bodie$or security awareness, device security
certification and also security standardisation initiatives.

1 Consumer association®r endusers security awareness and benchmarking purposes.

1 Policy makersandacademicgo assess to which extent security can be integrated in their work
(new policies, researche®,dzy RA Yy I3 X0 @

1 Hobbyists, enthusiasts and open source contribusahat develop their owrsmart Homéby
writing software or integrating open source software, and use frameworks such as Raspberry or
Arduino platforms.

These stakeholders can selectively applgdypractices related to the development and usag&ofart
Homedevices and services, for example in association to a risk assessment. For example, electronic
communication providers can implement good practices from the point of view of the local network
protection offered by their setop boxes.

1.4 Methodology

Thisstudyis based on a collection of publically available information relevaBinart Home which were
analysed and correlated to:

1 Update the threats applicable tmart HomeEnvironments

1 Performan inventory of the good practices identified by the security communitySmart Home
context, or in the 10T context when relevant.

The results were then crosschecked with stakeholders through an online questionnaire and selected
interviews with devicenanufacturers, security experts, standard groups and network operators. This step
addressed open questions on emergent and unexpected topics.

Theresults havebeen validated by experts in 10T a8dhart Homeéenvironments through document
review and in a vadation workshop.

1.5 Outline
Thisstudy is organiseds follows:

1 Section2 aTheSmart HomeéErvironmentg defines the type of devices, services and technologies

encompassed in thistudyby the terméSmart Homeé and also summarizes threats applicable to
these environments.
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Section3 dKey Findingspresents the outcome of stocktaking and interviews veithkeholders

from the Smart Homescosystenwith regards to current implementation of security $mart
Homeproducts andSmart Homeparticularities.

Sectiord 6Good practices for a Secusenart Homeé=nvironmert introducesthe core of thisstudy.

It definestheO2 YLINBSKSy aA @S aSi 2F &S OdzNRASinért Hamke2 2 R LIN.
context for mitigating existing threats. These good practicesoaganizedaccording to the

lifecycle ofSmart Homelevices and servicem the following sections

Sections dGood practices for theedelopment oSmart Homalevices and services KA I Kf A 3 K
good practices to secure the development of Smart Home deviadsenvices.

Section6 6Good practices for thategration of device® the Home Area Netwogk LINB & Sy G a
good practices to integrate devices securely in a Smart Home Environments

Section7 6Good practices for thesage until enebf-life¢  F2 OdzaSa 2y (K3wred22R
security for the operation and maintenance of products deployed in Smart Home Environments.
Section8 dRecommendatiorésbuilds upon the gap analysis in order to propose recommendations
aimed at improving the level of security in futumart Homdnvironments. These

recommendations are intended feendors and service providers, national cybersecurity agencies,
consumer groups, standard groups and/or industry associations.
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2. TheSmart Homé=rvironments

2.1 Overview
The definition oSmart HomeéEnvironments isaken from the onéf 2 dzy’' R SASfnartiHbimdhreat
f I v R &Jhisdd&fimition refers talevices and systems present in tBmart Homethe associated
services and the networks used to interconnect these devices and services, located inside or oatside th
home.

This study is a followp of theENIS/Amart Homehreat landscapewhich presentedhe various threats
applicable tosSmart HomeFindingshowed thatthreats target a wide range of applications in tBmart
Homeand can have consequences on thmeleiser. For that purpose, it is important to define appropriate
security measurethat rely on the specificities of th8mart Home

2.1.1 Connectivity
The common point betweeBmart HomeR S @A 0Sa NBaAR
processingandcohS O A @A Ge v FyR (GKS af 2
means in practice that connectivity:

& Ay GKS O2Y06AYl
Ff¢é¢ yIFGdNBE 2F (K.

(@] w

1 is always present in the devices, either limited to Hame AreaNetwork or with access to the
Internet;

1 may be related to sever&inds of communication protocols (direct, shoange or longrange,
wired or wireless); and

1 may lead to several interconnected networks in the home and outside the home.

Figure2: Example of several network types found inSmartHome Environment
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Such networks are described furtherfigure2. They typically include:
1 One or severadHome Area Networks (HANWhich are dedicatetb local networks or
subnetworks folSmart Homedevices and sensars
0 One or several High Speed Networlgsually WAFi networks, that may be provided by a
settop-0 2ESX Y20AftS RSOAOSaX
o Personal Area Networks or dmbc networks created between several devices, for instance
using lowspeed connectionse(g.. f dzSG 22 i KX %A 30SSX0U
1 Connections tdVide Area NetworkWAN}
o High Speed Networkgaypically providing access to the Internet, for instance through the
Internet Service Provider (ISP) network or the Mobile Network Operator (MNO) network
0 One or severaLow Power Wide Area Networks (LPWRAMhich provide WAN
connectivity while requiring low power from the device.g.] 2wl 2 ! b Z). { AT T2 EX
1 If the home uses a smart meter, this meter connects the home to the assodaitezhced
Metering Infrastructure (AMI)used to communicate with smart energy management devices.
It should be noted thateatife deployments ofSmart Homamight include only some of these networks,
or might use them differently: for example, home automation devices may directly use the hotRietdVi
access remote services, without using a dedicatedway .
Note that many elements of th&mart Homérawe connections to other domainenergy might have
connections to thesmart meteringdomain,devices related to assistdiving might have connections to
the eHealthdomain many other devices in thBmartHomemight have connections to theonnected
mobility or wearablesdomain
These connections might bring additional security constraints to these devices, notably in terms of
compliance to national health or energy (critical infrastructure) requiremertissis out of the scope of
this study.
2.1.2 Classes of |oT devices

The typesof devicestaken into account fothis study are constraine(efined as peRFC 7228and high
capacityones Constrained devices are divided into three classes depending on their RAM capacity,
memory storage capacity and CPU power. Indeed, the class of a constrained device has an impact on its
security capabilities, and thusintroduces limitgo the application okomegood practices.

Tablel summarizes the classes of 10T devices based on their hardware properties. It describes the impacts
on their security capabilities.

Tablel: Classes of loT devices atige impact on their security capabilities.

| EXAMPLE OF
EXAMPLE Of “\MEMORY | EXAMPLES OF| TYPICAL IMPACT ONCSIRIT

DEVICE TYp| CLASS R, STORAGE DEVICES CAPABILITIES

CAPACITY

CAPACITY
Class @evices may not be

%
Constrained 0 << 10 KiB << 100 KiB Lowendsensors = able to implement real security
device Class 0 measures
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EXAMPLE OH

EXAMPLE Of " \MEMORY | EXAMPLES OF| TYPICAL IMPACT ONCSIRIT

DEVICE TYP| CLASS R STORAGE DEVICES CAPABILITIES

CAPACITY | capaCITY

Class 1 devices may use
dedicated protocols designed

@ _ ) Smartbulbs for constrained nodes (such a
~10KiB ~ 100 KiB Smart beke? CoAP) buthey cannot use
Class 1 stronger standard security
protocols

) Class 2 devicdsave the
Smart pliances, = capacity taimplement most

@ high-end smart standard security protocols
~50KiB ~ 250 KiB sensors (such as | (even if other limitations can

Class 2 smart cause issues, such as
thermostats) communication bandwidth)

Highcapacity devices may
include dedicated security
hardware and/or are able to
perform intensive

V 4 _ _ Smart hubs or computation. They are able to
- >> 50 KiB >>250KIiB  gateways, Smart  provide additional security
High-capacity device TVs mechanisms to protect the

other devices on the HAN (for
example perform key
generation or network scan)

More details on technologies used$mart Homecan be found iAinnex AtAdditionaldetails onSmart
HomeEnvironments

10 For examplénttp://www.anandtech.com/show/9372/lifxwhite-800-smartbulb-capsulereview,

1 For examplénttps://www.nordicsemi.com/eng/News/Newseleases/ProducRelatedNews/NokeBluetooth
SmartpadlockemploysNordicSemiconductotechnologyto-eliminate keysor-combinationsand-enableoperation-
from-smartphone
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2.2 Threats toSmart HomeEnvironments
The threats tdSmart Homeenvironments are real and apply to all devices and services as confirmed during
the stocktaking phase of this studft3141516 While the presentation and categories of threats differ from
analysis to analysis, outcome of this comparison showed that the content remains the same, that nearly all
threatsfound in these sourceare retained. Thus, the following threats groups ar# stlevant:

T

Physical attacksirise from a welldentified attack vector (physical manipulation of devices). They
might lead to various types of risks, including the categories described hereaftefasous
Activity/Abuseor Eavesdropping/Interceptionfidcking A physical attack typically threatens all
assets.

Unintentional damage (accidentatpay result from incorrect trust relationships threy may occur

02 AyadZFFAOASY(Gte GNIAYSR LISNBR2YYSt O0F2N) I RY
administration capacities, the potential consequences also cover the whole spectrum of data leak,
unauthorized modification or loss.

Disastersand Outageswere considerewnly as far as they result in a preventable denial of service
for the user.

Damage/ Los$IT Assetsheads not only to disruption of service, but also possible leaks, as shown
08 9bL{! Qa { KdBylonly addsessésahis frointhe poiatiotiview of the secure
deletion of sensitive information at the eraf-life of a product, sincall other aspects of this topic

are not directly related to IT security.

Failures/ Malfunctionsare by definition one of the best entry points for an attacker and

constitutes a first step of many scenariodN#farious Activity/Abuser
Eavesdropping/Inteeption/Hijacking

Eavesdropping/Interception/Hijackings well asNefarious Activity/Abuseare related to both

privacy and cybersecurity threats. These two categories are what is generally regarded as a
security threat. By leveraging design or implemeiota flaws, an attacker will compromise one or
several assets, whether it means a loss of confidentiality on private data or a loss of control over a
device. Most security good practices aim at mitigating these cases.

Legal as described in the ENISA do@antation, this is another possible consequence of the same
attacks. While a threat analysislikely to contribute talistinguishing this case from the others,

the attack vectorsemain unchangedndthey will not be distinguished from the point of viesf

good practicesWhile this study does not challenge these threats, there are however a few
findings regarding the attack model and the risks associated with these threats. For more details,
seeSection 3.

https://www.capgeminicom/resourcdile-access/resource/pdf/

securing_the_internet_of_things_opportunity_putting_cyber_security_at the heart_of the_iot.pdf

ttps://www. mcafee.com/ca/resources/reports/squarterly-threat-

q3-2014.pdf

https://www.ftc.gov/system/files/documents/reports/fedetdrade-commissiorstaff-report-november2013
workshopentitled-internetthings-privacy/150127iotrpt.pdf

https://securelist.com/analysis/publications/72595/survivig

an-iot-enabledworld/
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https://www.mcafee.com/ca/resources/reports/rp-quarterly-threat-q3-2014.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf
https://securelist.com/analysis/publications/72595/surviving-in-an-iot-enabled-world/
https://securelist.com/analysis/publications/72595/surviving-in-an-iot-enabled-world/
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3. Key Findings

In this section we present the key findings discovered during the stocktaking and the analysis of the results
of the online survey and interviews. These key firgdiralso provide information on the challenges related

to the current level of security @mart Homegroductsin relation with the good practices described

above.

3.1 The need for security ittmart HomeEnvironments is still underestimated
Smart Homeaises newsecurityconcerns that are not easily shown in a traditional threat assessment.

Current privacy regulations ensure that service providers will not intentionally collect privateStagat
Homeactors comply with this regulation by privacy meess on the serveside of their services, which
would arguably be enough in a world where no malicious actors were present. However, the absence of
protection on the deviceside means that private data collection might be relatively easy to perform on
targeted individuals, even by attackers with low skills.

Industry players usually give two reasons not to implement more security measures:

1 Few attackers have an incentive to perform such attacks on an individual
9 This hypothetical targeted individual wilhywvay, not chose a secure device over a loa@st
insecure device.

¢CKS FTANRBRG | NBdzYSyid OlFyy20 6S NBGFAYySRmRo#mel 2 K
when attacks are almost trivial to perform, attackers do not need many incentives.

The second argument assumes that an individual is able to give a financial cost to his private data. This lin
of thought is consistent with most risk assessment methods, which assess the relative importance of the
threatened assets as a first step. Whenaamset is described as having a low value, it is expected that an
attacker is less likely to compromise it, and that the asset owner is less likely to spend efforts on protecting
it. The problem of this assumption is that in this case, the asset ownet &bie to measure this value,

since:

1 they are not necessarily awarewhich private dataould be leaked; and
1 they are not necessarily aware lwdw easyit is to obtain these data.

As an additional issue in ttf@mart Homecontext, trying to assess the e of private data is very difficult,
since this value might vary widely depending on the local culture, amongst many other factors. This is
apparent for example in the Mozaiq initiatif/evhich aims at ensuring th&mart Homelata is stored and
processedvithin Germany borders.

Moreover, attacks on Smart Home can target the weakest element to capture credentials of the HAN and
elaborate more powerful attack&or example,asearchers haveecoveed the WiFi private key from an
unsecured devicand couldconnectto the networkto take control of the Smart Honm'é

http://mozaig-operations.com
http://www.theregister.co.uk/2015/10/19/bods_brew_ikettle_20 _hack_plot_vulnerable_london_pots/
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In any case, it is a common sense to say that home is the definitimpryate spacelf someone has a
need for privacy, he will probably try to find it at home. This implies that the valpewate data stored in
Smart Homedevices should only be defined by the users themselves. Since the users cannot define it
today, this value is however set by industry players instead.

3.2 Vendors lack incentives to enhance securitySmart Homedevices and srvices
Most security researchers in 10T describe the current state of the industry as not security rHihded
particular, many actors are hobbyists or come from the startup domain. It is easy to estimate that it might
cause issues on simple topics sushsacurity updates, since these kind of actors:

1 Might not have the culture of lonterm support

1 Might not want to provide updates as long as their products live

1 Might not be aware of the importance of security update

f Might even be hostile to third partgesear SNBE  RA & Of 2aAy 3 Odzf Y SNI 0 A f

More generally, the issue of the community culture is seen as a major obstacle to security. Our stocktaking
and interviews shows however a slightly different picture: our overall analysis of weak security was
confimed by the actors themselves and generally resulted frormsamtionalmarket positioning.

Many interviewees were quite aware of security good practices, but were lacking incentives to implement
them in their products. Few incentives exist to implemestwity, especially for lowost devies. During

the interview phaseall industry actors described the consumer market as-dasen, functionality driven,

with short timeto-market requirements, while security is a criterion only in busistessusinessontexts.

Interviews and stocktaking have shown that many vendors are still waiting feugars to ask for more
security. The consumer market is seen as being mainlydrogn, with:

1 Anincreasing awareness of privacy issues
1 A very limited awareness cybersecurity issues.

Some vendors are voluntarily implementing security, so as to protect the company image in case of an
attack. Cost and innovation are however competing with security: except for Cloud services or smartcard
providers, many actors see certification as an exgdee marketing tool. However, securdyvare actors

share the idea that legislation, and a mandatory certification scheme, could be the only incentive able to
counterbalance the timé¢o-market pressure, while maintaining equality amongst actors on Europea
markets.

Effective implementation of security measures is usually found in actors who target both buginess
business and consumer markets, as the need is generally expressed by business customers.

3.3 Smart Homeadevices and services implement few securityeasures
As a consequence of the previous finding, it appears that many devices or services implement few security
measures.

When following the list of good practices &dctions4 to 7, it appears that the only features implemented
today are:
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1 Development security measures (often limited to quality control measures; in some cases,
dedicated security testing is performed ivery short timeframe, such as43days campaigns)
91 Interms of security functions:
0 SOdzNARG& FdzZRAG GNIXAf A& 63SyYySNIftte y20G LINERIG
0 Secure communications (but usual good practices such as certificate pimengrered
when using standards such 8k$.
0 Qyptographic support (generally only found in higépacity devices such as gateways; in
some cases, vulnerable cryptography is used, as shown in the OMA vulnerabilij)y?tases
0 privacy protection (mainly addsesed on the remote service side, while user data are
generally not protected on devices)
0 authentication (often not implemented for local network communications, and strong
password policies are not always available)
o very limited selprotection and hardaing measures
1 Interms of integration in the HAN:
0 Trust relationships (albeit often weak ones, such as vulnerable pairing, or usage of trust
elements without a capacity to revocation or renewal)
91 Interms of usage until the eralf-life:
o Limited operationdsearity and maintenance.

3.4 Smart HomeEnvironmentsresult innew security challenges
Actors coming from the world of loT might face new security challengemart HomeéEnvironments

1 Devices will have to meet higher privacy expectations than in usudeld®es. These specifics
lead to increased privacy risks for users, while the cost of keeping data safe might be too high for
industry players. The Data Protection Directifg/hich may soon be superseded by the General
Data Protection Regulatioffladdreses general privacy protection, but might not be suitable to
prevent such privacy violationBor example, a Smart TV may cause several privacy issues with
that regard?® Home is by definition the place where yacy is expected to be enforced

1 Devices majntegrate safety concerns that are specific to home. For example the loss of control of
a thermostat, a smoke detector or a &detector might have consequences on the user safety.
The CE marking implies liability for damages or injuries due to defe¢tspbdue to security
negligence

1 Vendors may integrate the fact that, when home is concerned, security attacks are not only a
hypothesis but a fact to be dealt with. For example, a smart lock or safe is a security product and

Rittp f/eur/ lexewopa.eu/tegal
content/EN/TXT/?uri=URISERV:114012

http:Heurklex guropaieu/legal
content/en/TXT/?uri=CELEX:52012PC0011
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must be designed to sustaincgbersecurity attack. Companies selling security devices are often
dzy I 6 NB GKIG GKS GavYFNIé LINI 2F GKS RS@AOS
physical part of the devic#

35 L2¢ @dzf YSNI 6fS Godzif RAy 3 oafe@ ddlargetscal® | dza ¢
IoT in general provides a very large ecosystem of hardware, operating systems, software and services upc
which vendors can build solutions.

alye @SYR2NER IINB y2¢ 6ftS G2 AydSINI (.£Butifthéselzi A 2 y
blocks have security flaws, these flaws will be present on all the solutions that use them.

The situation is summed up by researchers in a few senteNoes:vendor may be leveraging six other
BSYR2NE® 2 KSNBQa & 2 dzht I6dldévice? WBoMgs Rccasyt@ydur hetivorSwaiprdxya
connections?®

Several issues directly come from this situation:

1 Develogers do not necessarily know which frameworks and APIs are useful or vulnerable. While
this is sometimes described as a laclexpertise from the developers, this is actually more
probably related to the sheer number of thighrty and opersource components available. This is
already an issue in many domafi#\ whitelisting approach might help vendors in the process of
selectingsecure thirdparty or opensource APIs.

1 Vendors may be locked in thighrty operating systems and applications, and not be able to patch
or migrate to other solutions in cases of vulnerabilities.

1 Many devices share the same thiparty services or compamts, thus sharing their potential
vulnerabilities. There is at that time no easy mgan

0 To detect who are the providers of all the components and services that are integrated in a
given product, and
0 To select supplisrbased on security requirements.

3.6 loTpervasiveness and dynamicity
loT devices in general are pervasive and dynamically interconné&ctéis has several consequences:

9 Itincreases the attack surface on a given device (which may be attacked from several sources:
devices, social networks, othNd 2 yf AyS &aSNIDAOSaX0

1 Itincreases the nuisance potential of a device after it has been compromised (which may be
connected to many other devices)

1 Itincreases the combinations between devices and services, leading to interoperability issues (for
example uimtentional denial of services due to badly implemented bandwidth usage). Such issues
are not security issues but may be used to investigate vulnerabilities or leverage attacks.

https://www.defcon.org/html/defcon23/dc-23-speakers.htri#Petro
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Smart Homeadds a level of dynamicity, since nodes can enter or exit seviadd &f networks
dynamically?®

1 Mobile networks and internet (WAN, LPWAN

1 Virtual networks of a service provider (different identical devices and the corresponding cloud
services or device management services)

1 Home area network (several different deviéesa single user network).

The integration of all the devices grows more and more complex due to the number of devices and their
capacities to dynamically interact (researchers use the example of-fiiedThenThat mobile

application, which triggerSmat Homedevices behaviar on events coming from other devices, social
networks, and so on).

3.7 loT brings new constraints on security
The configurations of some devices (typically home automation sensors) are too weak to implement strong
protections. This idue to not only the hardware or the device connectivity, but also the lack of identified
security standards dedicated for these use cases (weak CPUs, limited memory, low bandwidth, battery
usage, etc.)

Interaction with vendors show that many of them a@néident in the technology to solve these issues.
Hardware gets more powerful year after year. It should solve the present limitations in terms of security,
even in small devices such as sensors. The main perceived barrier is the bandWwalthysing lowpower
networks.
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4. Good practices for a Secusenart Homéd=nvironment

ThisstudyLINE A RS&a | RSGFAESR fAald 2F &aSOdzNRA G Smataz2 2R
HomeEnvironment. We identify different types of good practices that range foasic security hygiene to
dedicated countermeasures against given threats, for different types and classes of devices as well as for
associated remote services.

The list can be utilised by stakeholders as a companion to their risk assessment, either to evaluate the
current level of security or to enhance it with new secuntgasures. For that purpose, this study
highlightsthe application of good practices the differentclasse®f devices and services. This list should
be interpreted as an informative statement.

Thegood practicesire presentechccording ¢ the devices and services lifele,as well as to the
stakeholder to which they apply as presentedrigure3. These good practices aseparated intahe
three phase®f the lifecycle of devices and services

1. Development ofSmart Homedevices and seaficesby device vendors and service providers.
During this phase, the vendors and service providers define the requirements of the product,
design, develop and test the produdtheassociatedjood practices are presented $ectionb.

2. Integration of devicesdy the enduser into his Home Area NetwarRuring this phase, the end
user configures and connects snart Homedevice to its HAN, potentially with support of the
device vendor, the service provider, or the electronic communication provider.associated
good practices are presented $ectiont.

3. Usage of the devices and services until their eofdlife. Apart from direct and local interactions
with his device, the endiser may also request support from the vendor and usdirmm services
related to the device througvarious communication channels. Thus this phase may imply
interactions with the device vendor, the service provider, or the electronic communication
providerfor usage and decommissiofihe associated good practices are presentefdntion?.

Figure3: Good practices within theSmart Homdifecycleand their applicability to stakeholdes

DEVICE VENDORS AND SERVICE PROVIDERS

oy R X
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HOME DEVICES AND SERVICES
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Good practices for theavelopment ofSmart Homedevices and
services

This section describes the good practices related to the developme3inait Homelevices and services.
These good practices consist of twdfelient sets:

T { SOdzNA(G& d322R LINIY O0 A OS aSinarfHprhdlevickssandR&EEEEst 2 LIY Sy
9 Security functions that are considered good practices. These security functions address the device:s
themselves and theirs interfaces with web servicad mobile applications.

5.1 Security of the development process
The development process compridbe design phase, the development phase and the testing phase. For
each phase, several good practices are highlighted.

5.1.1 Design phase
Security concerns must be takénto account in the early phases of the product or service lifecycle. As a
general rule, the security architectucd a solutionmust be defined and documented early. This is the
practical implementation of the oftensedsecurity by desigrequirement.

At the design level, several aspects can be recommended to vendors as well as service providers, as
described in existing guidanég.

Use defene in depth®

Applies to remote services, class 1 devices and higher

Designers should assume that their secunityasures will be compromised at some pajrand they

should therefore provide redundancy by the means of layered security measures. It also means that error
and attack scenarios should be taken into account during the design (not limiting the designitaho

cases).

Separate security functions from other functions

Applies to remote services, class 1 devices and higher

/| 2yaSljdsSyidte aSOdNRARGE FdzyOlAz2ya aK:223dE GRdzNG ¢0 ST doyf Gal
It enables to clarifynterfaced 6 SG ¢SSy (KS -& &G aNMths: FuzlimRingdhy degign

errors that might arise. It enables to separate development teams and focus the task of security experts
only on secure parts.

2 KSy &a$sO0dzNB0deNBR  dLyhedgbisarily easySo dysthguish, using a modular design

gives an assurance to separate functions and clarify interfaces.

lff aaSOdBBOINFR W RJFa aK2ddZ R 0SS NBEPASESR TNRY
vulnerabf A 1A S&a OF y @NAGENS 0 SLITNREY adyOK & YSY2NER Yy

https://lwww.nsa.gov/ia/_files/support/defenseindepth.pdf
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