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Executive summary

The idea of a central or local government leveraging the Cloud computing business model to increase

the effectiveness anéfficiencies of the ICT services is appealing, especially in a period of economic
challenges for the European Union Member States. The concept of Governmental Cloud (Gov Cloud)

has been proposed by ENISA, as well as other international agencies/puiilitions since 2014.1.

Ly ( KS SesgitkJanNResilience in Governmental Cléudsl y RGoddKictiae Guide for

securely deploying Governmental Clo&i@&NISA proposed, among others, the follagvin

X/ f2dzR O02YLJziAy3d aSNWAOS RSt AOSNE Y2RSt akrdAraatTa:
the one hand, since it offers scalability, elasticity, high performance, resilience and security. However,
many public bodies have not yet built adebfor assessing their organizational risks related to security

YR NBaAfASyOSoe

It also recommended that:

1 National governments should prepare a strategy on Cloud computing that takes into accoun
the implications for security;

1 National governments andutopean Union institutions to further investigate the concept of a
European Governmental Cloud as a supra national virtual space where a consistent and
harmonized set of rules could be applied, both in terms of legislation and security policy and
where ineroperability and stadardization could be fostered;

1 National governmental and Member States should foster the adoption of baseline security
measures for all cloud deployment models;

This present study builds on those conclusssand recommendations to prxade formalization of a
genericsecurity framework for governmental cloud$e proposed security framework is basedaon
collection and analysis of existing Cloud computing security literature, other relevant security best
practises, and on the few exisg real life case studies of Governmental Clouds in Europe.

The final result is a security framework modelled into four (4) phases, nine (9) security activities and
fourteen (14) steps that details the set of actions that we believe each Member Statelsl $bibaw

for the definition and implementation of a secure Gov Cloud. The generic security framework has been
empirically validated through the analysis of four (4) Gov Cloud case studies namely Estonia, Greece,
Spain and UK. The real life validation lod security framework also serves the purpose of defining
examples on how some EU Member States are implementing security into their Gov Cloud
approaches.

As a concluding remark, we want to highlight (based on the information collected until September
2014, that very few EU Member States have currently developed approaches for Cloud computing
based on a weltlefinedand thorough clougecurity strategyincluding risk profiles, classification of
assets, security objectives and measures)

The objective ofhe proposed security framework, and the accompanying case studigsserve as
guidance to other EU Members States towards a seamless and more secure adoption of Cloud
computing.
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1 Introduction

The compelling business and financimnefits for adopting Cloud services, highlighted in the
9dzNR LISy [/ Exopdad Gldugd gt@tabyhave motivated a number of EU countries to
develop aCloudcomputing national stragy’. However currently nomany Member States (M8ave
operational governmental Clouthfrastructures supporting public admistration (so called Gov
Clouds)Not manypublic administrationsre activelyprocuringCloudservicesor are theylaunching
anytest bed projects oiCloudcomputing (e.g. th® dzNP LJS I yClouiN@ EuBopgi &

As the topic of governmental cloudsonstitutes ongoing exploration and development, there is
naturally a conspicuous de of information abou the experiences of such early Gov Claddpters,

in particular relatedo the adopted security frameworks (inclundj requirements, architecturesnd
bestpractices). Mtional expertspolicy makersand other interested stakeholde often struggle to
find use casesind, thus, cannot benefit from the valuable experiencevefl-established European
D2 @ |/ fTBedee@fadetailedinformationrelated tothe steps a governmeal body should take
to adopt Gbud services, is the stimg point forthis report on security framewaorks for governmental
clouds.

Againstthis background, this report compiles, analyses and makes available fowlddamt cases
studies onnational Cloudsecurityapproachegnamely Estonia, Greece, Spain, &hdted Kingdom)
in order to definea referenceframework for Gov Cloudecurity The contributed frameworlalso
integrates relevant findings from topical academic/practitioner literature, and aims to oéflere to
both the MSgthat are startingto definetheir Cloudcomputing strategyandthose MSsthat already
have a Gov Cloudn place but want toassess it with respect to othdraseline. This framework
indicates the possible approaches, thus offering solutions to the governmental bodies regardless of
their maturity. In this report, thaéechnical and security aspects associated toshkectedGov Cloud
use cases were analysed through fdifferent perspectives based on a widely used securityclige
approach (i.e., PlaBo-CheckAct or PDCA.Following this project management approach would
assist in clarifying and categorising the distinct steps.

It must be noted that the frameworkhus the specific steps) suggested in this report can be followed,
with some minor adjustments, also from other types of cloud customers, not only public
administration; however the target audience of this report frames it to focus on governmental cloud
deployments.

1.1 Target audience

The results othisreport, in particular the developed framework for Gov Cloud security, targets mostly
national experts, governmental bodies and public administration in the EU countries interested in
recommendations for definig their national Cloud security strategy, or obtaining a baseline for
analysing their existing Gov Cloud deployment from the security perspectives, or to support them in
filling in their procurement requirements in security.

However in an indirect mannethis report can be helpful for:

! Available online http://euslex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF

2 Available online http://www.enisa.europa.eu/activities/Resilien@nd-ClIP/Clouecomputing/goodpracticeguide-for-securely
deployinggovernmentaiclouds

3 Also known as Deming cycle, PDCA is a four step management method used in business for the control andsonprovement of
processes and product¥he PDCAwas identified as a suitable continuous process to model information security management systems in
Gov Clouds:s distinct steps have to be followed and control and continuous monitoring is a notiatediée the gov cloud deployment
procedure.

Pagel


http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF
http://www.cloudforeurope.eu/

¥ Security Framework for Governmental Clouds
All steps from design to deployment

February2015

1 EU policymakers desiring concise information about state of the art Gov Cloud security
strategies from MS in order to decide on further economic, legal and technological incentives
for improving the uptake of Cloud compugrin the public sector.

1 EU private sectorin particular small and mediwsized enterprises (SMENhere more
experienced studies and guidan@e needed to develop the full potential ofCloud
computing.

9 Cloud Service Providers (CSP) and Cloud Brokéiimgdarther guidance related to security
approaches adopted by existing MS Gov Cloud, in order to identify and better understand
specific needs and requirements that might be used to better tune their existing Cloud service
offerings.

1.2 Scope

Thisreportio F SR 2y (GKS NBO2YYSyYyRIFIGA2ya YIRS Ay GKS
aSOdzNBt e RSLX2e 3A20SNYYSyilf Oft 2dzRa¢ x> yl YSte Gf
deploying cloud services in public administratidine aimof this study $ to developa security

framework. A framework i basic structure underlying a system that is used in this éase
establishing aset of general terms, awepts and practiceo SY6 SR G3I22R Sy2dzaKé A
security in the implementation of a Gov Cloud. The frammkk shall serve as r@ferenceto relevant

stakeholders (cf., Sectidnl) for supporting Cloud deployments by public administrations.

1.3 Policy Context

Cloudcomputing drives the vast spectrum of both current and emerging applications, products and
services, and is also a key technology enabler for the Future Internet. Its direct economic value to the
European Union is unambiguously substantial. Cloud compigtiaigacceptedenabler for innovation

and alsowidely advocated as such by tEeiropean CommissiqiEQ in their Digital AgendaThe EC
considers thatCloud computing will be a game changer in our economy and the main obstacles
impedingCloudadoption arestandards, certification, data protection, interoperability, leiok and

legal certainty.

In September 201,2he E-published , the EuropearCloud Strategya policy strategy document that
contains the key actions that EC policy makers have identified to support the uptaRéowd
computing in Europe. The European Cloud Strategy has two main objectives:

1 Making Europ&loudfriendly andCloudactive.

1 Connecting digital agenda initiatives.
Achieving hese two objectivesequiresthe execution of three key actions

1. Standards and certification.

2. Safe and fair contract terms

3. A European Cloud Partnership
¢ KAA NB L2 NI A& LI+ lttdith’e’a’r@le’rﬁeb:[dui({)g!qn,rﬁg E@@q&rﬁmm{cﬁﬁzﬂég;z wa
LJ NI A Odzf F NJ NBflFUSR 02 UKS RS@GSft2LISyu 2F | asod

7

provide stakeholders (cf., Sectidnld) SFTFFAOASy Oeé &l @Ay3aa FyR (F1S (K¢
9 dzNR LIS ygoab A A G| £ ¢

4 2} NpAOJ o abSStAS YNER Sa Oortfa T2NJ & LIS SR & Online9 ! dzLJd I+
http://lwww.computerweekly.com/news/2240114460/Neeliroescallsfor-speedyEUuptakeof-Cloudcomputing 2012
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1.4 Definitions

A standard definition for the term Gov Cloud is currently lacking. However, for the analysis presented
in the rest of this doement we adopt the Gov Cloud definition introduced by ENISA 2013 report, as:

f a! D2@ [/ f2dzR Aa |y SY@ANRYYSyYy(d NHzyyAy3d &SNX
legislations on security, privacy and resilience (what)
1 A Gov Cloud is a secure and trustwgrtiray (private Cloud or public Cloud) to run services
under public body governance (how)
1 A Gov Cloud is a deployment model to build and deliver services to state agencies (internal
delivery of services), to citizens and to enterprises (external deliveeyvices to society) (for
GgK2U0E€
'Y FTRRAGAZ2YIE RSTFAYAGAZ2Y NBIIZANBR Ay (GKA3S NBLR NI
as a conceptual structure intended to serve as a support or guide for the creation of a secure
information system. Ithis document, the intention of the proposed security framework is to serve as
a comprehensive guideline for the creation, deployment, assessment and improvement of a secure
Gov Cloud. The proposed security framework is to be understood as a first stapdtoimproving
the European Gov Cloud landscape. Furthermore, it should be considered as the beginning of a
continuous enhancement process by incorporating emerging elements, and by considering the lessons
learned from its realvorld application.

1.5 Methodology

The methodologyto elaborae such a logic model for a security framework follows a botigm
approach foinformation processing and knowledge ordering. The technical methodology focused on:

a) Defining the generisecurityframework based on the inputollected from the analysis of
available literature and information obtained from operational Gov CloudsEuropean
Member StatesThe proposed frameworks based on the PlaDo-CheckAct (PDCAgLycle
The structure of the framework is flexible enoughhi® extended when new useases will
be analysed (future work).

b) Surveying anidentifyingfour Gov Cloud use cases from MS (Estpnia, Greece, Spain, and
United Kingdom)The use cases were selected for being representative of Gov Cloud
adoption (or mature enough)and also for their willingness to provide thequired
documentation to conduct the validation

c) Use case scenarios of the initially defined generic security framework through the analysis of
the strategiesadopted byselected case studies frothe security life cycle perspective. In
order to accomplish this, we identified and engaged relevant stakeholders/representatives
from the selected Gov Cloud use cases through e.g., telephone interviews and email
communications.

The adopted methodologylalwed us to characterise the Gov Cloud use céees different security
angles(e.g.requirements, certifications, SLAs and contracts), and taking into consideration relevant
security challengese(g., resilience, pdability, continuous monitoring,and access contrgl This
methodological approachiesuled an a comprehensivanalysisof selected Gov Cloudsecurity
frameworksprovided as use casebBence promotingthe definition of a referenceCloud security
strategy blueprint.

In summary, the core framewk describesvhat to do when deploying secure Gov Cloud services,
whereas the workflows, questionnaires and reference implementations dedailto do it. All these
instruments are to be collectively used by the governmental organizations and public siations
(who), to define and implement secure Clcbdsed services.
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1.6 Structure

This documents organized as folllowS&ection 2details the proposed securityameworkfor Gov
Clouds, and also introduces the underlyitodes and definitions.Section 3introduces the MS use
casesand validates the proposed security framework (cf., Section 2) thrabghour selectedGov

Cloud use cases (Estoniare€ce, Spain and United Kingdomgection 4summarizesthe main
conclusions and recommendations drawn from this reparinexes A and presents the full version

of the questionnaires used during the interviews with the selected Gov Cloud representAbives
Cdiscusses the results of our desktop research, by presenting the relevant state of the art/practice on
the topic of security frameworks for Gov Cloudsinex Dcontains the questionnaire templatesed

for the interviews with the selectedse casesThis questionnaire is a concrete result of the security
framework presented in this report.
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2 State of the art inGov Cloud activities

Previous to the design of the framework,daskresearch was conducted to identifyné analyse
relevant work in the field of Governmental Cloud computisigice the gap analysis performed in the
ENISA 2013 Gov clouds guiddis task wasupported by the need to understand the following
guestions:

1 Which is the state of deployment irarious Member Stategrunning pilots, plansgtc) since
2013

1 What are the challenges, requirements and barriers indtleudificatioré of governmental
services?

1 What are the stateof-the-art techniques to analyseCloud security in governmental
deployments? Is there any existing generic security framework?

This preliminary study helped in setting the basis for the rationale behind the propssedity
framework. In thenext paragraphswe summarize the related work (erences [29]42]) considering
the research questions posed above.

2.1 Desk research

The work in [29¢valuates eight European countries on their use of Cloud ComputinGavernment
and compares them: Austria, Denmark, Finland, France, Germany, Irelpaid, &hd UK. The
comparative analysis is synthetized in Table 1.

This study shows that, while the majority of countries are still indéxeelopmentor planning phase,

three of them-namely UK, Spain and Denmahlave already adopted Cloud Computing arghte

are in an executional stage. It is to note also that, five of the egggarchectountries have anchored

the adoption ofCloudcomputing in the public sector in some kind of national strategy. Nevertheless,
the full implementation of their NationaCloud Computing strategy will still take another few years
(conclusion derived in the ENISA 2013 guidéd)e most frequent planned and developed Cloud
Computing deployment models amongst the evaluated countries are the private and the community
Cloud On he other hand, when comparinGloudcomputing service models, 50% of the evaluated
countries rely on the most common service models: Infrastructure as a Service (laaS), Platform as a
Service (PaaS), and Software as a Service (SaaS).

The guide elaborated the law firm Bird&Bird [30] covers the legal issues to take into account when
setting up aCloud service on a paturopean basis, including data security and data privacy
regulations. The research covers twelve countries (Czech Republic, Denmark, Bamany,
Hungary, Italy, Poland, Spain, Sweden, UAE and UK) and, for each of these case studies, they include
guestions regarding€loudcomputing usage in the public sector, such as information about operating
government clouds or best practice guides poblic bodies.

Gongolidis et al. [31] idenid@d the major functional and nofunctional requirements to migrate
governmental applications to th€loud Based on the reports provided by the European Union for
i2010 initiatives [32], United Nations repofftr eGovernment Systems characteristiasd the Greek
Interoperability Framework [34], the authors elicit the following requirementserwperability,
eAccesibility, imgle sigrnon, transparency scalability adaptability, use of prototypes,vailability,
maintenance, andecurity andprivacy. The paper includes also a mapping of these requirements to
the different deployment models that are subject of their applicability.
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Cloud
Compu-
ting
an- Cloud
chored Ser-
ina Cloud De- vice
MNational | Clond Adop- | Cloud Adop- ployvment Maod- | Cloud e-Government
Country | Sirategy | tion tion Level Muodels els Sample Services
Yes Planned Mational Public Cloud | IaaS Backup/Archiving
Regional Frivate Cloud | PaS Cloud Framework for
City Commumity Saas c-Government
Austria . Cloud . applications
Collaboration Suites
Identity as a Service
Mo Planned Municipality |Public Cloud | SaaS E-Mail
Denmark Executional ]'tri'-'.u-..' E‘.qud Procurement
Community
Cloud
Finland | Mo Planned
Yes Development | National Community InnS
France Cloud
Germany | Yes Planned
Yes Planned MNational Public Cloud | IaaS Open Data
Private Cloud | PaaS Public Information
Ireland Commumnity Saas Repositories
Clowd Collaboration Suites
E-Mail
Mo Planned Mational Public Cloud | IaaS E-Government
Executional Regional Frivate Cloud | PaaS Services
City Community | SaaS Open Government
Cloud Citizen participation
Hpain Hybrid Cloud E-Muail
Storage/Backup
Office and
Collaboration
Yes Development | National Private Cloud | InaS E-Mail
Executional Community Paa8 Office
Uk Cloud S0a% Customer Relationship
Management

Tablel Comparison of Cloud computing in@overnmentacross eight European countries made in [29] (for Finland and

Germany no further information was available to compare them against the other countries)

Wyld [35] examines noemilitary uses ofCloudcomputing in governments across the globe (Unites
aAdINI A2y
governmental agencies to shift tGloudcomputing. In this study, as well as in a previous deeper
research orCloudfor governments by the same author [36], Seguand Privacy are pointed out as
key requirements to enabl€loudcomputing migration. Furthermore, Wyld highlights the need for
the development of Cloud pilots to test the utility of the technology and assess the ability to manage
and bring such a preg¢t to fruition. These efforts, he remarks, should be suppartadd reported
within and outside the organizatianso that others in IT and wider community can learn of the
successes and the downsides of operatimyCloud Thus, it will be vitally importarto share both
YR afSaaz2ya
and adoption ofCloudcomputing in governmental environments and beyond.

States Europe and Asia), which builds the basis of his proposediéS L) & / f 2 dzR

ao6Sai

LINJ QG AOSa¢

f S NYSRE S

AAYOS

Tripathi and Parihar [37] provide a brief overview ej@/ernane challenges, categorizing them in

technical, economic and social barriers. Security is again identified as a key requirement to overcome

before migration of governmental services@oudhappens.

The work carried out by Smitha et al. in [38] preserdsiaey onCloudbased ESovernance systems,
whereE32 @SNy I yOS Aa
exchange information between government and citizens, government and business organizations, and

RSTAYSR F

a aiKS
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between governmg it 2 NEI yAT I GA2yaoé ¢KS& F20da 2y ARSYdGAS
relying on theCloudparadigm, pointing out again security and privacy as indispensable requirements.

Paquette et al. [39] identify the security risks involved in the govemiad use ofCloudcomputing.

The base on specific cases of the USA fed&lmldcomputing strategy and discuss the tangible and
AyGlry3aArotS NRala aa20A1l SR gAGK AGA dzaSod ¢KS LS
focused orCloudcomputing isan essential part of the government IT environment. As they point out,

there are risks linked to the implementation of the emergiDigpudcomputing paradigm, including

policy changes, implementation of dynamic applications, and securing the dynamiceneid They

also remark the importance of defining detailed SLAs as a mean to formalize security aspects to be
covered and cope with risk.

The survey carried out in [39] is centered on the analysis of the readiness (i.e., maturity state) of E
government hformation systems (EGIS) and Cloud Computing. The study concludes-that e
government readiness is a major concern, and that currently there is little availability of
comprehensive assessment methods fogaernment readiness and most of the assessment
frameworks are varied in terms of philosophies, objectives, methodologies, approaches, and results.
As a guide for future work, the paper proposes a new framework with the aim to provide a modeling
and analysis method to guide the assessment of EGIS systaration readiness. The framework
considers four dimensions, namely: Technical, Organizational, Stakeholders and Environment and
Society. Security and privacy are to be considered as key components of the identified assessment
dimensions.

Finally, aclostlBf | G SR ¢ 2 NJ] FLlaudodKaSi aLUNGFGeAaGSa 21FY R LA T 23 &
[40] published in 2013 by the European commissiofs fidportaims at analysing the current national
initiatives for the deployment of clouds in the public sectorten Member States, and the
methodological approach builds on interviews and desk research. The study concludes that so far, in
the analysed Member States (Austria, Belgium, Denmark, France, Germany, Italy, the Netherlands,
Portugal, Spain, and United Kirmmgd), the deployment ofloudin the public sector (at the national

level) is at a very early stage. The Member States have taken very different approaches regarding
Cloudin terms of applications covered (citizéype, employeetype, vertical, critical, ggsitive), type

of infrastructure (publicCloudversus privateCloud, relationships with ggovernment applications
(development from scratch or just migration of existing applications), or global policsg. ditalysis

is centeredaroundthe kind of deploynent models, general features and existing barriers; but there

is no assessmentith regard tosecurity.

2.2 Findings and conclusions
In summary, after studying the statd#-the art, we can conclude that:

1 The state of deployment of Governmentaloudcomputing is in general at a very early stage.
Not many changes have been noted since the ENISA 2013°ghatypresented cloud
adoption levels in the EU. The changes are depicted in the image below. The information on
this diagram is based on the desk reseaaol only discusses 13 countries of the EU (based
on information from the desk research)

1 Security and privacy issues are considered as key factdakeointo account for migration,
andat the same time are the maiparriers for adoptionProtection of sensitive data is still an
issue seeking solution, spanning from the SLA provisions to the actual technological
mechanisms i.e encryption etc. Even though most countries recognize the benefits from

5 http://www.enisa.europa.eu/activities/Resilieneand-CIIP/Clouetcomputing/goodpracticequidefor-securelydeployinggovernmental
clouds/at_download/fullReport
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adopting a business model like cloud (sbdity, resilience, portability), they are reluctatda
take the next step and migrate servicasthe cloud.

1 There is a clear need f@loudpilots (like Cloud4Europe projecénd prototypes in order to
test the utility of the technologyThere is also aeed for best practices and success stories to
be disseminated in the EU public administration commuriiytthermore, it is crucial to
report these efforts within and outside the organizations so tihatises awarenesamong
the broad IT community afhe actual advantageand thedisadvantagesf operating in the
clouds.

9 The main security challenges, requirements and barriers in the cloudification of governmental
services are related to: data protection and compliance, interoperability and data plistab
identity and access management, auditirejaptability and availability, as well as risk
management and detailed security SLA formalization.

9 There are no current studies that comprehensively analyse the security frameworks of
currently running or fanned governmentalCloud deployments. Hence, there are no
guidelines to define a generic security framework that allows to assess and benc@mark
Cloudsecurity.

Cloud
deployment
realised
UK ES UK ES
YES IT GR YES IT GR
AT ®
EE FR  NL FR(ED NL
. DE BE DK . DE BE DK
FI. IE FI IE
NO YES 2013 NO YES 2014

Cloud StrategyCyber Security Strategy including Clbud
Digital agenda including cloud
Figurel Cloud adoption in 13 countes in the EU during 2012014

The identifiedchallenges, barriers and requirements @tacedas input to model the structure of the
proposed generic security framework. It is to mention that this work Isuild two previous ENISA
studies: he first on€ was centered on defining a decisiomaking model to be used by senior
management to determine how operational, legal and information security requirements, can drive
the identification of the Gov Cloud architectural solution that best suits the needshaif t
organization. The second work [4Rkerforms a gap analysithe Member Statesbased on the
government Cloud infrastructures and underlines the diversity of Cloud adoption in the public sector
in Europeand the need of a common framework

613 adlrdSR Ay wocB GAlG oAff 0SS @QGAGIEEE AYLERNIFYG §ansikdivdibe 62 G K

eventual acceptance and adoption of Cldd@ Y LJdzi A y3 Ay 3I28SNYYSyidltt Sy@aANRyYSyia lyR o6Sez

7 http://www.enisa.europa.eu/activities/risknanagement/emergingand-future-risk/deliverables/securitsand-resiliencein-

governmentaiclouds
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3 Security Framwork for Governmental Clouds

Based on input collected during the desk research and some preliminary interviews, a logic model for
a security framework for governmental clouds was sketched including the specific activities and steps.
In addition to that, adescription of the different roles of the involved parties (cloud customer, cloud
provider, citizens, so on) is included and their responsibilities/involvement to each of the phases of
the lifecycle is defined.

3.1 Roles

The (common)ealevantrolesfound in the definition and implementation of the analysed Gov Cloud
use cases explained below:

1 Cloud Ownerrelates to the organization that legally owns the Gov Cloud and defines policies
and requirements.
Example:the Greek Research and Technology Netwark &GRNET .&) provides Cloud
servicesto the academic and research community the case of the Greek Gov Cloud
(Okeanos and ViM&

1 Cloud Service Provider (CS&jhe organization that provides Cloud services to the Gov Cloud
and takes responsibility fomaking them available to the Cloud Customers. Provision of
services is defined according to the requirements specified by the Cloud Owner, and usually
described orService Level Agreements{ [ ! 0 YR 20KSNJ O2y (iN} OlGaod |/
manage the IT infrastructure (lIaaS), platform (PaaS) and applications (SaaS) that are made
available to Cloud Customers, or provide applications (PaaS or SaaS) on top of an
infrastructure and/platform fulf managed by the Cloud Owner.
Example:in the Spanish Gov Cloud the Cloud Owner also provides Cloud serviteseas
Ay GKS OFrasS 2F | oYd (KS /f2dzR a8NBAOSa | NB LJ

1 Cloud Customeis the organization/public administriain using the Cloud services provided
by the CSP through the Cloud Owner.
Examplein Spain the Gov Cloud offers services to the Spanish Public Administratiadhee.g.,
@firma platform for ecertificate validation.

Finally, it should be emphasized that different roles may be adopted at the same time by the same
entity, for example the Spanish Public Administration owns and provisions Cloud services through the
SARA! network (owner and provider). In the same contetkte role of the customer and the owner

can be filled by one authority i.e. a governmental authority that want to provide cloud services for
internal communication to its staff.

We explain in each security step of the lifecycle how these different stattefsoare involved, what
are their specific roles based on the three definitions presented above, and finally which their
responsibilities are. The roles are depicted below:

8 More information can be found on Sectidnl.1

9cf.,Sectior4.1.3

10cf., Sectiort.1.4

uirrwl Aa Ly FONRyeyYy {(GKFG Ay 9y3IftArAakK adGlyRa FT2NJ a{LI} yAakK tdofid ! R\
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Cloud Customer Cloud Owner \ ‘

Cloud Service
Provider(s)

Figure2. Gov Cloud roles.

3.2 Logic Model

Based on the pianinary analysis of the state of the art and use cases presented in this document,
together with the feedback obtained from the individual interviews, BlanDo-CheckAct (PDCAJ

was identified as a suitableontinuous process to model information seityrmanagement systems

in Gov Clouds. In consequence, the PDCA cycle leads to the definition of the proposed security
framework for governmental Clouds presented in this report. This model is very often adopted in
information security as it clearly idenigf the individual steps of a process and it includes the notion

on evaluation (check) and adjustment/update (act) which is very important in all network and
information security aspects. It has to be noted that this Framework should be part of a gr&ater p

the governmental bodies will design for procuring cloud services; this Framework covers the security
perspective of the decision.

ThePDCA moddl I f & 2 Déninbd 8SORendiénpasses the following phases:

1. Pan: This phase focuses on setting polici&g witha strategy for implementing controls to
achieve security objectives.

2. Do: This phase involves implementing and operating the controls, i.e., controls are executed
in the DO Phase.

3. Check:Thisphase is focused on the review and evaluation ef performance éfficiency and
effectivenes} of the system. Tests are performed to ensure that controls are operating as
intended and meet objectives.

4. Act: Thisphase involves the remediation to deficiencies or gaps identified in the CHECK Phase.
Changesre made to improve the approach or when necessary to bring the system back to
the planned performance.

Our study identified these phases as the general steps a governmental agency/public administration
typically follows to deploy a secure service in @ieud.

Each phase of the cycle is stivided into a number of sample tasks/actions that are considered to

68 yS8OSaalNE (2 NBTESOO G(KS ALISOAFAO ySSRa FyR
conclusion to these phases was based on tkskdresearch conducted and initial input from the
existing gov cloud deployments. The list of tasks identified and suggested is not meant to be
considered as exhaustive; the framework is flexible enough to accommodate more or less
requirements and can bedgusted accordingly. The different tasks proposed for each stage, together

with their inputs and outputs, are detailed in the next sections. For all the phases we provide examples

12 http://kaizensite.com/learninglean/wgcontent/uploads/2012/09/Evhution-of-PDCA. pdf
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to support the factuality of this framework, back to back with the exisBiog Cloud implementations.
Additionally, for each phase, a template is providetl, Annex Clo identify the securityrelated
information that must becollectedand used by the@vernmental agency during the PDCA cycle

In table 2 we present an overvien§ our security framework based on the PDCA lifecycle:

Lifecycle Phase

PLAN

This phase focuses on
setting policies, a strategy
for implementing controls

to achieve security
objectives

DO
This phase involves
implementing and
operating the controls, i.e.,
controls are executed in th
DO Phase

CHECK
This phase is focused or
the review and evaluation
of the performance
(efficiency and
effectiveness) of the
system. Tests are
performed to ensure that

Security Activity

SecuritySteps

Identify services t@cloudifyé

Select relevant Security
Dimension&*

Evaluate individual impact to
dimensions

Determine global Risk Profile

Examplé®

tKS !''YQa D29O
three categories (Official,
Secret, Top Secret), to
profile the risk associated
with the assets to

GOt 2dzZRATFRE D

Dedde on the ceployment
Service Modép

{ dNBSe SR D2@
not define specific security
criteria for selecting the
deployment model.

Establish Security
Requirements

The Greek Gov Cloud
defines a set of baseline
NBIj dzA NBYSy i a

Selection of security controls

Not a commorapproach
(none of the surveyed Gov
Clouds define baseline
controls based on the
selected
service/deployment model.

Formalization and
implementation of the
selected security controls

ex ante verification of
suitability of theCloudservice
to provide a sulfficient level of
assurance

Start service execution

The Spanish Gov Cloud
defines seHassessment as
an option for ex ante
verification.

Periodically check thatecurity
controls are in place and bein
followed

The Spanish Gov Cloud ha
deployed a set of tailored
tools for monitoring the
implemented security
controls.

13 Further details in Sectiof

14 Security dimensions are the aspects of information security that combined offer a completely secure solution; the basmiahitty,
integrity and confidentiality however the list has been updated the last few years (privacy,
15 Deployment model: phlic, private, community cloud
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Lifecycle Phase
controls are operating as
intended and meet
objectives

ACT
This phase involves the
remediation of deficiencies

or gaps identified in the
CHECK Phase. Changes i
made where necessary tc
bring the system back to
the planned performance.

All steps from design to deployment

Security Activity ~ SecuritySteps

Verification that thedefined /
contracted levels of security

Audit are fulfilled

The UK Govl@ud performs
annual audits through
accredited consultants.

Implementation of remedies
and improvement to the
security framework / approach

The Greek Gov Cloud
detects and reacts to SLA
violation in an aehoc
manner.

Contract termination, return of
data to customer and data
deletion

Cloud Customers can
request deletion of their
data from the Greek Gov
Cloud on termination of
contract.

Table2 Overview of the logic model

Let see now in detail the specific phases:

3.

When taking the decision of moving a service to the Cloud, the first critical step is planning. From a
security point of view, planning involves the definition of a risk profile and the identification of security
requirements. Thus, the final goal of the AN phase is to design a security programme built on risk
analysis. The tasks or activities to be carried out in the PLAN phase are shown in the flow diagram in

2.1 PLAN Phase

Figure3.

Inputs

- Public Administration Services

- Sarvice Descriptions {Hardware,
Software, interfaces...)

- Criterla for cloudificotion

- Sacurity guldelines {(self -defined,
fram security agencies NIST, C5A, ..}
- Bast practices

- Criteria for clowdificotion -

- Risk criterla
- History of incidents, statistical
reports

- Risk palicy

- Beonomic and security objectives

Outputs

- Patentially cloudifiable
Services

- Per-Service affected
security dimensions

- Per-Service security
dimensions’ levels

- Per-Service risk level
- Global risk level

- laa5, Paas or 5aas
- Private, Public, Hybrid
or Community

- List of in-house
reguirements

-List of outsourced
reguirements

Figure3. PLAN Phasworkflow: activities, inputs and outputsj

-

~ Risk Profiling

Architectural
Model

-

Security & Privacy
Reguirements
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The first part of the planning requires ti&ov Cloudustomer to categorize itassetsdepending on
the criticality of the services provided and the informatitendled. The selection ohaassetategory
is based on riskwhich impliesconsidering the impacand the probability (potential losghat an
adverse evengffecting the security of the information or systems would have on the organization
For examplethe data managed by a governmental healthcare service are more sensitive and require
stricter security measures than a service for consulting traffic information.
CKAA LINRPOS&aa 27 @iskiPboHliggNAH R ARYWO AAD DI off dedradin m G 2
shown before. Its input is the set of assets of the customer, and the output is a category or risk profile.
The steps needed to obtain a risk profile are:
1. Select the set of services (and associated assets) likely to be moved to the Cloud;
2. Selet the security dimensions/properties that are relevant for each considered service (e.qg.
CI-A: Confidentiality, Integrity and Availability);
3. Evaluate the potential impact to the organization of a threat exploiting a vulnerability and its
likelihood to happen (i.e., impact assessment);
4. Determine the risk category of the service under evaluation;
5. Determine the overall risk profile.

During therisk profilingprocess multiple information sourcesare utilized including risk policies,
security guidelines, best price documents, etc.

9EI YLX SY 5dz2NAy3a GKS NR&] LINRFAEAY3
Secret, Top Secret), tKdNR FAE S (GKS NAR&a|l FaazoOAal i
the criticality of the information and systems.

After determining the risk profile, the organization should decide on the architeciumestask, called
OArchitectural Modet éncompasses Step 5 ingfPLAN workflow, and implies the selection of:

1. A deployment model: Private, Pyl Hybrid or Community.
2. A service model: laaBaaS, or SaaS

It isworth notingthat boundaries ofesponsibilites between the Gov Cloud customer a@E&P vary
signifcantly depending orthe selected service model, beitgre mnimum in laaSand more CSP
responsibilities in SaaS modéls

Public organizations must explicitly address compliatesecurity requirements depending on
whether the Gov Cloudnfrastructure is property of anfdr is administered by a third partyy it is
owned by the organization itself. If the publadministrationis alsothe Gov Cloud ownerthen the
verification of adequacy and also théfilment of security norms is specifictaskfor this organization
to perform. Howeveyif a third party ownshe infrastructure then compliance requirements musiso
be addressed bit.

Another aspect of the deploymeissiervice model is subcontracting. Tpeblic administratiorshould
consider if it allows the CSP to subcontract the provi@emidservice. An example walibe the case

of apublic SaaS providawvhich computing/storageinfrastructure is subcontracted to anotheublic

CSP that offers laa®his is called supply chain phenomenon and is very important in cloud offerings
that all compliance, service level oldtgpns and responsibilities should narrow down to the vendors

16 Refer to diagram in the ENISA SME security guide
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and subcontractors in the supply chain. In summary, the decision of the architectural model serves to
distinguishg KA OK & SOdzNAG& NBIldZANBYSyia ogAftf meSaredzy RSNI |
going to be managed by the customer.

b2iSY ¢KS A0GSL) 2F OK22aAy3a GKS | NOKAGSOGdzNI £ Y2F
EU, however it is an important intermediate decision that can deliver clearer results as input for the

nex steps i.e. according to the requirements (performance and security) in service the Cloud owner
should decide on the most cesfficient and lean cloud solution.

Thus, the governmental organization must identify the list of security requirements as=oaaits
risk profile, which will be materialized in the DO Phase. This is the last step of the PLAN Phase, called
éSecurity and Privacy RequiremestE | YR {GSLI ¢ 2F (GKS ¢2N] Ft2g O2y

The security and privacy requiremis should be categorize@.g.technical,operational, legaland
others), and organized according to thactor responsible offulfiling them (e.g.,in-house vs
outsourced requirements

ExampleThe Greek Gov Cloud definesasé& bfa St Ay S NBIj dzA NBYSy (i &
ICT requirements on security and on national law (data protection and privacy requirement

What do the different actors have to do in the PLAN phase: a summary of the activities to be
performed by eachole during tte PLAN phase is presented below.

VO: ‘ Activity

Cloud Customer All six activities comprising the PLAN stage.
Cloud Owner Might support Cloud Customers during the different steps compri

the PLAN stage. For example, providing informatielated to the
supported deployment/service models (Step 5). If the cloud own¢
also the cloud customer then should take all the steps of the F
phase.

Cloud Service Provider Usually the potential providers are not involved in this phase. How
the provider might provide information about own resources/servi
to fine-tune elicited security and privacy requirements.

Table3. PLAN: roles and activities.

Pagel4



¥ Security Framework for Governmental Clouds
All steps from design to deployment

February2015

3.2.2 DOPhase

The DO phase includes the implementation of the spesdarrity controls or security measurtsat
are required to fulfil the security requirements elicited during the PLAN stagedBon the results of
the PLANphase the identification of the risk profile for eachssetcategoryalong withthe selection
of the most suitable service and deployment model, theblic administrationwill proceed to
implement the appropriate security measurddie tasks or activities to be carried aluringthe DO
phase are shown iRigure4.

As shown there, the initial inputs are both (a) the list ehouse security requirements, and (b) the
list of requirements to be outsourced to the CSP. The workflow is composed of two major activitie
1. d&Security Controlg Yhis taskis the first step for this phase anmbnsists ofselectingthe
appropriate security controJsvhich arecapable of fulfilling the security requirements elicited

in the PLANohase.

Note: The step of designating secultyS I dzZA NBYSy ia (2 aSOdaNAGe O2yiNPp
studied Gov Cloud structures in EU, however it is an important intermediate decision that can
deliver clearer results as input for the next steps i.e. specific controls can make easier for the
provider to understand the needs of the customer.

2. dmplementation, Deployment and Accreditatiah Yhis task, which involves Steps 2, 3 and
4, implies the actual formalization and implementation of the selected security controls, as
well as starting the peration of the Gov Cloud service:House controls are to be described
in a local policy document, whereas outsourced controls are usually formalized in a SLA (or
some other class of contract). This task also contemplatesethante verification or
accSRAGFOA2Yy G2 aasSaa (GKS adadlroAatade 27F | [/ {
within the Gov Cloud.

Example: In the Spanish Gov Clthalroles of each actor are identified (client, provider), and
policy is applied accordingly. The segregation of roles in the scheme is decided by the stak¢
in collaboration, according to the law provisions.
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Inputs DO Activities Outputs

-List of security requirements 5 STEP 1: Selection of | - List of security controls L securi t\,l' Controls

-In-house security controls to be implemented
-Outsourced
h _
-Security controls standards (e.g. STEP : Formalization and
MIST 800-53, CCM, 150 27K) > o I- tabion oEthe 5 -Local Palicy

-Folicy templates -5LA or Agreement

| selected security controls |

-5LA templates

b 4

STEP 3: ex onte verification - Result of the

of suitability of the cloud ——» accreditation and/for Implementanon,

service to provide a certification process . Deployment &
sufficient level of assurance . .
Accreditation

'

STEP &: Start service
execution

-security accreditation systems >
-security certification programs

Figure4. DOPhaseworkflow: activities, inputs and outputs.

After the activities described above are completed the Cloud service shifts to an operational state,
and its correct implementation (from the security point of view) is assessed during the CHECK Phase.

What do the different actors have to do in the DO phase: a summary of the activities to be performed
by each role during the DO phase is presented below.

Gov Cloud Role ‘ Activity

Cloud Customer Perform all four activities for those requirements to fudfilled
in-house.

Cloud Owner az2zadfe Ay OKINBS 27 {l]éJo
O2dzA R Ffaz2 KI@S NBalLRyaAoAt
(Step 2).

Cloud Service Provider Fulfilment of outsourced security controls (Steps 1d a2),
procedures for accreditation on the Gov Cloud (Step 3),
operation of the service (Step 4).

Table4. PLAN: roles and activities.

3.2.3 CHECK Phase

During the CHECK phase the deployed security controls are monitored to verify both their
effectiveness and efficiencZonsequentlythe CHECpghase involves twactivities
1. dog/Monitoringé = G KAOK Ay@2ft@Sa (GKS Y2yAldmhkry3 27
analysis and reporting (Step 1).

Examplein Estonia they follow an approach of continuous monitoring and logs are kept on
specific services.
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LISNRA2RAOK O2Yy (i Aydz2sdza OK S

O2y (iNRfa FdAf FAf GKS &aSOdzNRm G @

Exampleln Spain they perform internally an audit every two years, and in some extraorc
cases they perform ad hoc targeted audits. Audit team is created ad hoc and is compri
internal or/and external personnel, supervised by an audit lealdes.audit tam members have
to prove accreditation and/or experience in regard to information systems and security,
confidentiality agreement must be signed before the audit.

CHECK Activiti

STEP 1: Periodically check
that security controls are in
place and being followed

—

Inputs
-bechanisms for security
monitoring 5
-fgreed SLAs/contract,
local policy
-Audit procedures
-fgreed SLAs/contract, 5
local policy

STEP 2: Verification that the
contracted levels of
security are fulfilled

Figure5. CHECRhase workflow: activities, inputs and outputs

Qutputs

-Information Logs:
evidences for ulterior
security analysis and
documentation

- Result of the accreditation

and/or certification process

+ Log/Monitoring

Lo Audit

The CHECK phase might involve some level of automation to mdné&amplemented controls,
although the Gov Cloud owner/CSP might also take into account that some of the security controls
usually require humans (e.g., auditors) for the assessment process. If a monitored value deviates
(beyond a threshold) from the agrdebjective, then the ACT phase is triggered.

What do the different actors have to do in theHECKhase: a summary of the activities to be
performed by each role during thHeHECKhase is presented below.

Gov Cloud Role ‘ Activity

Cloud Customer

Might receive the outputs from both Step 1 and Step 2
outsourced services). dnouse services should implement bo
Steps 1 and 2.

Cloud Owner

Mostly in charge of Step 2, although Step 1 is also in s
depending on the responsibility shared withet CSP.

Cloud Service Provider

Responsible for Step 1 and also involved in Step 2 (along
the Cloud Owner).

3.2.4 ACT Phase

Table5. CHECK: roles and activities.

The ACT Phase, summarized by the workflow shown in Figure 6, inhehaegions to be taken when

the activities deployed on the CHECK Phase (for continuously monitoring and testing the security of
the system) detect an anomalous event (e.g. a violation of the agreed SLA). Whenever this occurs, the
Gov Cloud owner/CSP willerform a set of remediation actions that might have different
characteristics e.g. change the implementation of a control, negotiate a different SLA with the Cloud
customer etc. In general, the actions taking place during the ACT phase can be groupetvande

tasks:
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1. &Changes ManagemeatY (KA a (| Adctiords yhat are @I5téd tolicKafgesSin the
operation of the service, such as for example changes affecting the actual Cloud service
provision and requiring to renegotiate the agreed SLA (e.g. upgrading the encryption system),
or events that may lead to thapplication of preactive measures to avoid the actual violation

of the SLA/contract.

ExampleExtra requirements by the provider havebtconsidered by the CISO, then approvec
the management board and then implemented (change in the terms of use, all customers

etc.)

2. ¢ExitManagemerd Y (KA & GlFal Ayd2t@dSa GKS FAYIEATFGAZ
or due to other reasons such as SLA violation or poor security penfaeria the Gov Cloud.

9EIF YCKSNB Aa | OftldzasS Ay (GKS /2tt 02N GA
Fa10SRMNAFA K2 ¢YyyS2 aeds K

Inputs ACT Activities Outputs

-list of possible changes STEP 1: chiriges that -re-negotiation of SLAS
and events of the — deret il ser % contract Changes
CHECK phase that finalization and act upon -re-accreditation Management
trigger them i }

!

-Exit procedures —| STEP 2: Detect finalization
[voluntary or due to
unfulfillment of agreement)

i Exit

h 4 Management
STEP 3: Contract

termination, return of data

to customer and data
deletion

Figure6. ACTPhase workflow: activities, inputs and outputs
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What do the different actors have to do in the ACT phase: a summary of the activities to be performed
by each role during the ACT phase is presented below.

Gov Cloud Role Activity

Cloud Customer Mostly participates on Step 2 (e.g., requesting finalization),
Step 3 (e.g., upon termination receiving returned data).

Cloud Owner Might participate on all three activities within the ACT st
(depending on how the responsibility is shared with thé t ¢

Cloud Service Provider Participates during all three activities within the ACT stage.
Table6. CHECK: roles and activities.
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4 Framework through use cases

This section presents trexamplef the developed Gov Cloud security framework, by applying it to
the selected MS use cases of Estonia, Greece, Spain, and United Kingdom.

4.1 Selected use cases

Using the criteria discussed in Sectiob, this report considered for its analysis four use cases based
on Gov Clouds operating in MSThis section provides general background information related to
those use cases. The four countries use cases mapgaihs the framework questionnaire are in
Annex A.

Estonia Greece United Kingdom

Systems in cloud| Public Educational ang Services ol Service of the
administration academic general and public sector
services community regional

administration

Deployment Public/Private Public cloud Private Public

model

Cloud Strategy | Yes No Yes Yes

Service model laaS/ PaaS/ Saa{ laaS SaaS laaS/ PaaS/ Saa

Status of| In planning phas¢ Deployed Deployed Deployed

deployment

4.1.1 Estonia

In 2013 the Government of Estonitbok the first steps to deploy a Gov Cloud by consolidating the
networking and datacenter laysrin order to develop highuality and coseffective servicesAn
analysis carried out to this encbvealeda set ofrequirementsthat resulted onthree main principles
guidingthe development of the Estonia@ov Cloud

i. UsingClouda 2 f dziA2ya t20F0SR gAGKAY 9ad2yAl Qa vyl GA:
ii.  Usinginternational privateCloud resourcegnd
iii.  Using Data Embassies.

The Estonian government has built the falation of a highly developed information society, and its

ICT development has taken Estonia to a stage where manyriegiahd services only exist in digital

form. This development requires a flexitdad secureGov Cloud solution, the growth of whichdan

future capacity requirements cannot be predicted today. Nevertheless, sufficient flexibility has to be
planned in advance. The consolidation of domestic server rooms into standangsliant

datacenters, flexible involvement of private sector resour@@2 (i K Ay aA RS | yR 2dziaa
borders), and the deployment of the Data Embassy network will create a strong foundation for the
Estonian Gov Cloud. Please note tthet governmental cloud is still under development.

" The use cases were selected at the instance of ENISA for being representative of Gov Cloud adoption and also
for their willingness to provide the needed documentation tandact the validation
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¢CKS a{dFdS LyT2O02N2\az/ A0S ICRUE gevedfuafidRiPh is responsible
for the consolidation okerver resourceand provision of higlyuality sewer hosting services within
9alG2yAlQa vyl GA2ylf 02NRSNA

4.1.2 Greece

The Greek Gov Cloud is comprise®é&Eano¥ and ViMa, which are Cloud services provideg the
Greek Research and Technology Netwofk &RNE) The Greek Gov Cloud serteghe national
academic and research communityorder to promote academic, educational and research aims.

Okeanos is a Clou@rwice withcustomersin the academic and research communi@keanos offers
two main servicesCycladega \rtual desktop), and Pithos+ (Cloudstoragg. The ViMat® (Virtual
Machines)Cloud service providédirtual Private Serve(VPS) to GRNET peéevéMa aims to provide
shared computing and network resources to the educational and academic commuvitty
productionlevel quality

In order to be able to ensure high availability, both Okeanos and ViMa are hosted on multiple
computing clusters distributedn several data centres in Greece. The Gov Cloud network
infrastructure ensures seamless connection to the telecommunications backbone (and Internet), at
very high speed$keanos and ViMa are based on open source software.

4.1.3 Spain

The Spanish public administration has taken important steps related to Gov Cloud, by using available
infrastructure and resources. This is the case of SARA (Spanish Public Administrations Network)
Network, which is connected to the TESTA (Trans Europeevice®e for Telematics between

' RYAYAAUNXrGA2ya0 ySig2N] RSLI28SR o0& GKS 9dz2NBLISI
Cloud was to offer services to the Public Administration as a private CSP. The operation of the SARA
network for delivering Cladi services started in 2010, but further upgrades and new deployments

were made in 2011 and 2013. The SARA project connects and provides services to the General
Administration, as well as to Regional and Local Governments. Currently, SARA offers Clcesl servi

to the Spanish Public Administration, such as the @firma platform-¢ere&icate validation.

4.1.4 United Kingdom

¢CKS 'Y D2@ /f2dzR-/ 688Ra8NOpyaAaFIRA2&DI FNI YSH2N]
services to the UK public sector, and arketplace called CloudStofe The latter is an online
OFrGlFt23dzS 2F D2@ [/ f2dzR aSNBAOSa O2yidlAyAy3a RSGl
Currently, CloudStore comprises more than 1,200 providers, and approximately 13,000 Cloud services
spreR | ONRP&a F2dzNJ GeLlSa 2F /f2dzR aSNIAOS Y2RSta 6

1. Infrastructure as a Service (laaS)

2. Platform as a Service (PaaS)

3. Software as a Service (SaaS)

4. Specialist Cloud Services (SCS)

CSP membership to-Gloud is based on an accreditation proégsshich defies a minimum set of
controls to be implemented by the (prospective) provider. At a glance, the CPS being accredited should
LINE GARS AYyTF2NXIFOGA2Y Fo2dzi GKS 2FFSNBR /f2dzR &

8 Please refer tdttps://okeanos.grnet.gr/home/

9 Please refer tattps://vima.grnet.gr/about/info/en/

20 please refer tdttps://www.gov.uk/how-to-use-cloudstore

2! please refer tdttps://www.gov.uk/government/publications/gCloudservicedefinitions
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stquards), data portability, extractioand removal. Despite the components of theG&ud are
SELISOGSR (G2 0S RStAGSNBR o0& YdzZf GALX S / {tQak2NAI Yy
to all customers, thus creating a single private Cloud.

4.2 Use Case¥alidation

During our study, the case studies were usedexamples tdéhe security framework introduced in
Section 3. Based on the suggested framework, we mapped these four use cases to indicate the
different approachesach country has fldwed according to their needs and the national security
requirements. We decided to depict this in a visual way, so that it would be evidentdtiow the
proposed workflows. For each visual we give an example follow a specific path (indicated in red)
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