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Executive summary 

The idea of a central or local government leveraging the Cloud computing business model to increase 
the effectiveness and efficiencies of the ICT services is appealing, especially in a period of economic 
challenges for the European Union Member States. The concept of Governmental Cloud (Gov Cloud) 
has been proposed by ENISA, as well as other international agencies/public institutions since 2010-11. 
Lƴ ǘƘŜ ǊŜǇƻǊǘ άSecurity and Resilience in Governmental Cloudsέ ŀƴŘ ǘƘŜ άGood practice Guide for 
securely deploying Governmental Cloudsέ ENISA proposed, among others, the following:  

άΧ/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǎŜǊǾƛŎŜ ŘŜƭƛǾŜǊȅ ƳƻŘŜƭ ǎŀǘƛǎŦƛŜǎ ǘƘŜ Ƴƻǎǘ ƻŦ ǘƘŜ ƴŜŜŘǎ ƻŦ ǇǳōƭƛŎ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴǎΣ ƻƴ 
the one hand, since it offers scalability, elasticity, high performance, resilience and security. However, 
many public bodies have not yet built a model for assessing their organizational risks related to security 
ŀƴŘ ǊŜǎƛƭƛŜƴŎŜΦέ  

It also recommended that: 

¶ National governments should prepare a strategy on Cloud computing that takes into account 
the implications for security; 

¶ National governments and European Union institutions to further investigate the concept of a 
European Governmental Cloud as a supra national virtual space where a consistent and 
harmonized set of rules could be applied, both in terms of legislation and security policy and 
where interoperability and standardization could be fostered; 

¶ National governmental and Member States should foster the adoption of baseline security 
measures for all cloud deployment models; 

This present study builds on those conclusions and recommendations to provide formalization of a 
generic security framework for governmental clouds. The proposed security framework is based on a 
collection and analysis of existing Cloud computing security literature, other relevant security best 
practises, and on the few existing real life case studies of Governmental Clouds in Europe. 

The final result is a security framework modelled into four (4) phases, nine (9) security activities and 
fourteen (14) steps that details the set of actions that we believe each Member States should follow 
for the definition and implementation of a secure Gov Cloud. The generic security framework has been 
empirically validated through the analysis of four (4) Gov Cloud case studies namely Estonia, Greece, 
Spain and UK. The real life validation of the security framework also serves the purpose of defining 
examples on how some EU Member States are implementing security into their Gov Cloud 
approaches. 

As a concluding remark, we want to highlight (based on the information collected until September 
2014), that very few EU Member States have currently developed approaches for Cloud computing 
based on a well-defined and thorough cloud security strategy (including risk profiles, classification of 
assets, security objectives and measures). 

The objective of the proposed security framework, and the accompanying case studies, is to serve as 
guidance to other EU Members States towards a seamless and more secure adoption of Cloud 
computing. 
 

  

https://www.enisa.europa.eu/activities/risk-management/emerging-and-future-risk/deliverables/security-and-resilience-in-governmental-clouds
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/good-practice-guide-for-securely-deploying-governmental-clouds
https://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/good-practice-guide-for-securely-deploying-governmental-clouds
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1 Introduction 

The compelling business and financial benefits for adopting Cloud services, highlighted in the 
9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΩǎ European Cloud Strategy1, have motivated a number of EU countries to 
develop a Cloud computing national strategy2. However currently not many Member States (MS) have 
operational governmental Cloud infrastructures supporting public administration (so called Gov 
Clouds). Not many public administrations are actively procuring Cloud services nor are they launching 
any test bed projects on Cloud computing (e.g. the 9ǳǊƻǇŜŀƴ ǇǊƻƧŜŎǘ άCloud for Europeέ). 

As the topic of governmental clouds constitutes ongoing exploration and development, there is 
naturally a conspicuous dearth of information about the experiences of such early Gov Cloud adopters, 
in particular related to the adopted security frameworks (including requirements, architectures, and 
best-practices). National experts, policy makers and other interested stakeholders often struggle to 
find use cases and, thus, cannot benefit from the valuable experience of well-established European 
DƻǾ /ƭƻǳŘΩǎ. The need for detailed information related to the steps a governmental body should take 
to adopt Cloud services, is the starting point for this report on security frameworks for governmental 
clouds. 

Against this background, this report compiles, analyses and makes available four (4) relevant cases 
studies on national Cloud security approaches (namely Estonia, Greece, Spain, and United Kingdom) 
in order to define a reference framework for Gov Cloud security. The contributed framework also 
integrates relevant findings from topical academic/practitioner literature, and aims to offer value to 
both the MSs that are starting to define their Cloud computing strategy, and those MSs that already 
have a Gov Cloud in place but want to assess it with respect to other baselines. This framework 
indicates the possible approaches, thus offering solutions to the governmental bodies regardless of 
their maturity. In this report, the technical and security aspects associated to the selected Gov Cloud 
use cases were analysed through four different perspectives based on a widely used security life-cycle 
approach (i.e., Plan-Do-Check-Act or PDCA3).Following this project management approach would 
assist in clarifying and categorising the distinct steps.  

It must be noted that the framework (thus the specific steps) suggested in this report can be followed, 
with some minor adjustments, also from other types of cloud customers, not only public 
administration; however the target audience of this report frames it to focus on governmental cloud 
deployments. 

1.1 Target audience 

The results of this report, in particular the developed framework for Gov Cloud security, targets mostly 
national experts, governmental bodies and public administration in the EU countries interested in 
recommendations for defining their national Cloud security strategy, or obtaining a baseline for 
analysing their existing Gov Cloud deployment from the security perspectives, or to support them in 
filling in their procurement requirements in security. 

However in an indirect manner, this report can be helpful for: 

                                                           
1 Available online http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF  
2 Available online http://www.enisa.europa.eu/activities/Resilience-and-CIIP/Cloud-computing/good-practice-guide-for-securely-
deploying-governmental-clouds 
3 Also known as Deming cycle, PDCA is a four step management method used in business for the control and continuous improvement of 
processes and products. The PDCA  was identified as a suitable continuous process to model information security management systems in 
Gov Clouds as distinct steps have to be followed and control and continuous monitoring is a notion needed in the gov cloud deployment 
procedure.  

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2012:0529:FIN:EN:PDF
http://www.cloudforeurope.eu/
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¶ EU policymakers desiring concise information about state of the art Gov Cloud security 
strategies from MS in order to decide on further economic, legal and technological incentives 
for improving the uptake of Cloud computing in the public sector.  

¶ EU private sector, in particular small and medium-sized enterprises (SME), where more 
experienced studies and guidance are needed to develop the full potential of Cloud 
computing. 

¶ Cloud Service Providers (CSP) and Cloud Brokers seeking further guidance related to security 
approaches adopted by existing MS Gov Cloud, in order to identify and better understand 
specific needs and requirements that might be used to better tune their existing Cloud service 
offerings. 

1.2 Scope 

This report is ōŀǎŜŘ ƻƴ ǘƘŜ ǊŜŎƻƳƳŜƴŘŀǘƛƻƴǎ ƳŀŘŜ ƛƴ ǘƘŜ 9bL{! άDƻƻŘ ǇǊŀŎǘƛŎŜ ƎǳƛŘŜ ƻƴ Ƙƻǿ ǘƻ 
ǎŜŎǳǊŜƭȅ ŘŜǇƭƻȅ ƎƻǾŜǊƴƳŜƴǘŀƭ ŎƭƻǳŘǎέΣ ƴŀƳŜƭȅ ǘƘŜ ƴŜŜŘ ŦƻǊ ŀ ŎƻƳƳƻƴ ǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪ ŦƻǊ 
deploying cloud services in public administration. The aim of this study is to develop a security 
framework. A framework is a basic structure underlying a system that is used in this case for 
establishing a set of general terms, concepts and practices to ŜƳōŜŘ άƎƻƻŘ ŜƴƻǳƎƘέ ƛƴŦƻǊƳŀǘƛƻƴ 
security in the implementation of a Gov Cloud. The framework shall serve as a reference to relevant 
stakeholders (cf., Section 1.1) for supporting Cloud deployments by public administrations. 

1.3 Policy Context 

Cloud computing drives the vast spectrum of both current and emerging applications, products and 
services, and is also a key technology enabler for the Future Internet. Its direct economic value to the 
European Union is unambiguously substantial. Cloud computing is an accepted enabler for innovation 
and also widely advocated as such by the European Commission (EC) in their Digital Agenda. The EC 
considers that Cloud computing will be a game changer in our economy and the main obstacles 
impeding Cloud adoption are standards, certification, data protection, interoperability, lock-in, and 
legal certainty4. 

In September 2012, the EC published, , the European Cloud Strategy, a policy strategy document that 
contains the key actions that EC policy makers have identified to support the uptake of Cloud 
computing in Europe. The European Cloud Strategy has two main objectives: 

¶ Making Europe Cloud-friendly and Cloud-active. 

¶ Connecting digital agenda initiatives. 

Achieving these two objectives requires the execution of three key actions: 

1. Standards and certification. 

2. Safe and fair contract terms. 

3. A European Cloud Partnership 

¢Ƙƛǎ ǊŜǇƻǊǘ ƛǎ ǇŀǊǘ ƻŦ 9bL{!Ωǎ ŎƻƴǘǊƛōǳǘƛƻƴǎ to the implementation of the European Cloud Strategy, in 
ǇŀǊǘƛŎǳƭŀǊ ǊŜƭŀǘŜŘ ǘƻ ǘƘŜ ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ŀ ǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ƎƻǾŜǊƴƳŜƴǘŀƭ /ƭƻǳŘΩǎ ŀƛƳŜŘ ǘƻ 
provide stakeholders (cf., Section 1.1ύ ŜŦŦƛŎƛŜƴŎȅ ǎŀǾƛƴƎǎ ŀƴŘ ǘŀƪŜ ǘƘŜƳ ƻƴŜ ǎǘŜǇ ŎƭƻǎŜǊ ǘƻ ǘƘŜ ά9ǾŜǊȅ 
9ǳǊƻǇŜŀƴ 5ƛƎƛǘŀƭέ goal. 

                                                           
4 ²ŀǊǿƛŎƪ !Φ άbŜŜƭƛŜ YǊƻŜǎ Ŏŀƭƭǎ ŦƻǊ ǎǇŜŜŘȅ 9¦ ǳǇǘŀƪŜ ƻŦ /ƭƻǳŘ ŎƻƳǇǳǘƛƴƎέΦ Online: 
http://www.computerweekly.com/news/2240114460/Neelie-Kroes-calls-for-speedy-EU-uptake-of-Cloud-computing   2012 

http://ec.europa.eu/information_society/activities/cloudcomputing/docs/com/com_Cloud.pdf%202013
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1.4 Definitions  

A standard definition for the term Gov Cloud is currently lacking. However, for the analysis presented 
in the rest of this document we adopt the Gov Cloud definition introduced by ENISA 2013 report, as:  

¶ ά! DƻǾ /ƭƻǳŘ ƛǎ ŀƴ ŜƴǾƛǊƻƴƳŜƴǘ ǊǳƴƴƛƴƎ ǎŜǊǾƛŎŜǎ ŎƻƳǇƭƛŀƴǘ ǿƛǘƘ ƎƻǾŜǊƴƳŜƴǘŀƭ ŀƴŘ 9¦ 
legislations on security, privacy and resilience (what)  

¶ A Gov Cloud is a secure and trustworthy way (private Cloud or public Cloud) to run services 
under public body governance (how)  

¶ A Gov Cloud is a deployment model to build and deliver services to state agencies (internal 
delivery of services), to citizens and to enterprises (external delivery of services to society) (for 
ǿƘƻύέ 

!ƴ ŀŘŘƛǘƛƻƴŀƭ ŘŜŦƛƴƛǘƛƻƴ ǊŜǉǳƛǊŜŘ ƛƴ ǘƘƛǎ ǊŜǇƻǊǘΣ ǊŜƭŀǘŜǎ ǘƻ ǘƘŜ ƴƻǘƛƻƴ ƻŦ άǎŜŎǳǊƛǘȅ ŦǊŀƳŜǿƻǊƪέΦ ¢Ƙƛǎ is 
as a conceptual structure intended to serve as a support or guide for the creation of a secure 
information system. In this document, the intention of the proposed security framework is to serve as 
a comprehensive guideline for the creation, deployment, assessment and improvement of a secure 
Gov Cloud. The proposed security framework is to be understood as a first step towards improving 
the European Gov Cloud landscape. Furthermore, it should be considered as the beginning of a 
continuous enhancement process by incorporating emerging elements, and by considering the lessons 
learned from its real-world application. 

1.5 Methodology 

The methodology to elaborate such a logic model for a security framework follows a bottom-up 
approach for information processing and knowledge ordering. The technical methodology focused on: 

a) Defining the generic security framework based on the input collected from the analysis of 
available literature, and information obtained from operational Gov Clouds in European 
Member States. The proposed framework is based on the Plan-Do-Check-Act (PDCA) cycle. 
The structure of the framework is flexible enough to be extended when new use-cases will 
be analysed (future work).  

b) Surveying and identifying four Gov Cloud use cases from MS (i.e., Estonia, Greece, Spain, and 
United Kingdom). The use cases were selected for being representative of Gov Cloud 
adoption (or mature enough) and also for their willingness to provide the required 
documentation to conduct the validation 

c) Use case scenarios of the initially defined generic security framework through the analysis of 
the strategies adopted by selected case studies from the security life cycle perspective. In 
order to accomplish this, we identified and engaged relevant stakeholders/representatives 
from the selected Gov Cloud use cases through e.g., telephone interviews and email 
communications. 

The adopted methodology allowed us to characterise the Gov Cloud use cases from different security 
angles (e.g. requirements, certifications, SLAs and contracts), and taking into consideration relevant 
security challenges (e.g., resilience, portability, continuous monitoring, and access control). This 
methodological approach resulted on a comprehensive analysis of selected Gov Cloud security 
frameworks provided as use cases, hence promoting the definition of a reference Cloud security 
strategy blueprint. 

In summary, the core framework describes what to do when deploying secure Gov Cloud services, 
whereas the workflows, questionnaires and reference implementations detail how to do it. All these 
instruments are to be collectively used by the governmental organizations and public administrations 
(who), to define and implement secure Cloud-based services.  
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1.6 Structure 

This document is organized as folllows: Section 2 details  the proposed security framework for Gov 
Clouds, and also introduces the underlying roles and definitions. Section 3 introduces the MS use 
cases, and  validates the proposed security framework (cf., Section 2) through the four selected Gov 
Cloud use cases (Estonia, Greece,  Spain and United Kingdom). Section 4 summarizes the main 
conclusions and recommendations drawn from this report. Annexes A and B presents the full version 
of the questionnaires used during the interviews with the selected Gov Cloud representatives. Annex 
C discusses the results of our desktop research, by presenting the relevant state of the art/practice on 
the topic of security frameworks for Gov Clouds. Annex D contains the questionnaire template used 
for the interviews with the selected use cases. This questionnaire is a concrete result of the security 
framework presented in this report.   



Security Framework for Governmental Clouds 
All steps from design to deployment 
 
February 2015  

 

Page  5 

2 State of the art in Gov Cloud activities 

Previous to the design of the framework, a desk research was conducted to identify and analyse 
relevant work in the field of Governmental Cloud computing, since the gap analysis performed in the 
ENISA 2013 Gov clouds guide. This task was supported by the need to understand the following 
questions:  

¶ Which is the state of deployment in various Member States (running pilots, plans, etc) since 
2013?  

¶ What are the challenges, requirements and barriers in the άcloudificationέ of governmental 
services? 

¶ What are the state-of-the-art techniques to analyse Cloud security in governmental 
deployments? Is there any existing generic security framework?  

This preliminary study helped in setting the basis for the rationale behind the proposed security 
framework. In the next paragraphs, we summarize the related work (references [29]-[42]) considering 
the research questions posed above.  

2.1 Desk research 

The work in [29] evaluates eight European countries on their use of Cloud Computing in e-Government 
and compares them: Austria, Denmark, Finland, France, Germany, Ireland, Spain and UK. The 
comparative analysis is synthetized in Table 1.  

This study shows that, while the majority of countries are still in the development or planning phase, 
three of them -namely UK, Spain and Denmark- have already adopted Cloud Computing and hence 
are in an executional stage. It is to note also that, five of the eight researched countries have anchored 
the adoption of Cloud computing in the public sector in some kind of national strategy. Nevertheless, 
the full implementation of their National Cloud Computing strategy will still take another few years 
(conclusion derived in the ENISA 2013 guide). The most frequent planned and developed Cloud 
Computing deployment models amongst the evaluated countries are the private and the community 
Cloud. On the other hand, when comparing Cloud computing service models, 50% of the evaluated 
countries rely on the most common service models: Infrastructure as a Service (IaaS), Platform as a 
Service (PaaS), and Software as a Service (SaaS). 

The guide elaborated by the law firm Bird&Bird [30] covers the legal issues to take into account when 
setting up a Cloud service on a pan-European basis, including data security and data privacy 
regulations. The research covers twelve countries (Czech Republic, Denmark, France, Germany, 
Hungary, Italy, Poland, Spain, Sweden, UAE and UK) and, for each of these case studies, they include 
questions regarding Cloud computing usage in the public sector, such as information about operating 
government clouds or best practice guides for public bodies. 

Gongolidis et al. [31] identified the major functional and non-functional requirements to migrate 
governmental applications to the Cloud. Based on the reports provided by the European Union for 
i2010 initiatives [32], United Nations reports for eGovernment Systems characteristics, and the Greek 
Interoperability Framework [34], the authors elicit the following requirements: interoperability, 
eAccesibility, single sign-on, transparency, scalability, adaptability, use of prototypes, availability, 
maintenance, and security and privacy. The paper includes also a mapping of these requirements to 
the different deployment models that are subject of their applicability. 
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Table 1 Comparison of Cloud computing in e-Government across eight European countries made in [29] (for Finland and 

Germany no further information was available to compare them against the other countries) 

Wyld [35] examines non-military uses of Cloud computing in governments across the globe (Unites 
States, Europe and Asia), which builds the basis of his proposed 6-ǎǘŜǇ ά/ƭƻǳŘ aƛƎǊŀǘƛƻƴ {ǘǊŀǘŜƎȅέ ŦƻǊ 
governmental agencies to shift to Cloud computing. In this study, as well as in a previous deeper 
research on Cloud for governments by the same author [36], Security and Privacy are pointed out as 
key requirements to enable Cloud computing migration. Furthermore, Wyld highlights the need for 
the development of Cloud pilots to test the utility of the technology and assess the ability to manage 
and bring such a project to fruition. These efforts, he remarks, should be supportedτand reported 
within and outside the organizationτso that others in IT and wider community can learn of the 
successes and the downsides of operating on Cloud. Thus, it will be vitally important to share both 
άōŜǎǘ ǇǊŀŎǘƛŎŜǎέ ŀƴŘ άƭŜǎǎƻƴǎ ƭŜŀǊƴŜŘέΣ ǎƛƴŎŜ ǘƘŜǎŜ ŘŜƳƻƴǎǘǊŀǘƛƻƴǎ ǿƛƭƭ ŘǊƛǾŜ ǘƘŜ ŜǾŜƴǘǳŀƭ ŀŎŎŜǇǘŀƴŎŜ 
and adoption of Cloud computing in governmental environments and beyond.  

Tripathi and Parihar [37] provide a brief overview of e-governance challenges, categorizing them in 
technical, economic and social barriers. Security is again identified as a key requirement to overcome 
before migration of governmental services to Cloud happens.  

The work carried out by Smitha et al. in [38] presents a survey on Cloud-based E-Governance systems, 
where E-ƎƻǾŜǊƴŀƴŎŜ ƛǎ ŘŜŦƛƴŜŘ ŀǎ άǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ŀƴŘ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ ǘƻ 
exchange information between government and citizens, government and business organizations, and 
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between governmeƴǘ ƻǊƎŀƴƛȊŀǘƛƻƴǎΦέ ¢ƘŜȅ ŦƻŎǳǎ ƻƴ ƛŘŜƴǘƛŦȅƛƴƎ ǘƘŜ Ƴŀƛƴ ŎƘŀƭƭŜƴƎŜǎ ŀƴŘ ōŜƴŜŦƛǘǎ ƻŦ 
relying on the Cloud paradigm, pointing out again security and privacy as indispensable requirements.  

Paquette et al. [39] identify the security risks involved in the governmental use of Cloud computing. 
The base on specific cases of the USA federal Cloud computing strategy and discuss the tangible and 
ƛƴǘŀƴƎƛōƭŜ Ǌƛǎƪǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ƛǘǎ ǳǎŜΦ ¢ƘŜ ǇŀǇŜǊ ŀǊƎǳŜǎ ǘƘŀǘ ŀ ŘŜŬƴŜŘ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻƎǊŀƳ 
focused on Cloud computing is an essential part of the government IT environment. As they point out, 
there are risks linked to the implementation of the emerging Cloud computing paradigm, including 
policy changes, implementation of dynamic applications, and securing the dynamic environment. They 
also remark the importance of defining detailed SLAs as a mean to formalize security aspects to be 
covered and cope with risk.  

The survey carried out in [39] is centered on the analysis of the readiness (i.e., maturity state) of E-
government Information systems (EGIS) and Cloud Computing. The study concludes that e-
government readiness is a major concern, and that currently there is little availability of 
comprehensive assessment methods for e-government readiness and most of the assessment 
frameworks are varied in terms of philosophies, objectives, methodologies, approaches, and results. 
As a guide for future work, the paper proposes a new framework with the aim to provide a modeling 
and analysis method to guide the assessment of EGIS systems migration readiness. The framework 
considers four dimensions, namely: Technical, Organizational, Stakeholders and Environment and 
Society. Security and privacy are to be considered as key components of the identified assessment 
dimensions.  

Finally, a close ǊŜƭŀǘŜŘ ǿƻǊƪ ƛǎ ǘƘŜ ά!ƴŀƭȅǎƛǎ ƻŦ Cloud ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ŀƴŘ Ǉƛƭƻǘǎ ŦƻǊ ǘƘŜ ǇǳōƭƛŎ ǎŜŎǘƻǊέ 
[40] published in 2013 by the European commission. This report aims at analysing the current national 
initiatives for the deployment of clouds in the public sector in ten Member States, and the 
methodological approach builds on interviews and desk research. The study concludes that so far, in 
the analysed Member States (Austria, Belgium, Denmark, France, Germany, Italy, the Netherlands, 
Portugal, Spain, and United Kingdom), the deployment of Cloud in the public sector (at the national 
level) is at a very early stage. The Member States have taken very different approaches regarding 
Cloud in terms of applications covered (citizen-type, employee-type, vertical, critical, sensitive), type 
of infrastructure (public Cloud versus private Cloud), relationships with e-government applications 
(development from scratch or just migration of existing applications), or global policy. Thise analysis 
is centered around the kind of deployment models, general features and existing barriers; but there 
is no assessment with regard to security.  

2.2 Findings and conclusions 

In summary, after studying the state-of-the art, we can conclude that:  

¶ The state of deployment of Governmental Cloud computing is in general at a very early stage. 
Not many changes have been noted since the ENISA 2013 study5  that presented cloud 
adoption levels in the EU. The changes are depicted in the image below. The information on 
this diagram is based on the desk research and only discusses 13 countries of the EU (based 
on information from the desk research).  

¶ Security and privacy issues are considered as key factors to take into account for migration, 
and at the same time are the main barriers for adoption. Protection of sensitive data is still an 
issue seeking solution, spanning from the SLA provisions to the actual technological 
mechanisms i.e encryption etc. Even though most countries recognize the benefits from 

                                                           
5  http://www.enisa.europa.eu/activities/Resilience-and-CIIP/Cloud-computing/good-practice-guide-for-securely-deploying-governmental-

clouds/at_download/fullReport 

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/good-practice-guide-for-securely-deploying-governmental-clouds/at_download/fullReport
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/cloud-computing/good-practice-guide-for-securely-deploying-governmental-clouds/at_download/fullReport
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adopting a business model like cloud (scalability, resilience, portability), they are reluctant to 
take the next step and migrate services to the cloud.  

¶ There is a clear need for Cloud pilots (like Cloud4Europe project) and prototypes in order to 
test the utility of the technology. There is also a need for best practices and success stories to 
be disseminated in the EU public administration community. Furthermore, it is crucial to 
report these efforts within and outside the organizations so that it raises awareness among 
the broad IT community of the actual advantages and the disadvantages of operating in the 
clouds6.  

¶ The main security challenges, requirements and barriers in the cloudification of governmental 
services are related to: data protection and compliance, interoperability and data portability, 
identity and access management, auditing, adaptability and availability, as well as risk 
management and detailed security SLA formalization.  

¶ There are no current studies that comprehensively analyse the security frameworks of 
currently running or planned governmental Cloud deployments. Hence, there are no 
guidelines to define a generic security framework that allows to assess and benchmark Gov 
Cloud security.  
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Figure 1 Cloud adoption in 13 countries in the EU during 2013-2014 

The identified challenges, barriers and requirements are placed as input to model the structure of the 
proposed generic security framework. It is to mention that this work builds on two previous ENISA 
studies: the first one7 was centered on defining a decision-making model to be used by senior 
management to determine how operational, legal and information security requirements, can drive 
the identification of the Gov Cloud architectural solution that best suits the needs of their 
organization. The second work [42] performs a gap analysis the Member States based on the 
government Cloud infrastructures and underlines the diversity of Cloud adoption in the public sector 
in Europe and the need of a common framework. 

 

                                                           
6 !ǎ ǎǘŀǘŜŘ ƛƴ ώосϐ άƛǘ ǿƛƭƭ ōŜ Ǿƛǘŀƭƭȅ ƛƳǇƻǊǘŀƴǘ ǘƻ ǎƘŀǊŜ ōƻǘƘ άōŜǎǘ ǇǊŀŎǘƛŎŜǎέ ŀƴŘ άƭŜǎǎƻƴǎ ƭŜŀǊƴŜŘέΣ ǎƛƴŎŜ ǘƘŜǎŜ ŘŜƳƻƴǎǘǊŀǘƛons will drive the 
eventual acceptance and adoption of Cloud ŎƻƳǇǳǘƛƴƎ ƛƴ ƎƻǾŜǊƴƳŜƴǘŀƭ ŜƴǾƛǊƻƴƳŜƴǘǎ ŀƴŘ ōŜȅƻƴŘΦέ 
7  http://www.enisa.europa.eu/activities/risk-management/emerging-and-future-risk/deliverables/security-and-resilience-in-

governmental-clouds 

http://www.enisa.europa.eu/activities/risk-management/emerging-and-future-risk/deliverables/security-and-resilience-in-governmental-clouds
http://www.enisa.europa.eu/activities/risk-management/emerging-and-future-risk/deliverables/security-and-resilience-in-governmental-clouds
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3 Security Framework for Governmental Clouds 

Based on input collected during the desk research and some preliminary interviews, a logic model for 
a security framework for governmental clouds was sketched including the specific activities and steps. 
In addition to that, a description of the different roles of the involved parties (cloud customer, cloud 
provider, citizens, so on) is included and their responsibilities/involvement to each of the phases of 
the lifecycle is defined.  

3.1 Roles 

The (common) relevant roles found in the definition and implementation of the analysed Gov Cloud 
use cases explained below: 

¶ Cloud Owner relates to the organization that legally owns the Gov Cloud and defines policies 
and requirements.  
Example: the Greek Research and Technology Network S.A. (GRNET S.A.) provides Cloud 
services to the academic and research community in the case of the Greek Gov Cloud 
(Okeanos and ViMa)8.  
 

¶ Cloud Service Provider (CSP) is the organization that provides Cloud services to the Gov Cloud 
and takes responsibility for making them available to the Cloud Customers. Provision of 
services is defined according to the requirements specified by the Cloud Owner, and usually 
described on Service Level Agreements ό{[!ύ ŀƴŘ ƻǘƘŜǊ ŎƻƴǘǊŀŎǘǎΦ /{tΩǎ ƳƛƎƘǘ ƻǿƴ ŀƴŘκƻǊ 
manage the IT infrastructure (IaaS), platform (PaaS) and applications (SaaS) that are made 
available to Cloud Customers, or provide applications (PaaS or SaaS) on top of an 
infrastructure and/platform fully managed by the Cloud Owner.  
Example: in the Spanish Gov Cloud the Cloud Owner also provides Cloud services9 , whereas 
ƛƴ ǘƘŜ ŎŀǎŜ ƻŦ ¦ΦYΦ ǘƘŜ /ƭƻǳŘ ǎŜǊǾƛŎŜǎ ŀǊŜ ǇǊƻǾƛŘŜŘ ōȅ ŀŎŎǊŜŘƛǘŜŘ ǇǳōƭƛŎ /{tΩǎ10. 
 

¶ Cloud Customer is the organization/public administration using the Cloud services provided 
by the CSP through the Cloud Owner.  
Example: in Spain the Gov Cloud offers services to the Spanish Public Administration e.g., the 
@firma platform for e-certificate validation. 

Finally, it should be emphasized that different roles may be adopted at the same time by the same 
entity, for example the Spanish Public Administration owns and provisions Cloud services through the 
SARA11 network (owner and provider). In the same context, the role of the customer and the owner 
can be filled by one authority i.e. a governmental authority that want to provide cloud services for 
internal communication to its staff.  

We explain in each security step of the lifecycle how these different stakeholders are involved, what 
are their specific roles based on the three definitions presented above, and finally which their 
responsibilities are. The roles are depicted below: 

                                                           
8 More information can be found on Section 4.1.1. 
9 cf., Section 4.1.3  
10 cf., Section 4.1.4 
11 {!w! ƛǎ ŀƴ ŀŎǊƻƴȅƳ ǘƘŀǘ ƛƴ 9ƴƎƭƛǎƘ ǎǘŀƴŘǎ ŦƻǊ ά{ǇŀƴƛǎƘ tǳōƭƛŎ !ŘƳƛƴƛǎǘǊŀǘƛƻƴǎ bŜǘǿƻǊƪέΦ 
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Figure 2. Gov Cloud roles. 

3.2 Logic Model  

Based on the preliminary analysis of the state of the art and use cases presented in this document, 
together with the feedback obtained from the individual interviews, the Plan-Do-Check-Act (PDCA)12 
was identified as a suitable continuous process to model information security management systems 
in Gov Clouds. In consequence, the PDCA cycle leads to the definition of the proposed security 
framework for governmental Clouds presented in this report. This model is very often adopted in 
information security as it clearly identifies the individual steps of a process and it includes the notion 
on evaluation (check) and adjustment/update (act) which is very important in all network and 
information security aspects. It has to be noted that this Framework should be part of a greater plan 
the governmental bodies will design for procuring cloud services; this Framework covers the security 
perspective of the decision. 

The PDCA model όŀƭǎƻ ŎŀƭƭŜŘ άDeming ŎȅŎƭŜέύ encompasses the following phases: 
1. Plan: This phase focuses on setting policies along with a strategy for implementing controls to 

achieve security objectives. 

2. Do: This phase involves implementing and operating the controls, i.e., controls are executed 

in the DO Phase.   

3. Check: This phase is focused on the review and evaluation of the performance (efficiency and 

effectiveness) of the system. Tests are performed to ensure that controls are operating as 

intended and meet objectives.  

4. Act: This phase involves the remediation to deficiencies or gaps identified in the CHECK Phase. 

Changes are made to improve the approach or when necessary to bring the system back to 

the planned performance. 

 

Our study identified these phases as the general steps a governmental agency/public administration 
typically follows to deploy a secure service in the Cloud.   

Each phase of the cycle is sub-divided into a number of sample tasks/actions that are considered to 
ōŜ ƴŜŎŜǎǎŀǊȅ ǘƻ ǊŜŦƭŜŎǘ ǘƘŜ ǎǇŜŎƛŦƛŎ ƴŜŜŘǎ ŀƴŘ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ŀ ŎƻǳƴǘǊȅΩǎ ǇǳōƭƛŎ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴΦ ¢ƘŜ 
conclusion to these phases was based on the desk research conducted and initial input from the 
existing gov cloud deployments. The list of tasks identified and suggested is not meant to be 
considered as exhaustive; the framework is flexible enough to accommodate more or less 
requirements and can be adjusted accordingly. The different tasks proposed for each stage, together 
with their inputs and outputs, are detailed in the next sections. For all the phases we provide examples 

                                                           
12 http://kaizensite.com/learninglean/wp-content/uploads/2012/09/Evolution-of-PDCA.pdf, 

http://kaizensite.com/learninglean/wp-content/uploads/2012/09/Evolution-of-PDCA.pdf
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to support the factuality of this framework, back to back with the existing Gov Cloud implementations. 
Additionally, for each phase, a template is provided (cf., Annex C) to identify the security-related 
information that must be collected and used by the governmental agency during the PDCA cycle. 
 

In table 2 we present an overview of our security framework based on the PDCA lifecycle: 

 

 

Lifecycle  Phase Security Activity Security Steps Example13 

 

PLAN 

This phase focuses on 
setting policies, a strategy 
for implementing controls 

to achieve security 
objectives 

 

 

Risk Profiling 

Identify services to άcloudifyέ ¢ƘŜ ¦YΩǎ DƻǾ /ƭƻǳŘ ŘŜŦƛƴŜǎ 
three categories (Official, 
Secret, Top Secret), to 
profile the risk associated 
with the assets to 
άŎƭƻǳŘƛŦȅέΦ  

Select relevant Security 
Dimensions14 

Evaluate individual impact to 
dimensions 

Determine global Risk Profile 

Architectural 
Model 

Decide on the deployment-
Service Model15 

{ǳǊǾŜȅŜŘ DƻǾ /ƭƻǳŘΩǎ Řƻ 
not define specific security 
criteria for selecting the 
deployment model.  

Security & Privacy 
requirements 

Establish Security 
Requirements 

The Greek Gov Cloud 
defines a set of baseline 
ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ /{tΩǎΦ 

DO 
This phase involves 

implementing and 

operating the controls, i.e., 

controls are executed in the 

DO Phase 

Security Controls Selection of security controls 

Not a common approach 
(none of the surveyed Gov 
Clouds define baseline 
controls based on the 
selected 
service/deployment model. 

Implementation, 
Deployment & 
Accreditation 

 

Formalization and 
implementation of the 
selected security controls 

The Spanish Gov Cloud 
defines self-assessment as 
an option for ex ante 
verification. 

ex ante verification of 
suitability of  the Cloud service 
to provide a sufficient level of 
assurance 

Start service execution 

CHECK 

 This phase is focused on 

the review and evaluation 

of the performance 

(efficiency and 

effectiveness) of the 

system. Tests are 

performed to ensure that 

 

 

Log/Monitoring 

 

 

 

Periodically check that security 
controls are in place and being 
followed 

The Spanish Gov Cloud has 
deployed a set of tailored 
tools for monitoring the 
implemented security 
controls. 

                                                           
13 Further details in Section 4. 
14 Security dimensions are the aspects of information security that combined offer a completely secure solution; the basics are availability, 
integrity and confidentiality however the list has been updated the last few years (privacy,  
15 Deployment model: public, private, community cloud 
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Lifecycle  Phase Security Activity Security Steps Example13 

controls are operating as 

intended and meet 

objectives Audit 

Verification that the defined / 
contracted levels of security 
are fulfilled 

 

The UK Gov Cloud performs 
annual audits through 
accredited consultants. 

ACT 

This phase involves the 

remediation of deficiencies 

or gaps identified in the 

CHECK Phase. Changes are 

made where necessary to 

bring the system back to 

the planned performance. 

 

Changes 
Management 

Implementation of remedies 
and improvement to the 
security framework / approach  

The Greek Gov Cloud 
detects and reacts to SLA 
violation in an ad-hoc 
manner. 

Exit Management 
Contract termination, return of 
data to customer and data 
deletion 

Cloud Customers can 
request deletion of their 
data from the Greek Gov 
Cloud on termination of 
contract. 

Table 2 Overview of the logic model 

Let see now in detail the specific phases: 

3.2.1 PLAN Phase 

When taking the decision of moving a service to the Cloud, the first critical step is planning. From a 
security point of view, planning involves the definition of a risk profile and the identification of security 
requirements. Thus, the final goal of the PLAN phase is to design a security programme built on risk 
analysis. The tasks or activities to be carried out in the PLAN phase are shown in the flow diagram in 
Figure 3. 

 
Figure 3. PLAN Phase workflow: activities, inputs and outputs. 
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The first part of the planning requires the Gov Cloud Customer to categorize its assets depending on 
the criticality of the services provided and the information handled. The selection of an asset category 
is based on risk, which implies considering the impact and the probability (potential loss) that an 
adverse event affecting the security of the information or systems would have on the organization. 
For example, the data managed by a governmental healthcare service are more sensitive and require 
stricter security measures than a service for consulting traffic information. 

¢Ƙƛǎ ǇǊƻŎŜǎǎ ƻŦ ŎŀǘŜƎƻǊƛȊŀǘƛƻƴ ƛǎ ŎŀƭƭŜŘ άRisk Profilingέ ŀƴŘ ƛƴǾƻƭǾŜǎ {ǘŜǇǎ м ǘƻ п ƛƴ ǘƘŜ Ŧƭow diagram 
shown before. Its input is the set of assets of the customer, and the output is a category or risk profile.  
The steps needed to obtain a risk profile are: 

1. Select the set of services (and associated assets) likely to be moved to the Cloud; 

2. Select the security dimensions/properties that are relevant for each considered service (e.g. 

C-I-A: Confidentiality, Integrity and Availability); 

3. Evaluate the potential impact to the organization of a threat exploiting a vulnerability and its 

likelihood to happen (i.e., impact assessment); 

4. Determine the risk category of the service under evaluation; 

5. Determine the overall risk profile. 

 

During the risk profiling process, multiple information sources are utilized including risk policies, 
security guidelines, best practice documents, etc. 

After determining the risk profile, the organization should decide on the architecture. This task, called 
άArchitectural ModelέΣ encompasses Step 5 in the PLAN workflow, and implies the selection of: 

 
1. A deployment model: Private, Public, Hybrid or Community. 

2. A service model: IaaS, PaaS, or SaaS 

 

It is worth noting that boundaries of responsibilities between the Gov Cloud customer and CSP vary 
significantly depending on the selected service model, being bare minimum in IaaS and more CSP 
responsibilities in SaaS models16. 

Public organizations must explicitly address compliance to security requirements depending on 
whether the Gov Cloud infrastructure is property of and/or is administered by a third party, or it is 
owned by the organization itself. If the public administration is also the Gov Cloud owner, then the 
verification of adequacy and also the fulfilment of security norms is a specific task for this organization 
to perform. However, if a third party owns the infrastructure then compliance requirements must also 
be addressed by it. 

Another aspect of the deployment-service model is subcontracting. The public administration should 
consider if it allows the CSP to subcontract the provided Cloud service. An example would be the case 
of a public SaaS provider which computing/storage infrastructure is subcontracted to another public 
CSP that offers IaaS. This is called supply chain phenomenon and is very important in cloud offerings 
that all compliance, service level obligations and responsibilities should narrow down to the vendors 

                                                           
16 Refer to diagram in the ENISA SME security guide 

9ȄŀƳǇƭŜΥ 5ǳǊƛƴƎ ǘƘŜ Ǌƛǎƪ ǇǊƻŦƛƭƛƴƎ ǇǊƻŎŜǎǎ ǘƘŜ ¦YΩǎ DƻǾ /ƭƻǳŘ ŘŜŦƛƴŜǎ ǘƘǊŜŜ ŎŀǘŜƎƻǊƛŜǎ όhŦŦƛŎƛŀƭΣ 
Secret, Top Secret), to ǇǊƻŦƛƭŜ ǘƘŜ Ǌƛǎƪ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ ŀǎǎŜǘǎ ǘƻ άŎƭƻǳŘƛŦȅέ ǘƘŜǎŜ ŀǊŜ ōŀǎŜŘ ƻƴ 
the criticality of the information and systems. 
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and subcontractors in the supply chain.  In summary, the decision of the architectural model serves to 
distinguish ǿƘƛŎƘ ǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ǿƛƭƭ ōŜ ǳƴŘŜǊ ǘƘŜ /{tΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅΣ ŀƴŘ ǿƘƛŎƘ ƻnes are 
going to be managed by the customer.  

bƻǘŜΥ ¢ƘŜ ǎǘŜǇ ƻŦ ŎƘƻƻǎƛƴƎ ǘƘŜ ŀǊŎƘƛǘŜŎǘǳǊŀƭ ƳƻŘŜƭ ŘƻŜǎƴΩǘ ŜȄƛǎǘ ƛƴ ǘƘŜ ǎǘǳŘƛŜǎ DƻǾ /ƭƻǳŘ ǎǘǊǳŎǘǳǊŜǎ ƛƴ 
EU, however it is an important intermediate decision that can deliver clearer results as input for the 
next steps i.e. according to the requirements (performance and security)  in service the Cloud owner 
should decide on the most cost-efficient and lean cloud solution. 

Thus, the governmental organization must identify the list of security requirements associated to its 
risk profile, which will be materialized in the DO Phase. This is the last step of the PLAN Phase, called 
άSecurity and Privacy RequirementsέΣ ŀƴŘ {ǘŜǇ с ƻŦ ǘƘŜ ǿƻǊƪŦƭƻǿ ŎƻƴǘŜƳǇƭŀǘŜǎ ƛǘΦ 

The security and privacy requirements should be categorized (e.g. technical, operational, legal, and 
others), and organized according to the actor responsible of fulfilling them (e.g., in-house vs. 
outsourced requirements). 

 

What do the different actors have to do in the PLAN phase: a summary of the activities to be 
performed by each role during the PLAN phase is presented below. 

VO:  Activity 

Cloud Customer All six activities comprising the PLAN stage. 

Cloud Owner Might support Cloud Customers during the different steps comprising 
the PLAN stage. For example, providing information related to the 
supported deployment/service models (Step 5). If the cloud owner is 
also the cloud customer then should take all the steps of the PLAN 
phase. 

Cloud Service Provider Usually the potential providers are not involved in this phase. However 
the provider might provide information about own resources/services 
to fine-tune elicited security and privacy requirements. 

Table 3. PLAN: roles and activities. 

  

Example: The Greek Gov Cloud defines a set of ōŀǎŜƭƛƴŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ /{tΩǎ ōŀǎŜŘ ƻƴ ƴŀǘƛƻƴŀƭ 
ICT requirements on security and on national law (data protection and privacy requirements).  
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3.2.2  DO Phase 

The DO phase includes the implementation of the specific security controls or security measures that 
are required to fulfil the security requirements elicited during the PLAN stage. Based on the results of 
the PLAN phase, the identification of the risk profile for each asset category along with the selection 
of the most suitable service and deployment model, the public administration will proceed to 
implement the appropriate security measures. The tasks or activities to be carried out during the DO 
phase are shown in Figure 4.  

As shown there, the initial inputs are both (a) the list of in-house security requirements, and (b) the 
list of requirements to be outsourced to the CSP. The workflow is composed of two major activities:   

1. άSecurity ControlsέΥ This task is the first step for this phase and consists of selecting the 

appropriate security controls, which are capable of fulfilling the security requirements elicited 

in the PLAN phase.   

Note: The step of designating security ǊŜǉǳƛǊŜƳŜƴǘǎ ǘƻ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ŘƻŜǎƴΩǘ ŜȄƛǎǘ ƛƴ ǘƘŜ ŀƭǊŜŀŘȅ 
studied Gov Cloud structures in EU, however it is an important intermediate decision that can 
deliver clearer results as input for the next steps i.e. specific controls can make easier for the 
provider to understand the needs of the customer. 

 

2. άImplementation, Deployment and AccreditationέΥ This task, which involves Steps 2, 3 and 

4, implies the actual formalization and implementation of the selected security controls, as 

well as starting the operation of the Gov Cloud service. In-house controls are to be described 

in a local policy document, whereas outsourced controls are usually formalized in a SLA (or 

some other class of contract). This task also contemplates the ex-ante verification or 

accrŜŘƛǘŀǘƛƻƴ ǘƻ ŀǎǎŜǎǎ ǘƘŜ ǎǳƛǘŀōƛƭƛǘȅ ƻŦ ŀ /{t ǘƻ ǇǊƻǾƛŘŜ ŀ άƎƻƻŘ ŜƴƻǳƎƘέ ƭŜǾŜƭ ƻŦ ŀǎǎǳǊŀƴŎŜ 

within the Gov Cloud. 

 

Example: In the Spanish Gov Cloud the roles of each actor are identified (client, provider), and the 
policy is applied accordingly. The segregation of roles in the scheme is decided by the stakeholders 
in collaboration, according to the law provisions.  
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Figure 4. DO Phase workflow: activities, inputs and outputs. 

After the activities described above are completed the Cloud service shifts to an operational state, 
and its correct implementation (from the security point of view) is assessed during the CHECK Phase. 

What do the different actors have to do in the DO phase: a summary of the activities to be performed 
by each role during the DO phase is presented below. 

 

Gov Cloud Role  Activity 

Cloud Customer Perform all four activities for those requirements to be fulfilled 
in-house. 

Cloud Owner aƻǎǘƭȅ ƛƴ ŎƘŀǊƎŜ ƻŦ {ǘŜǇ о όŜΦƎΦΣ ŀŎŎǊŜŘƛǘŀǘƛƻƴ ƻŦ /{tΩǎύΣ ŀƭǘƘƻǳƎƘ 
ŎƻǳƭŘ ŀƭǎƻ ƘŀǾŜ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ŦƻǊ ŜǎǘŀōƭƛǎƘƛƴƎ ǇƻƭƛŎƛŜǎ ŀƴŘ {[!Ωǎ 
(Step 2). 

Cloud Service Provider Fulfilment of outsourced security controls (Steps 1 and 2), 
procedures for accreditation on the Gov Cloud (Step 3), and 
operation of the service (Step 4). 

Table 4. PLAN: roles and activities. 

3.2.3 CHECK Phase 

During the CHECK phase the deployed security controls are monitored to verify both their 
effectiveness and efficiency. Consequently, the CHECK phase involves two activities:  

1. άLog/MonitoringέΣ ǿƘƛŎƘ ƛƴǾƻƭǾŜǎ ǘƘŜ ƳƻƴƛǘƻǊƛƴƎ ƻŦ ŀŎǘƛǾƛǘƛŜǎ ŀƴŘ ŜǾƛŘŜƴŎŜǎ ŦƻǊ Ŧurther 

analysis and reporting (Step 1). 

 

Example: In Estonia they follow an approach of continuous monitoring and logs are kept only for 
specific services. 
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2. άAuditέΣ ǿƘƛŎƘ ǇŜǊŦƻǊƳǎ ǇŜǊƛƻŘƛŎκŎƻƴǘƛƴǳƻǳǎ ŎƘŜŎƪǎ ōŀǎŜŘ ƻƴ ǘƘŜ ƳƻƴƛǘƻǊŜŘ Řŀǘŀ ǘƻ ŀǎǎŜǎs 

ƛŦ ǘƘŜ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ŦǳƭŦƛƭ ǘƘŜ ǎŜŎǳǊƛǘȅ ƭŜǾŜƭǎ ŀƎǊŜŜŘ ƻƴ ǘƘŜ {[!Ωǎ ŀƴŘ ŎƻƴǘǊŀŎǘǎ ό{ǘŜǇ нύΦ 

 

 

Figure 5. CHECK Phase workflow: activities, inputs and outputs. 

The CHECK phase might involve some level of automation to monitor the implemented controls, 
although the Gov Cloud owner/CSP might also take into account that some of the security controls 
usually require humans (e.g., auditors) for the assessment process. If a monitored value deviates 
(beyond a threshold) from the agreed objective, then the ACT phase is triggered. 

What do the different actors have to do in the CHECK phase: a summary of the activities to be 
performed by each role during the CHECK phase is presented below. 

Gov Cloud Role  Activity 

Cloud Customer Might receive the outputs from both Step 1 and Step 2 (for 
outsourced services). In-house services should implement both 
Steps 1 and 2.  

Cloud Owner Mostly in charge of Step 2, although Step 1 is also in scope 
depending on the responsibility shared with the CSP. 

Cloud Service Provider Responsible for Step 1 and also involved in Step 2 (along with 
the Cloud Owner). 

Table 5. CHECK: roles and activities. 

3.2.4 ACT Phase 

The ACT Phase, summarized by the workflow shown in Figure 6, involves the actions to be taken when 
the activities deployed on the CHECK Phase (for continuously monitoring and testing the security of 
the system) detect an anomalous event (e.g. a violation of the agreed SLA). Whenever this occurs, the 
Gov Cloud owner/CSP will perform a set of remediation actions that might have different 
characteristics e.g. change the implementation of a control, negotiate a different SLA with the Cloud 
customer etc. In general, the actions taking place during the ACT phase can be grouped under two 
tasks: 

Example: In Spain they perform internally an audit every two years, and in some extraordinary 
cases they perform ad hoc targeted audits. Audit team is created ad hoc and is comprised by 
internal or/and external personnel, supervised by an audit leader. The audit team members have 
to prove accreditation and/or experience in regard to information systems and security, and a 
confidentiality agreement must be signed before the audit. 
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1. άChanges ManagementέΥ ǘƘƛǎ ǘŀǎƪ ƛƴǾƻƭǾŜǎ ǘƘƻǎŜ actions that are related to changes in the 

operation of the service, such as for example changes affecting the actual Cloud service 

provision and requiring to renegotiate the agreed SLA (e.g. upgrading the encryption system), 

or events that may lead to the application of pro-active measures to avoid the actual violation 

of the SLA/contract. 

 

2. άExit ManagementέΥ ǘƘƛǎ ǘŀǎƪ ƛƴǾƻƭǾŜǎ ǘƘŜ ŦƛƴŀƭƛȊŀǘƛƻƴ ƻŦ ǘƘŜ /ƭƻǳŘ ǎŜǊǾƛŎŜ ǿƘŜǘƘŜǊ ǾƻƭǳƴǘŀǊƛƭȅ 

or due to other reasons such as SLA violation or poor security performance in the Gov Cloud.  

 
 

 

Figure 6. ACT Phase workflow: activities, inputs and outputs. 

 

 

 

 

 

 

Example: Extra requirements by the provider have to be considered by the CISO, then approved by 
the management board and then implemented (change in the terms of use, all customers accept 
etc.) 

9ȄŀƳǇƭŜΥ ¢ƘŜǊŜ ƛǎ ŀ ŎƭŀǳǎŜ ƛƴ ǘƘŜ /ƻƭƭŀōƻǊŀǘƛƻƴ !ƎǊŜŜƳŜƴǘ ǊŜƭŀǘŜŘ ǘƻ ŦƛƴŀƭƛȊŀǘƛƻƴΦ .ƻǘƘ ǇŀǊǘƛŜǎ Ŏŀƴ 

ŀǎƪ ŦƻǊ ǘŜǊƳƛƴŀǘƛƻƴ ǿƛǘƘ ƻƴŜ ƳƻƴǘƘ ƴƻǘƛŎŜΦ 
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What do the different actors have to do in the ACT phase: a summary of the activities to be performed 
by each role during the ACT phase is presented below. 

 

Gov Cloud Role  Activity 

Cloud Customer Mostly participates on Step 2 (e.g., requesting finalization), and 
Step 3 (e.g., upon termination receiving returned data). 

Cloud Owner Might participate on all three activities within the ACT stage 
(depending on how the responsibility is shared with the /{tΩǎύΦ 

Cloud Service Provider Participates during all three activities within the ACT stage. 
  Table 6. CHECK: roles and activities. 
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4 Framework through use cases 

 This section presents the examples of the developed Gov Cloud security framework, by applying it to 
the selected MS use cases of Estonia, Greece, Spain, and United Kingdom. 

4.1 Selected use cases 

Using the criteria discussed in Section 1.5, this report considered for its analysis four use cases based 
on Gov Clouds operating in MS17. This section provides general background information related to 
those use cases. The four countries use cases mapped against the framework questionnaire are in 
Annex A. 

 Estonia Greece Spain United Kingdom 

Systems in cloud Public 
administration 
services 

Educational and 
academic 
community 

Services of 
general and 
regional 
administration 

Service of the 
public sector 

Deployment 
model 

Public/Private Public cloud Private Public  

Cloud Strategy Yes No Yes Yes 

Service model IaaS/ PaaS/ SaaS IaaS SaaS IaaS/ PaaS/ SaaS 

Status of 
deployment 

In planning phase Deployed Deployed Deployed 

 

4.1.1 Estonia 

In 2013, the Government of Estonia took the first steps to deploy a Gov Cloud by consolidating the 
networking and datacenter layers in order to develop high-quality and cost-effective services. An 
analysis carried out to this end, revealed a set of requirements that resulted on three main principles 
guiding the development of the Estonian Gov Cloud:  

i. Using Cloud ǎƻƭǳǘƛƻƴǎ ƭƻŎŀǘŜŘ ǿƛǘƘƛƴ 9ǎǘƻƴƛŀΩǎ ƴŀǘƛƻƴŀƭ ōƻǊŘŜǊǎΣ  
ii. Using international private Cloud resources, and  
iii. Using Data Embassies.  

The Estonian government has built the foundation of a highly developed information society, and its 
ICT development has taken Estonia to a stage where many registries and services only exist in digital 
form. This development requires a flexible and secure Gov Cloud solution, the growth of which and 
future capacity requirements cannot be predicted today. Nevertheless, sufficient flexibility has to be 
planned in advance. The consolidation of domestic server rooms into standards-compliant 
datacenters, flexible involvement of private sector resources (ōƻǘƘ ƛƴǎƛŘŜ ŀƴŘ ƻǳǘǎƛŘŜ ǘƘŜ ǎǘŀǘŜΩǎ 
borders), and the deployment of the Data Embassy network will create a strong foundation for the 
Estonian Gov Cloud. Please note that the governmental cloud is still under development. 

                                                           
17 The use cases were selected at the instance of ENISA for being representative of Gov Cloud adoption and also 
for their willingness to provide the needed documentation to conduct the validation. 
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¢ƘŜ ά{ǘŀǘŜ LƴŦƻŎƻƳƳǳƴƛŎŀǘƛƻƴ CƻǳƴŘŀǘƛƻƴέ ƭŜŀŘǎ ǘƘŜ DƻǾ-Cloud development, which is responsible 
for the consolidation of server resources and provision of high-quality server hosting services within 
9ǎǘƻƴƛŀΩǎ ƴŀǘƛƻƴŀƭ ōƻǊŘŜǊǎ. 

4.1.2 Greece 

The Greek Gov Cloud is comprised of Okeanos18 and ViMa, which are Cloud services provided by the 
Greek Research and Technology Network S.A. (GRNET). The Greek Gov Cloud serves to the national 
academic and research community in order to promote academic, educational and research aims. 

Okeanos is a Cloud service with customers in the academic and research community. Okeanos offers 
two main services: Cyclades (a virtual desktop), and Pithos+ (Cloud storage). The ViMa19 (Virtual 
Machines) Cloud service provides Virtual Private Servers (VPS) to GRNET peers. ViMa aims to provide 
shared computing and network resources to the educational and academic community, with 
production-level quality. 

In order to be able to ensure high availability, both Okeanos and ViMa are hosted on multiple 
computing clusters distributed in several data centres in Greece. The Gov Cloud network 
infrastructure ensures seamless connection to the telecommunications backbone (and Internet), at 
very high speeds. Okeanos and ViMa are based on open source software. 

4.1.3 Spain 

The Spanish public administration has taken important steps related to Gov Cloud, by using available 
infrastructure and resources. This is the case of SARA (Spanish Public Administrations Network) 
Network, which is connected to the TESTA (Trans European Services for Telematics between 
!ŘƳƛƴƛǎǘǊŀǘƛƻƴǎύ ƴŜǘǿƻǊƪ ŘŜǇƭƻȅŜŘ ōȅ ǘƘŜ 9ǳǊƻǇŜŀƴ /ƻƳƳƛǎǎƛƻƴΦ ¢ƘŜ ƛƴƛǘƛŀƭ ǎǘǊŀǘŜƎȅ ƻŦ {ǇŀƛƴΩǎ DƻǾ 
Cloud was to offer services to the Public Administration as a private CSP. The operation of the SARA 
network for delivering Cloud services started in 2010, but further upgrades and new deployments 
were made in 2011 and 2013. The SARA project connects and provides services to the General 
Administration, as well as to Regional and Local Governments. Currently, SARA offers Cloud services 
to the Spanish Public Administration, such as the @firma platform for e-certificate validation.  

4.1.4 United Kingdom 

¢ƘŜ ¦Y DƻǾ /ƭƻǳŘ όōŜǘǘŜǊ ƪƴƻǿƴ ŀǎ άD-/ƭƻǳŘέύ Ŏƻƴǎƛǎǘǎ ƻŦ ŀ ŦǊŀƳŜǿƻǊƪ ŦƻǊ ǘƘŜ ǇǊƻǾƛǎƛƻƴƛƴƎ ƻŦ /ƭƻǳŘ 
services to the UK public sector, and a marketplace called CloudStore20. The latter is an online 
ŎŀǘŀƭƻƎǳŜ ƻŦ DƻǾ /ƭƻǳŘ ǎŜǊǾƛŎŜǎ ŎƻƴǘŀƛƴƛƴƎ ŘŜǘŀƛƭǎ ŀōƻǳǘ /{tΩǎ ŀƴŘ ǘƘŜƛǊ ƻŦŦŜǊŜŘ /ƭƻǳŘ ǎŜǊǾƛŎŜǎΦ 
Currently, CloudStore comprises more than 1,200 providers, and approximately 13,000 Cloud services 
spreaŘ ŀŎǊƻǎǎ ŦƻǳǊ ǘȅǇŜǎ ƻŦ /ƭƻǳŘ ǎŜǊǾƛŎŜ ƳƻŘŜƭǎ όά[ƻǘǎέύΥ  

1. Infrastructure as a Service (IaaS) 
2. Platform as a Service (PaaS) 
3. Software as a Service (SaaS) 
4. Specialist Cloud Services (SCS) 

CSP membership to G-Cloud is based on an accreditation process21, which defines a minimum set of 
controls to be implemented by the (prospective) provider. At a glance, the CPS being accredited should 
ǇǊƻǾƛŘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ƻŦŦŜǊŜŘ /ƭƻǳŘ ǎŜǊǾƛŎŜΩǎ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ όƛƴŎƭǳŘƛƴƎ ǎǳǇǇƻǊǘƛƴƎ 

                                                           
18 Please refer to https://okeanos.grnet.gr/home/ 
19 Please refer to https://vima.grnet.gr/about/info/en/ 
20 Please refer to https://www.gov.uk/how-to-use-cloudstore 
21 Please refer to https://www.gov.uk/government/publications/g-Cloud-service-definitions 

https://www.gov.uk/how-to-use-cloudstore
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standards), data portability, extraction and removal. Despite the components of the G-Cloud are 
ŜȄǇŜŎǘŜŘ ǘƻ ōŜ ŘŜƭƛǾŜǊŜŘ ōȅ ƳǳƭǘƛǇƭŜ /{tΩǎκƻǊƎŀƴƛǎŀǘƛƻƴǎΣ ǘƘŜȅ Ƴǳǎǘ ōŜ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŀƴŘ ŀǾŀƛƭŀōƭŜ 
to all customers, thus creating a single private Cloud. 

4.2 Use Cases Validation 

During our study, the case studies were used as examples to the security framework introduced in 
Section 3. Based on the suggested framework, we mapped these four use cases to indicate the 
different approaches each country has followed according to their needs and the national security 
requirements. We decided to depict this in a visual way, so that it would be evident how follow the 
proposed workflows.  For  each visual we  give an example follow a specific path (indicated in red).
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4.2.1 PLAN phase 


















