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1 Executive Summary

An increasing number of complex attacks demand improved early warning detection
capabilities for CERTs. By having threat intelligence collected without any impact on
production infrastructure, CERTs daetter defend their constituencieassets. Honeypots are
powerful tools that can be used to achieve this gddlis docurent is the final report of the
Proactive Detection ofSecurity Incidents: éheypotfstudy. The study was initiated to
investigate meoe indepth honeypot technologies that can be used by CERTSs in general and
national/governmenal (n/g) CERTSs in particular to proactively detect and capture network
attacks directed at their constituencieShe study is &llow-up to a previous more gener

study on WProactive Detection of Network Security Incide@t&ilso conducted by ENISA.
Among the findings of that study was the fact that while horagpare recogised by CERTs

as usefultools that can be utited to detect and study attacks, their age in the CERT
community was not as wide as could be expected, which imghasbarriers exist to their
deployment.

The core of the document is an investigation of existing honeypot and related technologies,
with a focus on opersource solutions also kecause not manyxommercial solutionsare
available and testing woulthvolves extra costsBasic honeypot concepts and deployment
strategies are covered, to help CERTs galvetter understanding of the critical issues related

to deployment. The intentiorof the study is to focus on the practicality of a solution, not
necessarily & research or academic value. Hence, to help CERTS, as part of the study we have
introduced criteria that had mostly not been used before for evaluation of honeypots. The
goal:to offer insight into which solutions are best from the point ®few of deployment and
usage bya security teamg particularly a CERT team, making it easier for a new team to select
which honeypot technology to deploythe evaluation includes results oftaal testing of
solutions, rather than just desktop researcBverall, atotal of 30 different standalone
honeypotswere tested and evaluated including:low-interaction server honeypots (general
purpose, webSSHSCADA, VolP, USB, sinkholagjtinteraction server honeypotsand low

and highrinteraction client-side honeypots. Additionally, varioukybrid solutions, Early
Warning Systems based on honeypots, online honeypots and sandboxes and their possible
usage by CERTSs are also introducEde study &o explores the future of honeypots.

The study founda number of possibléarriers for deployment(see Chapterl0). These
include difficulty with usage poor documentation, lack of software stabilitgck ofdeveloper
support,little standardisation and in general a requiremefur highly skilled peopl¢éo handle
and maintain honeypots, as well as problems in @€RT community in understandibgsic
honeypot concepts.Nevertheless, if deployed correctly, honeypot benefits CERTare
found to be considerable.

'https://www.enisa.europa.eu/activities/cert/support/proactivéetection/proactivedetection
report/at_download/fullReport
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The study recommended three groups of solutions to consider for possible deployment. The
most importantare a group of the most mature and repdo use honeypotsdionaea (see
section5.2.2.1.2, Glastopf(see sectiorb.2.2.2.3, kippo (see sections.2.2.3.1 and Honeyd

(see section5.2.2.1.4. SURFcert ID&ee section5.4.3 is a good solution for deploying a
network ofserverside honeypot sensors.

For those CERTSs that can devote more resources to maintaining their honeypot deployments,
but in exchangegain the capabilityfo detect malicious websites, client honeypots such as
Thug(see section5.3.1.4 and CaptureHPC NGsee section5.3.2.1) are foundto be worth
considering. Finally, fahose able to devote resources to research and further development,
Argos (see section5.2.1.7) and the development of client honeypots based on tBackoo
sandbox(see sectior/.1.1) are possible selections.

Honeypotsoffer great insight into malicious activity in a CEBRbnstituency, providing early
warning of malware infections, new exploits, vulnerabilities and malware behaviour as well as
an excellent opportunity to learn about changes in attacker tacfidse studytherefore
recommends that CERTs explore the possibility of deploying honeypots across the
constituency (a set of general recommendations can be found in sectl®?. Using
honeypots as sensors can be easier than other technologies, asitiimaly do not monitor
production level traffic,making privacy issues a lesssncern.To combat the increasing
cyber threat CERTs need to cooperate and develapgescale interconnected sensor
networks in order to collect threat intelligence from multiptestributed geographic areas.
Again, honeypots are ideal for this purpos®neypots can also be used to combat the insider
threat. Nevertheless, they often still require some work to meet the needs of CERTSs. In order
for honeypot technologies to medhese expectations,CERTand honeypot researchers are
encouraged towork together. CERTs should reach out aa#le partin the honeypot
communities identified in this study, giving feedback, researching new ideas and aiding in
development. The end goal: powelfand reliable tools that help CERTs and others make the
Internet a safer place.
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2 Introduction and background

This document is the final report of tHProactive Detection of Security Incidents: Honewot
study conducted between April 2012 and September 201t study is aimed at idefting
and improving ways thaCERTs can us# honeypot technology to proactively detect security
incidents.The document is structured as follows:

A Chapter2 Introduction and backgroundxplains inmore detail the research objectives of
the study, intended target audience and the methodology used to draw up the report.

A Chapter 3 Basic conceptgives an introduction to honeypots, terminology and some
taxonormy.

A Chapter 4 Honeypot deployment strategiesxplains common deployment strategies
involving honeypts that can be utised by CERTs

A Chapter5 Inventory and evaluation of honeypot solutignesents an inventory of various
types of honeypots along with their evaluation. Evaluation criteria used in this process are also
clearly defined and explained in this chapter.

A Chapter 6 Inventory of communities, initiatives and othkoneypotrelated projects
gives an overview of various initiatives related to honeypots, past, present and future.

A Chapter7 Sandbox technologies and online honeypgiges a brief overview of online
technologes that CERTs can use to supplement their own honeypot deployments. An overview
of sandboxes that can be used for additional malware analysis is also given.

A Chapter8 Honeypot support toolgrovides an overview of other supporting tools that can
be used to better utise honeypot technologiegnalyseand visuake their logs.

A Chapter9 Recommended honeypot solutiossmmaises our honeypot evaluation and
gives recommendations on what solutions should be deployed by CERTSs.

A Chapter10 Shortcomings, recommendations and future wesuknmaises findings of the
study related to obstacles to deployment faced by CERTSs, weaknes®esilable tools, gives
general recommendations and looks at the possible future of honeypots.

A Chapterl1Conclusion

A Attachment t Annex |

2.1 Study objectives

This study is #ollow-up to a previous ENISA studyProactiveDetection of Network Security
Incidentstcarried out in 2014, aimed atidentifying and improving ways of how CERTS in
general proactively detect network incidents. One of the findings of the previous study was
that CERTs are underigihg honeypot technologies (and other malware analysis
technologies, such as sandboxes) aseans of detecting incidents and gathering information
about security threats. As a result, a decision was made to investigate this issue further to
obtain a better understanding why that is the case, resulting in a stitly the following
objectives

Yo D2NJ SfF1Z ¢® DNHRITASOIAS td W OSsA0T T tod W NBBISFa1AS
Network Security Incidents, ENISA report, December 2011 [available from
http:// www.enisaeuropaeu activitied cert/ support proactivedetection ]
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A to provide an inventoryof available honeypot solutions for proactive detection of network
searrity incidents, which arealready used or potentially could be used by national /
governmental and other CERTS,

A to analyse the benefits and shortcomings of theritified measures,

A to identify good practice and recommended measures for new and already established
national / governmental and other CERTS,

A to outline possible further activities in order to mitigate the common shortcomings identified
during the analgis, including tasks and roles of different stakeholders.

2.2 Target audience

The intended target audience for this report are the managers and technical staff of national
/governmental CERTs. Howeytre report can be used by any other E& security abues

team. It is aimed at both new and existing CERTs. New CERTs can use the report to quickly
learn which honeypot and sandbox technologies to focus on when deploying such solutions,
while existing CERTs can identify technologies they may be missing. Thalsecause the
suggestions and findings in the report to engage in possible collaborative development efforts
with researchers and other CERTs in order to aid their detection and incident handling
process.Security researchers in the honeypot area may aksoefit from the report.Last but

not least, honeypot authors may see the report as valuable since much of what is presented
here is hopefully well grounded in field experience and expert feedback.

2.3 Scope

The primary focus area of the report is an inventory andepth investigation obpensource
standalone honeypot solutions that cdre deployed by CERTs. The expectation is that they
canbe easilydownloaded and installed by any CERT. Also in the sdoihe study areopen
sourcehybrid solutions that use honeypots to create networks of sensors, as well as freely
available online honeypots that can be used to investigate suspicious URLs. This is
supplemented with a more general overview and lissefeded sandbox technologies which

can be used by CERTSs for malware analysis, often the second step once honeypots are used to
obtain malicious artefacts.Honeypot communities are identified. Finally honeypot
shortcomings are also investigated, as are barrtersheir deployment specific to the CERT
community. An in-depth investigation of sandbox technologies is beyond the scope of this
study.

We would like to stress that the focus is on honeygpibtat we were able to download and
install ¢ those that exist irsolely in academic papers or those that for some reason are not
available anymore or simply obsolete are not included (examples of such include obsolete
wireless honeypotg we were unable to download any workimgample and the still largely
academic mbile application honeypots).
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2.4 Methodology used

This section describes in more detail the methodology used in this study and creation of the
final report.

2.4.1 Desktop research

In this activity, information was gathered abappensourcehoneypot solutions whiclkean be
deployed by CERTSs either in their own networksin their constituency in order to
proactively detect security incident&imong those investigated were solutions such as server
side honeypots, SCADA/PLC/ICS honeypots, bluetooth honeypots, clirentpots as well as
web application honeypots. Experiences of the CERT Polska team in honeypot, client
honeypot design and deployment (such as the HoneySpider Network client honeypot gystem
see section5.4.1), management of network early warning systems (such as ABAKIS
results of analysis of data of such systems were includée. study was also extended to
include hybrid honeypot solutions, online honeypots andery general overview alandbox
technologies. Individual expertise and experience of team members helped to provide added
value in this research.

2.4.2 Testing

In order toobtain deeper insight into the current state of honeypots and potengalsons for

their relative lack of popularity amongst CERTs (sastion 10.1), it was dedled that the
standalone solutions available will not just be evaluated based on their descriptions or expert
knowledge concerning their functionality, but also tested. This turned out to be a significant
challenge, as it involveidivestigating oveB0 soluions ¢ some of which turned out to be too
obsolete to include in this studyFor testing purposes, a set of criteria were developed to
provide as accurate as possible descriptions of important key features that can directly impact
the deployment, proactie detection and incident handling processes. These criteria, unlike
others developed in the academia in the past, were very much focused on practicality:
detection scope, accuracy of emulation, quality of collected data, scalability and performance,
reliahility, extensibility, ease of use and setting up, embeddability, support, as well as two
meta-criteria, cost and usefulness for CERTS.

2.4.3 Expert group

As part of this task an expert group was established.erms of Reference document for the
work of the expet group was created to better explain the vision and goals of the study to
facilitate better interaction within the expert grouplhe list of experts included specialists
from multiple communities: researchers involved in honeypot development, CERTsrdaad
ISPs, security enthusiasts, other end users and specialists in the intrusion detectiom@rea.
facilitate the exchange of information, aemail discussion list was established, hosted by

% http://www.arakis.pl
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CERT Polskeaxperts on the list were asked to take part in the discussion of interim results of
the study and to review the draft and final report.

2.4.4 Analysis of results, creation of an exercise and the final report

Once the testing of solutions was completed, the pobjteam started to anabe the results

of the tests.This allowed for the achievement of two key goals of the project: a) identification

of the honeypot solutionghat best responded to the established criteres well as b)
honeypot weaknesses and obskag to the deployment of honeypots in the CERT comiyuni

A set of recommendationsuggestingvhich honeypots to deploy was then developed, along

with typical scenarios of deployment. The analysis also served to create an exercise for CERTs
on how to seletand use honeypots to detect and ansdynetwork attacksin the ENISA CERT
Exercise formdt Additionally, a wite up was done of basic honeypot concepEsis led to the
creation of adraft of the final report. The draft was then sent to ENISA and #peg group

for comment. Feedback from ENISA and the experts was then incorporated in the final report.

* http://lwww.enisa.europa.eu/activities/cert/support/exercise/
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3 Basic concepts

3.1 What is a honeypot?

A honeypot is in general a computing resourediose soletask is to be probed, attacked,
compromised, used or access in any other unauthdsed way °.The resource could be
essentially of any typea service, an applicatiom, system or set of systems or simplgt a
piece of information/dataThe key assumption is that any entity connectiagr attempting

to usethis resource in anyay is by definition suspiciousll activity between honeypot and
anyentity (assumed to be an adversaigjeracting with it is monitored and analysed in order

to detect and confirmattempts of unauthoised usage (in particular: maious or abuse
activity). A honeypot should mimic a production resource in its behaviour as accurately as
possiblecF NBY |y FddGlFO1SNRa LRAYyG 2F OASs GKSNB af
a honeypot resource and a production one. Resourcesesgmted by honeypots are nen
production. Moreover, those resources should be isolated from any production environment.
No legitimate traffic should reach the honeypot (this rule does not necessarily apply to client
honeypotsg see description below).

Honeypots can be used for many different purposder instance for the monitoring of
Internet background noise (scanning activity of worms or bots), learning about compromised
nodes,identifying new exploits and vulnerabilities, capturing new malware, stughyacker
behaviour, looking for internal infections or attacks from insidets. Naturally, the purpose

of deployment impacts both the honeypot technology selection and the way it will be
deployed.

3.2 Types of honeypots (basic taxonomy)

Honeypots may be cizified based on two fundamental and independent criteria (classes):
type of attacked resources, and level of interaction. This taxonomy is very basic and fits all
other (morecomplex) honeypot taxonomies.

First criterion (class) type of attacked resouresc describes whetheaK 2 y S@ LJ2 1 Qa NB & 2 «
are exploited in serveror clientmode. Aserverside honeypotutilises network sarices such

as SSH or NetBIQStening on their standard ports and monitoring any connections initiated

by remote clients. lrtontrast, aclient-side honeypotwill employ a set of client applications,

such as a web browser, that connect to remote services and monitgeadratedactivity.

The second criterion (class) level of interaction ¢ determines if the honeypot is a rea
resource Kigh-interaction) or only an emulated oneldw-interaction). A mixed type of
honeypotwhichcombines both functionalities is callechybrid honeypot

% 322R AYUNRRAZOGAZY (2 Kz2ySéeLkrRdGa OFy 6S F2dzyR Aleslek S 6221 Y
Professional (September 20, 2002)

® Many explanations of honeypot comte and applications can be found at the Honeynet Project homepage. Especially
noteworthy are the KYE (Know Your Enemy) and KYT (Know Your Toolshitegémsww.honeynet.org/papers
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3.2.1 Serverside honeypots

Honeypots designed to deteend studyattacks on network services are called sersile.
Honeypots of this type act as a sengthey exposean open port multiple ports or whole
applicationsand listen passively for incoming connections, established by remote (likely
malicious) clientsOften these types of honeypots detect threats which use scanning as means
of identifying potential victims to compromise for instance scanning worms or bogsbut

they can also be used to detect manual attempts to break into machiSesverside
honeypotsare considered to be thétaditionalChoneypots and often the termHoneypot<ls

by default associated with them.

3.2.2 Clientside honeypots

Honeypots designed to detect attacks on client applications are called -sligmthoneypots,
often honeyclientsfor short. A client application is a piece of software that establishes a
connection to a server and interacts with it. The most popular and the most targeted type of
client-side applications are web browsers, together with associated extensions and plugins.

Clientside honeypots are very different in their operation from sersigte ones. Honeyclients
actively establish connections to services in order to detect malicious behaviour of either the
server or the content it serves. The most popular honeyclianésthose detecting attacks on
web browsers and their plugins, propagated via web pag@ee also have the capability to
look at various forms of attachment@nd there have been attempts to create instant
message honeypots as well.

3.2.3 Lowinteraction honeypots

Lowinteraction honeypots are tools that operate by emulating their resources: services (in
case of serveside honeypots) or client applications (in case of honeyclients). Emulation in
this context means that the resources mimicked by a honeypsburce are limited in their
functionality when compared to real ones. Interaction with an atexcis limited to some
degree by theaccuracy of emulation. Naturally, resourcafsa honeypotshould be asimilar

to their real equivalents as possible. Fhdegree of accuracy greatly affedtee interaction
processbetween the honeypot and the attacker. Insufficient accuracy may cause attacks to
terminate early, even before the actual malicious actions take placalskh maks the
honeypot much easier toatect.

The main advantage of leimteraction honeypots is that they tend to be easier to deploy and
maintain. The user has full control over the attack and the infection prodteisshen possible

to determine the current stage of an attack, which constitutes valuable information.
Emulation also reducethe risk of the system becomingompromised. On the other hand,
low-interaction honeypots hae some disadvantages. An inherent weaknesgheir low
accuracy of emattion. In specific cases emulated resourtesd to behave in a different way
than real ones, nanatter how thorough an attempt was made by the creatof$is could
cause the attack or infection to terminate before its final phase, or the honeypot to be
detected. Another issue is the fact that it is impossible to emulate -yettknown
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vulnerabilities (so called-@ay vulnerabilities). All activity, especially in early stageshe
attacks, must be codemii 2 | K2y Seé LJ]2 (i Qatool expgedtsGspdcitic séqyence G G O !
of actions.

3.2.4 Highinteraction honeypots

Highinteraction honeypots are tools that provide real operating systems and resources (client
applications or ervices). Note that the fact tha#ealQsystems and resources are utilised
means theyare not emulated However, it is possible to usevirtual environment for such
purposes, and it is in fact a common practice. In this concept, scenarios of interactioevith
attacker are virtually unlimited, so a compromise or infection process shoeldfully
completed in all cases.

Real behaviour of both the operating system and resources during the attack is the main
advantage of higiinteraction honeypots. This type of honeypot is able to detect attacks-on 0
day vulnerabilities. Still, detectiorcgpe is limited only to specific (versions of) applications
installed in the honeypot environment; an attack targeting an applicatiora iparticular
version does not necessarily affect the same application in other versions, whether previous
onesor newer.

The anount of data collected by higimteraction honeypots can bextensive andicher than
from low-interaction tools. On the other hand, due tine complexity of the honeypot
environment, there are problemsn determining which elements of system/apgition
behaviour are suspicious or malicious, and which are benign. For exampkey lite not clea
which read/write operations performed on themory or disk are legitimateand which ones
are symptoms of exploitation.

Another disadvantage of giirinteraction honeypots is limitedontrol of the attack steps. The
risk of compromising real systemand losing control of the honeypaodis a consequencas
higher thanwith the low-interaction counterpart Another issue is that higimteraction
honeypots reqire more resources compared to lewteraction ones, due to their complexity.
This affects scalability and performance. Furthermore, deployment and usage of high
interaction honeypots, including thre configuration and managementrequires significat
effort.

3.2.5 Hybrid honeypots

Hybrid honeypots combine both Ieimteraction and higkinteraction tools in order to gaithe
benefits of both. Three well-known hybrid tools are described in this documédseesection
5.4): serverside (BrfCERT IDS, SGINEid clientside (HoneySpider Network).

In SGNET, a highteraction servesside honeypot is used to learn how to handle unknown
traffic, e.g. how to emuli@ new protocols. After this learning process, further similar traffic is
redirected to lowinteraction servesside honeypots. This combination increases both threat
detection level and performanceSurfCERT IDS is#ls multiple low-interaction server
honeypots and Argos (see section5.2.1.), a highinteraction solution. Similarly in
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HoneySpider Network a lowmteraction honeyclient filters out benign websites, wvehall
others (suspicious or malicious) are analysed agairthis time with highinteraction
honeyclients.

3.3 Previoushoneypot taxonomies

One of the best known honeypot taxonomies is that created by Christian Seifert, lan Welch
and Peter Komisartik” Theauthors defined six classes. The classesdafmed withina flat
relationship model instead of a hiexhical one, with no subclasse3his taxonomy is
presented below and contains classes (marked in bold) with possible values (marked in bold +
italic):
A Interaction levelc describes whether the resource is limited in the way it exposes its
functionality. This criterion is very similar tioe previously mentionedevel of
interaction Possible values are:
0 Lowg exposed functionality is somehow limited,
o Highcgexposed functionality is not limited in any way
A Data Capture; describes the type of data a tool is able to capture from an attack point
of view. Possible values (one tool can have multiple values assigned) are:
0 Eventsgtool collects data about @nges in state,
0 Attacksc tool collects malicious activity (security policy violation attempt),
o Intrusionsc tool collects malicious activity that leads to a security failure
(cracking) i.e. system compromise or infection,
0 Nonec tool does not collect eves, attacks, or intrusions
A Containmentg describes measures a tool takes to defend against/constrain malicious
activity spreading from itself. Possible values (one tool can have multiple values
assigned) are:
0 Blockg malicious activity is identified anddzked (attack never reaches the
target),
o Defuseg malicious activity is permitted, but is defused (attack reaches the
target, but is manipulated in a wapthat it fails),
o Slow Downg malicious activity is slowed down,
o Nonec¢ no action is taken to limithe malicious activity
A Distribution Appearance; describes whether the honeypot system appears to be
confined to one system or multiple systems (from an attack point of view). Possible
values are:
o Distributed¢ honeypot is or appears to be composedadltiple systems,
0 StandAlone¢ honeypot is or appears to be one system
A Communication Interface; describes interfaces one can use to interact directly with
the honeypot. Possible values are:

" Christian Seifertjan Welch, Peter Komisarczulaxonomy of HoneypdisTechnical Report 3R06/12, VICTORIA
UNIVERSITY OF WELLINGTON, School of Mathematical and Computing Sciences, Juaeail2blgs, from
[http://www.mcs.vuw.ac.nz/comp/Publications/€3R06-12.abs.htni
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0 Network Interfaceq the tool can be directly communicated wittia a network
interface,

o NonNetwork Hardware Interfaceg the tool can be directly communicated
with via a hardware interface other than a network interface (i.e. USB),

o Software APL the tool can be communicated with via software API,

A Role in Multitier Architecture¢ describes in what role the honeypot acts within a
multi-tier architecture. This class is very similathe previously mentionedype of
attacked resourced?ossible values are:

o Serverg the tool is acting as a server,
o Clientc the tool isacting as a client application.

nteraction
Level ommunication|
Interface

| High || Low | . — L . — 1 . .
.|_ ..... - |_ _____ - | Software API | | Eii?dt;?loli | | Network IF |
. — . - e . - e — . =
Data capture Honeypot [ Distribution |
[ Appearance
S (N — P E— N == . L. PR I
| intrusions | | Events | I Attacks | l None I | Distributed | | stand-Alone |
[ - e — . - . S . oo =
" Role & ot
Containment tier architecture
1
—. L= — L. - — L = —1._ . C————a__,
l Defuse | | Block | | Slow Down | | None | l Client I | Server 1
- — . - e — . - e — . - —— .. - [ JE I

Figurel: Taxonomy used in paper by Christian Seifert et al

The taxonomy presented above was created because no sufficient taxonomy had existed at
that time. It presents a wellesearched work. However, it is quite compbad academicand

has irrekvant classes from our more practically orienteaint of view éuch asContainment

or Communication Interface).

Niels Provos and Thorsten Holz in their bddgktual Honeypots: From Botnet Tracking to
Intrusion Detectiohpresented a simple and elementary classification schema. Honeypots are
divided into low- and high-interaction and distinguished betweerphysical and virtual
honeypots. The first pair of values is similar to corresponding ones in previously described
taxonomies. The second pair constitutes a new class with two values:

Physical honeypat describes a reahachine on the network,

Virtual honeypotg describes resources simulated by another machine.

® Niels Provos, Thorsten H@2007),Wirtual Honeypots: From Botnet Tracking to Intrusion Dete@fearson Education
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A physical honeypot can be fully compromised, so often this tool impliesihighaction.

Laterauthors extend the interactioiased class with third value:hybrid systems As in the
basic taxonomy, hybrid systems combine both Hdoteraction and higkinteraction tools in
order to gainthe advantayes of both

Another extension defineslient honeypotg(similarly as in oubasic taxonomy, this tools deal
with client application threats). The authors had assumed that the teomeypotis originally
synonymous witlserverside honeypot

In summary, Provos and Holz defined a very similar taxonomy to the basic one described
eallier in this chapter and extended it with the concept of physical and virtual honeypots,
somewhat similar to our distinction between higgnd lowinteraction ones.

3.4 Our taxonomy

Forthe purposesof this document, we expand the basicxtamomy described isection 3.2
Definitions of criteria (classes) and their particular values are still valid, but we will add an
extra class and values in order to improve the research and presentation of its results.

Hon eypot

l I

Type of attacked resources Level of interaction

Client-side % H { Low-interaction Hybrid
honeypots i ;

............ J..........._‘ Lasssssrsnsaralsisansnsnna,, aemsssnnrrsnsnilarannnninnnnns,, '_..-............l..............._

5 3 . , +* . .,
J o+ +, o *,
:

honeypots il honeypots

.............................................................

........................

Server-side High-interaction
honeypots  } 5, honeypots

S M et

Specialization

............................

.......

..................................
o -,

...............................
.........................................................................................

.......................................................................................................................

Hgure2: Graphical representation of the classification scheme of taxonomy used in the report
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In thetype of attacked resourcedass we added a third valueoneytokens A honeytoken is

any resource stored or processed by a congpudystem (for example: a text file, an email
message or a database record) which cannot be retrieved under normal conditions in a
production environment. In other words, any access to honeytoken data should be considered
a malicious action. Honeytokenseadlescribed irdetail insection5.5.

We also define a new subclass of sersiele honeypots. The main reason for this addition is
to clarify and organise the inveory. It helps to segregate tools that have slightly different
purposes or principke of operation and group together concepts that have similar ones,
making comparison of similar concepts somewhat easier.

The new subclass ispecialigtion of serverside honeypots. This criterion defines what
service or attack/detection technique is the main scope of a given honeypot. There are seven
possible values of this subclass:
A Web application honeypotstools aimed at detection of attacks on web applications,
A SSH baneypotsc tools oriented on Secure Shell (SSH) attacks,
A SCADA honeypotstools emulating industrial control systems
A VoIP honeypotg tools detecting threats in internet telephony (Voice over IP),
A Bluetooth honeypotg; tools aimed at detection of attackwopagating through the
Bluetooth technology,
A USB honeypotg tools aimed at detecting attacks using USB devices,
A Sinkholeg; tools using aginkhole2echnique to detect and monitor infections in a
network,
A General purpose honeypotstools aimed at detction of more than one attack
technique omore than one service.

Note that we focuson honeypot classethat we were able to download and instajlthose

that exist insolely inacademic papers or those that for some reason are not available
anymore or 8nply obsolete are not includeth the taxonomy(examplesof suchinclude
obsolete wieless honeypot$we were unable to download any functionirane), and the still
largelyacademianobile application honeypots).

Low-interaction clientside honeypots codl also be classified according to their
specialisatios, but in our inventory there are only tools detecting attacks against web
browsers and their plugins (including PDF file readers, flash player}¥, €terefore, no
additional classification has beelefined forlow-interaction honeyclients.

The taxonomy used in our research is described below. White rectangles represent classes
and subclasses while roued dotted boxes represent class memhers

3.5 Honeypots vs sandboxes

Sandboxes (in IT security) are t®alsed for automated behavioural analysis of potential
malware in an isolated physical or more often virtual environment. A typical sandbox will
open the analysed file, e.g. run an executable file or open a document with appropriate
readerand monitor alichanges and intections caused in theystem. In particular it provides
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information about changes in the file system, registry, processes, loaded libraries, as well as
captured network traffic.Sandboxes vary in types of performed analysis, level of Idetai
monitored, etc. They are instrumented and that allows them to contrthe information
provided.

Typically, sandboxes are used to analyse binary executable files. But increasingly these tools
are also used in analysis of documents (files opened in \woodessors, spreadsheets, PDF
readers, etc.) and web pages (monitoring changes in the system after a browser opens the
page). This means that sandbox techniques can be used to detect and analyse threats
targeting client applications. Consequbn some sadboxes may offefunctionality similar to
clientside honeypots.

The main distinction between a sandbox and a honeyclient issage goalsSandboxes are
more focused on kdepth analysis of infection process and actions performed by malware
afterwards, while the goal of a honeyclient is to determine whether something is malicious in
the first place, and only themo optionally identify mechaisms leading to the infection.
Honeypots rarely monitor what happens after an infection is successful.

Experts also pointed out the sandboxes difiim classichigh-interactionhoneypotsin terms

of their isolation componentlf a piece of malware trieto contact an IRC server from a
sandbox, nothing will likely happen unless you create an entity in the sandbox that can provide
the interaction the malwaresilooking for. Obviously ligh-interaction honeypotwill talk
directly to he real IRC server.inflarly sandbox experiments are generally repeatable, which

is not necessarily true withtigh-interactionhoneypot®

In practice, aother distinction between the two concepts can be made on the basis of their
mode of operation. Usually sandboxes run kmnger periods of time tan honeypots. This is
becausetheir purposeis to focus moreon analysis of behaviour after the infection had taken
place.

In summary, sandboxes and honeyclients are quite similar tools, but they diffdrein
purpose In fact,they should be treated as twoomplementary techniqueghat are able to
cooperate with each other Honeypots focus on mechanisms leading to an infection, while
sandboxes perform wdepth analysis of malware and the actions it takes after the infection.
An example sequence of events showing such cooperation could be as follows: first a
honeyclient analyses a website, and upon obtaining a suspicious file, sends it to a sandbox for
further longtime analysis (for example: botnet tracking)).many cases sandk technologies

can easily be adapted for use heneypots.Note that detailed discussion of sandboxes is
beyond the scope of this report.

3.6 Honeypots vs darknets (network telescopes)

Darknets or network telescopes are networkgh the sole purposé¢o observetraffic directed
to them. They are used to observe and studgrgescale events, for example worm

¥ Kara Nance during expert group comments
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propagation models, rather than specific exploits or vulnerabilities that such a worm may use.
As with honeypots, unused routable IP address spzfcan orgarmsation can be utised for

these purposes. All traffic heading to a darknet is by definition suspicious. However, unlike
honeypots, these networks do not engage in any form of interaction with incoming traffic

they are passive Another diference is in scalein order to observe large scale events,
darknets usually span much larger netblocks. In some cases, like the UCSD Network
Telescop®’, an entire /8fragment of an IPv4 address spdseallocated to a darkneflraffic

seen on a darknet oludes large aubmated scanning, wornor scanning botactivity,
backscatter oDDoS attackand misconfigured network devices.

3.7 Honeypots vs Intrusion Detection/Prevention systems

An Intrusion Detection Syster{iDS)is a software component (often integratewith a
hardwaredevice, especially in the case of commercial solutions) that monitors and analyses
network traffic or operating system behaviour for unauthorised or malicious activities. An IDS
system typically works ia passive modeit detectsa threat, logs information and triggers an
alert. An Intrusion Prevention Systgi®S)s similar toanIDS, but typically works &n active
mode: it is able to block malicious behaviour.

Honeypots areften usedfor intrusion detection asvell. However, they annot be seen as a
replacement for an IDS product. Honeypots are resources that are expected to be accessed by
an adversary only, not systems for miming production level traffic This simplifies the
intrusion detection problemhoneypots are inherentlyless prone to false positivasut are
generally more specific and probably require greater administration overhé&a the
downside, they will not detect any attack that d&rected at production resources.€i not
directed at the honeypgt Consequently,hey will also not be able to block an attack directed
at a production resourcelhis means thalDS/IPSystemgherefore have a better coverage of
attacks and attack types against a netwdgt a price of higher false positiveg)herefore,
honeypots and IDS/IPS can be se&s complementary technologies: honeypotgay be able

to detect attacks that are missed by IDS/IPS (sometiduesto the overwhelmingiumber of
alets such systems can generatsometimes becausdor example, the IDS/IPfcks a
signature to detect an attack). On the other hatidS/IPS can be used as part of a system to
redirect attackers away from production resources to a honeypot instead.

3.8 Honeypotsand web security proxies

A web proxy server has the capability to irdept andanalyseall HTTP traffic between a
browser anda web server.From the point of view of the browser, this can be a completely
transparent process. Proxy servers can be used as part of honeypot installations in order to
gain better insight into trédfc coming to and from an attacker. For example they can be used
to implement blacklists, AV engines or intrusion detection rulgstailed discussions of web

0 http:/iwww.caida.org/projects/network_telescope/
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proxies arebeyond the scope of this study, but they are often a useful element of a honeypot
deployment*

" The HoneyProxy tool may be a useful starting paittp://www.honeynet.org/node/898 Mitmproxy is another interesting
solution: http://mitmproxy.org/
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4 Honeypot deployment strategies

There are several strategies for deploying honeypots. They range from installation of a single
honeypot to creating a whole network of honeypatsa honeynet. Strategies depend on the
placement of honeypots, type afata sought, as well aee amount of esources one is willing

to invest in the effort This chapter aims toprovide an overview of typical honeypot
deployments.

Gathering information is one of the main honeypot functions. Depending on where, how and
which honeypot will be deployed, different typef information can be gathered.

4.1 Typical deployment facing the Internet

The most common deployment for honeypots is a configuration facing the Internet. This
scenario is the one typically used ithaneynetis set upfor research purposes, to capture
malware samples for further analysis, or
to track network worm activity or simply
G2 addzRe | KL Thi @y
also include observing the Internet
malicious activity (background noise) as
well as learmg about new
vulnerabilities and exploits. CERTs can
use such a deployment to collect

. . . . . . firewall

information about infections in their

constituency. In this case, a honeypot

should be accessible directly from the _g haneypot
outside (seeFigure 3 or located ina

DMZ* This defoyment can also be é— production

used when building a farm of client
honeypots.

Figure3: Typical honeypot deployment facit
the Internet

2 Demilitarised zone Perimeter security
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4.2 Internal deployment

One can also place honeypots in production network segments in order to detect
compromised systems and learn abdnternal infections® and the insider threat (seBigure

4). The honeypot should then be placedarmifferent LAN segmerand assigned a previously
unallocated IP address. Care must be taklesi legitimate trafficdoesnot end up on the
honeypot, as that may trigger false positiveSince the honeypot does not have any
production value, any interaction with {barring

configuration errors)will imply unwanted or
otherwise malicious activity. %
gateway

Apat from being used as aensor, honeypots
can also be used to study what happens after a
network infrastructure is compromised by an
attacker.Asone expert pointed outduring the | LAN
study,in some cases it can be helpful to turn the
laptop, desktop or whateer system that is RZatal

: . firewall
already compromised into a honeypot to closely
monitor an attacker and find out what other
systems in the network are also compromised.
Especially in the context of targeted attacks or
socalled Advanced Persistent Threa#sP{}y  Figured: An internal deployment c
such a approach can be very helpful, since these a honeypot
attackers move around your network using legitimate credentials whenever possible, and use
malware or noisy attacks only in certain cases, e.g. to create bridgeheads into the network. Of
course this approach isohvery easy as one has to allow the attacker to still access your
network or your honeynet needs to be very realistic to not be detected right away.

honeypot

4.3 Networks of sensors

Honeypots can be used as sensors of a wider threat detection system. These sendms can
RSL 28SR FONR&A&a | /9weQa O2yaiddAraitdzsSyoOes LINRO.
capability. In the case dferverside honeypots, these sensors can either face the Internet,
consist of internal deployments, or botkor more insight intdhis type of architecture, see
section4.7.4and examples of such systems in sectoh

4.4 A note on the isk of detection

Since it is impossible to completely secure a honeypot, one has to be aware of the risk
associated with its deployment. In order to sers purpose, a hongot should not be easily
identifiable by an attacker. When compromised, the value of a honeypot is driaaibt

3 such as lateral connections from other internal computers compromised by intruders

14 Jan Goebel, during expentoyip discussions
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reduced (unless of courdengterm observation of an attack@ activity on the honeygowvas

the primary goal of deplayent). An attacker canwid or bypass the honeypot nebsk or
even introduce misleading daiato a honeypot, which can significantly hinder data analysis
or makeit utterly impossible. Furthermorean intruder can of course try to attack other
systems connected to the honeypot.

There are several ways to detect a honeypot and if an attacker is carefully looking for signs of
deception, sooner or later theswill be spotted. Most of the honeypots, especially low
interaction ones, have some unique characteristics, which can berfingted, such as
hardcoded strings, specific service banners or incorrect protocol implementation.

4.5 Legal counsel

Legal and ethical issuesay potentially exist with a honeypot deploymeifor examplewhat

liability issues ariséf a honeypot is used touscessfully attack another systemd?study of

these issues is outside the scope of this study. Nevertheless, we encourage CERTS to consult
on the potential legal implications of usage of honeypots in their country/constituency with a
legal counsel.

4.6 Considerations andequirementsfor deployment

Successful deployment of a honeypot has toetnsome requirements. These adescribed
according tothe following categories: data control, data capture, data collection and data
analysis>

4.6.1 Data control

As aleady stressedan important thing to remember when deploying a honeypot i th
associatedrisk factor A honeypot is designetb interact with an attacker. Eventually, this
may lead to themgaining some form otontrol over it. A successful attacker cantaih
information which might be used for unlawful activities such as compromise of other systems,
sending spam or spreading a worm.

Accordingly, the network where the honeypots are localtes to be aightly controlled It is
essential to monitor and contl both incoming and outgoing traffiEor example, it is sensible

for outbound connections, except those towartlie A Y A GA 2 NR& aAdsS | yR
hosts such as DNS servers, de denied. Specifically, it is good practice to block at least
outgoing connections to external SMTP servers (port 25/TCP) to prevent sending unwanted
messagesAlternatively, more elaborate configurations can include building fake SMTP, HTTP
proxies, DNS servicestc, complete with logging and alerting, giving the gety team as

much control of the environment as possible, but at the same time making it aysue@bly
realistic.

> The Honeynet Proje(2006, ®now Your Enemy: Honeyr@ssailable from
[http://project.honeynet.org/papers/honeynet/index.htinl
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Generally honeypots should be deployed in a physically separate subnet, so that network
traffic associated with them will ot interfere with legitimate traffic on the production
network. On the other hand, it makes perfect sense to mix IP addresses used in a honeynet
with addresses of production networks and/erDMZ. Sucha setuprequires a significant
amount of time spent on configuration of routing devices, but this-omee effort would be

offset bythe benefit ofmaking honeypots much harder to distinguish from real servers.

Mechanisms of data control may include, but are not limited tploying intrusion
detection/prevention systems, bandwidth restrictions and firewal combination of various
techniques is always a good idea. Not aides it eliminatea single point of failure, but also
helps to protect against evadiragsingle evice.

The Honeynet Project provides a ready to run solution named Honeywall, which is made to
act as a honeynet gateway and firew@kesection8.5.1).

4.6.2 Data capture

In order to understandhow attacks are conducted and what techniques are used by attackers,
one has to capture all the activityssociated with the honeynet. Thimeans that all
information that enters or leaves the honeypatsust be logged. This, @ourse,should be
done without the attacker knowing itEven though the honeypots tested in this study
generally offer their own logs, they are never completespecially if they are to be used for
forensics purposes. Therefore, it must be stressed #wternal network and system tools
should be set up to log data separately.

Captured data should be stored irdéferent location than thehoneypot itself, so that if the
attacker compromises a honeypot system the data cannot be altered or destroyed.

4.6.3 Datacollection

In general, it makes sense to store data gathdredh a toneypot (or a honeynet) outside the
infrastructure that is responsible fatirect interaction with arattacker. This may be done in a
distributed fashion across multiplservers or in simpler setups, just to oreentraised
location. The primary motivation is the protection of data integrityfor example, to foil
attempts by an attacker to deletieir traces) When all bgs and binary files are collected and
stored outsde the deployed sensor@ccess tathe data is guaranteedregadless of what
happened with ahoneypot. Exact setups can vary according to an oigati A 2 y Q& y S ¢§
amount of data collectednetwork infrastructure,resources that can be committed, etc.
These can be venydividual;hence detailed discussion of this topic is outside the scope of
this study. One piece of advice: whatever you do, please remember the need for time
synchromsation across all the honeypots and other nodes in your setbmugh solutions
such as NTP.

4.6.4 Data analysis

It is essential to have the ability to analyse the collected data, i.e. to extract valuable
information from it. This may includefor examplelooking for new types of attackpost-
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intrusion forensics odongterm trend analysis.Analysis goals can therefore have serious
implicationsfor the data collection and storage process, outlined in seci¢gh3 During the
study, we discovered that most honeypots do not provide complete classification of the
discovere threats ¢ interpreting and analysing the data cdre a significant challenge.
Unfortunately, this studyound analytical tools lacking.nfoverview of various supjpbtools,
including some analytical onesan be found in sectioB. Extracting knowledge comes at a
price: CERTs have to make a judicious choice about whalléctcandanalyse

4.7 Server honeypots
5SLISYRAY3 2y 2ySQa ySSRa U(UKSNB INB I ¥Sg GKAY
a server honeypot.

4.7.1 Advertisement

In most cases the presence of a honeypot is not advertised. However, in certain circumstances
2yS Oly OK22aS (G2 Fyy2dzyO0S GKS K2ySeLRdiQa I RF
The advertisement techniques may include website positioning (in cas@eb honeypot) or

use of a honeytokerNote that the idea is not to advertise a honey@s a honeypot, but as a

seemingly legitimate resource so as to lure attackers to it.

In order to lure attackes into a honeypot, one can consider using a suitable attractarae
(domain, server banner, etc.) such@ompany Main FTP Ser@er

4.7.2 Location

The most common way to deploy a honeypot is to place it at a location where it is accessible
from the outside network, i.e. the Internet. The honeypot can be configured 4e an
external IP address de placed in the DMZ. This type of installation valve typical research

or proactive detectiorobjectives.Nate that it iswise to install a honeypot on a network that

is not visibly associated with a CERT.

Another possibility is to place honeypots in a segment of the production network. The
purpose of sah honeypot would be acting as an early warning systeninternal problems

Sucha honeypot would be able to detect automated malware gt G & = 2 NJ dzy f | ¢ F dz
actions, which may indicate an insider threat.



x . *r

x X . . . .
32 x enisa Proactive Detection of Security Incidents
European Network

and Information
Security Agency

Honeypots

4.7.3 Level of interaction

Basically, there areato different types okerversidehoneypots: low and high interactioisee
section3.2). With regard to theirdeployment,low-interaction honeypotsare easier to istall
and maintain, but may not be able to perform an automated exploitationestigation
process completelyLowinteraction honeypots are also easido detect by an attacker

ﬁ

high interaction
honeypot

Internet

ﬁi

low interaction

firewall honeypot ﬁ

high interaction
honeypot

Figureb: A low-interactionhoneypot redirecting selected traffic foigh-interactionsolutions

When designing a honeynet, one may set ulpwa-interaction honeypot, i.e.Honeyd which
would proxy requests for defined ports to lghinteraction honeypot (or anotherlow-
interactionone, butone better able to handle emulation of a given service). Thus, services on
predefined ports will be well emulated, while on the rest of the ports some samples will be
still captured. Another benefit of the aforementioned setup is théddneydis caable of
emulation of TCP/IP stack in Microsoft Windowkis example is illustrated below:

4.7.4 Sensor type

Two types of honeypot nodes can be distinguished in a hon&yasthitecture: afat sensor

and athin sensor Afat sensoris a complete computer sy, which runs a honeypot as well

as other applicationsand which process the captured data. Only after processitaga from
the node is sent to the

L3 tu |
| — igaﬁ"“ﬁ“ central server for further
sensor analysis and correlation.

A thin sensoy on the other

hand, is just a reflectog it
honeyp ot forwards all the

s ‘_&JID — connections directly to the
central server. All the

L3 load balancer o .
attacker haneypot processing and data

analysis takes place in the
Figure6: Athin sensorarchitecture central place of the



* x
x *
Proactive Detection of Security Incidents % *
Y . enisa 33
European Network

HoneypOtS and Information

Security Agency

honeypot system, where
multiple honeypot nodes can 1 tunnel

. : —

emulate different services. harzohot

Connection forwarding can be .facker

implemented inthe form of — central lagging
an IP tunnel between the and analysis
sensor and the central server. honzypot

attacker

In a different approach a
firewall/gateway can direct
connections to a honeypot based on source addresses instead of the destination address. One
canimagine a scenario in which dRS instead of blocking abuseattemps redirects the
attacker to a honeypt.*®

Figure7: Afat sensor architecture

4.7.5 Honeynet characteristics

It might seem a good idea to dedicate all available unused IP addresses and ports to the
honeynet. However, thismay not always be the casé\ large number of IP addresses
responding on all (or at least many) ports in a simitay may raisell K S I { suspidign§ NI &
and actually facilitate identification of the honeynet. For thémson, it may be sensibk®

make Yap<L2n the address space, i.aeot to use several IP addresses in a row. The same
applies to the range oports: honeypots emulating different services can listen on different
network addressesNote that in most cases it is better to hayest afew addresses in a
number of different networks separated from each other bgthysically and logically than
manyIP addresses on a single network.

With a tool such as Arpdit is possible to use multiple IP addresses on a single host without
the need of creating many virtual interfaces.

4.8 Client honeypots
Proper deployrent of client honeypots ikess demanding in termsf things to consider.

Most importantly, all requests from a client honeypot should be handled through a proxy
ASNUSNI Ffft2gAy3a + ReylIYAO OKIy3aS 2F OfASyidQa
at least two scenarios:

1 when malicious content iserved only once per clie@tIP address,

f whentheclBy i K2y Seé LR i QitedrbReRmdlgiaus sefveér. o f I O

It may be a great advantage to secure IP addresses from a number of different providers
(including large comercial ISPsandthe ability to switch the proxy between them at will.
Some of the providers may even offer dynamic IP addresses, changing with every DHCP lease.

' For an example, see Honeybtittp://honeybrid.sourceforge.net/

7 Arpd, http://www.honeyd.org/tools.php
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In the case of client honeypots, there is probably a less of a faemhterleaving network
addresses with production machiseA completely isolated network may be sufficient. If
deployed in a production network, additional effort should be méalésolate the hongpot in
other network layerslt is very likely thas hightinteractionclienthoneypot will eventually get
infected and will try to spread malicious activity over the network.
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5 Inventory and evaluation of honeypot solutions

This section describes the core part of the study, consisting of an inventory and evaluation of
honeypot solutions. The primary focus is on stdonda, free publicly availablehoneypot
solutions that can be downloaded and usedd@ERT teaniT hese solutions are tested and
evaluated according tthe criteria introduced in thischapter Additionally, thischapter has

been extended to include hybridolutions and early warning systems that isél honeypot
technologies. The evaluation criteria do not apply to these types of systemstended
descriptions are provided instead. Note that whia effort has been made to describe the
criteria used forevaluationand carry out tests in a manner that is as objective as possible, the
authors acknowledge that some interpretation of the results may bljective and up for
discussion, especially with configurable systems.

5.1 Evaluation criteria

The floneypots that have been anaded were evaluated according to the list of criteria
described in this sectiorEach criterion has a welkfined grading scale. In addition to normal
evaluation criteria, there are two meteriteria that summaise overall cost and usefuss for

a CERT.

Note that the intention of the study was to focus on the practicality of a solution, not
necessarily its research or academic vallieis meant the development of new criteria for
evaluation.The objectivewasto offer insight into which slutions are best from the point of
view of deployment and usage bysecurity teantg, particularly a CERT team.

5.1.1 Detection scope

Detection scopealescribes the range of different attack vectors that can be detected by the
honeypot. Fo serverside honeypotst is the total number of services that an attacker can
interact with. For clienside honeypotst is defined as the number of different applications
(also in the form of plugins, e.g. PDF viewers for web browsers) that can take part in the
interaction with a remote attackerThe ating is not dependent on the quality (accuracy) of
the emulation. In contrast to all other criteria, rating is not quantitative but informational only
(hence the rather generic definitionsy depending on specific requirement® more
specialisd or generic solution may be preferred.

Specialisd

Specialised detection scope solutions fooms monitoring attacks © a single class of
applicationgservicesor protocols.lt may be useful but requires additional honeypots to cover
other applications/services

Multi-function

Multi-function solutions can be used for monitoring more than a single class of
applicationgservicesor protocols It may consist of a predefined set of applications, usually
with the capability of adding morinctionalitybeyondthat offered by the authors.
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5.1.2 Accuracy of emulation

Accuracy of emulatiordescribesthe similarity of the application (for client honeypots) or
service (for server honeyps) emulated by the honeypadb its real counterpart. Accuracy,
sophistication of interaction with the attacker and the difficulty in identifying the pregeot
a honeypot were evaluated. Thiating is not dependent on the detection scope.

Note: This criterion does not applto highinteraction honeypots, which offer real
applications or services.

Poor

Applications (or services) do not provider any interaction withthe attacker (with the
exception of functionality provided by the operating system, e.g. completing a TCP
handshake) or the emulen is completely incorrect.

Fair

The solution is able to emulate the initial phase of interaction between a service or an
application and the attackeilhe foneypot is easy to detece.g. sends incorrect responses to
standard requests.

Good

The kehavour of applications or services is emulated fairly well, although not perfedtiy
honeypot can sustain interaction with the attacker even after the initial phase. Detection of
the honeypot requires purposeful, atypical actions and the likelihood afiantal disclosure

by an incorrect reaction is small.

Excellent

At least one application or service émulated at a very advanced levAccidental disclosure

of the honeypot isunlikely. Detection of the honeypot is very difficglit requiresthe useof
sophisticated methods focused on detecting minor faults in the emulation. Alternatively, an
attacker would have to anadg applicationlevel data provided by the honeypot to find
inconsisencies (e.g. not enough detadutdated information).
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5.1.3 Quality of collected data

Quality of @llected Data Evaluation Components

|

Rating Excellent *G?of isi Poor

Scope of metadata Rich / Custorisable | Rich Basic Egc?;‘;ﬁif‘ta’

Metadata quality (E;;);); t/o analyse Eg;ryeg {analyse Correct Incorrect / Poor
Autor_n_atic_ Very reliable Mostly reliable No classification / Unreliable
classification

Table2: Quality of collected datg evaluation components

This criterion is a measurement of the quality of datatfia context of a security system)
provided bythe solution. The assessmentfacused on the additional information (metadata)
describing captured traffic, whickerves to enrictihe raw data. Raw dat&@was defined as
unprocessed,uninterpreted and unfiltered data captured as a result thie K2y S@ L2 (1 Q&
activity, e.g. full network traffic in the PCAP format, memory and file system dumps
Metadata consists of contexts of data acquisition (time, addresses, etc.) and results of any
processing of raw data that the solution performs (e.g. decoding details of-lbigH
protocols). Additionallywe take into account whether the solution performeutomatic
classification oévents and the quality of such classification (i.e. presence of fialsiives)

Poor

The system does not collect any metadata or they are very limited, difficult to obtain and are
an accidental byproduct rather than a result of proper analyses (e.g. when obtaining the
exact date and time of an event can be done onlyregding timestamps of a log file).
Alternatively, gathered metadata is flawed, distorted and misleading as a result of faults of
the software. No automaticlassification of events or a very low quality of classification

Fair

Collected metadata is limited but it contains mosttbé information that is relevant in the
context of a security system. No automatic classification of evemtshe classification has
very poor accuracy.

Good

The solution provides ricleasyto-analyse metadata and its scope is partially cusisable
but there is no automatic classification of everis it hasa very poor accuracy. Alternatively,
the honeypot provides sufficient, albeiincomplete set of metadata, and is complemented
by automatic tassification mechanisms that give results reliable enough tisaitthem as
auxiliary information for security systems.

Excellent
The solution provides rich, complete anghsyto-analyse metadata, and its scope is
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customsable. All events are automatily classified according to multiple criteria,
customisable to a degree. Classification results af@high quality.

5.1.4 Scalability and performance

Scalability and BrformanceEvaluation Components ‘

Ratin g Excellent Good :(i Poor

Syl = e Ui =i 0lals] Hundreds or more  Several dozen

Throughput Average Low
Table3: Scalability and performancegevaluation components

Scalability and performancevaluates throughput of a single instance of the tool and the
ability to distribute the load among multiple concurrent processes or computing nodes within
a single honeypot system (horizontal scalability). The number of simultaneous sessions that
can be landled by the honeypot both incoming (e.g. SSH connection) and outgoing (e.g.
interaction with a remote HTTP serveryvhen installed on a single server is also an important
evaluation component. To estimate the performance, we assume that the solutitbrbev
deployed on a typical contemporary server, with the following approximate hardware
parameters: 4 CPU cores, 16 GB RAM, an array of magnetiS8hnhard disks. Note that for
evaluation purposes were comparing honeypots against their corresporglineatworld
applications. For exnple a web app honeypot may receigaite a high number of parallel
requests per second and must be able to handle them. On the other hand a USB honeypot is
probably attacked infrequentlgnd thus las plenty of time to hadlle theattack.

Poor

The tool installed on one server cannot handle more than a single session at a time. The
reason may be insufficient throughput or architectural limitations. It is difficult to scale the
solution horizontally or an increase in througput achieved this way is not proportional to
allocated resources

Fair

The tool installed on one server can handle multiple simultaneous sessions. Throughput of the
honeypot may be slightly below average in comparison to other solutions with a similar
detection scope. The tool does not provide any mechanisms that would simplify horizontal
scaling nevertheless, it is feasible.

Good

The solution deployed on a single server is able to handle many simultaneous sessions.
Throughpu of the honeypot is compableto other solutiors with a similar detection scope.

The tool does not provide any mechanisms that would simplify horizontal sgaling
nevertheless, it is feasible.
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Excellent

The honeypot installed on a single server is able to handle a large numisenataneous
connections offeringsignificantly higher throughput than competing solutions. The tool is
designed for horizontal scaling and provides extra facilities that make such deployment easy.

5.1.5 Reliability

Reliability Evaluation Components

Rating Excellent Good Fair
* Y % * *

Continuous working
time

Supervision Minimal Custom tools Continuous
Stability under load No problems Minor issues | Occasional problems | Serious problems

Incorrectdata Not observed Observed
Table4: Reliabilityg evaluation components

Over 1 month 15¢30 days 3¢14 days Less than 72 hours

Reliabilitycorresponds to the stability of the solution under load. Problems like unresponsive
processes, abnormal shutdowns and other cases of incorrect runtime behaviour are included
here. Thepurpose of this evaluation is to determine the cost of administiatof a given
solution (amount of supervision required) and to identify tools that can cause problems after
deployment. Naturally, certain conditions that cause instability of the toaht not occur
during tests. This assessment is partially based on unved user reviews and
approximations,as well as expert knowledge of the testeraot necessarily formal test time
benchmark analysis.

Poor
In conditions similar to the production environment, the tool has serious problems within 72
hours flom start and reguires significanadministrative supervision.

Fair

There are occasional (irregular) issues with stable operation in conditions similar to the
production environment (e.g. unexpected termination of a process). Alternatively, symptoms
of other problems that may affect stability of the tool or the entire gyst(e.g. incorrect
addressing of resources, memory leaks) were observed. The honeypot requires custom
monitoring procedures, e.g. creating a script for monitoring software. The tool should run
continuously without problems for at least 72 hours, which \a#lorestriction of human
supervision to normal working hours.

Good
No unexpected application termination or hung process were obsemethey occur only in
well-identified cases not present in standard use, e.g. when using experimental plugins. Minor
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problems that do not affect the stability of the solution in mediierm operation
(approximately one month), such as small memory leaks, are acceptable.

Excellent
The tool works reliably in the long period. There are no signs of any problems that may occur
at a later time, after the solution is deployed in the production environment.

5.1.6 Extensibility

ExtensibilityEvaluation Components

Excellent Good Fair Poor

Rating e A

Plugins API Complete Limited None

Impossible or too
Source code Easy Average Difficult expensive

modifications
Table5: Extensibilityg evaluation components

Extensibilitymeasuresthe difficulty of extending existing functionality of the tool in order to

adjust it to specific requirements. Such adaptation can be accomplished through creation of
additional plugins (modules) or by modifyinge K2 y S& L2 1 Qa a2 dzNDOS O2R
determines if a honeypot can be adaptdd detect new types of threats. Note: detailed
source code analysis is beybithe scope of this document andespite ourbest efforts,
evaluation of code quality,cenments, documentation, etcmaybe subjective and cursg.

Poor

Extending the functionality of the tool is nearly impossible or too costly. There is no support
for plugins. Source code is unavailable (proprietary software) or very difficult to modify (e.g.
unreadable code, no documentation or unusual programgrianguage and technologies).

Fair

Architecture of the honeypot is not suited for extensions (no support for plugins) but the code

is open and it is feasible to adapt it. There is some documentation available, source code is
not written in an unusual prgramming language and has comments. This grade is also valid
for solutions where source code cannot be modified but which provide mechanisms to add
custom plugins, as long as plugins can influence all aspects of the honeypot. Plugins may be
difficult to implement due toa lack of documentation or lack of a stable programming
interface (API) which changes signifidgritetween versions. In summargustonisation of
suchahoneypot is possible but involves a substantial effort.

Good

The tool has a modulaarchitecture and there are builh mechanisms for adding new
extensions, preferably as external plugins. Source code is available for modification, relatively
easy to comprehend and, at least in the most complex parts, documented in comments or
otherform2 ¥ RS @St 2LISNNa R20dzYSyidl GA2yd Indan8 OSNE
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