
 

 

Proactive Detection of Security Incidents 
Honeypots 

2012-11-20 

 

 



 

I  

Proactive Detection of Security Incidents 

 Honeypots 
 

 

Contributors to this report 

The report production was commissioned to CERT Polska (NASK). 

Authors Contributors Editor 

CERT Polska (NASK): 

Tomasz Grudziecki 

tŀǿŜƱ WŀŎŜǿƛŎȊ 

_ǳƪŀǎȊ WǳǎȊŎȊȅƪ 

Piotr Kijewski 

tŀǿŜƱ tŀǿƭƛƵǎƪƛ 

CERT Polska (NASK): 

Katarzyna Gorzelak 

tǊȊŜƳȅǎƱŀǿ WŀǊƻǎȊŜǿǎƪƛ 

ENISA: 

Cosmin Ciobanu 

Lauri Palkmets 

Romain Bourgue  

CERT Polska (NASK): 

Piotr Kijewski 

ENISA: 

Cosmin Ciobanu 

 
  



 

II 
Proactive Detection of Security Incidents 

 
Honeypots 
 

Acknowledgements 

We wish to thank the following members of the expert group for providing additional input: 

Name Affiliation 

Kara Nance University of Alaska 

Christian Seifert Microsoft 

Lukas Rist Norman 

Angelo Dell'Aera Honeynet Project 

Jan Goebel Siemens 

Adel Karimi Honeynet Project 

Felix Leder Norman 

Vytautas Krakauskas LITNET CERT 

Gerard Wagener CIRCL 

Alexandre Dulaunoy CIRCL 

Jon Rogeberg Mnemonic 

Roland Cheung HKCERT 

Carol Overes Fox-IT 

Jeff Carpenter CERT/CC 

Jose Nazario Arbor Networks 

Steve Hall Barclays 

Adam Kozakiewicz NASK 

 

A special ΨThank YouΩ to Kara Nance (Univ. of Alaska) for her comments and suggestions 
 on how to improve this document.



 

III  

Proactive Detection of Security Incidents 

 Honeypots 
 

About ENISA 

The European Network and Information Security Agency (ENISA) is a centre of network and 
ƛƴŦƻǊƳŀǘƛƻƴ ǎŜŎǳǊƛǘȅ ŜȄǇŜǊǘƛǎŜ ŦƻǊ ǘƘŜ 9¦Σ ƛǘǎ aŜƳōŜǊ {ǘŀǘŜǎΣ ǘƘŜ ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ŀƴŘ 9ǳǊƻǇŜΩǎ 
citizens. ENISA works with these groups to develop advice and recommendations on good 
practice in information security. It assists EU Member States in implementing relevant EU 
ƭŜƎƛǎƭŀǘƛƻƴ ŀƴŘ ǿƻǊƪǎ ǘƻ ƛƳǇǊƻǾŜ ǘƘŜ ǊŜǎƛƭƛŜƴŎŜ ƻŦ 9ǳǊƻǇŜΩǎ ŎǊƛǘƛŎŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ 
and networks. ENISA seeks to enhance existing expertise in EU Member States by supporting 
the development of cross-border communities committed to improving network and 
information security throughout the EU. More information about ENISA and its work can be 
found at www.enisa.europa.eu 

Follow us on Facebook Twitter LinkedIn Youtube & RSS feeds 

Contact details 

For contacting ENISA or for general enquiries on CERT-related information, please use the 
following details: opsec@enisa.europa.eu 

Internet: http://www.enisa.europa.eu  

 

 

 

 

 

  

Legal notice 

Notice must be taken that this publication represents the views and interpretations of the 
authors and editors, unless stated otherwise. This publication should not be construed to be a 
legal action of ENISA or the ENISA bodies unless adopted pursuant to the ENISA Regulation (EC) 
No 460/2004 as lastly amended by Regulation (EU) No 580/2011. This publication does not 
necessarily represent state-of the-art and ENISA may update it from time to time. 

Third-party sources are quoted as appropriate. ENISA is not responsible for the content of the 
external sources including external websites referenced in this publication. 

This publication is intended for information purposes only. It must be accessible free of charge. 
Neither ENISA nor any person acting on its behalf is responsible for the use that might be made 
of the information contained in this publication.  

Reproduction is authorised provided the source is acknowledged. 

© European Network and Information Security Agency (ENISA), 2012 

http://www.enisa.europa.eu/
http://www.facebook.com/ENISAEUAGENCY
https://twitter.com/enisa_eu
http://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
http://www.youtube.com/user/ENISAvideos
http://www.enisa.europa.eu/front-page/RSS
mailto:opsec@enisa.europa.eu
http://www.enisa.europa.eu/


 

IV 
Proactive Detection of Security Incidents 

 
Honeypots 
 

Contents 

1 EXECUTIVE SUMMARY ............................................................................................................................... 9 

2 INTRODUCTION AND BACKGROUND ....................................................................................................... 13 

2.1 STUDY OBJECTIVES .................................................................................................................................... 13 
2.2 TARGET AUDIENCE .................................................................................................................................... 14 
2.3 SCOPE ................................................................................................................................................... 14 
2.4 METHODOLOGY USED ............................................................................................................................... 15 

2.4.1 Desktop research ........................................................................................................................ 15 
2.4.2 Testing ....................................................................................................................................... 15 
2.4.3 Expert group ............................................................................................................................... 15 
2.4.4 Analysis of results, creation of an exercise and the final report .................................................... 16 

3 BASIC CONCEPTS ..................................................................................................................................... 17 

3.1 WHAT IS A HONEYPOT? ............................................................................................................................. 17 
3.2 TYPES OF HONEYPOTS (BASIC TAXONOMY) ...................................................................................................... 17 

3.2.1 Server-side honeypots ................................................................................................................. 18 
3.2.2 Client-side honeypots.................................................................................................................. 18 
3.2.3 Low-interaction honeypots ......................................................................................................... 18 
3.2.4 High-interaction honeypots......................................................................................................... 19 
3.2.5 Hybrid honeypots ....................................................................................................................... 19 

3.3 PREVIOUS HONEYPOT TAXONOMIES .............................................................................................................. 20 
3.4 OUR TAXONOMY ...................................................................................................................................... 22 
3.5 HONEYPOTS VS SANDBOXES ........................................................................................................................ 23 
3.6 HONEYPOTS VS DARKNETS (NETWORK TELESCOPES) .......................................................................................... 24 
3.7 HONEYPOTS VS INTRUSION DETECTION/PREVENTION SYSTEMS ............................................................................ 25 
3.8 HONEYPOTS AND WEB SECURITY PROXIES ....................................................................................................... 25 

4 HONEYPOT DEPLOYMENT STRATEGIES .................................................................................................... 27 

4.1 TYPICAL DEPLOYMENT FACING THE INTERNET ................................................................................................... 27 
4.2 INTERNAL DEPLOYMENT ............................................................................................................................. 28 
4.3 NETWORKS OF SENSORS ............................................................................................................................. 28 
4.4 A NOTE ON THE RISK OF DETECTION............................................................................................................... 28 
4.5 LEGAL COUNSEL ....................................................................................................................................... 29 
4.6 CONSIDERATIONS AND REQUIREMENTS FOR DEPLOYMENT .................................................................................. 29 

4.6.1 Data control ............................................................................................................................... 29 
4.6.2 Data capture .............................................................................................................................. 30 
4.6.3 Data collection ........................................................................................................................... 30 
4.6.4 Data analysis .............................................................................................................................. 30 

4.7 SERVER HONEYPOTS .................................................................................................................................. 31 
4.7.1 Advertisement ............................................................................................................................ 31 
4.7.2 Location ..................................................................................................................................... 31 
4.7.3 Level of interaction ..................................................................................................................... 32 
4.7.4 Sensor type ................................................................................................................................. 32 
4.7.5 Honeynet characteristics............................................................................................................. 33 

4.8 CLIENT HONEYPOTS................................................................................................................................... 33 

5 INVENTORY AND EVALUATION OF HONEYPOT SOLUTIONS ..................................................................... 35 

5.1 EVALUATION CRITERIA ............................................................................................................................... 35 
5.1.1 Detection scope .......................................................................................................................... 35 



 

V  

Proactive Detection of Security Incidents 

 Honeypots 
 

5.1.2 Accuracy of emulation ................................................................................................................ 36 
5.1.3 Quality of collected data ............................................................................................................. 37 
5.1.4 Scalability and performance........................................................................................................ 38 
5.1.5 Reliability ................................................................................................................................... 39 
5.1.6 Extensibility ................................................................................................................................ 40 
5.1.7 Ease of use and setting up .......................................................................................................... 41 
5.1.8 Embeddability ............................................................................................................................ 42 
5.1.9 Support ...................................................................................................................................... 43 
5.1.10 Costs (Recommendations) ...................................................................................................... 44 
5.1.11 Recommendation on usefulness for CERTs .............................................................................. 45 

5.2 SERVER SIDE HONEYPOTS ............................................................................................................................ 46 
5.2.1 High interaction server side honeypots ........................................................................................ 46 

5.2.1.1 Argos ............................................................................................................................................... 46 
5.2.1.2 HiHAT .............................................................................................................................................. 50 
5.2.1.3 HoneyBow ....................................................................................................................................... 53 
5.2.1.4 Qebek .............................................................................................................................................. 56 
5.2.1.5 Sebek ............................................................................................................................................... 58 
5.2.1.6 Summary of high interaction server side honeypots .......................................................................... 64 

5.2.2 Low interaction server side honeypots......................................................................................... 65 
5.2.2.1 General purpose honeypots.............................................................................................................. 65 

5.2.2.1.1 Amun .......................................................................................................................................... 65 
5.2.2.1.2 Dionaea ...................................................................................................................................... 69 
5.2.2.1.3 KFsensor ..................................................................................................................................... 71 
5.2.2.1.4 Honeyd ....................................................................................................................................... 74 
5.2.2.1.5 Honeytrap ................................................................................................................................... 78 
5.2.2.1.6 nepenthes ................................................................................................................................... 81 
5.2.2.1.7 Tiny Honeypot ............................................................................................................................. 83 

5.2.2.2 Web application honeypots .............................................................................................................. 86 
5.2.2.2.1 DShield Web Honeypot ............................................................................................................... 86 
5.2.2.2.2 GHH (Google Hack Honeypot) ...................................................................................................... 88 
5.2.2.2.3 Glastopf ...................................................................................................................................... 91 

5.2.2.3 SSH honeypots ................................................................................................................................. 94 
5.2.2.3.1 Kippo .......................................................................................................................................... 94 
5.2.2.3.2 Kojoney ....................................................................................................................................... 97 

5.2.2.4 SCADA honeypots........................................................................................................................... 100 
5.2.2.4.1 SCADA HoneyNet Project ........................................................................................................... 100 
5.2.2.4.2 SCADA Honeynet (Digital Bond) ................................................................................................. 102 

5.2.2.5 VoIP honeypots .............................................................................................................................. 106 
5.2.2.5.1 Dionaea .................................................................................................................................... 106 
5.2.2.5.2 Artemisa ................................................................................................................................... 106 

5.2.2.6 Bluetooth honeypot ....................................................................................................................... 109 
5.2.2.6.1 Bluepot ..................................................................................................................................... 109 

5.2.2.7 Sinkholes........................................................................................................................................ 112 
5.2.2.7.1 HoneySink ................................................................................................................................. 112 

5.2.2.8 USB Honeypots .............................................................................................................................. 115 
5.2.2.8.1 Ghost USB honeypot ................................................................................................................. 115 

5.2.2.9 Summary of low interaction server side honeypots ......................................................................... 118 
5.3 CLIENT SIDE HONEYPOTS ...........................................................................................................................119 

5.3.1 Low-interaction client honeypots ...............................................................................................119 
5.3.1.1 HoneyC .......................................................................................................................................... 119 
5.3.1.2 PHoneyC ........................................................................................................................................ 122 
5.3.1.3 Monkey-Spider ............................................................................................................................... 125 
5.3.1.4 Thug .............................................................................................................................................. 127 
5.3.1.5 Summary ....................................................................................................................................... 131 

5.3.2 High-interaction client honeypots ..............................................................................................132 



 

VI 
Proactive Detection of Security Incidents 

 
Honeypots 
 

5.3.2.1 Argos ............................................................................................................................................. 132 
5.3.2.2 Capture-HPC NG ............................................................................................................................. 132 
5.3.2.3 Shelia ............................................................................................................................................. 135 
5.3.2.4 Trigona ........................................................................................................................................... 138 
5.3.2.5 Summary of high-interaction client honeypots ................................................................................ 141 

5.4 HYBRID HONEYPOTS AND SENSOR NETWORKS .................................................................................................... 2 
5.4.1 HoneySpider Network ................................................................................................................... 2 
5.4.2 Early warning systems .................................................................................................................. 3 
5.4.3 SURFcert IDS ................................................................................................................................. 5 

5.5 HONEYTOKENS .......................................................................................................................................... 6 
5.5.1 Implementation ............................................................................................................................ 7 
5.5.2 Examples ...................................................................................................................................... 7 

5.5.2.1 File system ......................................................................................................................................... 7 
5.5.2.2 Web server ......................................................................................................................................... 8 
5.5.2.3 Email .................................................................................................................................................. 8 
5.5.2.4 Financial bait ...................................................................................................................................... 8 
5.5.2.5 Copyrights .......................................................................................................................................... 8 

5.5.3 Data provision strategies .............................................................................................................. 8 
5.5.3.1 Honeypots and honeytokens .............................................................................................................. 9 

5.5.4 Detecting the use of honeytokens ................................................................................................. 9 
5.5.4.1 Offensive techniques .......................................................................................................................... 9 

6 INVENTORY OF COMMUNITIES, INITIATIVES AND OTHER HONEYPOT RELATED PROJECTS ...................... 10 

6.1 THE HONEYNET PROJECT............................................................................................................................ 10 
6.2 NOAH PROJECT ....................................................................................................................................... 10 
6.3 WOMBAT ............................................................................................................................................ 11 
6.4 ATLAS ARBOR.......................................................................................................................................... 12 
6.5 PROJECT HONEY POT ................................................................................................................................ 12 
6.6 WASC DISTRIBUTED WEB HONEYPOTS PROJECT ............................................................................................. 13 

7 SANDBOX TECHNOLOGIES AND ONLINE HONEYPOTS .............................................................................. 15 

7.1 OVERVIEW OF SANDBOX TECHNOLOGIES......................................................................................................... 15 
7.1.1 Cuckoo ς a standalone solution for advanced malware analysis .................................................. 15 
7.1.2 Online Sandboxes ....................................................................................................................... 17 

7.1.2.1 Anubis .............................................................................................................................................. 18 
7.1.2.2 COMODO Automated Analysis System .............................................................................................. 18 
7.1.2.3 GFI Sandbox ..................................................................................................................................... 19 
7.1.2.4 Malwr .............................................................................................................................................. 19 
7.1.2.5 Xandora ........................................................................................................................................... 20 

7.2 ONLINE HONEYPOTS ................................................................................................................................. 20 
7.2.1 urlQuery ..................................................................................................................................... 21 
7.2.2 Wepawet.................................................................................................................................... 22 
7.2.3 JSUNPACK .................................................................................................................................. 22 

7.3 A SUMMARY AND WARNING........................................................................................................................ 23 

8 HONEYPOT SUPPORT TOOLS ................................................................................................................... 24 

8.1 NEPENTHES SUPPORT TOOLS: PHARM .......................................................................................................... 24 
8.2 DIONAEA SUPPORT TOOLS: CARNIWWHORE ..................................................................................................... 24 
8.3 HONEYD SUPPORT TOOLS: HONEYVIEW, HONEYD2MYSQL, HONEYD-VIZ, HONEYD CONFIGURATION GUI, WINHONEYD AND 

HOACD ......................................................................................................................................................... 25 
8.4 KIPPO SUPPORT TOOLS: KIPPO-GRAPH, KIPPO STATS AND DJANGO-KIPPO ............................................................... 26 
8.5 OTHER TOOLS .......................................................................................................................................... 26 

8.5.1 Honeywall .................................................................................................................................. 26 



 

VII  

Proactive Detection of Security Incidents 

 Honeypots 
 

8.5.2 HP Feeds .................................................................................................................................... 27 
8.5.3 HoneyStats ................................................................................................................................. 28 

9 RECOMMENDED HONEYPOT SOLUTIONS ................................................................................................ 29 

9.1 THE QUICK WIN ...................................................................................................................................... 29 
9.2 WITH ADDITIONAL EFFORT .......................................................................................................................... 30 
9.3 FOR THE RESEARCHERS .............................................................................................................................. 30 

10 SHORTCOMINGS, RECOMMENDATIONS AND FUTURE WORK ................................................................. 31 

10.1 BARRIERS TO USAGE AND DEPLOYMENT ..................................................................................................... 31 
10.2 GENERAL RECOMMENDATIONS FOR CERTS ................................................................................................ 33 
10.3 FUTURE DEVELOPMENT AND RESEARCH ..................................................................................................... 34 

11 CONCLUSION ........................................................................................................................................... 37 

12 ANNEX I: ABBREVIATIONS ....................................................................................................................... 38 

 



 

VIII 
Proactive Detection of Security Incidents 

 
Honeypots 
 

List of Tables 

Table 1: Summary of tested standalone honeypot solutions .................................................. 11 

Table 2: Quality of collected data ς evaluation components ................................................... 37 

Table 3: Scalability and performance ς evaluation components ............................................. 38 

Table 4: Reliability ς evaluation components.......................................................................... 39 

Table 5: Extensibility ς evaluation components ...................................................................... 40 

Table 6: Ease of use and setting up ς evaluation components ................................................ 41 

Table 7: Embeddability ς evaluation components .................................................................. 43 

Table 8: Support ς evaluation components ............................................................................ 43 

Table 9: Costs ς evaluation components ................................................................................ 44 

Table 10: Popular services and honeypots best suited to handle attacks directed at them ..... 29 



 

9  

Proactive Detection of Security Incidents 

 
Honeypots 
 

1 Executive Summary 

An increasing number of complex attacks demand improved early warning detection 
capabilities for CERTs. By having threat intelligence collected without any impact on 
production infrastructure, CERTs can better defend their constituencies assets. Honeypots are 
powerful tools that can be used to achieve this goal. This document is the final report of the 
ΨProactive Detection of Security Incidents: HoneypotsΩ study. The study was initiated to 
investigate more in-depth honeypot technologies that can be used by CERTs in general and 
national/governmental (n/g) CERTs in particular to proactively detect and capture network 
attacks directed at their constituencies. The study is a follow-up to a previous more generic 
study on ΨProactive Detection of Network Security IncidentsΩΣ1 also conducted by ENISA. 
Among the findings of that study was the fact that while honeypots are recognised by CERTs 
as useful tools that can be utilised to detect and study attacks, their usage in the CERT 
community was not as wide as could be expected, which implies that barriers exist to their 
deployment. 

The core of the document is an investigation of existing honeypot and related technologies, 
with a focus on open-source solutions, also because not many commercial solutions are 
available and testing would involves extra costs. Basic honeypot concepts and deployment 
strategies are covered, to help CERTs gain a better understanding of the critical issues related 
to deployment. The intention of the study is to focus on the practicality of a solution, not 
necessarily its research or academic value. Hence, to help CERTs, as part of the study we have 
introduced criteria that had mostly not been used before for evaluation of honeypots. The 
goal: to offer insight into which solutions are best from the point of view of deployment and 
usage by a security team ς particularly a CERT team, making it easier for a new team to select 
which honeypot technology to deploy. The evaluation includes results of actual testing of 
solutions, rather than just desktop research. Overall, a total of 30 different standalone 
honeypots were tested and evaluated, including: low-interaction server honeypots (general 
purpose, web, SSH, SCADA, VoIP, USB, sinkholes), high-interaction server honeypots, and low 
and high-interaction client-side honeypots. Additionally, various hybrid solutions, Early 
Warning Systems based on honeypots, online honeypots and sandboxes and their possible 
usage by CERTs are also introduced.  The study also explores the future of honeypots. 

The study found a number of possible barriers for deployment (see Chapter 10). These 
include: difficulty with usage, poor documentation, lack of software stability, lack of developer 
support, little standardisation and in general a requirement for highly skilled people to handle 
and maintain honeypots, as well as problems in the CERT community in understanding basic 
honeypot concepts. Nevertheless, if deployed correctly, honeypot benefits for CERTs are 
found to be considerable.  

                                                        
1https://www.enisa.europa.eu/activities/cert/support/proactive-detection/proactive-detection-
report/at_download/fullReport 
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The study recommended three groups of solutions to consider for possible deployment. The 
most important are a group of the most mature and ready to use honeypots: dionaea (see 
section 5.2.2.1.2), Glastopf (see section 5.2.2.2.3), kippo (see section 5.2.2.3.1) and Honeyd 
(see section 5.2.2.1.4). SURFcert IDS (see section 5.4.3) is a good solution for deploying a 
network of server-side honeypot sensors. 

For those CERTs that can devote more resources to maintaining their honeypot deployments, 
but in exchange gain the capability to detect malicious websites, client honeypots such as 
Thug (see section 5.3.1.4) and Capture-HPC NG (see section 5.3.2.1) are found to be worth 
considering. Finally, for those able to devote resources to research and further development, 
Argos (see section 5.2.1.1) and the development of client honeypots based on the Cuckoo 
sandbox (see section 7.1.1) are possible selections.  

Honeypots offer great insight into malicious activity in a CERTΩs constituency, providing early 
warning of malware infections, new exploits, vulnerabilities and malware behaviour as well as 
an excellent opportunity to learn about changes in attacker tactics. The study therefore 
recommends that CERTs explore the possibility of deploying honeypots across their 
constituency (a set of general recommendations can be found in section 10.2). Using 
honeypots as sensors can be easier than other technologies, as they normally do not monitor 
production level traffic, making privacy issues a lesser concern. To combat the increasing 
cyber threat, CERTs need to cooperate and develop large-scale interconnected sensor 
networks in order to collect threat intelligence from multiple distributed geographic areas. 
Again, honeypots are ideal for this purpose. Honeypots can also be used to combat the insider 
threat. Nevertheless, they often still require some work to meet the needs of CERTs. In order 
for honeypot technologies to meet these expectations, CERTs and honeypot researchers are 
encouraged to work together. CERTs should reach out and take part in the honeypot 
communities identified in this study, giving feedback, researching new ideas and aiding in 
development. The end goal: powerful and reliable tools that help CERTs and others make the 
Internet a safer place. 
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Table 1: Summary of tested standalone honeypot solutions 
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LOW-INTERACTION SERVER-SIDE HONEYPOTS 

General purpose honeypots 

Amun MULTI         $  
Dionaea MULTI         $  
KFsensor MULTI         $$  
Honeyd MULTI         $  
Honeytrap MULTI         $$  
Nepenthes MULTI         $$  
Tiny Honeypot MULTI         $$  

Web application honeypots 

DShield Web Honeypot SPEC         $$  
Google Hack Honeypot SPEC         $  
Glastopf SPEC         $  

SSH Honeypots 

Kippo SPEC         $$  
Kojoney SPEC         $$$  

SCADA Honeypots 

SCADA HoneyNet Project MULTI         $  
SCADA HoneyNet (Digital Bond) MULTI         $$  

VoIP Honeypots 

Artemisa SPEC         $$  
Bluetooth Honeypots 

Bluepot SPEC         $$$  
Sinkholes 

HoneySink MULTI         $$  
USB Honeypots 

Ghost USB honeypot SPEC   N/A      $$$  
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HIGH-INTERACTION SERVER-SIDE HONEYPOTS 

Argos MULTI N/A        $$  
HiHAT SPEC N/A        $$$  
HoneyBow MULTI N/A        $$  
Qebek MULTI N/A        $$  
Sebek MULTI N/A        $$  

LOW-INTERACTION CLIENT-SIDE HONEYPOTS 

HoneyC SPEC         $$  
PHoneyC MULTI         $$  
Monkey-Spider SPEC         $$$  
Thug MULTI         $$  

HIGH-INTERACTION CLIENT-SIDE HONEYPOTS 

Capture-HPC NG MULTI N/A        $$  
Shelia MULTI N/A        $$  
Trigona MULTI N/A        $$$  

 

Legend: 

Detection scope Rating Cost Usefulness for CERT 

MULTI Multi-function  Excellent $ Low  Essential 

 Good $$ Medium  Useful 

SPEC Specialised  Fair $$$ High  Not useful 

 Poor     
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2 Introduction and background 

This document is the final report of the ΨProactive Detection of Security Incidents: HoneypotΨ 
study conducted between April 2012 and September 2012. The study is aimed at identifying 
and improving ways that CERTs can utilise honeypot technology to proactively detect security 
incidents. The document is structured as follows: 
Á Chapter 2 Introduction and background explains in more detail the research objectives of 

the study, intended target audience and the methodology used to draw up the report. 

Á Chapter 3 Basic concepts gives an introduction to honeypots, terminology and some 
taxonomy. 

Á Chapter 4 Honeypot deployment strategies explains common deployment strategies 
involving honeypots that can be utilised by CERTs.  

Á Chapter 5 Inventory and evaluation of honeypot solutions presents an inventory of various 
types of honeypots along with their evaluation. Evaluation criteria used in this process are also 
clearly defined and explained in this chapter. 

Á Chapter 6 Inventory of communities, initiatives and other honeypot-related projects 
gives an overview of various initiatives related to honeypots, past, present and future. 

Á Chapter 7 Sandbox technologies and online honeypots gives a brief overview of online 
technologies that CERTs can use to supplement their own honeypot deployments. An overview 
of sandboxes that can be used for additional malware analysis is also given. 

Á Chapter 8 Honeypot support tools provides an overview of other supporting tools that can 
be used to better utilise honeypot technologies, analyse and visualise their logs. 

Á Chapter 9 Recommended honeypot solutions summarises our honeypot evaluation and 
gives recommendations on what solutions should be deployed by CERTs. 

Á Chapter 10 Shortcomings, recommendations and future work summarises findings of the 
study related to obstacles to deployment faced by CERTs, weaknesses of available tools, gives 
general recommendations and looks at the possible future of honeypots. 

Á Chapter 11 Conclusion 
Á Attachment I: Annex I 

2.1 Study objectives 

This study is a follow-up to a previous ENISA study ς ΨProactive Detection of Network Security 
IncidentsΨ carried out in 20112, aimed at identifying and improving ways of how CERTs in 
general proactively detect network incidents. One of the findings of the previous study was 
that CERTs are underutilising honeypot technologies (and other malware analysis 
technologies, such as sandboxes) as a means of detecting incidents and gathering information 
about security threats. As a result, a decision was made to investigate this issue further to 
obtain a better understanding why that is the case, resulting in a study with the following 
objectives: 

                                                        
2 YΦ DƻǊȊŜƭŀƪΣ ¢Φ DǊǳŘȊƛŜŎƪƛΣ tΦ WŀŎŜǿƛŎȊΣ tΦ WŀǊƻǎȊŜǿǎƪƛΣ _Φ WǳǎȊŎȊȅƪΣ tΦ YƛƧŜǿǎƪƛΣ !Φ .ŜƭŀǎƻǾǎ όŜŘƛǘƻǊύΣ tǊƻŀŎǘƛǾŜ 5ŜǘŜŎǘƛƻƴ of 
Network Security Incidents, ENISA report, December 2011 [available from 
http:// www.enisa.europa.eu/activities/cert/support/proactive-detection/] 

http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
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http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/
http://www.enisa.europa.eu/activities/cert/support/proactive-detection/


 

14 
Proactive Detection of Security Incidents 

 
Honeypots 
 

Á to provide an inventory of available honeypot solutions for proactive detection of network 

security incidents, which are already used or potentially could be used by national / 

governmental and other CERTs,  

Á to analyse the benefits and shortcomings of the identified measures,  

Á to identify good practice and recommended measures for new and already established 

national / governmental and other CERTs,  

Á to outline possible further activities in order to mitigate the common shortcomings identified 

during the analysis, including tasks and roles of different stakeholders.  

2.2 Target audience 

The intended target audience for this report are the managers and technical staff of national 
/governmental CERTs. However, the report can be used by any other CERT or security abuse 
team. It is aimed at both new and existing CERTs. New CERTs can use the report to quickly 
learn which honeypot and sandbox technologies to focus on when deploying such solutions, 
while existing CERTs can identify technologies they may be missing. They can also use the 
suggestions and findings in the report to engage in possible collaborative development efforts 
with researchers and other CERTs in order to aid their detection and incident handling 
process. Security researchers in the honeypot area may also benefit from the report. Last but 
not least, honeypot authors may see the report as valuable since much of what is presented 
here is hopefully well grounded in field experience and expert feedback. 

2.3 Scope 

The primary focus area of the report is an inventory and in-depth investigation of open-source 
standalone honeypot solutions that can be deployed by CERTs. The expectation is that they 
can be easily downloaded and installed by any CERT. Also in the scope of the study are open-
source hybrid solutions that use honeypots to create networks of sensors, as well as freely 
available online honeypots that can be used to investigate suspicious URLs. This is 
supplemented with a more general overview and list of selected sandbox technologies which 
can be used by CERTs for malware analysis, often the second step once honeypots are used to 
obtain malicious artefacts. Honeypot communities are identified. Finally honeypot 
shortcomings are also investigated, as are barriers to their deployment specific to the CERT 
community. An in-depth investigation of sandbox technologies is beyond the scope of this 
study. 

We would like to stress that the focus is on honeypots that we were able to download and 
install ς those that exist in solely in academic papers or those that for some reason are not 
available anymore or simply obsolete are not included (examples of such include obsolete 
wireless honeypots ς we were unable to download any working example, and the still largely 
academic mobile application honeypots). 
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2.4 Methodology used 

This section describes in more detail the methodology used in this study and creation of the 
final report. 

2.4.1 Desktop research 

In this activity, information was gathered about open-source honeypot solutions which can be 
deployed by CERTs either in their own networks or in their constituency in order to 
proactively detect security incidents. Among those investigated were solutions such as server-
side honeypots, SCADA/PLC/ICS honeypots, bluetooth honeypots, client honeypots as well as 
web application honeypots. Experiences of the CERT Polska team in honeypot, client 
honeypot design and deployment (such as the HoneySpider Network client honeypot system ς 
see section 5.4.1), management of network early warning systems (such as ARAKIS3), and 
results of analysis of data of such systems were included. The study was also extended to 
include hybrid honeypot solutions, online honeypots and a very general overview of sandbox 
technologies. Individual expertise and experience of team members helped to provide added 
value in this research. 

2.4.2 Testing 

In order to obtain deeper insight into the current state of honeypots and potential reasons for 
their relative lack of popularity amongst CERTs (see section 10.1), it was decided that the 
standalone solutions available will not just be evaluated based on their descriptions or expert 
knowledge concerning their functionality, but also tested. This turned out to be a significant 
challenge, as it involved investigating over 30 solutions ς some of which turned out to be too 
obsolete to include in this study. For testing purposes, a set of criteria were developed to 
provide as accurate as possible descriptions of important key features that can directly impact 
the deployment, proactive detection and incident handling processes. These criteria, unlike 
others developed in the academia in the past, were very much focused on practicality: 
detection scope, accuracy of emulation, quality of collected data, scalability and performance, 
reliability, extensibility, ease of use and setting up, embeddability, support, as well as two 
meta-criteria, cost and usefulness for CERTs. 

2.4.3 Expert group 

As part of this task an expert group was established. A Terms of Reference document for the 
work of the expert group was created to better explain the vision and goals of the study to 
facilitate better interaction within the expert group. The list of experts included specialists 
from multiple communities: researchers involved in honeypot development, CERTs, academia, 
ISPs, security enthusiasts, other end users and specialists in the intrusion detection area. To 
facilitate the exchange of information, an email discussion list was established, hosted by 

                                                        
3 http://www.arakis.pl  

http://www.arakis.pl/
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CERT Polska. Experts on the list were asked to take part in the discussion of interim results of 
the study and to review the draft and final report.  

2.4.4 Analysis of results, creation of an exercise and the final report 

Once the testing of solutions was completed, the project team started to analyse the results 
of the tests. This allowed for the achievement of two key goals of the project: a) identification 
of the honeypot solutions that best responded to the established criteria as well as b) 
honeypot weaknesses and obstacles to the deployment of honeypots in the CERT community. 
A set of recommendations suggesting which honeypots to deploy was then developed, along 
with typical scenarios of deployment. The analysis also served to create an exercise for CERTs 
on how to select and use honeypots to detect and analyse network attacks, in the ENISA CERT 
Exercise format4. Additionally, a write up was done of basic honeypot concepts. This led to the 
creation of a draft of the final report. The draft was then sent to ENISA and the expert group 
for comment. Feedback from ENISA and the experts was then incorporated in the final report. 

                                                        
4 http://www.enisa.europa.eu/activities/cert/support/exercise/   

http://www.enisa.europa.eu/activities/cert/support/exercise/


 

17  
Proactive Detection of Security Incidents 

 
Honeypots 
 

3 Basic concepts 

3.1 What is a honeypot? 

A honeypot is in general a computing resource, whose sole task is to be probed, attacked, 
compromised, used or accessed in any other unauthorised way5 6.The resource could be 
essentially of any type: a service, an application, a system or set of systems or simply just a 
piece of information/data. The key assumption is that any entity connecting to or attempting 
to use this resource in any way is by definition suspicious. All activity between honeypot and 
any entity (assumed to be an adversary) interacting with it is monitored and analysed in order 
to detect and confirm attempts of unauthorised usage (in particular: malicious or abusive 
activity). A honeypot should mimic a production resource in its behaviour as accurately as 
possible ς ŦǊƻƳ ŀƴ ŀǘǘŀŎƪŜǊΩǎ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ǘƘŜǊŜ ǎƘƻǳƭŘ ōŜ ƴƻ ƴƻǘƛŎŜŀōƭŜ ŘƛŦŦŜǊŜƴŎŜ ōŜǘǿŜŜƴ 
a honeypot resource and a production one. Resources represented by honeypots are non-
production. Moreover, those resources should be isolated from any production environment. 
No legitimate traffic should reach the honeypot (this rule does not necessarily apply to client 
honeypots ς see description below). 

Honeypots can be used for many different purposes, for instance for the monitoring of 
Internet background noise (scanning activity of worms or bots), learning about compromised 
nodes, identifying new exploits and vulnerabilities, capturing new malware, studying hacker 
behaviour, looking for internal infections or attacks from insiders, etc. Naturally, the purpose 
of deployment impacts both the honeypot technology selection and the way it will be 
deployed. 

3.2 Types of honeypots (basic taxonomy) 

Honeypots may be classified based on two fundamental and independent criteria (classes): 
type of attacked resources, and level of interaction. This taxonomy is very basic and fits all 
other (more complex) honeypot taxonomies. 

First criterion (class) ς type of attacked resources ς describes whether a ƘƻƴŜȅǇƻǘΩǎ ǊŜǎƻǳǊŎŜǎ 
are exploited in server- or client-mode. A server-side honeypot utilises network services such 
as SSH or NetBIOS, listening on their standard ports and monitoring any connections initiated 
by remote clients. In contrast, a client-side honeypot will employ a set of client applications, 
such as a web browser, that connect to remote services and monitor all generated activity. 

The second criterion (class) ς level of interaction ς determines if the honeypot is a real 
resource (high-interaction) or only an emulated one (low-interaction). A mixed type of 
honeypot which combines both functionalities is called a hybrid honeypot. 

                                                        
5! ƎƻƻŘ ƛƴǘǊƻŘǳŎǘƛƻƴ ǘƻ ƘƻƴŜȅǇƻǘǎ Ŏŀƴ ōŜ ŦƻǳƴŘ ƛƴ ǘƘŜ ōƻƻƪΥ [ŀƴŎŜ {ǇƛǘȊƴŜǊΣ ΨIƻƴŜȅǇƻǘǎΥ ¢ǊŀŎƪƛƴƎ IŀŎƪŜǊǎΩΣ !ŘŘƛǎƻƴ-Wesley 
Professional (September 20, 2002) 

6 Many explanations of honeypot concepts and applications can be found at the Honeynet Project homepage. Especially 
noteworthy are the KYE (Know Your Enemy) and KYT (Know Your Tools) papers: https://www.honeynet.org/papers  

https://www.honeynet.org/papers
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3.2.1 Server-side honeypots 

Honeypots designed to detect and study attacks on network services are called server-side. 
Honeypots of this type act as a server ς they expose an open port, multiple ports or whole 
applications and listen passively for incoming connections, established by remote (likely 
malicious) clients. Often these types of honeypots detect threats which use scanning as means 
of identifying potential victims to compromise ς for instance scanning worms or bots ς but 
they can also be used to detect manual attempts to break into machines. Server-side 
honeypots are considered to be the ΨtraditionalΩ honeypots, and often the term ΨhoneypotsΩ is 
by default associated with them.  

3.2.2 Client-side honeypots 

Honeypots designed to detect attacks on client applications are called client-side honeypots, 
often honeyclients for short. A client application is a piece of software that establishes a 
connection to a server and interacts with it. The most popular and the most targeted type of 
client-side applications are web browsers, together with associated extensions and plugins.  

Client-side honeypots are very different in their operation from server-side ones. Honeyclients 
actively establish connections to services in order to detect malicious behaviour of either the 
server or the content it serves. The most popular honeyclients are those detecting attacks on 
web browsers and their plugins, propagated via web pages. Some also have the capability to 
look at various forms of attachments, and there have been attempts to create instant 
message honeypots as well.  

3.2.3 Low-interaction honeypots 

Low-interaction honeypots are tools that operate by emulating their resources: services (in 
case of server-side honeypots) or client applications (in case of honeyclients). Emulation in 
this context means that the resources mimicked by a honeypot resource are limited in their 
functionality when compared to real ones. Interaction with an attacker is limited to some 
degree by the accuracy of emulation. Naturally, resources of a honeypot should be as similar 
to their real equivalents as possible. This degree of accuracy greatly affects the interaction 
process between the honeypot and the attacker. Insufficient accuracy may cause attacks to 
terminate early, even before the actual malicious actions take place. It also makes the 
honeypot much easier to detect.  

The main advantage of low-interaction honeypots is that they tend to be easier to deploy and 
maintain. The user has full control over the attack and the infection process. It is then possible 
to determine the current stage of an attack, which constitutes valuable information. 
Emulation also reduces the risk of the system becoming compromised. On the other hand, 
low-interaction honeypots have some disadvantages. An inherent weakness is their low 
accuracy of emulation. In specific cases emulated resources tend to behave in a different way 
than real ones, no matter how thorough an attempt was made by the creators. This could 
cause the attack or infection to terminate before its final phase, or the honeypot to be 
detected. Another issue is the fact that it is impossible to emulate not-yet-known 
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vulnerabilities (so called 0-day vulnerabilities). All activity, especially in early stages of the 
attacks, must be coded inǘƻ ŀ ƘƻƴŜȅǇƻǘΩǎ ƭƻƎƛŎ ŀǎ ŀƴ ŀǘǘŀŎƪŜǊ tool expects a specific sequence 
of actions. 

3.2.4 High-interaction honeypots 

High-interaction honeypots are tools that provide real operating systems and resources (client 
applications or services). Note that the fact that ΨrealΩ systems and resources are utilised 
means they are not emulated. However, it is possible to use a virtual environment for such 
purposes, and it is in fact a common practice. In this concept, scenarios of interaction with the 
attacker are virtually unlimited, so a compromise or infection process should be fully 
completed in all cases.  

Real behaviour of both the operating system and resources during the attack is the main 
advantage of high-interaction honeypots. This type of honeypot is able to detect attacks on 0-
day vulnerabilities. Still, detection scope is limited only to specific (versions of) applications 
installed in the honeypot environment; an attack targeting an application in a particular 
version does not necessarily affect the same application in other versions, whether previous 
ones or newer. 

The amount of data collected by high-interaction honeypots can be extensive and richer than 
from low-interaction tools. On the other hand, due to the complexity of the honeypot 
environment, there are problems in determining which elements of system/application 
behaviour are suspicious or malicious, and which are benign. For example: it may be not clear 
which read/write operations performed on the memory or disk are legitimate, and which ones 
are symptoms of exploitation.  

Another disadvantage of high-interaction honeypots is limited control of the attack steps. The 
risk of compromising real systems, and losing control of the honeypot as a consequence, is 
higher than with the low-interaction counterpart. Another issue is that high-interaction 
honeypots require more resources compared to low-interaction ones, due to their complexity. 
This affects scalability and performance. Furthermore, deployment and usage of high-
interaction honeypots, including their configuration and management, requires significant 
effort.  

3.2.5 Hybrid honeypots 

Hybrid honeypots combine both low-interaction and high-interaction tools in order to gain the 
benefits of both. Three well-known hybrid tools are described in this document (see section 
5.4): server-side (SurfCERT IDS, SGNET) and client-side (HoneySpider Network).  

In SGNET, a high-interaction server-side honeypot is used to learn how to handle unknown 
traffic, e.g. how to emulate new protocols. After this learning process, further similar traffic is 
redirected to low-interaction server-side honeypots. This combination increases both threat 
detection level and performance. SurfCERT IDS utilises multiple low-interaction server 
honeypots and Argos (see section 5.2.1.1), a high-interaction solution. Similarly in 
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HoneySpider Network a low-interaction honeyclient filters out benign websites, while all 
others (suspicious or malicious) are analysed again ς this time with high-interaction 
honeyclients.  

3.3 Previous honeypot taxonomies 

One of the best known honeypot taxonomies is that created by Christian Seifert, Ian Welch 
and Peter Komisarczuk.7 The authors defined six classes. The classes are defined within a flat 
relationship model instead of a hierarchical one, with no subclasses. This taxonomy is 
presented below and contains classes (marked in bold) with possible values (marked in bold + 
italic): 
Á Interaction level ς describes whether the resource is limited in the way it exposes its 

functionality. This criterion is very similar to the previously mentioned level of 
interaction. Possible values are: 

o Low ς exposed functionality is somehow limited, 
o High ς exposed functionality is not limited in any way. 

Á Data Capture ς describes the type of data a tool is able to capture from an attack point 
of view. Possible values (one tool can have multiple values assigned) are: 

o Events ς tool collects data about changes in state, 
o Attacks ς tool collects malicious activity (security policy violation attempt), 
o Intrusions ς tool collects malicious activity that leads to a security failure 

(cracking) i.e. system compromise or infection, 
o None ς tool does not collect events, attacks, or intrusions. 

Á Containment ς describes measures a tool takes to defend against/constrain malicious 
activity spreading from itself. Possible values (one tool can have multiple values 
assigned) are: 

o Block ς malicious activity is identified and blocked (attack never reaches the 
target), 

o Defuse ς malicious activity is permitted, but is defused (attack reaches the 
target, but is manipulated in a way so that it fails), 

o Slow Down ς malicious activity is slowed down, 
o None ς no action is taken to limit the malicious activity. 

Á Distribution Appearance ς describes whether the honeypot system appears to be 
confined to one system or multiple systems (from an attack point of view). Possible 
values are: 

o Distributed ς honeypot is or appears to be composed of multiple systems, 
o Stand-Alone ς honeypot is or appears to be one system. 

Á Communication Interface ς describes interfaces one can use to interact directly with 
the honeypot. Possible values are: 

                                                        
7 Christian Seifert, Ian Welch, Peter Komisarczuk, ΨTaxonomy of HoneypotsΩ, Technical Report CS-TR-06/12, VICTORIA 
UNIVERSITY OF WELLINGTON, School of Mathematical and Computing Sciences, June 2006, available from 
[http://www.mcs.vuw.ac.nz/comp/Publications/CS-TR-06-12.abs.htm] 

http://www.mcs.vuw.ac.nz/comp/Publications/CS-TR-06-12.abs.htm
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o Network Interface ς the tool can be directly communicated with via a network 
interface,  

o Non-Network Hardware Interface ς the tool can be directly communicated 
with via a hardware interface other than a network interface (i.e. USB),  

o Software API ς the tool can be communicated with via software API, 
Á Role in Multi-tier Architecture ς describes in what role the honeypot acts within a 

multi-tier architecture. This class is very similar to the previously mentioned type of 
attacked resources. Possible values are: 

o Server ς the tool is acting as a server, 
o Client ς the tool is acting as a client application. 

 
Figure 1: Taxonomy used in paper by Christian Seifert et al 

The taxonomy presented above was created because no sufficient taxonomy had existed at 
that time. It presents a well-researched work. However, it is quite complex and academic, and 
has irrelevant classes from our more practically oriented point of view (such as Containment 
or Communication Interface). 

Niels Provos and Thorsten Holz in their book Virtual Honeypots: From Botnet Tracking to 
Intrusion Detection8 presented a simple and elementary classification schema. Honeypots are 
divided into low- and high-interaction and distinguished between physical and virtual 
honeypots. The first pair of values is similar to corresponding ones in previously described 
taxonomies. The second pair constitutes a new class with two values: 

 Physical honeypot ς describes a real machine on the network, 
 Virtual honeypot ς describes resources simulated by another machine. 

                                                        
8 Niels Provos, Thorsten Holz (2007), ΨVirtual Honeypots: From Botnet Tracking to Intrusion DetectionΩ, Pearson Education. 
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A physical honeypot can be fully compromised, so often this tool implies high interaction. 

Later authors extend the interaction-based class with a third value: hybrid systems. As in the 
basic taxonomy, hybrid systems combine both low-interaction and high-interaction tools in 
order to gain the advantages of both. 

Another extension defines client honeypots (similarly as in our basic taxonomy, this tools deal 
with client application threats). The authors had assumed that the term honeypot is originally 
synonymous with server-side honeypot.  

In summary, Provos and Holz defined a very similar taxonomy to the basic one described 
earlier in this chapter and extended it with the concept of physical and virtual honeypots, 
somewhat similar to our distinction between high- and low-interaction ones. 

3.4 Our taxonomy 

For the purposes of this document, we expand the basic taxonomy described in section 3.2. 
Definitions of criteria (classes) and their particular values are still valid, but we will add an 
extra class and values in order to improve the research and presentation of its results. 

 
Figure 2: Graphical representation of the classification scheme of taxonomy used in the report 
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In the type of attacked resources class we added a third value: honeytokens. A honeytoken is 
any resource stored or processed by a computer system (for example: a text file, an email 
message or a database record) which cannot be retrieved under normal conditions in a 
production environment. In other words, any access to honeytoken data should be considered 
a malicious action. Honeytokens are described in detail in section 5.5. 

We also define a new subclass of server-side honeypots. The main reason for this addition is 
to clarify and organise the inventory. It helps to segregate tools that have slightly different 
purposes or principles of operation and group together concepts that have similar ones, 
making comparison of similar concepts somewhat easier. 

The new subclass is specialisation of server-side honeypots. This criterion defines what 
service or attack/detection technique is the main scope of a given honeypot. There are seven 
possible values of this subclass: 
Á Web application honeypots ς tools aimed at detection of attacks on web applications, 
Á SSH honeypots ς tools oriented on Secure Shell (SSH) attacks, 
Á SCADA honeypots ς tools emulating industrial control systems, 
Á VoIP honeypots ς tools detecting threats in internet telephony (Voice over IP), 
Á Bluetooth honeypots ς tools aimed at detection of attacks propagating through the 
Bluetooth technology, 
Á USB honeypots ς tools aimed at detecting attacks using USB devices,  
Á Sinkholes ς tools using a ΨsinkholeΩ technique to detect and monitor infections in a 
network, 
Á General purpose honeypots ς tools aimed at detection of more than one attack 
technique or more than one service. 

Note that we focus on honeypot classes that we were able to download and install ς those 
that exist in solely in academic papers or those that for some reason are not available 
anymore or simply obsolete are not included in the taxonomy (examples of such include 
obsolete wireless honeypots (we were unable to download any functioning one), and the still 
largely academic mobile application honeypots). 

Low-interaction client-side honeypots could also be classified according to their 
specialisations, but in our inventory there are only tools detecting attacks against web 
browsers and their plugins (including PDF file readers, flash players, etc.). Therefore, no 
additional classification has been defined for low-interaction honeyclients. 

The taxonomy used in our research is described below. White rectangles represent classes 
and subclasses while rounded dotted boxes represent class members. 

3.5 Honeypots vs sandboxes 

Sandboxes (in IT security) are tools used for automated behavioural analysis of potential 
malware in an isolated physical or more often virtual environment. A typical sandbox will 
open the analysed file, e.g. run an executable file or open a document with appropriate 
reader and monitor all changes and interactions caused in the system. In particular it provides 



 

24 
Proactive Detection of Security Incidents 

 
Honeypots 
 

information about changes in the file system, registry, processes, loaded libraries, as well as 
captured network traffic. Sandboxes vary in types of performed analysis, level of details 
monitored, etc. They are instrumented and that allows them to control the information 
provided.   

Typically, sandboxes are used to analyse binary executable files. But increasingly these tools 
are also used in analysis of documents (files opened in word processors, spreadsheets, PDF 
readers, etc.) and web pages (monitoring changes in the system after a browser opens the 
page). This means that sandbox techniques can be used to detect and analyse threats 
targeting client applications. Consequently, some sandboxes may offer functionality similar to 
client-side honeypots.  

The main distinction between a sandbox and a honeyclient is in usage goals. Sandboxes are 
more focused on in-depth analysis of infection process and actions performed by malware 
afterwards, while the goal of a honeyclient is to determine whether something is malicious in 
the first place, and only then to optionally identify mechanisms leading to the infection. 
Honeypots rarely monitor what happens after an infection is successful. 

Experts also pointed out the sandboxes differ from classic high-interaction honeypots in terms 
of their isolation component. If a piece of malware tries to contact an IRC server from a 
sandbox, nothing will likely happen unless you create an entity in the sandbox that can provide 
the interaction the malware is looking for.  Obviously a high-interaction honeypot will talk 
directly to the real IRC server.  Similarly sandbox experiments are generally repeatable, which 
is not necessarily true with a high-interaction honeypot.9 

In practice, another distinction between the two concepts can be made on the basis of their 
mode of operation. Usually sandboxes run for longer periods of time than honeypots. This is 
because their purpose is to focus more on analysis of behaviour after the infection had taken 
place.  

In summary, sandboxes and honeyclients are quite similar tools, but they differ in their 
purpose. In fact, they should be treated as two complementary techniques that are able to 
cooperate with each other. Honeypots focus on mechanisms leading to an infection, while 
sandboxes perform in-depth analysis of malware and the actions it takes after the infection. 
An example sequence of events showing such cooperation could be as follows: first a 
honeyclient analyses a website, and upon obtaining a suspicious file, sends it to a sandbox for 
further long-time analysis (for example: botnet tracking). In many cases sandbox technologies 
can easily be adapted for use as honeypots. Note that detailed discussion of sandboxes is 
beyond the scope of this report. 

3.6 Honeypots vs darknets (network telescopes) 

Darknets or network telescopes are networks with the sole purpose to observe traffic directed 
to them. They are used to observe and study large-scale events, for example worm 

                                                        
9 Kara Nance during expert group comments 
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propagation models, rather than specific exploits or vulnerabilities that such a worm may use. 
As with honeypots, unused routable IP address space of an organisation can be utilised for 
these purposes. All traffic heading to a darknet is by definition suspicious. However, unlike 
honeypots, these networks do not engage in any form of interaction with incoming traffic ie. 
they are passive. Another difference is in scale: in order to observe large scale events, 
darknets usually span much larger netblocks. In some cases, like the UCSD Network 
Telescope10, an entire /8 fragment of an IPv4 address space is allocated to a darknet. Traffic 
seen on a darknet includes large automated scanning, worm or scanning bot activity, 
backscatter of DDoS attacks and misconfigured network devices.  

3.7 Honeypots vs Intrusion Detection/Prevention systems 

An Intrusion Detection System (IDS) is a software component (often integrated with a 
hardware device, especially in the case of commercial solutions) that monitors and analyses 
network traffic or operating system behaviour for unauthorised or malicious activities. An IDS 
system typically works in a passive mode: it detects a threat, logs information and triggers an 
alert. An Intrusion Prevention System (IPS) is similar to an IDS, but typically works in an active 
mode: it is able to block malicious behaviour.  

Honeypots are often used for intrusion detection as well. However, they cannot be seen as a 
replacement for an IDS product. Honeypots are resources that are expected to be accessed by 
an adversary only, not systems for monitoring production level traffic. This simplifies the 
intrusion detection problem: honeypots are inherently less prone to false positives but are 
generally more specific and probably require greater administration overhead. On the 
downside, they will not detect any attack that is directed at production resources (i.e. not 
directed at the honeypot). Consequently, they will also not be able to block an attack directed 
at a production resource. This means that IDS/IPS systems therefore have a better coverage of 
attacks and attack types against a network (at a price of higher false positives). Therefore, 
honeypots and IDS/IPS can be seen as complementary technologies: honeypots may be able 
to detect attacks that are missed by IDS/IPS (sometimes due to the overwhelming number of 
alerts such systems can generate, sometimes because, for example, the IDS/IPS lacks a 
signature to detect an attack). On the other hand, IDS/IPS can be used as part of a system to 
redirect attackers away from production resources to a honeypot instead. 

3.8 Honeypots and web security proxies 

A web proxy server has the capability to intercept and analyse all HTTP traffic between a 
browser and a web server. From the point of view of the browser, this can be a completely 
transparent process. Proxy servers can be used as part of honeypot installations in order to 
gain better insight into traffic coming to and from an attacker. For example they can be used 
to implement blacklists, AV engines or intrusion detection rules. Detailed discussions of web 

                                                        
10 http://www.caida.org/projects/network_telescope/  

http://www.caida.org/projects/network_telescope/
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proxies are beyond the scope of this study, but they are often a useful element of a honeypot 
deployment.11 

                                                        
11 The HoneyProxy tool may be a useful starting point: http://www.honeynet.org/node/898. Mitmproxy is another interesting 
solution:  http://mitmproxy.org/   

http://www.honeynet.org/node/898
http://mitmproxy.org/
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4 Honeypot deployment strategies 

There are several strategies for deploying honeypots. They range from installation of a single 
honeypot to creating a whole network of honeypots ς a honeynet. Strategies depend on the 
placement of honeypots, type of data sought, as well as the amount of resources one is willing 
to invest in the effort. This chapter aims to provide an overview of typical honeypot 
deployments. 

Gathering information is one of the main honeypot functions. Depending on where, how and 
which honeypot will be deployed, different types of information can be gathered. 

4.1 Typical deployment facing the Internet 

The most common deployment for honeypots is a configuration facing the Internet. This 
scenario is the one typically used if a honeynet is set up for research purposes, to capture 
malware samples for further analysis, or 
to track network worm activity or simply 
ǘƻ ǎǘǳŘȅ ŀ ƘŀŎƪŜǊΩǎ ōŜƘŀǾƛƻǳǊΦ This may 
also include observing the Internet 
malicious activity (background noise) as 
well as learning about new 
vulnerabilities and exploits. CERTs can 
use such a deployment to collect 
information about infections in their 
constituency. In this case, a honeypot 
should be accessible directly from the 
outside (see Figure 3) or located in a 
DMZ.12 This deployment can also be 
used when building a farm of client 
honeypots. 
  

                                                        
12 Demilitarised zone ς Perimeter security 

Figure 3: Typical honeypot deployment facing 
the Internet 
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4.2 Internal deployment 

One can also place honeypots in production network segments in order to detect 
compromised systems and learn about internal infections13 and the insider threat (see Figure 
4). The honeypot should then be placed in a different LAN segment and assigned a previously 
unallocated IP address. Care must be taken that legitimate traffic does not end up on the 
honeypot, as that may trigger false positives. Since the honeypot does not have any 
production value, any interaction with it (barring 
configuration errors) will imply unwanted or 
otherwise malicious activity.  

Apart from being used as a sensor, honeypots 
can also be used to study what happens after a 
network infrastructure is compromised by an 
attacker. As one expert14 pointed out during the 
study, in some cases it can be helpful to turn the 
laptop, desktop or whatever system that is 
already compromised into a honeypot to closely 
monitor an attacker and find out what other 
systems in the network are also compromised. 
Especially in the context of targeted attacks or 
so-called Advanced Persistent Threats (APTs), 
such an approach can be very helpful, since these 
attackers move around your network using legitimate credentials whenever possible, and use 
malware or noisy attacks only in certain cases, e.g. to create bridgeheads into the network. Of 
course this approach is not very easy as one has to allow the attacker to still access your 
network or your honeynet needs to be very realistic to not be detected right away. 

4.3 Networks of sensors 

Honeypots can be used as sensors of a wider threat detection system. These sensors can be 
ŘŜǇƭƻȅŜŘ ŀŎǊƻǎǎ ŀ /9w¢Ωǎ ŎƻƴǎǘƛǘǳŜƴŎȅΣ ǇǊƻǾƛŘƛƴƎ ŀ ǘƘǊŜŀǘ ŘŜǘŜŎǘƛƻƴ ŀƴŘ ǎƛǘǳŀǘƛƻƴŀƭ ŀǿŀǊŜƴŜǎǎ 
capability. In the case of server-side honeypots, these sensors can either face the Internet, 
consist of internal deployments, or both. For more insight into this type of architecture, see 
section 4.7.4 and examples of such systems in section 5.4. 

4.4 A note on the risk of detection 

Since it is impossible to completely secure a honeypot, one has to be aware of the risk 
associated with its deployment. In order to serve its purpose, a honeypot should not be easily 
identifiable by an attacker. When compromised, the value of a honeypot is dramatically 

                                                        
13 such as lateral connections from other internal computers compromised by intruders 

14 Jan Goebel, during expert group discussions 

Figure 4: An internal deployment of 
a honeypot 
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reduced (unless of course long-term observation of an attackerΩs activity on the honeypot was 
the primary goal of deployment). An attacker can avoid or bypass the honeypot network or 
even introduce misleading data into a honeypot, which can significantly hinder data analysis 
or make it utterly impossible. Furthermore, an intruder can of course try to attack other 
systems connected to the honeypot. 

There are several ways to detect a honeypot and if an attacker is carefully looking for signs of 
deception, sooner or later these will be spotted. Most of the honeypots, especially low-
interaction ones, have some unique characteristics, which can be fingerprinted, such as 
hardcoded strings, specific service banners or incorrect protocol implementation. 

4.5 Legal counsel 

Legal and ethical issues may potentially exist with a honeypot deployment. For example: what 
liability issues arise if a honeypot is used to successfully attack another system? A study of 
these issues is outside the scope of this study. Nevertheless, we encourage CERTs to consult 
on the potential legal implications of usage of honeypots in their country/constituency with a 
legal counsel.  

4.6  Considerations and requirements for deployment 

Successful deployment of a honeypot has to meet some requirements. These are described 
according to the following categories: data control, data capture, data collection and data 
analysis.15 

4.6.1 Data control 

As already stressed, an important thing to remember when deploying a honeypot is the 
associated risk factor. A honeypot is designed to interact with an attacker. Eventually, this 
may lead to them gaining some form of control over it. A successful attacker can obtain 
information which might be used for unlawful activities such as compromise of other systems, 
sending spam or spreading a worm. 

Accordingly, the network where the honeypots are located has to be a tightly controlled. It is 
essential to monitor and control both incoming and outgoing traffic. For example, it is sensible 
for outbound connections, except those towards the ƛƴƛǘƛŀǘƻǊΩǎ ǎƛǘŜ ŀƴŘ ŀ ǎŜǘ ƻŦ ǇǊŜŘŜŦƛƴŜŘ 
hosts such as DNS servers, to be denied. Specifically, it is good practice to block at least 
outgoing connections to external SMTP servers (port 25/TCP) to prevent sending unwanted 
messages. Alternatively, more elaborate configurations can include building fake SMTP, HTTP 
proxies, DNS services, etc., complete with logging and alerting, giving the security team as 
much control of the environment as possible, but at the same time making it appear suitably 
realistic. 

                                                        
15 The Honeynet Project (2006), ΨKnow Your Enemy: HoneynetsΩ, available from  
[http://project.honeynet.org/papers/honeynet/index.html]  

http://project.honeynet.org/papers/honeynet/index.html
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Generally, honeypots should be deployed in a physically separate subnet, so that network 
traffic associated with them will not interfere with legitimate traffic on the production 
network. On the other hand, it makes perfect sense to mix IP addresses used in a honeynet 
with addresses of production networks and/or a DMZ. Such a setup requires a significant 
amount of time spent on configuration of routing devices, but this one-time effort would be 
offset by the benefit of making honeypots much harder to distinguish from real servers. 

Mechanisms of data control may include, but are not limited to, deploying intrusion 
detection/prevention systems, bandwidth restrictions and firewalls. A combination of various 
techniques is always a good idea. Not only does it eliminate a single point of failure, but it also 
helps to protect against evading a single device.  

The Honeynet Project provides a ready to run solution named Honeywall, which is made to 
act as a honeynet gateway and firewall (see section 8.5.1). 

4.6.2 Data capture 

In order to understand how attacks are conducted and what techniques are used by attackers, 
one has to capture all the activity associated with the honeynet. This means that all 
information that enters or leaves the honeypots must be logged. This, of course, should be 
done without the attacker knowing it. Even though the honeypots tested in this study 
generally offer their own logs, they are never complete ς especially if they are to be used for 
forensics purposes. Therefore, it must be stressed that external network and system tools 
should be set up to log data separately. 

Captured data should be stored in a different location than the honeypot itself, so that if the 
attacker compromises a honeypot system the data cannot be altered or destroyed. 

4.6.3 Data collection 

In general, it makes sense to store data gathered from a honeypot (or a honeynet) outside the 
infrastructure that is responsible for direct interaction with an attacker.  This may be done in a 
distributed fashion across multiple servers or in simpler setups, just to one centralised 
location.  The primary motivation is the protection of data integrity (for example, to foil 
attempts by an attacker to delete their traces). When all logs and binary files are collected and 
stored outside the deployed sensors, access to the data is guaranteed regardless of what 
happened with a honeypot. Exact setups can vary according to an organisŀǘƛƻƴΩǎ ƴŜŜŘǎΣ 
amount of data collected, network infrastructure, resources that can be committed, etc. 
These can be very individual; hence detailed discussion of this topic is outside the scope of 
this study. One piece of advice: whatever you do, please remember the need for time 
synchronisation across all the honeypots and other nodes in your setup, through solutions 
such as NTP. 

4.6.4 Data analysis 

It is essential to have the ability to analyse the collected data, i.e. to extract valuable 
information from it. This may include, for example, looking for new types of attacks, post-



 

31  
Proactive Detection of Security Incidents 

 
Honeypots 
 

intrusion forensics or long-term trend analysis. Analysis goals can therefore have serious 
implications for the data collection and storage process, outlined in section 4.6.3.  During the 
study, we discovered that most honeypots do not provide complete classification of the 
discovered threats ς interpreting and analysing the data can be a significant challenge.   
Unfortunately, this study found analytical tools lacking. An overview of various support tools, 
including some analytical ones, can be found in section 8.  Extracting knowledge comes at a 
price: CERTs have to make a judicious choice about what to collect and analyse.   

4.7 Server honeypots 

5ŜǇŜƴŘƛƴƎ ƻƴ ƻƴŜΩǎ ƴŜŜŘǎ ǘƘŜǊŜ ŀǊŜ ŀ ŦŜǿ ǘƘƛƴƎǎ ǘƘŀǘ ƘŀǾŜ ǘƻ ōŜ ŎƻƴǎƛŘŜǊŜŘ ōŜŦƻǊŜ ŘŜǇƭƻȅƛƴƎ 
a server honeypot. 

4.7.1 Advertisement 

In most cases the presence of a honeypot is not advertised. However, in certain circumstances 
ƻƴŜ Ŏŀƴ ŎƘƻƻǎŜ ǘƻ ŀƴƴƻǳƴŎŜ ǘƘŜ ƘƻƴŜȅǇƻǘΩǎ ŀŘŘǊŜǎǎ ŀƴŘκƻǊ ŘƛǊŜŎǘ ǘǊŀŦŦƛŎ ǘƻ ƛǘ ƛƴ ƻǘƘŜǊ ǿŀȅǎΦ 
The advertisement techniques may include website positioning (in case of a web honeypot) or 
use of a honeytoken. Note that the idea is not to advertise a honeypot as a honeypot, but as a 
seemingly legitimate resource so as to lure attackers to it. 

In order to lure attackers into a honeypot, one can consider using a suitable attractive name 
(domain, server banner, etc.) such as ΨCompany Main FTP ServerΩ. 

4.7.2 Location 

The most common way to deploy a honeypot is to place it at a location where it is accessible 
from the outside network, i.e. the Internet. The honeypot can be configured to use an 
external IP address or be placed in the DMZ. This type of installation will serve typical research 
or proactive detection objectives. Note that it is wise to install a honeypot on a network that 
is not visibly associated with a CERT. 

Another possibility is to place honeypots in a segment of the production network. The 
purpose of such honeypot would be acting as an early warning system on internal problems. 
Such a honeypot would be able to detect automated malware actiǾƛǘȅΣ ƻǊ ǳƴƭŀǿŦǳƭ ǳǎŜǊǎΩ 
actions, which may indicate an insider threat. 
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4.7.3 Level of interaction 

Basically, there are two different types of server-side honeypots: low and high interaction (see 
section 3.2). With regard to their deployment, low-interaction honeypots are easier to install 
and maintain, but may not be able to perform an automated exploitation investigation 
process completely. Low-interaction honeypots are also easier to detect by an attacker. 

 
Figure 5: A low-interaction honeypot redirecting selected traffic to high-interaction solutions 

When designing a honeynet, one may set up a low-interaction honeypot, i.e. Honeyd, which 
would proxy requests for defined ports to a high-interaction honeypot (or another low-
interaction one, but one better able to handle emulation of a given service). Thus, services on 
predefined ports will be well emulated, while on the rest of the ports some samples will be 
still captured. Another benefit of the aforementioned setup is that Honeyd is capable of 
emulation of TCP/IP stack in Microsoft Windows. This example is illustrated below: 

4.7.4 Sensor type 

Two types of honeypot nodes can be distinguished in a honeynetΩǎ architecture: a fat sensor 
and a thin sensor. A fat sensor is a complete computer system, which runs a honeypot as well 
as other applications, and which process the captured data. Only after processing, data from 

the node is sent to the 
central server for further 
analysis and correlation.  

A thin sensor, on the other 
hand, is just a reflector ς it 
forwards all the 
connections directly to the 
central server. All the 
processing and data 
analysis takes place in the 
central place of the Figure 6: A thin sensor architecture 
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honeypot system, where 
multiple honeypot nodes can 
emulate different services. 
Connection forwarding can be 
implemented in the form of 
an IP tunnel between the 
sensor and the central server.  

In a different approach a 
firewall/gateway can direct 
connections to a honeypot based on source addresses instead of the destination address. One 
can imagine a scenario in which an IPS, instead of blocking abuse attemps, redirects the 
attacker to a honeypot.16  

4.7.5 Honeynet characteristics 

It might seem a good idea to dedicate all available unused IP addresses and ports to the 
honeynet. However, this may not always be the case. A large number of IP addresses 
responding on all (or at least many) ports in a similar way may raise ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ suspicions 
and actually facilitate identification of the honeynet. For this reason, it may be sensible to 
make ΨgapsΩ in the address space, i.e. not to use several IP addresses in a row. The same 
applies to the range of ports: honeypots emulating different services can listen on different 
network addresses. Note that in most cases it is better to have just a few addresses in a 
number of different networks separated from each other both physically and logically than 
many IP addresses on a single network. 

With a tool such as Arpd17 it is possible to use multiple IP addresses on a single host without 
the need of creating many virtual interfaces. 

4.8 Client honeypots 

Proper deployment of client honeypots is less demanding in terms of things to consider. 

Most importantly, all requests from a client honeypot should be handled through a proxy 
ǎŜǊǾŜǊ ŀƭƭƻǿƛƴƎ ŀ ŘȅƴŀƳƛŎ ŎƘŀƴƎŜ ƻŦ ŎƭƛŜƴǘΩǎ Lt ŀŘŘǊŜǎǎΦ ¢Ƙƛǎ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ǿƛƭƭ ŎƻƳŜ ƘŀƴŘȅ ƛƴ 
at least two scenarios: 

¶ when malicious content is served only once per clientΩs IP address, 

¶ when the cliŜƴǘ ƘƻƴŜȅǇƻǘΩǎ ŀŘŘǊŜǎǎ ƛǎ ōƭŀŎƪlisted by a malicious server. 

It may be a great advantage to secure IP addresses from a number of different providers 
(including large commercial ISPs) and the ability to switch the proxy between them at will. 
Some of the providers may even offer dynamic IP addresses, changing with every DHCP lease. 

                                                        
16 For an example, see Honeybrid, http://honeybrid.sourceforge.net/  

17 Arpd, http://www.honeyd.org/tools.php  

Figure 7: A fat sensor architecture 

http://honeybrid.sourceforge.net/
http://www.honeyd.org/tools.php
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In the case of client honeypots, there is probably a less of a need for interleaving network 
addresses with production machines. A completely isolated network may be sufficient. If 
deployed in a production network, additional effort should be made to isolate the honeypot in 
other network layers. It is very likely that a high-interaction client honeypot will eventually get 
infected and will try to spread malicious activity over the network.  
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5 Inventory and evaluation of honeypot solutions 

This section describes the core part of the study, consisting of an inventory and evaluation of 
honeypot solutions. The primary focus is on standalone, free, publicly available honeypot 
solutions that can be downloaded and used by a CERT team. These solutions were tested and 
evaluated according to the criteria introduced in this chapter. Additionally, this chapter has 
been extended to include hybrid solutions and early warning systems that utilise honeypot 
technologies. The evaluation criteria do not apply to these types of systems ς extended 
descriptions are provided instead. Note that while an effort has been made to describe the 
criteria used for evaluation and carry out tests in a manner that is as objective as possible, the 
authors acknowledge that some interpretation of the results may be subjective and up for 
discussion, especially with configurable systems. 

5.1 Evaluation criteria 

The honeypots that have been analysed were evaluated according to the list of criteria 
described in this section. Each criterion has a well-defined grading scale. In addition to normal 
evaluation criteria, there are two meta-criteria that summarise overall cost and usefulness for 
a CERT. 

Note that the intention of the study was to focus on the practicality of a solution, not 
necessarily its research or academic value. This meant the development of new criteria for 
evaluation. The objective was to offer insight into which solutions are best from the point of 
view of deployment and usage by a security team ς particularly a CERT team.  

5.1.1 Detection scope 

Detection scope describes the range of different attack vectors that can be detected by the 
honeypot. For server-side honeypots it is the total number of services that an attacker can 
interact with. For client-side honeypots it is defined as the number of different applications 
(also in the form of plugins, e.g. PDF viewers for web browsers) that can take part in the 
interaction with a remote attacker. The rating is not dependent on the quality (accuracy) of 
the emulation. In contrast to all other criteria, rating is not quantitative but informational only 
(hence the rather generic definitions) ς depending on specific requirements, a more 
specialised or generic solution may be preferred.  

Specialised 
Specialised detection scope solutions focus on monitoring attacks on a single class of 
applications/services or protocols. It may be useful but requires additional honeypots to cover 
other applications/services. 

Multi -function  
Multi-function solutions can be used for monitoring more than a single class of 
applications/services or protocols. It may consist of a predefined set of applications, usually 
with the capability of adding more functionality beyond that offered by the authors. 
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5.1.2 Accuracy of emulation 

Accuracy of emulation describes the similarity of the application (for client honeypots) or 
service (for server honeypots) emulated by the honeypot to its real counterpart. Accuracy, 
sophistication of interaction with the attacker and the difficulty in identifying the presence of 
a honeypot were evaluated. This rating is not dependent on the detection scope. 

Note: This criterion does not apply to high-interaction honeypots, which offer real 
applications or services. 

Poor 
Applications (or services) do not provide for any interaction with the attacker (with the 
exception of functionality provided by the operating system, e.g. completing a TCP 
handshake) or the emulation is completely incorrect.  

Fair 
The solution is able to emulate the initial phase of interaction between a service or an 
application and the attacker. The honeypot is easy to detect, e.g. sends incorrect responses to 
standard requests.  

Good 
The behaviour of applications or services is emulated fairly well, although not perfectly ς the 
honeypot can sustain interaction with the attacker even after the initial phase. Detection of 
the honeypot requires purposeful, atypical actions and the likelihood of accidental disclosure 
by an incorrect reaction is small.  

Excellent 
At least one application or service is emulated at a very advanced level. Accidental disclosure 
of the honeypot is unlikely. Detection of the honeypot is very difficult ς it requires the use of 
sophisticated methods focused on detecting minor faults in the emulation. Alternatively, an 
attacker would have to analyse application-level data provided by the honeypot to find 
inconsistencies (e.g. not enough detail, outdated information). 
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5.1.3 Quality of collected data 

 
Quality of Collected Data Evaluation Components 

Rating Excellent 

 

Good 

 

Fair 

 

Poor 

 

Scope of metadata Rich / Customisable Rich Basic 
No metadata / 
Accidental 

Metadata quality 
Good / 
Easy to analyse 

Correct / 
Easy to analyse 

Correct Incorrect / Poor 

Automatic 
classification 

Very reliable Mostly reliable No classification / Unreliable 

Table 2: Quality of collected data ς evaluation components 

This criterion is a measurement of the quality of data (in the context of a security system) 
provided by the solution. The assessment is focused on the additional information (metadata) 
describing captured traffic, which serves to enrich the raw data. (ΨRaw dataΩ was defined as 
unprocessed, uninterpreted and unfiltered data captured as a result of the ƘƻƴŜȅǇƻǘΩǎ 
activity, e.g. full network traffic in the PCAP format, memory and file system dumps). 
Metadata consists of contexts of data acquisition (time, addresses, etc.) and results of any 
processing of raw data that the solution performs (e.g. decoding details of high-level 
protocols). Additionally, we take into account whether the solution performs automatic 
classification of events and the quality of such classification (i.e. presence of false positives). 

Poor  
The system does not collect any metadata or they are very limited, difficult to obtain and are 
an accidental by-product rather than a result of proper analyses (e.g. when obtaining the 
exact date and time of an event can be done only by reading timestamps of a log file). 
Alternatively, gathered metadata is flawed, distorted and misleading as a result of faults of 
the software. No automatic classification of events or a very low quality of classification.  

Fair  
Collected metadata is limited but it contains most of the information that is relevant in the 
context of a security system. No automatic classification of events, or the classification has 
very poor accuracy. 

Good  
The solution provides rich, easy-to-analyse metadata and its scope is partially customisable 
but there is no automatic classification of events, or it has a very poor accuracy. Alternatively, 
the honeypot provides a sufficient, albeit incomplete set of metadata, and is complemented 
by automatic classification mechanisms that give results reliable enough to utilise them as 
auxiliary information for security systems.  

Excellent  
The solution provides rich, complete and easy-to-analyse metadata, and its scope is 
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customisable. All events are automatically classified according to multiple criteria, 
customisable to a degree. Classification results are of a high quality. 

5.1.4 Scalability and performance 

 
Scalability and Performance Evaluation Components 

Rating Excellent 

 

Good 

 

Fair 

 

Poor 

 

Simultaneous sessions Hundreds or more Several dozen Few One 

Throughput High Average Low 

Table 3: Scalability and performance ς evaluation components 

Scalability and performance evaluates throughput of a single instance of the tool and the 
ability to distribute the load among multiple concurrent processes or computing nodes within 
a single honeypot system (horizontal scalability). The number of simultaneous sessions that 
can be handled by the honeypot ς both incoming (e.g. SSH connection) and outgoing (e.g. 
interaction with a remote HTTP server) ς when installed on a single server is also an important 
evaluation component. To estimate the performance, we assume that the solution will be 
deployed on a typical contemporary server, with the following approximate hardware 
parameters: 4 CPU cores, 16 GB RAM, an array of magnetic (non-SSD) hard disks. Note that for 
evaluation purposes we are comparing honeypots against their corresponding real-world 
applications. For example a web app honeypot may receive quite a high number of parallel 
requests per second and must be able to handle them. On the other hand a USB honeypot is 
probably attacked infrequently and thus has plenty of time to handle the attack. 

Poor  
The tool installed on one server cannot handle more than a single session at a time. The 
reason may be insufficient throughput or architectural limitations. It is difficult to scale the 
solution horizontally, or an increase in throughput achieved this way is not proportional to 
allocated resources.  

Fair  
The tool installed on one server can handle multiple simultaneous sessions. Throughput of the 
honeypot may be slightly below average in comparison to other solutions with a similar 
detection scope. The tool does not provide any mechanisms that would simplify horizontal 
scaling; nevertheless, it is feasible.  

Good  
The solution deployed on a single server is able to handle many simultaneous sessions. 
Throughput of the honeypot is comparable to other solutions with a similar detection scope. 
The tool does not provide any mechanisms that would simplify horizontal scaling; 
nevertheless, it is feasible. 
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Excellent  
The honeypot installed on a single server is able to handle a large number of simultaneous 
connections offering significantly higher throughput than competing solutions. The tool is 
designed for horizontal scaling and provides extra facilities that make such deployment easy.  

5.1.5 Reliability 

 
Reliability Evaluation Components 

Rating Excellent 

 

Good 

 

Fair 

 

Poor 

 

Continuous working 
time 

Over 1 month 15ς30 days 3ς14 days Less than 72 hours 

Supervision Minimal Custom tools Continuous 

Stability under load No problems Minor issues Occasional problems Serious problems 

Incorrect data Not observed Observed 

Table 4: Reliability ς evaluation components 

Reliability corresponds to the stability of the solution under load. Problems like unresponsive 
processes, abnormal shutdowns and other cases of incorrect runtime behaviour are included 
here. The purpose of this evaluation is to determine the cost of administration of a given 
solution (amount of supervision required) and to identify tools that can cause problems after 
deployment. Naturally, certain conditions that cause instability of the tool might not occur 
during tests. This assessment is partially based on unverified user reviews and 
approximations, as well as expert knowledge of the testers, not necessarily formal test time 
benchmark analysis. 

Poor  
In conditions similar to the production environment, the tool has serious problems within 72 
hours from start and requires significant administrative supervision.  

Fair 
There are occasional (irregular) issues with stable operation in conditions similar to the 
production environment (e.g. unexpected termination of a process). Alternatively, symptoms 
of other problems that may affect stability of the tool or the entire system (e.g. incorrect 
addressing of resources, memory leaks) were observed. The honeypot requires custom 
monitoring procedures, e.g. creating a script for monitoring software. The tool should run 
continuously without problems for at least 72 hours, which allows restriction of human 
supervision to normal working hours.  

Good 
No unexpected application termination or hung process were observed, or they occur only in 
well-identified cases not present in standard use, e.g. when using experimental plugins. Minor 
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problems that do not affect the stability of the solution in medium-term operation 
(approximately one month), such as small memory leaks, are acceptable.  

Excellent  
The tool works reliably in the long period. There are no signs of any problems that may occur 
at a later time, after the solution is deployed in the production environment.  

5.1.6 Extensibility 

 
Extensibility Evaluation Components 

Rating 
Excellent 

 

Good 

 

Fair 

 

Poor 

 

Plugins API Complete Limited None 

Source code 
modifications 

Easy Average Difficult 
Impossible or too 

expensive 

Table 5: Extensibility ς evaluation components 

Extensibility measures the difficulty of extending existing functionality of the tool in order to 
adjust it to specific requirements. Such adaptation can be accomplished through creation of 
additional plugins (modules) or by modifying the ƘƻƴŜȅǇƻǘΩǎ ǎƻǳǊŎŜ ŎƻŘŜΦ ¢Ƙƛǎ ǇǊƻǇŜǊǘȅ 
determines if a honeypot can be adapted to detect new types of threats. Note: detailed 
source code analysis is beyond the scope of this document and, despite our best efforts, 
evaluation of code quality, comments, documentation, etc., may be subjective and cursory. 

Poor 
Extending the functionality of the tool is nearly impossible or too costly. There is no support 
for plugins. Source code is unavailable (proprietary software) or very difficult to modify (e.g. 
unreadable code, no documentation or unusual programming language and technologies).  

Fair 
Architecture of the honeypot is not suited for extensions (no support for plugins) but the code 
is open and it is feasible to adapt it. There is some documentation available, source code is 
not written in an unusual programming language and has comments. This grade is also valid 
for solutions where source code cannot be modified but which provide mechanisms to add 
custom plugins, as long as plugins can influence all aspects of the honeypot. Plugins may be 
difficult to implement due to a lack of documentation or lack of a stable programming 
interface (API) which changes significantly between versions. In summary, customisation of 
such a honeypot is possible but involves a substantial effort.  

Good  
The tool has a modular architecture and there are built-in mechanisms for adding new 
extensions, preferably as external plugins. Source code is available for modification, relatively 
easy to comprehend and, at least in the most complex parts, documented in comments or 
other form ƻŦ ŘŜǾŜƭƻǇŜǊΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴΦ IƻǿŜǾŜǊΣ ǘƘŜ ǇƭǳƎƛƴ !tL Ŏŀƴ ƘŀǾŜ ƭƛƳƛǘŀǘƛƻns and 
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