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1 Executive Summary

The present report provides an ontology of resilience alongside and embedding a taxonomy of
resilience. Telecommunications networks have been extended from the original circuit
switched model where reliability and availability were often simply stated as five nines, i.e.
uptime should be 99.999% over a year and availability was to give service at five-nines to all
subscribed users. How big the system had to be was most often simply determined using
Erlang's traffic modelling taking account of call attempts per hour and call hold time. As
networks have become increasingly more complex and more critical to business their
reliability and resilience have themselves become more critical to understand and engineer
into the network design.

The present report introduces two tools for understanding resilience as a network design
target and the output of those tools when applied to resilience. The tools introduced are
classification using taxonomy, and relationship modelling using ontology with taxonomy at its
core.

The following key elements that are addressed by the ontology design presented the
document:
e Application at multiple implementation levels (hardware, middleware, software),
network layers (network, application layers) on both the network and the user side.

e Application to the aggregation of cloud computing, real time detection and diagnosis
systems, sensor networks, future wireless networks and supply chain integrity.

e  Extension of means to derive definitions in standardization.
e I|dentification of the use of metrics for resilience measurement and compliance.

The ontology presented in this document offers an open, interoperable and scalable
framework, which is intended to lead to further development in standardization. The
document addresses ontology and taxonomy as methods that extend the role of standards in
complex areas by allowing more complex scenarios to be addressed than are normally
considered by standardisation. Resilience falls into this class of complex scenarios as the
solution set covers many different technologies and strategies than many simpler though
complex protocols.

The target audience consists of specialised audience of stakeholders involved in resilience and
the standardisation bodies that may contribute to resilience solutions.

This report was prepared for ENISA by a consortium formed by Cadzow Communications
Consulting Ltd. (UK) and the University of Piraeus Research Center (Greece) under the
leadership and guidance of the "Resilience of public Communication Networks and Services"
group at ENISA.

1



*
f**

+ *
* enisa Ontology and taxonomies of resilience

European Network
> I
and Information

Security Agency

2 Introduction

The ENISA report on gaps in standardisation related to resilience of communication networks
[3] stated that there is no consistent taxonomy for cyber security that identifies the role of
resilience. The purpose of the present document is to address this gap for resilience. The
document defines an ontology of resilience in order to address a behavioural dimension of the
topic with a taxonomy of resilience, network and security terms at its core.

In was shown in [3] that existing standards in the field of networks and network security have
so far only addressed resilience indirectly if at all and thus without detail definition of the role
of resilience as an objective in making networks secure (in the meaning of availability from the
conventional Confidentiality Integrity Availability (CIA) paradigm). However whilst in the CIA
paradigm the success of a measure is often directly measurable and thus a set of metrics exist
for comparison of 2 or more approaches, for say integrity verification, the existence of such
metrics in resilience is mostly lacking. As such metrics play a significant role in giving meaning
to any comparison of system resilience the identification of them is addressed within the
ontology developed and proposed in the present document.

The primary purpose of the ontology and its contained taxonomy defined in this document is
to use the results as the basis of definitions and processes in future work. The current
approach to definition in most Standards Development Organisations (SDOs) is to separate
definition from use and assume terms are always understood. For example the term threat is
defined as "potential cause of an incident that may result in harm to a system or organization"
but this approach doesn't put threat into context whereas using the approach of taxonomy
and ontology introduces the additional contextual dimensions, in other words the additional
concepts that a threat is enacted by a threat agent and leads to attack on the system
objectives. Ultimately the intent is to use the ontology within standards that have to be
followed for all network based resilience measures. This is not to state that ontologies are not
used in development of standards or of networks although it is hard to find explicit use of the
terms in existing standards. In practice it can be shown that many existing standards,
particularly in the security domain, tend towards ontologies in their structure (but not in their
terminology).

Before defining an ontology or a taxonomy it is essential to define what they are and why they
are of benefit. Supporting the definitions and rationale given in this document a complete
analysis can be found in [14] that also presents a methodology for developing and evaluating
ontologies (a summary of research in the field is given in Annex D).

Where stakeholders, i.e. the people, organisations, and software systems, are required to
communicate among themselves to achieve some specific objective they often misinterpret
the same subject matter due to a desire or imperative to translate to their personal context.
The misinterpretation leads to lack of a shared understanding that then leads to a number of
unwanted consequences that include:

e poor communication between these people and within their organisations,
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o difficulties when identifying requirements and defining a specification of an IT system,

e lack of interoperability, reliability, re-use and sharing capabilities, which lead to much
wasted effort (in common terminology leading to endless cycles of re-inventing the
wheel) because of different methods, sector specific terminology (jargon) and tools.

Without shared understanding acting as a unifying framework for the different viewpoints the
problems that arise from misunderstanding will continue, and exaggerate conceptual and
terminological confusion. Ontology is the term used to refer to the science and methods of
developing a shared understanding of some domain of interest which may be used as a
unifying framework to solve the above problems. An ontology entails or embodies a set of
concepts (e.g. entities, attributes, and processes), their definitions and their inter-
relationships with respect to a given domain. This is referred to as a conceptualisation and
may be implicit or explicit, depending on whether a subjective or objective analysis is
undertaken. Note however that the aims of standardisation and of both, ontologies and
taxonomies, is the same even if the practice is different. To this end a standard defines only
the minimum requirements for a product or service that implements it to work safely and
dependably with other products implementing the same (or associated) standards, i.e. if 2
mobile phones each implement the GSM standards they will be able to communicate with a
standards compliant GSM base station and make calls to each other. The key matter than
distinguishes those areas where taxonomy and ontology will give gain over conventional
approaches to standardisation is where complex multi-factor environments are brought
together to achieve new objectives. This is the case for resilience where conventional
requirements for availability do not address resilience directly but address the more readily
understood areas of reliability, maintainability and availability discretely rather than as they
would by consideration using ontology: In combination.

The following quote taken from the Shared Re-usable Knowledge Bases (SRKB)® electronic
mailing list summarises what an ontology is and the various forms and contexts it arises in.

QUOTE: "Ontologies are agreements about shared conceptualizations. Shared
conceptualizations include conceptual frameworks for modelling domain
knowledge; content-specific protocols for communication among
interoperating agents; and agreements about the representation of
particular domain theories. In the knowledge sharing context, ontologies are
specified in the form of definitions of representational vocabulary. A very
simple case would be a type hierarchy, specifying classes and their
subsumption relationships. Relational database schemata also serve as
ontologies by specifying the relations that can exist in some shared database
and the integrity constraints that must hold for them."

Th ttp.//www-ksl.stanford.edu/email-archives/srkb.index.html

3
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In [14], the domains or subject areas for use of ontologies is subdivided into the following

categories:

e Communication:

- Ontologies enable shared understanding and communication "between people
with different needs and viewpoints arising from their particular contexts" [14].

e Interoperability:

- Many applications of ontologies address interoperability in which different users
need to exchange data either in a practical deployment environment or in
development between different software tools. A major theme for the use of
ontologies in domains such as enterprise modelling and multiagent architectures
is the creation of an integrating environment for different software tools.

e Systems engineering:

- Specification:

In the specification of software systems, ontologies facilitate the process of
identifying the requirements of the system and understanding the
relationships among the components of the system among distributed teams
of designers working in different domains and provide a declarative
specification of a software system, which allows to reason about what the
system is designed for, rather than how the system supports this
functionality.

- Reliability:

Ontologies enable the use of (semi-)automated consistency checking of the
software system with respect to the declarative specification and can be used
to make explicit the various assumptions made by different components of a
software system, facilitating their integration.

- Reusability:

Ontologies in order to be effective must also support reusability, so that the
modules can be imported and exported among different software systems
and are used to provide a framework for determining which aspects of an
ontology are reusable between different domains and tasks. To be useful,
these ontologies must be customisable through extension, both to the class
of problems and the class of users, allowing the incorporation of new classes
of constraints and the specialisation of concepts and constraints for a
particular problem.
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Reusability Reliability
Specification

Figure 1: Uses for ontologies

Taxonomies have a close relationship to ontologies. Taxonomy is derived from 2 Greek words:
taxis, meaning the arrangement or ordering of things; and, nomos meaning anything assigned
a name, and the usage addressed by the thing. Taking an almost literal interpretation of this
suggests that taxonomies give structure to the naming of things and this is clearly the
approach used in biology and similar sciences. It has been suggested that there are three
characteristics that define a taxonomy:

e Ataxonomy is a form of classification scheme

- Classification schemes are designed to group related things together and to
define the relationship these things have to each other.

e Taxonomies are semantic

- Taxonomies provide a vocabulary to describe knowledge and information assets.
The vocabulary must be controlled to ensure that each entry in the taxonomy is
unambiguous and to also ensure that alternate or less precise terms are excluded.

e Ataxonomy is a kind of knowledge map

- A user of the taxonomy should immediately have a grasp of the overall structure
of the knowledge domain covered by the taxonomy. The taxonomy should be
comprehensive, predictable and easy to navigate.
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| Classification Scheme Semantic representation | Knowledge map ‘
Figure 2: Visualisation of the definition of a taxonomy

In many instances a taxonomy is considered 2-dimensional (which could be presented as a
simple table) whereas ontologies are often considered as 3-dimensional although by using a
and ontology is blurred.

taxonomy in an ontology as it proposed in this document the boundary between taxonomy
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3 An ontology for defining resilience requirements in network design

The design of a network has to balance a number of competing requirements. There are a
number of models that can be presented to express requirements but the one that is
prevalent in the security standards work presented at ETSI is that found in TR 187 011% and in
TS 102 165-1% in which requirements are derived from objectives as shown in figure 1 (taken
from TR 187 011).

Existing Standards

Security
Objective

Security
“System”

Security
Objective

Security
Objective

Existing Standards

Functional
Requirement

Functional
Requirement

Functional
Requirement

Functional
Requirement

Functional
Requirement

Functional
Requirement

Broad Intentions (What):

- Realistic
- Achievable
- Measurable
- Relevant

Behavioural Building Blocks:

- New and/or
features

existing

- Act together to meet the
defined Objective(s)

- May relate to more than
one Objective

Detailed
Requirement

Detailed
Requirement

Detailed
Requirement

Detailed
Requirement

Detailed
Requirement

Detailed
Requirement

Detailed
Requirement

Detailed
Requirement

Detailed

Detailed

Requirement

Requirement

Detailed
Requirement

Detailed
Requirement

Implementation Details (How):

- Atomic

- Structured:
- Preconditions
- Stimulus
- Response
- Categorized:
- Mandatory
- Recommended
- Optional

Figure 3: Security objectives and requirements

This hierarchy of objectives and requirements is related to the Threat Vulnerability Risk
Analysis approach to security design shown in figure 2 (taken from TR 187 011). However it
should be noted that by some additional modelling it can be shown that this approach to
requirements specification is ontological in structure:
An objective is satisfied by a functional requirement(s), the corollary or ontological

reverse relationship is that a functional requirement contributes to the satisfaction of

one or several objectives

’http.//docbox.etsi.org/TISPAN/Open/NGN_LATEST_DRAFTS/RELEASE3/07053-ngn-r3v372.pdf

3 http://docbox.etsi.org/EC_Files/EC_Files/ts_10216501v040101p.pdf
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e Afunctional requirement is satisfied through one or several detailed requirements,
corollary or ontological reverse relationship is that a detailed requirement contributes
to the satisfaction of one or several functional requirements

Perform TVRA

Specify

Specify
Operational

Specify

Operational
@ Objectives
(User

Functional
Requuirements

Security
Objectives

Y

. Specify
55:5:% Detailed
Requirements

R Fun_cllonal (Operational &
equirements -
Security)

Y

——» Process primary flow
<J}—— Process iteration flow

<= ---->=> TVRA information flow

Figure 4: Standards development process including security aspects

The set of requirements that is to be considered in networks covers a broad area with many
dependencies between requirements classes.
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class Requirements /

«Requirement»

foplsctivey PrivacyRequirements

Objectives

«Requirement»
Prerequsites

] |
;

«Requirement»
RegulatoryRequirements

«Requirement»
SecurityRequirements

«Requirement»
A Management
|
! |
«Requiremgnt» «Requirement»
AssuranceRequirements SystemRequirements
’ «Requirement»

ProtocolRequirements

«Requirement»
NNA

«Requirement»
QoS

«Requirement»
ServiceRequirements

«Requirement»
ResilienceRequirements

¢

«Requirement» «Requirement» «Requirement»
ReliabilityRequirements MaintainabilityRequirements Av ailabilityRequirements

Figure 5: Structure of requirements to be considered in network design

The addition of a specific class of "Resilience Requirements" which are themselves a
composition of requirements for reliability, maintainability and availability brings the concept
of resilience into the network design. Related to this is a requirement to have resilience
objectives for the system that are themselves realistic, achievable, measurable and relevant
as defined in ETSI TR 187 011 []. Underlying the introduction of resilience is the introduction
of requirements that relate directly to the 3 main metrics considered in [3] for the test and
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measurement of resilience: Reliability; Maintainability; and, Availability. Availability is already
explicitly described in the ontology for cyber-security described by ITU-T and by ETSI in TR 187
010 [].

The characteristics of resilience have been explored in earlier work in ENISA and there is a
degree of uncertainty over the point at which a system maintains availability and reliability
but fails to be resilient. Resilience can be perceived as a measure of ability to work through
stress and recover to the same initial condition when the stress is removed. In
telecommunications and information processing networks where the input conditions
typically tend towards chaotic identifying the stable point to return to after a stress event has
a degree of uncertainty. As such resilience is not a very straightforward item to define by
requirements. Using the model for specifying detail requirements in TR 187 011 of
preconditions, stimulus and response the precondition of resilience is the steady state, the
stimulus is the load that leads to stress, and the response is (eventually) a return to the steady
state. The problem from a requirements point of view is that if the initial response to stress is
to stop but the eventual response is to restart in the same initial state this could be argued to
be "resilient" but it is not as it is more correctly simply recoverable. A truly resilient network
has to maintain operation throughout the stress event (i.e. availability should not be
degraded) and also return to a state as if unaffected by the stress when the stress is removed.

EXAMPLE: A longbow has to be stressed to perform and as such the material of the
bow has to be designed to be sufficiently rigid such that when the bowstring
is drawn the bow itself does not fold but has to "give" at the ends of the bow
to allow the bowstring to be extended. When the arrow is released the bow
returns to its initial resting state. A failure of this stress-recovery cycle would
break the longbow so the entire bow as a system has to be designed to be
resilient.
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In the modelling of the ontology the key stakeholders in network resilience are identified. The
stakeholder model for resilience is similar to that in development at ETSI TISPAN for TS 187
001 but extended to the business domain.

Table 1: Stakeholders (actors) in the NGN and their roles

Actor

Role in resilience

Has relationships with ...

End user

Receiver of service (push)
Initiator of service (pull)

Content provider
Service provider
Regulatory authority

Manufacturer
Content owner Provides content for distribution by the content Content provider
provider Regulatory authority
Content provider Distributes content Content owner
e Ondemand End user

e Broadcast/Multicast

Service provider

Service provider

Provides services
e Ondemand (Pull)
e On event (Push)

Service provider
End user
Content provider

Regulatory authority

Provides legal framework for such items as
privacy, data protection, safety

Service provider
Content owner
Content provider

Manufacturer
End user
Law enforcement Recipient of data (LI/DR) Service provider
authority
Manufacturer Provides the software/hardware that enables the | Regulatory authority
network or service Service provider
End user
System integrator Brings content, software, hardware and service Content provider
together to supply to the service provider Manufacturer

Content provider

The stakeholder model for resilience therefore covers the same actors as for conventional
network design. However the role of the stakeholders in managing network resilience is
somewhat different from those considered in conventional network design.

11
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5 Taxonomy of resilience

A taxonomy that allows for classification of a network technology may for example state that
TETRA is an example of a 25KHZ bandwidth, 400MHz band, TDMA cellular technology
operating as a wireless access network. Unfortunately as TETRA can also operate at 900MHz it
would be necessary for a taxonomy to distinguish the two modes as separate types. A
taxonomy of networks where the classifications (taxoms) are based on shared characteristics
is shown in part in Figure 6. The aim of the taxonomy is to ensure that there is no ambiguity in
classification. In modern ICT systems however a single entity may have multiple characteristics
in parallel. This is best evidenced in a smartphone that holds characteristics of a cellular
phone but also contains characteristics of a personal computer. The classification schema of
Figure 6 may lead to a single entity such as a smartphone having multiple entries which is
potentially unsafe as it could lead to ambiguity.
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class Network Simple Taxonomy

Network
technology

T

Access
technology

i

Wireless

Wired

Cellular

mode

Network access

Ad-hoc mode

Access Method

i

OFDMA CDMA

FDMA

Operational band

T

System bandwidth

Core technology

i

Connection
oriented

Connectionless

A

T

Isochronous

Asynchronous

?

Ethernet

Interconnection
technology

Figure 6: Taxonomy of networks based on shared characteristic classification

If we take the model presented by Lacy in [8] the relationships in this simple hierarchical
taxonomy should represent "is @" relationships, so from the model given in Figure 6 we should
be able to state that "CDMA is an Access Method is a Cellular is a Wireless is an Access
Technology is a Network Technology" which doesn’t in fact make a lot of sense when written
back in this form although it could be argued that the diagram itself is meaningful. So for use

13
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in a semantic network (such as advanced telecommunications) that uses taxonomies and
ontologies illustrative approaches such as in Figure 6 may need to be re-thought to be more
amenable to machine processing.

The alternative to a shared characteristic classification of an evolutionary classification
scheme is similar to the one adopted in Figure 7 for the countermeasures and threat
modelling in the security domain.

class ThreatTree /
Threat
Interception Manipulation Repudiation DenialOfService
UnauthorisedAccess Masquerade Forgery InformationCorruption InfornationLoss

Figure 7: Taxonomy of threat

Here we can state that "Forgery is a Manipulation" and of course "Manipulation is a Threat"
(more correctly the "is a" relationship should be seen as "is a specialisation of", allowing the
reverse relationship to be written as "is a generalisation of"). Another example of describing
threat agents is given in Figure 8 although in this case each leaf requires additional definition
text to make it clear why for automated threat agents there is a distinction between
"scripted"”, "controlled" and "autonomous".
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class ThreatThree2 /

Threat

+|s performed by

ThreatAgent
+Enacts 9

0..*

1.

Automated

N

Manual

Scripted

Controlled

Autonomous

Figure 8: Taxonomy of threat agent showing link to threat taxonomy

Resilience can be expressed in the security model as shown in Figure 9. In this case 2 aspects
of resilience are shown:

e Resilience degrading measure is a specialisation of a threat agent; and,

e Resilience improving measure is a specialisation of a security countermeasure.
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class Resilience /

ThreatAgent

A\

DesignModule

«Countermeasure,asset»
SecCountermeasure

A

Resilience Degrading Measure

Resilience Improving Measure

Figure 9: Resilience measures in the security domain

When expressed as a threat agent the resilience degrading measures may be considered as
leading to a denial of service therefore the threat family attacked by the threat agent is denial
of service. In general however resilience is not a tangible asset in that providing resilience to a
system does not of itself guarantee a working model that the system will be invulnerable to
denial of service. If this is considered in the manner ENISA's report [] and the more recent
work on metrics there is a requirement to be able to express resilience by those system

elements we can control. This is shown in Figure 10.
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class Resilience /

«Metric»

SystemResilience ) Av ailability

isExpressedBy

«Metric»

Reliability
«Metric»

Maintainability

Figure 10: Resilience expression through metrics

To move this towards the grammar favoured by Lacy in [8] we may state:

e System resilience is expressed by the combination of the system's availability,
reliability and maintainability.

This allows further expression of how to give assurance of availability, of reliability and of
maintainability. The further development of the taxonomy is moved into the development of
the ontology in the next clause where the ontology described so far is used in the root of the
definitions and resulting associations.
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6 Ontology of resilience

6.1 Towards an ontology for network resilience

As identified in Annex D, there is a need for an ontology which will address the end-to-end
resilience, considering a heterogeneous mix of different implementation levels, network
technologies, human factors, and application domains.

Figure 11 shows the model for the end-to-end resilience ontology that is further decomposed
and examined in the remainder of this clause. "Resilience" is the main class located at the
centre of the ontology and is considered as the root for this analysis. It has direct relationships
with the classes "ThreatAgent", "Domain", "Metrics", "Threats" and "Means" where all the
relationships are defined based on the root, i.e. network resilience.

"Threats" are what "Resilience" confronts, namely the potential attacks against network
assets. In this concept, "confronts" is the relationship, while the inverse relationship may be
defined as "are confronted by". The "Threats" class has also its subclasses. Therefore, there
are "Security Threats"”, "Dependability Threats", "Disasters" as physical threats caused by
natural events, "Interaction Conflicts" as implicit threats due to incompatibilities/conflicts
among interacting network assets, "Changes" with respect to threats due to dynamic
conditions and "Supply Chain Attacks" (attacks being performed throughout the supply chain,
until the delivery of the equipment or service).

A "ThreatAgent" denotes the entity that threatens "Resilience", namely the agent who
performs the "Threats". In this concept, "is threatened by" is the relationship, while the
inverse relationship is "threatens". A "ThreatAgent" may be a "Human", a "Machine" or the
"Nature" itself.

"Domain" is by which "Resilience" is required, namely the domain where resilience applies. In
this concept, "is needed by" may be considered as the relationship and "needs" the inverse
relationship. Four domains can be distinguished in order to have an end-2-end consideration
of resilience, namely "Network", "Service", "Customer" and "Business".

"Metrics" are the attributes by which "Resilience" is expressed, since network resilience is an
integrating concept that encompasses such attributes. So, "is expressed by" is the relationship
and "express" the inverse relationship. There are mainly six resilience metrics [i.3], namely
"Availability", "Reliability", "Safety", "Confidentiality", "Integrity" and "Maintainability".
Confidentiality has a great prominence especially when addressing security, in the sense that
it represents the absence of unauthorized disclosure of information. In general, security is
considered as a concurrent composite of confidentiality, integrity and availability.

The "Means" class represents the means which have been developed to attain the various
resilience metrics and intend to either eliminate threats or fix vulnerabilities. Therefore, "is
enabled by" is the relationship and "enables" the inverse relationship. In this ontology, the
resilience means are kept at a high level representing management functions, since one of the
objectives, as also found out in Annex D, is to target an audience consisting of resilience
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stakeholders and mainly industry stakeholders. Of course, these management functions
manage some instruments/tools to which we will refer later. Resilience "Means" consist of
"Fault Management", "Trust Management”, "Supply Chain Integrity Management",
"Cooperation" when "Interaction Conflicts" exist, "Risk Management", "Governance",
"Security" in terms of security standards and tools, "Cognitive and Self-Management".

Each class is connected to its subclasses with an "is" relationship. Inverse relationship may be
"is a kind of". For simplicity, these relationships are only referred to when absolutely

necessary.
Fault Management|

‘ Disasters ‘ ‘Interaction Conflicts‘
Dependability
Management
. Supply Chain
Security Threats

Availability ?p\%‘@ Security
cont \%,Q,“ Cognitive and
[(¢] 3
Reliability nts Self-Management

iSExpressedB:
ot [ |
S Isyy
Confidentiality %(\e‘\@l /7"6’3 o,
: ¥ 0B,
Integrity
Maintainability Domain ThreatAgent

Network | Service | | Human | Machine
| Customer | | Business |

Figure 11: High level overview of resilience ontology

Supply Chain
Integrity Management

ITrust Managemen

Some of the classes existing in Figure 11 are analysed in more detail in succeeding clauses.
The relationship and inverse relationship remain "is" and "is a kind of", respectively.

"Security threats" consist of "Interception”, "Manipulation", "Repudiation" and "Denial Of
Service", to which we have also referred to in subsection 3.3 and which are depicted in Figure
12.

Security Threats

Interception DenialOfService

Manipulation Repudiation

Figure 12: Security Threats
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"Dependability threats" include "Failures", "Errors" and "Faults" as analysed in [i.3] and can be

found in Figure 13. "Supply Chain Attacks" are presented in the ENISA study [4] and
"Disasters" in the ENISA study [3].

Dependability
Threats

Errors Faults

Failures

Figure 13: Dependability Threats

"Supply Chain Integrity Management" is presented in the ENISA study [4]. "Fault

Management" is analysed in [i.3] and consists of "Fault Forecasting", "Fault Removal", "Fault
Prevention" and "Fault Tolerance" as depicted in Figure 14.

Fault Management]

Fault Forecasting Fault Tolerance

Fault Removal Fault Prevention

Figure 14: Fault Management

"Cognitive and Self-Management" corresponds to the well-known MAPE cycle [15]-[17],

namely Monitor, Analyse, Plan, Execute enabled with Learning (Knowledge) capabilities, and is
depicted in Figure 15.

Cognitive and
Self-Management

Monitor

Execute

Analyze Plan

Learning

Figure 15: Cognitive and Self-Management Management

The "Means" are supported by specific instruments, which make their effectiveness possible.
The relationship between "Means" and "Instruments" is "use" and the inverse relationship
"are used by". Therefore, the "Trust Management" uses mainly "Certification" (Figure 16).
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Trust Managemenq

uses

Certification

Figure 16: Trust Management instruments

"Security" requires mechanisms, services and policies according to [i.12]. Generic security
services include authentication, authorization, non-repudiation, privacy, intrusion-tolerance,
etc., while security mechanisms include specific techniques like encryption, digital signatures,
traffic padding, routing control, access control, firewall, redundancy, etc." [i.12] Security
policies define high level of assumptions and rules, such as the Bell-LaPadula confidentiality
model in military systems and the Clark-Wilson integrity model in commercial systems.
"Security" instruments are depicted in Figure 17.

Security
uses uses
. . Security
Security Services R
Y uses Mechanisms

Security Policies

Figure 17: Security instruments

"Cognitive and Self-Management" uses "Policies", "Context", "Profiles", which are analysed
later.

At this point, the definition of relationships and inverse relationships of the several classes
without the intervention of the root class "Resilience" is shown (the relationships are shown
in bold). Therefore:
e "Domain" is attacked by "Threats" (relationship) - "Threats" attack "Domain" (inverse
relationship).

e "Means" confront "Threats" (relationship) - "Threats" are confronted by "Means"
(inverse relationship)

e "Means" are attacked by "Threats" (relationship) - "Threats" attack "Means" (inverse
relationship).

e "ThreatAgent" performs "Threats" (relationship) - "Threats" are performed by
"ThreatAgent" (inverse relationship).

e "Domain" is protected by "Means" (relationship) - "Means" protect "Domain" (inverse
relationship).
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The previous classes and relationships are depicted in Figure 18.

protect

isAttackedBy

areConfrontedBy

Means

attack confront
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Figure 18: Resilience classes and relationships (without the intervention of class "Resilience")

Using the classes and relationships defined so far, an attempt will be made to combine them
and see how they interact in an end-to-end resilience concept. By this way, interactions can
be built such as the following examples:
e  "Cognitive and Self-Management" confronts "changes" (e.g. context changes, traffic
changes, KPI degradation) which are performed by "Human" (e.g. mobility, profile
change) and which ("changes") attack "Network".

e "Risk Management" confronts "changes" (e.g. outstanding business plans) which are
performed by "Human" (e.g. competition) and which ("changes") attack "Business".

e  "Security Mechanisms" (e.g. protocols, DNSSEC) confronts "Security threats" which
are performed by "Human" (e.g. malicious user) and which ("Security threats")
threaten "Service" (e.g. DNS application) BUT "Security Mechanisms" (e.g. protocols,
DNSSEC) are threatened by other "Security threats".

In order to build all these interactions, an analysis per domain will be followed.

6.2 Ontological examination of the Business Domain

NOTE: In this study, "Customer" is treated as a member of "Business" domain.
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Customer

Business [

ICT
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ITelecom Operators
Service providers | [System Integrators User

proguce/uses

produde/uses uses

ICT products

manage/coordinate

Network

Figure 19: Business domain

First, the definition of business with respect to network resilience is investigated. As depicted
in Figure 19, a business could be one of "ICT manufacturers", "Software vendors", "Service
providers", "System integrators" or "Telecom operators". This set comprises the target
audience of the derived resilience ontology, since they are the main stakeholders affected by
resilience. Furthermore, the "Customer" domain may be a business and "User" is an
instantiation of "Customer". The relationships of these businesses with the "ICT products" and
"Network" domain are also presented.
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Figure 20: Business scope and risks

A business may have either a large or a small/medium scope (Figure 20). By this criterion, it
may be distinguished to "Industry" and "Small Medium Enterprises" (SME). The relative
impact of an attack will always depend to an extent on the defences of the thing under attack.
As organisations grow and particularly as they diversify in their behaviour the risk presented
by any one attack to the whole is reduced, whereas an organisation that remains small and
focussed is much more susceptible to a focussed attack. Thus SMEs, when under attack would
tend to exhibit higher risk than larger or more diversified industries.

Threats

induce

] leadTolfTrue ]
Risks Incidents

Severity Level

Risk Management

Domain

Figure 21: "Threats" and "Risks"

The "Risks" and the relationship with "Threats" are depicted in Figure 21 and "ICT products"
are presented in Figure 22.
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Figure 22: ICT products

The "Business" domain has mainly three kinds of "Threats", namely "Supply Chain Attacks",
"Changes" in the business environment and "Interaction Conflicts" in the synergy with other
businesses (Figure 23). "Supply Chain Integrity Means" confront "Supply Chain Attacks", while
"Cooperation" between businesses helps confronting all these three kind of "Threats".
"Cooperation" is a kind of "Means", which protects both "Business" and "Network" domain,
since it confronts "Threats" corresponding to conflicting businesses and network assets,

relatively.

NOTE: In the area of business development where a large market can only be served by many different
manufacturers or operators cooperation through standardisation is often used to allow a market to
develop. In some cases regulatory constraints also encourage standardisation such as for use of
licensed radio spectrum or to prevent markets being dominated to the detriment of customers by
single corporations.
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. protect
Business
isAttackedBy
isAttackedBy
Supply Chain Interaction
Attacks Changes Conflicts
areCgnfrontedBy areConfrontedBy
Supply Chain ]
Integrity Means Cooperation
protect
Cooperation exists Network
among different not

only businesses
but also networks...

Figure 23: "Business" domain "Threats" and "Means"

6.3 Ontological examination of the Network Domain

"Network" is described in Figure 5. However, in Figure 24, the network domain is depicted
according to Operator organization levels. First, in the top of the hierarchy, there is the
Operational Support System (OSS) and the Business Support System (BSS). Then, Network
Management System (NMS) follows, which controls one or more management domains. Each
management domain has its Element Management System (EMS) that has the responsibility
for some Network Elements. However, an NMS can directly control a Network Element with
an incorporated EMS, that is with embedded capabilities. Network Elements were described
in Figure 22.

0Ss/BSS
NMS NMS
EMS EMS EMS
/
Network Elements|  [Network Elements|  [Network Elements Network Elements Netvv\\ll?trii( EE'i:glents

Figure 24: "Network" domain w.r.t. Operator organization levels
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Another interesting aspect is presented in Figure 25, where all the wireless technologies used
so far are depicted.

802.16e
Mobile WIMAX

EDGE
Evolution

- 802.11
wiero

1S-95C

CDMA2000

CDMAZ2000
1XEV-DO
Release 0, A, B

Wireless

TD-SCDMA
LCR-TDD

1S-95A 1S-95B
CDMA | GsM | | CDMA | Hscsb

| 1S-136 | |
TDMA

PDC | | GPRS | | iMode |

NOTE: The terms 2G, 2.5G, 3G, 3.5G and 3.9G are in common use but only 2G and 3G are officially recognised. 2G
refers to those cellular networks that use digital transmission and that replaced the first generation of
analogue cellular technologies (i.e. the AMPS and TACS systems) introducing security features including
terminal authentication and encryption of the speech channel. 3G refers to the succeeding generation
offering wider bandwidth than necessary for solely voice communication. The interim generations such as
2.5G by introducing GPRS to the GSM model moved from voice centric cellular communication to a model
supporting data transmission. The interim extensions of 3G have in like manner extended the data carrying
capacity of cellular networks by extensions of frequency band, channel bandwidth, and by extending the data
encoding of bits per symbol increased the available data transmission rate.

Figure 25: "Wireless" access technologies

Figure 26 presents an example of a heterogeneous network and the role of "Cooperation" as
the mean to federate and negotiate among the different networks.
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Figure 26: "Heterogeneous Networks"

In Figure 27, a description of "Network" domain "Threats" and "Means" is presented. The
main "Threats" of "Network" are "Changes" (e.g. traffic changes, mobility pattern changes, KPI
degradation, user profile changes) and "Interaction Conflicts" between network assets. The
current and future trend of networks will be to have different network segments and even
different networks (heterogeneous networks) to interact with each other. Moreover, some
management functions, located into different network assets, may be conflicting. This case is
enforced when autonomic functions are spread over the network layout (Self-Organizing
Networks (SON)) but also over all the Operator organization levels. "Governance",
"Cooperation" and "Cognitive and Self-Management" are the "Means" to confront both
"Interaction Conflicts" and "Changes". "Governance" provides rules and policies to fix network
instabilities caused by either "Changes" or "Interaction Conflicts". "Cooperation" resolves
"Interaction Conflicts", but also helps confronting "Changes". Finally, "Cognitive and Self-
Management" monitors the network, identifies any instability and triggers the appropriate
actions. Therefore, it is the main self-diagnosis and self-healing mechanism. Furthermore, the
learning capability enables to acquire knowledge, so that the next time similar trigger events
will be confronted more immediately. "Trust Management" is a more horizontal process,
encompassing all these means, although it is not included in Figure 27. This is because in such
an environment with autonomic and self-x processes, there is an urgent need to build trust
(trust in autonomics).
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Figure 27: "Network" domain "Threats" and "Means"

"Cognitive and Self-Management" has some instruments, namely "Policies", "Context" and
"Profiles" and "Governance" is achieved by "Policies". "Policies", "Context" and "Profiles" will
be analyzed later. However, in Figure 28, the relationships among the functions of "Cognitive
and Self-Management" (Figure 15) and "Policies", "Context" and "Profiles" are presented. In
the functions of MAPE cycle, arrows are used to identify the direction of the information, that
is when a relationship exists without an inverse relationship. "Monitor" feeds "Analyze" and
"Learning" with data, acquired through the use of "Policies", "Context" and "Profiles".
"Learning" builds knowledge, while "Analyze" analyzes/diagnoses the situation, derives the
specific configuration policies and feeds "Plan". "Plan" is the decision making function, which
decides also based on the knowledge, acquired so far by "Learning". "Plan" also feeds
"Learning" with the decision, in order to build knowledge on what solution has been given to
which problem for future use. Then, "Plan" orders the enforcement of the decision to
"Execute". Finally, "Execute" feeds "Learning" about the enforcement result.

Learning
Policies
feeds feeds
uses
uses ]

Context Monitor Execute

uses feeds orders
Profiles feeds

Analyze > Plan

Figure 28: MAPE cycle functions and Policies, Context, Profiles

29
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6.4 Ontological examination of the Service Domain

In Figure 29, the "Service" domain "Threats" and "Means" are presented.

Service
has
Quality Levels
isAttackedBy isAttackedBy iSAttackedBy
: Dependability
Security Threats Threats Changes
areConfrontedBy areConfrontedBy arerﬂfr&nted By
) isAchievedBy [ Cognitive and
Security Fault Management Self-Management

Figure 29: "Service" domain "Threats" and "Means"

"Service" domain has mainly three kinds of "Threats", namely "Security Threats",
"Dependability Threats" and "Changes". The first two are depicted in Figures 12 and 13.
"Security Threats" are confronted by "Security", using the instruments described in Figure 17.
"Dependability Threats" are confronted by "Fault Management", which is depicted in Figure
14. "Changes" are confronted by "Cognitive and Self-Management", which is depicted in
Figure 15 and achieves in an automatic way "Fault Management".

6.5 Ontological examination of the domain Information Exchange

This section describes in some detail the information exchanged between various components
of a wireless communication network (WCN), i.e. user devices, Access Points and the Network
Management System. The type of information exchanged between the components is first
presented, followed by an overview of indicative interactions among the WCN components.
This is categorised in Profiles, Context and Policies. The first two categories allow for the
perception/awareness of users, devices, infrastructure elements and the networks status,
while the third category facilitates governance of the network according to certain
requirements or goals.

6.5.1 Profiles

NOTE: The material presented in this clause has close relationships with the work published by ETSI in the
domain of User Profile Management (UPM) and in the domain of Universal Communications
Identifier (UCI).

6.5.1.1 User Profile

The User Profile (Figure 30(a)) comprises information on the user subscription and user
preferences regarding service provisioning. Such information includes the services that the
user has subscribed to and the corresponding Quality of Service (QoS) levels for each of these
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services. Moreover, the User Profile contains information on user preferences per Service and
QoS level in the form of a so-called Utility value. This information is obtained and updated
dynamically, following a process such as the one described in [i.13].

Access Point Profile
Access Point ID
User Profile Service QualityLevel
User_ID SaRitedlD QualityLevellD TRXProfile I
NetworkOperator_ID ServiceName =————| — I
Profile type ¥
UserClass TRXProfile TRX Profile
UserClassID TRX ID () TRX ID
UserClassName —_
Frequency "'6 Frequency
i 5 F
Serv_lce QualityLevel FreqBand E reqBand
ServicelD | ) alityl evellD
ServiceName - RAT
RAT ()]
= RATID N RAT ID
User Preferences e — o) IRAT GELE
Utility Values per Profile type, Frequency Frequency
Service , QoS level FreqBand FreqBand

(a) (b) ()

Figure 30: Profile information

6.5.1.2 User device Profile

The user device Profile (Figure 30(b)) comprises information regarding the capabilities of the
device and is associated with a specific User Profile, i.e. of the user currently using the device.
More specifically, the user device Profile includes the set of services that are supported by a
specific device. Furthermore, it includes information on the number of transceivers (denoted
as TRX in Figure 30) that the device can operate. Each transceiver (TRX) can operate at a set of
RATSs, at various frequencies.

6.5.1.3 Access Point Profile

This is similar to the user device Profile. An Access Point can comprise one or more
reconfigurable Transceivers (TRXs) which can operate at various frequency bands and sets of
RATs. Therefore the Access Point Profile (Figure 30(c)) comprises one or more TRX Profiles,
which in turn include the details of a specific transceiver, i.e. its ID and information on the
frequency bands and the RATs at which it can operate.

6.5.2 Context

6.5.2.1 User device Status

The user device functionality for deciding on the optimal device configuration takes into
account policies as well as the information obtained through learning on context and user
preferences and selects the optimal device configuration. In case this decision results in a
modification of the configuration of the device (e.g. in terms of RAT, QoS level, Services, etc)
the user device informs the network side (Access Point and/or CNMS) by sending a user

European Network
and Information
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device Status message. The user device Status (Figure 31 (a)) contains information on the
current configuration of the device, the running services, the active user profile and the most
recently acquired preferences of the user of the device. Essentially, this is a sub-set of the user
device Profile.

Access Point Context
Access Point ID

Access Point Config
Access Point ID

v
Service QualityLevel TRX Config
gsx:g‘zme QualityLevelID TRX ID
Allocated Uplink BW
Allocated DownlinkBW
UserClassLoad CoverageArea

User Class
UserClassID

UserClassName

Service QualityLevel
ServicelD QualityLevellD
ServiceName

UserClass Frequency FreqBand
UserClassID
UserClassName RAT
n RAT ID
lityLevelLoad
QualityLevelLoa RAT name
QualityLevel
Frequency FreqBand QualityLevellD Frequency
RAT Frequency User Freqiand
(A FregBand UserID
RATname xGeographicalCoordinate Service
- yGeographicalCoordinate ServicelD
S;arv[ceID QualityLevel L ServiceName
ervicel f
QualityLevellD| 7
ServiceName Yy i anlr-:y‘[l-e‘fg
ualityLeve

(a) (b) (c)

Figure 31: Context information

6.5.2.2 Access Point Context

This represents the context encountered by a specific Access Point. More specifically, it
comprises information on the current load of each active transceiver of an Access Point (TRX
Context in Figure 31 (b)), per User Class, Service and QoS level. This information is exploited
for the decision making on the optimal configuration of a specific Access Point or a certain
service area of the network.

6.5.2.3 Access Point Configuration

This information specifies the current configuration of an Access Point (Figure 31 (c)). In a way
it represents a part of the Access Point profile that is currently activated. More specifically,
the Access Point Configuration holds information on the transceivers that are (or should be)
activated on a specific Access Point, the corresponding RATs and Frequency bands, and the
services and QoS levels that can be supported (TRX Config).
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6.5.3 Governance policies

6.5.3.1 Business level entries

Business level entries are information provided at the business level related to the number of
users anticipated for an application, user class, in a certain location and time zone. In more
detail, as can be observed in Figure 32, business level entries comprise information on the
Number of users, the Traffic percentage, i.e. the number of concurrently active users
anticipated, the Location (e.g. Piraeus, Athens-center, ...), the Time Zone (e.g. 08:00-11:00,
21:00-22:00, ...), the Application (e.g. IPTV, ...), User Class (e.g. Gold, Silver, Bronze, ...), Quality
Level (e.g. High, Medium, Low), Quality level parameters (e.g. Bit rate, delay, jitter, ...) and the
Mobility pattern (e.g. High, low, train, car, ...).

Business Level Entry
Number of users
Traffic percentage

Location
LocationID
LocationName
Xcoords
YCoords

Time zone
Start Time
End Time

Application
Application 1D
Application Name

User Class
User Class ID
User Class Name

Quality Level
Quality Level ID
Quality Level Name

Quality Level Parameters i
Parameter ID
Parameter Name
Parameter reference values

Mobility pattern
Mobility ID
Mobility Name
Mobility type

Figure 32: Business level entry structure
6.5.3.2 High-level policies (associations)

High-level policies/Associations specify rules related to the relationship of applications with
user classes and quality levels, the relation of a certain application with other applications and
the relations between user classes. As can be observed in Figure 33 an association comprises
information on a set of applications. Each application may be associated with one or more
User Classes. Each User Class may be associated with one or more QoS levels. Each QoS level
is associated with one or more QoS parameters.

33
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Figure 33: Structure of high-level policies (associations)

6.5.3.3 Configuration Policies

Configuration policies specify rules or constraints that should be taken into account for the
selection of the optimal configuration of a service area, Access Point or Device. In this sense,
configuration policies refine the set of information comprised in the Profiles and Context
information. Configuration policies should be derived from business level entries and high-
level policies/associations. A policy is formulated as a set of a Compound Policy Condition and
a Policy configuration (Figure 34). A Compound Policy Condition comprises a Logical
Expression (e.g. AND, OR, XOR) and one or more Compound Policy Conditions or Policy
Conditions. A Policy Condition encompasses a Policy Expression (e.g. "equals", "greater than",
"greater equal", and "less than", "less equal”, etc) and a Policy Argument. A Policy Argument
includes User Class, Location, and Time zone information and basically indicates the devices
that are affected by the specific policy. A Policy Configuration indicates the RATs that can be
operated by transceivers of Access Points, as well as certain frequency bands per RAT in a
certain service area. Moreover it also may specify the services and corresponding QoS levels

that can be provided over certain RATSs.
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Figure 34: Configuration Policies structure
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7 Next steps

7.1 Standardisation

It has been suggested that a goal of this document is to encourage the use of ontologies in
standards development and in particular for the definition of approaches in standards to
provide resilience as a core attribute of a system. It is not suggested that ontologies and
taxonomies replace the existing approaches to developing standards but rather that the
approach outlined in this report is used to augment existing best practices.

The aim of standards developed in most SDOs is to achieve interoperability and interworking
of many different approaches to implementation. The approach defined in TR 187 011 is
indicative of best practice in this regard but when extended by use of tools such as message
sequence charts, validated state machines, formally specified data objects (say by using
ASN.1) many of the aims of ontologies and taxonomies to achieve shared understanding will
already have been met.

Where ontologies and taxonomies have greatest impact is in the specification of shared
understanding where the context is unclear and it has been shown that these tools may be
used as a stepping stone to achieving that shared understanding. Therefore it is
recommended that further work is done to ensure that the methods for standardisation are
extended to include the use of taxonomy and ontology. This should address the work of ETSI's
Methods for Testing and Specification (MTS) group in particular.

In terms of standardisation it is not clear if either a taxonomy or an ontology will become
normative as its purpose is to gain shared understanding as such it is proposed that such
techniques are used primarily in the context of informative or guidance documents (i.e. ETSI
Technical Reports, ETSI Guides).

7.2 Other ontologies and taxonomies in support of resilience

The bulk of this report has examined and decomposed the ontology of resilience and has
along the way had to consider ontologies and taxonomies for security analysis, and the
interaction of business with ICT but in order to address resilience some of these avenues have
been uncovered but not explored. It is therefore recommended that rather than leaving these
incomplete and unexplored that further work is undertaken (for example by standardisation
bodies) to complete these with a view to closing the gaps in ontological understanding.
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Annex B: Definitions and abbreviations

Definitions

For the purposes of the present document, the following terms and definitions apply:
asset: anything that has value to the organization, its business operations and its continuity
authentication: ensuring that the identity of a subject or resource is the one claimed

availability: property of being accessible and usable on demand by an authorized entity (from
ISO/IEC 13335-1)

confidentiality: ensuring that information is accessible only to those authorized to have
access

Identifier: series of digits, characters and symbols used to identify uniquely subscriber, user,
network element, function or network entity providing services/applications

impact: result of an information security incident, caused by a threat, which affects assets

integrity: safeguarding the accuracy and completeness of information and processing
methods

mitigation: limitation of the negative consequences of a particular event

preparedness: activities, contingencies and measures taken in advance to ensure an effective
response to the impact of hazards

NOTE: Source: United Nations International Strategy for Disaster Reduction; Available at:
http://www.unisdr.org/

residual risk: risk remaining after risk treatment

resilience: concept associated with resisting to the loss of capacity of a failure or foreseen
overload, optimizing the availability and quality of service of telecommunications systems and
support resources enabling a system to return to a previous normal condition.

risk: potential that a given threat will exploit vulnerabilities of an asset or group of assets and
thereby cause harm to the organization

threat: potential cause of an incident that may result in harm to a system or organization

NOTE 1: A threat consists of an asset, a threat agent and an adverse action of that threat agent on that
asset.

NOTE 2: AThreat is enacted by a Threat Agent, and may lead to an Unwanted Incident breaking certain
pre-defined security objectives.

threat agent: an entity that can adversely act on an asset

unwanted incident: incident such as loss of confidentiality, integrity and/or availability
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user: person or process using the system in order to gain access to some system resident or
system accessible service

vulnerability: weakness of an asset or group of assets that can be exploited by one or more
threats

NOTE: A Vulnerability, consistent with the definition given in ISO/IEC 13335, is modelled as the
combination of a Weakness that can be exploited by one or more Threats.

Abbreviations
For the purposes of the present document, the following abbreviations apply:
BSS Base Station Subsystem
CDMA Code Division Media Access
DNSSEC Domain Name System Security
ECN&S Electronic Communication Networks and Services
ENISA European Network and Information Security Agency
ETSI European Telecommunications Standardisation Institute
FDMA Frequency Division Media Access
ICT Information and Communication Technology
IPTV Internet Protocol Television
IPv6 Internet Protocol version 6
MIMD Multiple Instruction Multiple Data
MISD Multiple Instruction Single Data
MPLS Multi-Protocol Label Switching
NGN Next Generation Networks
NO Network Operator
OFDMA Orthogonal Frequency Division Media Access
QoS Quality of Service
RAT Radio Access Technology
SDH Synchronous Digital Hierarchy
SDO Standards Development Organisation
SIMD Single Instruction Multiple Data
SISD Single Instruction Single Data
SM Shared Memory
SME Small or Medium Enterprise
SM-R Shared Memory - Read
SM-RW Shared Memory — Read Write
SM-W Shared Memory - Write
SRKB Shared Re-usable Knowledge Bases
TDMA Time Division Media Access
TETRA Terrestrial Trunked Radio
TRX Transceiver

TVRA Threat Vulnerability and Risk Analysis
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Annex C: Existing taxonomies in resilience

This annex contains the results of a routine search of existing papers in the field with a view to
find the terms "taxonomy" and "resilience".
NOTE: The references are shown in annex A that came out of a simple search.

The development of taxonomies has been the source of much debate and many instances has
led to scientists falling out for many years. Traditionally taxonomy development has been on
the basis of shared characteristics with more modern taxonomy development, particularly in
biology, development has been based by classification based on evolutionary descent. The
latter approach is best characterised by modern biological classification and shown in Table C1
with examples of using the classification schema.

Table C.1: Classification examples from biology

Taxon Example — Modern man Example — domestic horse
Kingdom | Animalia Animals Animalia Animals
Phylum Chordata (subphylum Animals with a Chordata (subphylum Animals with a

Vertebrata) backbone Vertebrata) backbone

Class Mammalia Mammals Mammalia Mammals

Order Primates Primates Perissodactyla Odd-toed
ungulates

Family Hominidae Hominids Equidae Horse-like
mammals

Genus Homo Humans Equuus Horses and their
kin

Species Homo sapiens. Modern human Equus ferus caballus Domestic horse

In computing the first major taxonomical classification was made by Flynn [] and consisted of
4 categories following the rule of classification by shared characteristics:

SISD: Single Instruction Single Data
SIMD: Single Instruction Multiple Data
MISD: Multiple Instruction Single Data

MIMD: Multiple Instruction Multiple Data

These have been extended for each of the MIMD and SIMD classes with the additional
categories listed below:

SM-R: shared memory multiple reads to same location allowed
SM-W: shared memory multiple writes to same location allowed
SM-RW: shared memory, both multiple reads and writes allowed
SM: shared memory, both multiple reads and writes disallowed

TC: tightly coupled
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e LC:loosely coupled
e UC: uncoupled

This approach reinforces a classification of shared characteristics.

In the area of transport a number of taxonomies have been written with a view to
improvement of response to terrorist threats as considered by Cox et al [9]. Resilience is
considered in this area as having two dimensions: Static; and, Dynamic.
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Annex D: Existing ontologies in resilience

This annex contains the results of a routine search of existing papers in the field.

NOTE: The references are shown in annex A that came out of a simple search.

In [i.3], the main definitions relating to dependability and security are first given.
Dependability is examined with regard to such attributes as reliability, availability, safety,
integrity, maintainability, etc., while security brings in concerns for confidentiality. After these
basic definitions, the threats to dependability and security (faults, errors, failures), their
attributes, and the means for their achievement (fault prevention, fault tolerance, fault
removal, fault forecasting) are addressed. The major part of this analysis is given in the form
of ontologies. These dependability and security ontologies intend to explicate a set of general
concepts, of relevance across a wide range of situations and, therefore, helping
communication and cooperation among a number of scientific and technical communities,
including ones that are concentrating on particular types of system, of system failures, or of
causes of system failures. In this concept, the defined ontologies are also concerning
resilience, since dependability and security are prerequisites for resilience.

The major new contributions of [i.3] with regard to existing literature, as summarised by the
authors, are:
e The relationship between dependability and security is clarified.

e A quantitative definition of dependability is introduced.

e The criterion of capability is introduced in the classification of human-made
nonmalicious faults, enabling the consideration of competence.

e The discussion of malicious faults is extensively updated.

e  Service failures are distinguished from dependability failures: The latter are recognized
when service failures over a period of time are too frequent or too severe.

e Dependability issues of the development process are explicitly incorporated into the
taxonomy, including partial and complete development failures.

e The concept of dependability is related to dependence and trust, and compared with
three recently introduced similar concepts, including survivability, trustworthiness,
high-confidence systems.

Moreover, the authors state that the major strength of the concept formulated in [i.3] is its
integrative nature, which enables the more classical notions of reliability, availability, safety,
confidentiality, integrity, and maintainability to be put into perspective. The fault-error-failure
model is central to the understanding and mastering of the various threats that may affect a
system, and it enables a unified presentation of these threats, while preserving their
specificities via the various fault classes that can be defined. The model provided for the
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means for achieving dependability and security is extremely useful, as those means are much
more orthogonal to each other than the more classical classification according to the
attributes of dependability, with respect to which the development of any real system has to
perform tradeoffs since these attributes tend to conflict with each other. Finally, the
refinement of the basic definitions leads to a refined dependability and security tree.

Concerning what is intended to be done as future elaboration of [i.3], the authors identify six
main points:
e Expanding the discussion of security, for example to cover techniques for protecting
confidentiality, establishing authenticity, etc.

e Analyzing issues of trust and the allied topic of risk management.
e Searching for unified measures of dependability and security.

e New technologies (nanosystems, biochips, chemical and quantum computing, etc.)
and new concepts of man-machine systems (ambient computing, nomadic computing,
grid computing, etc.) will require continued attention to their specific dependability
issues.

e The problems of complex human-machine interactions (including user interfaces)
remain a challenge that is becoming very critical—the means to improve their
dependability and security need to be identified and incorporated.

e The dark side of human nature causes to anticipate new forms of maliciousness that
will lead to more forms of malicious faults and, hence, requirements for new defences
as well.

In [i.4], the definitions of resilience and the technologies for resilience are introduced.
According to the authors’ view, the adjective "resilient" has been in use for decades in the
field of dependable computing systems, essentially as a synonym of "fault-tolerant"”, thus
generally ignoring the unexpected aspect of the phenomena the systems may have to face. A
noteworthy exception is the preface of [i.5], which says: "The two key attributes here are
dependability and robustness. [...] A computing system can be said to be robust if it retains its
ability to deliver service in conditions which are beyond its normal domain of operation".
Fault-tolerant computing systems are known for exhibiting some robustness with respect to
fault and error handling, in the above sense, i.e., for situations exceeding their specification.

A total change of scale is needed when moving to the future large, networked, evolving
systems constituting complex information infrastructures — perhaps involving everything
from super-computers and huge server "farms" to myriads of small mobile computers and
tiny embedded devices. Such systems are in fact the dawning of ubiquitous systems, with
which, what is at stake is to maintain dependability, i.e., the ability to deliver service that can
justifiably be trusted, in spite of continuous changes.
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In this concept, [i.4] intends to make the step from dependability to resilience by considering
not only the fault but also the change tolerance and adaptation. Therefore, the definition of
resilience builds on the definition of dependability with the insertion of facing changes in
addition to faults and errors confrontation. So, briefly, resilience is seen as the persistence of
dependability when facing changes. A classification of changes and a respective diagram is
given. It is also emphasized, in the context of dependability that the changes can concern, or
induce changes in the threats the system is facing. Moreover, the changes can themselves
turn into threats, as in the case of mismatches between the modifications that implement the
changes and the former status of the system. Finally, the relationship between the
technologies for resilience, namely evolvability, assessability, usability, diversity, and the
means for dependability, that means fault prevention, fault tolerance, fault removal, fault
forecasting, is depicted.

Furthermore, in [i.6], the relationships among the changes, resilience scalability properties
and resilience scaling technologies, i.e. technologies for resilience, are depicted through an
ontology diagram. The concept is as follows. Accommodating functional, environmental and
technological changes at a satisfactory level of dependability and security induces the need
for scalability, which in turn drives the requirement for resilience policies, algorithms and
mechanisms to be extensible, composable, adaptive, and consistent with respect to the
assumed threats. The satisfaction of these scalability properties clearly requires that the
resilience policies, algorithms and mechanisms are evolvable, assessable, usable and diverse.

The work reported previously in [i.4] has been performed in the framework of the European
Network of Excellence ReSIST (Resilience for Survivability in Information Society
Technologies). ReSIST [i.7] addresses the strategic objective "Towards a global dependability
and security framework" of the 6™ Work Programme, and responds to the stated "need for
resilience, self-healing, dynamic content and volatile environments". It has integrated leading
researchers active in the multidisciplinary domains of Dependability, Security, and Human
Factors, in order that Europe has a well-focused coherent set of research activities aimed at
ensuring that future "ubiquitous computing systems", the immense systems of ever-evolving
networks of computers and mobile devices which are needed to support and provide Ambient
Intelligence (Aml), have the necessary resilience and survivability, despite any residual
development and physical faults, interaction mistakes, or malicious attacks and disruptions.

The objective of ReSIST project, as denoted in [i.8], a public document of ReSIST, named
"Resilience ontology: final", intends to create a structured representation of the resilience
concepts, in the form of a thesaurus and an ontology, which is to be able to use natural
language processing tools to perform computer-aided identification and classification of
existing documents concerned with resilience and to classify new documents as they are
generated. More explicitly, a hierarchical thesaurus is first created based on the terminology
extraction, then the thesaurus is employed to do automatic indexing of documents, followed
by the identification of a number of clusters by means of automatic clustering analysis, and
finally the resulting from the thesaurus final ontology will be compared with the ontology
existing in [i.3]. Resilience in [i.8] is defined as "the persistence of dependability in the

47



*
f**

+ *
* enisa Ontology and taxonomies of resilience

European Network
> I
and Information

Security Agency

presence of changes" in consistency with [i.4]. However, the term "dependability" is used as
an abbreviation for the definition given above, that is, for "resilience".

With respect to resilience ontology, an effort to create an ontology corresponding to [i.3],
within the ReSIST activity, is initially carried out in [i.8]. The first analysis of the ontology in
[i.3] dealing with the various types of faults, conducted by ReSIST, has instantly revealed that
this hierarchy contained almost no multiple inheritance, i.e., that the sub-fault relationship
spanned a tree rather than a graph. This results in an inappropriate and sometimes misleading
categorization of faults. Concerning the categorization of faults, [i.3] accounts for eight basic
viewpoints (whose possible combinations lead to 31 fault classes), which lead to various
overlapping groupings. A more detailed investigation of the distribution of potential faults
with respect to their viewpoints showed that this ontology implicitly encodes several subsets,
that is sub-fault relationships. Therefore, a new resulting fraction of the fault hierarchy is
proposed in [i.8], which explicitly considers some of the sub-fault relationships that [i.3]
misses. Since every knowledge-aware processing method can only take explicitly modelled (or
implicit but entailed) facts into account, it is important to represent even the supposedly
obvious.

The ENISA report on gaps in standardisation related to resilience of communication networks
[3] summarises and presents the following key elements:
e the definition applied to resilience in the context of standardisation,

e the identification and presentation of the major activities undertaken in the standards
developing organizations (SDOs) in either security or architecture that have a focus on
resilience,

e the identification where should work be undertaken in standardisation activity in
either security or architecture, there will be a positive impact on the resilience of
networks, in light of the current lack of specific activity on resilience as identified in
the SDOs,

e the provision of recommendations for future standardisation activities.

In this context, several isolated ontologies for resilience are introduced in the report. The first
ontology is given when discussing resilience against a network model, which derives from the
security analysis of systems under attack. Therefore, the electronic communications networks
and services (ECN&S) model is considered alongside the model of systems under attack, i.e.
the generic system security and attack model, which models a system as an aggregation of
assets which may be attacked in isolation or in combination with the aim of defeating the
system objectives. Whilst traditionally threats can be classified as one of four types
(interception, manipulation, repudiation of sending, and repudiation of receiving), and whilst
traditionally security objectives can be classified as one of four types (confidentiality, integrity,
accountability, and availability), it is the purpose of the report to explicitly consider only those
aspects that impact resilience as a composite of the typical security objectives. Thus, the ITU-T
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ontological model of cyber security stressing resilience is depicted, where a resilient
infrastructure is one of the protection measures in the cyber security model.

Other resilience ontologies are given when identifying the requirements for a taxonomy
covering metrics and risk categorisation to be applied to resilience. Firstly, an illustration of a
threat hierarchy is presented as an alternative model for considering both ontologies and
taxonomies. Then, an ontology of cyber-security, identified by the ITU-T and ETSI in TR 187
010, is illustrated and simplified, where it has been revised slightly to show that ‘resilient
infrastructure’ is one of the capabilities that enables protection. In this view, resilience is
shown to include measures to assure both availability and network integrity. In addition to
taxonomies and ontologies for the assessment of cyber security, there is a need to develop
metrics that allow an instantiation of a system to express its resilience. In this case, system
resilience may be measured or expressed in terms of its metrics. In this scope, a model
illustrating the metrics, used to express system resilience, is presented. Finally, when referring
to the theory of network resilience and basically identifying the areas of interest for the SDOs,
a hierarchical taxonomy of Hazards is given.

Another report for ENISA [2] is evaluating the effectiveness of three key technologies, namely
IPv6, DNSSEC, and MPLS, in improving the resilience of public eCommunication networks. This
study analyses the characteristics of those technologies and highlights their effect on the
resilience of the network. An overview of the characteristics of IPv6, DNSSEC, and MPLS is
given, and the resilience assisting features, as well as other properties that one has to aware
of to make an educated decision about their deployment are enumerated. When studying
resilience provided by DNSSEC, an ontology model presents the main threats against DNS. The
points shown on the left side of the model are discussed in more detail, while security issues
on the right side cannot be addressed by DNSSEC.

At a network level, [i.9] presents an open, scalable platform for the integration and
management of cognitive systems (IMaCS) that aims at both comprising various cognitive
management schemes, thus enabling efficient end-to-end operation, and abstracting the
complexity of the underlying infrastructure. The success of future generation networks will be
driven by the provision of ubiquitous, personalized services that can offer an enhanced user
experience. In order to support the provision of more and better services to users, and at the
same time deal with the complexity of the infrastructure of network operators (NOs),
advanced management functionality needs to be introduced in wireless systems, both on the
network as well as on the user device side, which will enable optimum, end-to-end operation.

In this direction, the IMACS platform introduces cognitive and self-management features in
the B3G world, with the aim of evolving current heterogeneous wireless system
infrastructures into an integrated, efficiently managed and scalable framework. Based on the
features of cognitive systems, cognitive systems can determine and configure their operation
not only in a reactive manner, i.e. responding to the detection of problematic situations, but
also proactively, so as to prevent issues undermining the optimal system function. In this
manner, cognitive management is an ideal mechanism in order to achieve network resilience.
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The information flow, presented in [i.9], has been formulated as ontology. This ontology gives
many advantages. Firstly, it offers interoperability and a shared vocabulary, which is crucial for
the integration of the different, proprietary, implemented platforms and test beds and for
smoothing the progress of introducing various cognitive schemes in future networks. This
possibility is enforced since the implementation of a ubiquitous communications environment
entails a great complexity of the underlying infrastructure that increases as networking
technologies continue to evolve and new ones emerge. Secondly, the ontology can be easily
extended or modified, which facilitates the integration of various software and hardware
components and thus allows the realization of validation, exploitation and demonstration
activities in a wide range of test cases and application areas. Future work plans include the
refinement and extension of the information flow ontology as well as the enhancement of
"plug and play" features.

In [i.10], an ontology proposal for the REMPLANET FP7 project [i.11], which aims at developing
methods, guidelines and tools for the implementation of the Resilient Multi-Plant Networks in
non-hierarchical manufacturing networks, characterized by non-centralized decision making,
is presented. In manufacturing and distribution networks, the traditional concept of static
Supply Chains is changing towards the operation and management (O&M) of heterogeneous,
dynamic and, geographically distributed partners. This new environment is making enterprises
changing the way they manage their trading relationships. Interoperability is a critical issue to
take into consideration when such collaboration needs appear due to the importance of
information exchange and distributed coordination needs.

The European Project REMPLANET is intended to create methods and tools in supporting
resilient organizational models. The project defines the concept of a resilient organization as
the capacity to respond rapidly to unforeseen change, even chaotic disruption. It is the ability
to bounce back — and, in fact, to bounce forward — with speed, determination and precision.
A resilient organization effectively aligns its strategy, operations, management systems,
governance structure, and decision-support capabilities so that it can uncover and adjust to
continually changing risks, endure disruptions to its primary earnings drivers, and create
advantages over less adaptive competitors.

Due to structural heterogeneity of REMPLANET integration scenarios, an ontological approach
is provided, intended to define a unified and commonly agreed understanding of main domain
concepts, and their relationships. This ontology will facilitate partners to understand how
concepts are interrelated and the information sharing, and to avoid interoperability problems
identified in an inter-operational environment such as conceptual barriers. The ontology has
been divided into three simpler views in order to facilitate understanding, namely Resilient
Organization, ICT Platform and Members and its related processes. The ICT platform
incorporates interoperability functionalities, to facilitate the supply network member’s
systems integration and allow each new member a fast connection to the network. Moreover,
this platform is considered a basis for the non-centralized decision making and allows
facilitating communication, achieving flexibility and preparedness to environments changes.
The ontology also allows the knowledge to be reused, shared, and enriched with more
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knowledge using templates and automated procedures. The authors also identify some issues
for further discussion, mainly concerning members and relationships.

The study of existing bibliography on resilience ontology has identified the following key
elements:

e Thereis need for an ontology which will address the end-2-end resilience. This
ontology will cover issues at different implementation levels (hardware, middleware,
software), network layers (network, application layers) including human factors, both
on the network as well as on the user side.

e There are several areas of interest, which are pointed in [4], namely cloud computing,
real time detection and diagnosis systems, sensor networks, future wireless networks
and integrity of supply chain. The derived ontology should be applicable to the
aggregation of them as much as possible.

e The ontology will bridge the gap existing in standardization. Actually, it intends to be a
form of guidelines for stakeholders, e.g. operators, policy makers etc., drawing the
direction for resilience and moreover for quality except availability.

e This ontology and the corresponding taxonomy will address also the metrics for
resilience.

e The ontology should offer an open, interoperable and scalable framework, which is
desirable to lead to standardization. The target audience consists of all the involved in
resilience stakeholders and mainly the industry stakeholders.
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Annex E: Ontology language files

The ontology examined in the core of the document is presented in an electronic attachment
to the document.
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