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ENISA MANAGEMENT 
BOARD NEWSLETTER 

September 2012 

Latest news 

- On 29 August ENISA launched an 
animation of the European Cyber Security 
Month (ECMS) logo. This animated logo 
has been created by using the portraits 
sent by people who participated in the 
Security Month advertising campaign that 
ran earlier this year.  

 

 

 

 

 

-On 30 July ENISA published its flash note 
calling for a joint effort between end-users 
and service providers to protect our online 
identity. Full text available here: 
http://www.enisa.europa.eu/media/press-
releases/FlashNotePasswords.pdf 

- On 23 July the European Commission  
launched a public consultation to help it 
prepare a legislative proposal on network 
and information security, which will be an 
important element of the upcoming EU 
strategy on cyber security. The 
consultation runs until 12 October 2012. 
The link for the public consultation: 
http://ec.europa.eu/yourvoice/ipm/forms
/dispatch?form=securitystrategy2 

-ENISA was pleased to host a visit from 
the European Ombudsman on 19 July, 
as part of his series of “own-initiative” 
visits to all EU Agencies 
 

 
 
 
 
 
 
 
 
 

 
European Ombudsman  Nikiforos Diamandouros 
The Ombudsman is looking at 
administrative good practice in all EU-
bodies. 
 

-ENISA’s Executive Director, Professor 
Udo Helmbrecht and the management 
team on 18 July hosted a delegation 
from the European Parliament’s 
Committee for Industry, Research, and 
Energy (ITRE). 
 
 
 
 
 
 
 
 

 
Pictured left to right are: Udo Helmbrecht, Giles  

Chichester, Amelia Andersdotter and Ivailo Kalfin. 
 

-On 17 July the Executive Director 
met Regional Governor of Crete, 
Stavros Arnaoutakis to discuss 
further cooperation between 
ENISA and the Region.   

-On 5 July ENISA published its Flash 
Note: ““High Roller” online bank 
robberies reveal security gaps”, 
creating a wave of feedback online. 
Some articles referred to a blog 
which called ENSIA’s advice ‘blunt, 
timely and refreshing’. The 
respected ‘Krebs on security’ blog 
also covered the note. Most stories 
picked up on the recommendation 
that banks should assume 
customers’ PCs are infected. This is 
not current practice.  

 

 

 

 

-On 8 June ENISA held a meeting 
with the FORTH Institute, which 
hosts the Agency. The Executive 
Director (front, centre left) and MB 
Member for Greece, Prof. 
Constantine Stepahnidis of FORTH 
(front centre right) are pictured 
with ENISA and FORTH colleagues.  

Welcome 
 

Dear Members of the ENISA Management Board, 

Welcome to the new issue of our MB Newsletter. You will find inside a summary of our activities for 
the period June - September 2012. Our aim is to highlight some of the main topics ENISA is currently 
tackling. Although information about operational contracts awarded is public, for your convenience, 
please find a table showing contracts awarded to implement our Work Programme 2012. As ever, 
please feel free to share the newsletter with any of your colleagues or associates who may find it of 
use. For enquiries, or to submit news items, please contact: Ingrida.taurina@enisa.europa.eu.  

With best wishes, 

 
Udo Helmbrecht 
Executive Director  
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ENISA Recruitment news! 
Seconded National Experts 
Closing date: September 17, 2012 
To apply: http://www.enisa.europa.eu/recruitment/vacancies/seconded-national-experts-1  
 

Security and Resilience of Communication Networks Officer                            
Closing date: 17 September, 2012 
To apply: 
http://www.enisa.europa.eu/recruitment/vacancies/security-and-resilience-of-communication-networks-officer-1  
 

Experts in Network and Information Security 

Closing date: October 01, 2012 

To apply: http://www.enisa.europa.eu/recruitment/vacancies/experts-in-network-and-information-security 

ENISA analyses cyber security legislation & spots 

implementation gaps; incidents remain undetected or not 
reported 

In a new paper ENISA takes a snapshot of existing and future EU legislation on security measures and incident reporting. The analysis 
underlines important steps forward, but also identifies gaps in national implementation, as most incidents are not reported. 

ENISA experts produced an overview of common elements and differences in EU-incident reporting legislation:

 

In conclusion ENISA experts noted that in recent years, much progress has been made, in terms of addressing incidents and 
increasing transparency about incidents. National authorities, for example, recently submitted to ENISA and the European 
Commission, the first Article 13a incident reports regarding severe incidents that occurred in 2011. The vast majority of national 
authorities use a single set of security measures and a common reporting template allowing for efficient collection and analysis. 
ENISA will publish an analysis of the 51 reported severe incidents in September 2012. From next year, every spring ENISA will collect 
annual incident reports and publish an analysis of incidents from the previous year. For example, next spring, 2013, ENISA will publish 
an analysis of the 2012 incidents. 

The full report can be found at: http://www.enisa.europa.eu/activities/Resilience-and-CIIP/Incidents-reporting/cyber-incident-
reporting-in-the-eu  
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Contracts Awarded - Work Programme 2012 

  

       

Tender  NO Procedure Project Title 
Work Package 

2012 
Contracted 

Value 
Contractor 

Contract 
Signature 

Date 

Supporting and enhancing CERTs operational capabilities                        

P/26/11/TCD OPEN 

LOT 1: Further definition and deployment 
of baseline capabilities for 
national/governmental CERTs                        

WPK 3.3 €68.400,00 IDC CEMA s.r.o. 29/02/2012 

 LOT 2: Further development of 
capabilities to provide training and 
exercises for CERTs    

WPK 3.3 €66.000,00 S-CURE BV 29/02/2012 

 LOT 3: Proactive detection of security 
incidents: Honeypots 

WPK 3.1 €28.500,00 NASK 29/02/2012 

Cyber Exercises on CIIP - 2012           

P/27/11/TCD OPEN 

LOT 1 - Tools for Planning and 
Conducting Exercise                          WPK 2.2 - Cyber 

Exercises 

€58.000,00 4C Strategies AB 17/02/2012 

LOT 2 - Stock Taking of National and 
International Exercises 

€24.800,00 Crisis Plan B.V. 17/02/2012 

Auditing, Incident Reporting Framework and Cyber Security Strategies              

P/28/11/TCD OPEN 

LOT 1 - Article13a : Auditing Framework                                     WPK 2.4 - 
Implementing 

Article 13a 

€35.000,00 TNO 12/03/2012 

 LOT 2 - Article13a : Incident Reporting 
Architecture Framework - CIRAS 

€40.000,00 
University of 

Glasgow 
21/03/2012 

 LOT 3 - Good Practice Guide on Cyber 
Security Strategies 

WPK 2.3 EP3R €39.800,00 PWC 09/03/2012 

Cloud Computing, Smart Grids and Interconnected Networks for CIIP     
    

P/29/11/TCD OPEN 

LOT 1 - Cloud and CIIP: Critical 
dependencies on Cloud computing WPK 2.1 Further 

Securing EU’s 
Critical 

Information 
Infrastructures 
and  Services 

_ not awarded N/A 

 LOT 2 - Minimum Security Measures for 
Smart Grids                   €50.000,00 

DELOITTE 
BEDRIJFSREVISORE

N CVBA 
08/03/2012 

LOT 3 - Good Practices on Rerouting and 
Emergency Communications 

_ not awarded N/A 

Support and enhance cooperation between CERTs and with other 
communities                   

        

P/01/12/TCD OPEN 

LOT 1: Good practice guides for CERTs in 
addressing operational and 
legal/regulatory NIS aspects of 
cybercrime                                                            

WPK 3.3 €100.617,00 
RAND EUROPE 

CAMBRIDGE LTD 
23/04/2012 

 LOT 2: Development and deployment of 
EISAS – pilot project    

WPK 3.3 €50.000,00 LMU Munchen 25/04/2012 

LOT 3: CERT Inventory update & upgrade WPK 3.1 €10.000,00 
DELOITTE 

BEDRIJFSREVISORE
N 

23/04/2012 

              

P/03/12/TCD ROC 
Emergency Communication Services: 
Stocktaking on Mechanisms and Policies 
for Communications during a Crisis 

WPK 2.1 Further 
Securing EU’s 

Critical 
Information 

Infrastructures 
and  Services 

€43.908,50 
ANALYSYS MASON 

LTD 
19/04/2012 

P/04/12/TCD ROC 
Cloud and CIIP: Critical dependencies on 
Cloud computing 

WPK 2.1 Further 
Securing EU’s 

Critical 
Information 

Infrastructures 
and  Services 

€49.000,00 
ANALYSYS MASON 

LTD 
19/04/2012 
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Title WPK Published/planned 

Analysis of the national annual summary incident reports 2011 
within the framework of Article 13a 

4.1 September  

Stocktaking Report on National and International Cyber Exercises   2.2 Planned (public) 

Roadmap on Cyber Exercises beyond 2012 2.2 Planned (on the resilience portal) 

EuroSOPEx 2012 Exercise Evaluation Report 2.2 Published (on the resilience portal) 

Cyber Exercise Scenario Modeling 2.2 Planned (on the resilience portal) 

Complete update of CERT inventory  document 3.1 Planned  

 

  Below are events ENISA is organising in September/October/November 2012: 

Event  Place, date 

Permanent Stakeholders Group meeting Athens, Greece, 13.09.2012. 

National Cyber Security Strategies Workshop Brussels, Belgium, 27.09.2012 

Critical Clouds Workshop  Amsterdam, the Netherlands, 
27.10.2012 

8
th

 Workshop Article 13a  Bonn, Germany, 17-18.10.2012 

Management Board  22
nd

 Meeting  Limassol, Cyprus, 09.10.2012. 

Annual Privacy Forum 2012 (APF’2012)  
(www.privacyforum.eu) 

Limassol, Cyprus, 10-11.10.2012. 

ENISA track @critis’12 Lillehammer, Norway, 17-18.10.2012 

Cyber Europe 2012 TBD 

EU-US Open Workshop on Cyber Security of ICS and Smart Grids Amsterdam, the Netherlands, 15.10.2012. 

7th CERT workshop - Part II, co-organised with Europol The Hague, the Netherlands, 16.-17.10.2012. 

High level event  “Europe’s cyber security – complementary roles” Brussels, Belgium, 27.11.2012. 

 
 
Below are events in which ENISA is participating1: 

Event  Place, date 

European Symposium on Research in Computer Security (ESORICS) Pisa, Italy, 10-12.09.2012. 

World eID Congress Nice, France, 19-21.09.2012. 

BRUCON Security Conference Ghent, Belgium, 26-27.09.2012. 

ETIS Community Gathering 2012 including Information Security 
Working Group Meeting 

Athens, Greece, 18-19.10.2012 

ISSE 2012, www.isse.eu.com  Brussels, Belgium, 23.-24.10.2012. 

SECURE 2012 Conference Warsaw, Poland, 22-24.10.2012. 

Hack.lu conference Luxemburg, 23-25.10.2012. 

IRISSCERT Cyber Crime Conference Dublin, Ireland, 22.11.2012. 

SE NILO Cyber Exercise  Stockholm, Sweden, 29.11.2012 

The 4th Annual Internet of Things Europe, www.iotconference.eu   Brussels, Belgium 12-13.11.2012. 

Meridian CIIP Conference  Berlin, Germany, 26-28.11.2012 

 

 

                                           
1 Number of additional invitations are under consideration 

Forthcoming ENISA Deliverables – latest update 

The table below shows the status of ENISA’s forthcoming publications - September/October 2012: 
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