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ENISA survey: Security
requirements of online
search engines and
market places

On 16 June ENISA launched a survey
to identify the security measures and
practices used by online search engines
and market places (ex. eBay, Amazon,
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playstore and other) as part of the study
it is conducting in the field. Experts
directly involved in information security
in the above mentioned categories were
invited to get in touch with the team to
acquire the credentials to participate in
the survey. The team could be contacted
via email address: dsp-security-
requirements@enisa.europa.eu.

ENISA Management
Board elects Jean-Baptiste
Demaison as its new chair
as from 18 October 2016

On 9 June the Management Board held
its extraordinary meeting to elect the
Chairperson of the Management Board
and the Deputy Chairperson for a period
of three years. MB representative from
France, Mr Jean Baptiste Demaison,
was elected as the Chairperson with his
mandate becoming effective on the
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18 October 2016. MB Representative
from Poland, Mr Krzysztof Silicki was
elected as Deputy Chairperson with
immediate effect.

ENISA’s structure and Management Board
members is available here:
https://www.enisa.europa.eu/news/
about-enisa/structure-organization

From left to right: ENISA’s Head of Stakeholder
Relations and Administration Department,
Paulo Empadinhas, new Vice-Chair of the MB,
Krzysztof Silicki, ENISA’s Executive Director, Udo
Helmbrecht, new Chair of the MB, Jean-Baptiste
Demaison, and ENISA’s Head of Core Operations
Department, Steve Purser.
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Udo Helmbrecht
Executive Director

European Union Agency
for Network and
Information Security

Dear members of the ENISA
Management Board,

Welcome to the new issue of our MB
Newsletter. We are pleased to provide you
with an overview of our latest activities.
This quarter was busy. Some of activities
included new look for the ENISA website,
the Management Board Chairperson and
the Deputy Chairperson elections, hearing
in the European Parliament, several
events, and some publications, to name

a few. As ever, please feel free to share the
newsletter with any of your colleagues or
associates who may find it of use.
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ENISA at CODE conference:
we need to build on

trust and security for

a connected world

ENISA participated at the 3rd annual
meeting of the Research Centre of Cyber
Defence (CODE) which took place at the
University of the Bundeswehr on the

15 and 16 June. ENISA Executive Director
Mr Udo Helmbrecht moderated discussion
panels during the two-day event. An
eHealth session presented by ENISA
focused on a real use case in a German
hospital.

National Liaison Officers
meet at ENISA
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ENISA’s network of National Liaison Officers
met on the 8 June in Athens to set up an
action plan for 2016 together with ENISA
experts. Developments in NIS during the
Dutch Presidency, the upcoming contractual
Public Private Partnership (cPPP), Critical
Information Infrastructure Protection in
France and the newly adopted NIS Directive
were extensively discussed.

ENISA’s Trust Services
Forum 2016
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A digital Europe
built on trust
ENISA supports the deployment

ENISA’s Trust Services Forum 2016 took
place in Brussels on 24 May. The 2016
edition focused on emerging issues
related to trust services across Europe,

as the date of entry of the provisions
related to trust services of the elDAS
Regulation approaches, coming into force
onJuly 1st 2016. The agenda consisted
of a series of presentations, panels and
open sessions set in place to discuss the
latest developments in the regulatory
framework, to exchange views on
identified implementation and operational
issues of qualified trust services and

to discuss strategies to strengthen
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the position of Qualified Trust Service
Providers in the Digital Single Market.

ENISA and Europol issue joint
statement on lawful criminal
investigation that respects
21st century data protection

On 19 and 20 May ENISA participated at
the Privacy in the Digital Age of Encryption
& Anonymity Online conference by
Europol-EIPA, taking place at The Hague.
The event provided a unique opportunity
to have an open, inclusive and transparent
debate among different view holders
towards finding a way to strike the right
balance between freedom and security
online. At the end of the conference,
ENISA Executive Director Mr Udo
Helmbrecht and Europol’s Director Mr
Rob Wainwright issued a joint statement
describing the challenges and proposing
possible avenues of solutions for lawful
criminal investigations that respect

21st century data protection. The joint
statement is available here:
https://www.enisa.europa.eu/publications/
enisa-position-papers-and-opinions/on-
lawful-criminal-investigation-that-respects-
21st-century-data-protection
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ENISA at EIF meeting
on Trust & Cybersecurity

ENISA’s Head of Stakeholder Relations
and Administration Paulo Empadinhas,
was at the EIF meeting on ‘Trust & Cyber-
security’ on 24 May in Brussels, presenting
public authorities’ support for trust in the
information society and cyber security.
Paulo Empadinhas highlighted the ten
key points which ENISA advises Member
States’ authorities, on how they can
continue to improve their cybersecurity
capabilities, especially with regards to
meeting the requirements of the NIS
Directive.

Highlights of Secure

Cloud 2016

ENISA organised together with the Cloud
Security Alliance and Fraunhofer FOKUS

the EU Cloud Security conference, Secure
Cloud 2016 on the 24 and 25 May in Dublin,
Ireland. Topics discussed focused on the
future of cloud security, in the era of l0T;
the announcement, for the first time, of the
French Cloud security framework by ANSSI,
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SECURE
CLOUD 2016

24-25 MAY 2016 // DUBLIN

and the presentation of the common label
for cloud providers produced by ANSSI and
BSI Germany. The European Commission
also shared its activities on the free flow of
data, while the DSPs shared their views on
the implementation of the NIS Directive for
incidents reporting and baseline security
measures, in a panel moderated by ENISA.

National coordinators meet to
prepare for ECSM launch

National coordinators from across Europe
gathered in Brussels in May in preparation
for the launch of this year’s European
Cyber Security Month. The meeting
focused on finalizing this year’s weekly
cyber security themes and the
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corresponding activities that will be taking
place during the European Cyber Security
Month (ECSM) running through the four
weeks of October. Coordinators also
worked on the organization the kick-off
event that will be taking place in Brussels
on the 30th of September at the premises
of the European Banking Federation (EBF).

ENISA’s Executive

Director addresses EP ITRE
Committee on key points
for cybersecurity for the EU

On 21 April, following the

Commission’s announcement on the

path to digitise the EU industry, ENISA
participated at the meeting of the
European Parliament’s Committee for
Industry, Research and Energy in an
exchange of views on cybersecurity in the
EU, and ENISA’s role in the implementation
of the Digital Single Market. Full speech
available here: https://www.enisa.
europa.eu/publications/ed-speeches/

cybersecurity-and-update-from-enisa

Greece
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Public consultation on
ePrivacy directive review

The European Commission seeks
stakeholders’ views on the current text
of the ePrivacy Directive as well as the
possible changes to the existing legal
framework to make sure it is up to date

with the new challenges of the digital area.

The consultation is open until 5 July 2016.

Technical phase of Cyber
Europe 2016 launched
by ENISA

On 26 April ENISA launched the technical
phase of Cyber Europe 2016 under the
Cyber Exercise Platform. The second
phase of the exercise is scheduled

for Autumn 2016.
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ENISA calls for partners
for the European Cyber
Security Month

ENISA invites public and private
organisations to show their interest to take
part in this year advocacy campaign by
filling in this web-form.

Paper on cloud forensics

On 1 June ENISA published a paper on
,Exploring cloud incidents” introducing

an analysis of the current approaches to
conduct a post mortem analysis of an
incident, occurring in a cloud environment.
The paper outlines the approaches for
cloud forensics, and challenges, including
those of legal nature.
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THE IMPLEMENTATION OF THE WORK PROGRAMME 2016

The table below lists contact persons in ENISA and contracts signed to support the implementation of the Work Programme 2016

Title of tender (Contractor) Contact person in ENISA

SO1. To develop and maintain a high level of expertise of European Union actors, taking into account evolutions in network and information security

WPK1.1. Improving the expertise related to critical information infrastructures

D1 Good practices on the security and resilience of smart cars and intelligent ~ Security and Resilience of Smart Cars and Intelligent Road Systems- Dimitra Liveri,
road systems (report and a workshop, Q4, 2016). LOT 1 (TRUSTED LABS SAS); Rosella Mattioli
Security and resilience for Smart health services and infrastructures —
Smart Hospitals- LOT 2 (TRILATERAL RESEARCH & CONSULTING LLP);
Securing Smart Airports- LOT 3 (TRILATERAL RESEARCH &
D3 Good practices on the security and resilience of smart airports CONSULTING LLP)
(report and a workshop, Q4, 2016).

D2 Good practices on the security and resilience of smart health services
and infrastructures (report and a workshop, Q4, 2016).

WPK1.2. Network and information security threats landscape analysis

D1 Annual threat analysis/landscape report (Q4, 2016). Procurement procedure in progress Louis Marinos
D2 Assessments on two key technology/application areas (governments, ENISA Thematic Threat Landscape 2016 LOT 2- Hardware Threat Louis Marinos,
small to medium-sized enterprises (SMEs), etc.) (Q4, 2016). Landscape and good practice guide (ERNW RESEARCH GmbH); Adrian Belmonte

LOT 1- Ad-hoc and sensor networking for M2M communications
Threat Landscape and good practice guide (UNIVERSITY OF PIRAEUS
RESEARCH CENTER)

WPK1.3. Research and development, innovation
D1 ENISA cryptographic challenges (Q3, 2016). Cryptographic Challenges for Education (CERTSIGN SA); Stefan Schiffner

D2 Recommendations on aligning research programme with policy in the Procurement procedure in progress Prokopios Drogkaris
specialised area of NIS (Q4, 2016).

D3 Study on security aspects of virtualisation (Q4, 2016). Study on security aspects of virtualization (CONSORZIO NAZIONALE Adrian Belmonte
INTERUNIVERSITARIO PER LE TELECOMUNICAZION)

PO Box 1309 71001 Heraklion = Greece  T+30 2814 409710 info@enisa.europa.eu  enisa.europa.eu
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Title of tender (Contractor) Contact person in ENISA

S02. To assist the Member States and the European Union institutions and bodies in enhancing capacity building throughout the EU

WPK2.1. Assist Member States’ capacity building

WPK2.1.A. Assistance in the area of operational security and NIS operational training

D1 deleted by Decision No MB/2016/5 Update of existing training material- LOT 2 (S-CURE BV); Yonas Leguesse,

D2 Follow-up/extension of the training methodologies work from 2014/15 New set of training material- LOT 3 (S-CURE BV) Lauri Palkmets
(Q4, 2016).

D3 Update of existing training material (Q4, 2016).

D4 Development of a set of new training material (Q4, 2016).

D5 On-request training for MS and EU bodies (Q4, 2016). Art.14 requests

D6 Good practice in incident tracking and taxonomy (Q4, 2016). Incident tracking and taxonomies (DELOITTE REVISEURS D Cosmin Ciobanu

ENTREPRISES SC SCRL*DELOITTE BEDRIJFSREVISOREN)
D7 Annual update of baseline capabilities (report) (Q4, 2016). In house
WPK2.1.B. Assistance in the area of Cybersecurity Strategies

D8 Assist and advise Member States on the establishing and evaluation In house, Art.14 requests
of NCSS (workshops Q1-Q4, 2016).

D9 Update good practice guide on NCSS (report, Q4, 2016). Updated Good Practice Guide on Designing and Implementing Anna Sarri
National Cyber Security Strategies (KPMG AG)

D10 deleted by Decision No MB/2016/5
WPK2.1.C. Assistance in the area of privacy and trust

D11 On-request support for MS decision-making in the areas of privacy In house, Art.14 requests
and trust (Q4, 2016).

WPK2.2. Support European Union institutions’ capacity building
WPK2.2.A. Information notes on NIS: production and review mechanisms (“info notes”)

D1 Review and adjust mechanism for production of info notes (Q1-4, 2016). In house

PO Box 1309 71001 Heraklion = Greece  T+30 2814 409710 info@enisa.europa.eu  enisa.europa.eu
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Restricted and public info notes on NIS (Q1-Q4, 2016). In house
WPK.2.2.B. Reinforcement of the NIS of Union institutions, bodies and agencies

D3 Restricted. Upon request, support the assessment of existing policies/ ENISA list of experts Vangelis Starvopoulis
procedures/practices on NIS within EU institutions (workshop, meetings,
Q1-4, 2016).

WPK2.4. Assist in improving the general awareness

D1 deleted by Decision No MB/2016/5

D2 ENISA cyber challenge (Q2, 2016). In house

D3 Provide guidance and support for ECSM ENISA list of experts Vangelis Starvopoulis
(dissemination material, Q4, 2016).

D4 Upgrade the online privacy tools portal and involve privacy experts PETs controls matrix- A systematic approach for assessing online Athena Burka
from different fields (dissemination material, Q4, 2016). and mobile privacy tools (AGENCIA ESTATAL CONSEJO SUPERIOR

DE INVESTIGACIONES CIENTIFICAS*CSIC)

S03. To assist the Member States and the European Union institutions and bodies in developing and implementing

the policies necessary to meet the legal and regulatory requirements of Network and Information Security

WPK3.1. Supporting European Union policy development

WPK3.1.A. Contribution to EU policy linked to secure infrastructures and services

D1 Contribute to EU policy in the area of cloud computing ENISA list of experts Rossen Naydenov
(workshops, meetings, Q1-Q4, 2016).

D2 Contribute to EU policy in the area of smart grids and ICS-SCADA Communication network dependencies for ICS SCADA systems Rosella Mattioli
(workshops, meetings, Q1-Q4, 2016). (EVERIS AEROESPACIAL Y DEFENSA SL)

D3 Support the policy discussions in the area of IT security certification Analysing the challenges of security certification in complex ICT Konstantinos Moulinos
(workshops, meetings, Q1-Q4, 2016). environments (KEMA NEDERLAND BV)

D4 Contribute to EU policy in the area of finance ENISA list of experts Rossen Naydenov

(workshops, meetings, Q1-Q4, 2016).

PO Box 1309 71001 Heraklion = Greece  T+30 2814 409710 info@enisa.europa.eu  enisa.europa.eu
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WPK3.1.B. Policy development and standards

D5 Recommendations for improving NIS in EU standardisation policy ENISA list of experts Slawomir Gorniak
(Q4, 2016).

WPK3.1.C. Towards a DSM for NIS and related IT Products and Services

D6 Restricted. Towards a DSM for NIS products and Services Towards a Digital Single Market for NIS products and services Rosella Mattioli
(workshops, report, Q4, 2016). (CENTRE FOR EUROPEAN POLICY STUDIES)

WPK3.2. Supporting European Union policy implementation
WPK3.2.A. Assist EU MS and Commission in the implementation of the NIS directive

D1 Contribute to the establishment of the cooperation group In house Konstantinos Moulinos
(meetings, workshops, Q2-Q4, 2016)

D2 Advice on the implementation of mandatory incident reporting for Guidelines for implementing mandatory incident reporting in the Dan Tofan
DSPs —input to the Implementation Acts (report, workshop, Q4, 2016). context of the NIS Directive (ERNST & YOUNG BUSINESS ADVISORY
SERVICES SARL)

D3 Advice on the implementation of security requirements for DSPs — input Security requirements for Digital Service Providers (ERNST & YOUNG Anna Sarri
to the Implementation Acts (report, workshop, Q4, 2016) BUSINESS ADVISORY SERVICES SARL)

D4 Assist MS in the identification of operators of essential services In house
(workshop, Q2-Q4, 2016)

WPK3.2.B. Assistance in the implementation of NIS measures of EU data protection regulation

D5 Evolution and state of the art of privacy enhancing technologies State of the art in applied online data protection and security Athena Bourka, Stefan
and their building blocks (Q4, 2016). Lot1 (DELOITTE REVISEURS D ENTREPRISES SC SCRL*DELOITTE Schiffner
BEDRIJFSREVISOREN)
State of the art in applied online data protection and security Lot2
(ITTI SP ZOO)
D6 2016 edition of the report on appropriate technological protection A framework on appropriate security measures for the processing of Clara Galan Manso
measures to preserve privacy and trust (Q4, 2016). personal data (SAFETECH INNOVATIONS SRL)
D7 Data protection and security in online and mobile applications See WPK 3.2 D5

(i.e. healthcare) (Q4, 2016).

PO Box 1309 71001 Heraklion = Greece  T+30 2814 409710 info@enisa.europa.eu  enisa.europa.eu



mailto:info@enisa.europa.eu
https://www.enisa.europa.eu
https://www.facebook.com/ENISAEUAGENCY
https://twitter.com/enisa_eu
https://www.linkedin.com/company/european-network-and-information-security-agency-enisa-
https://www.pinterest.com/enisaeu/
https://www.youtube.com/user/ENISAvideos
feed:https://www.enisa.europa.eu/front-page/RSS
http://www.slideshare.net/enisa_eu/

Q2/2016 MANAGEMENT BOARD NEWSLETTER NEWS 123 4567 89 CALENDAR 10 11

Annual Privacy Forum (Q2, 2016). Organisation of the Annual Privacy Forum 2016 (JOHANN WOLFGANG = Stefan Schiffner
GOETHE-UNIVERSITAT)

D9 Guidelines for data controllers on securing the automated processing See WPK3.2.D6
of personal data (Q4, 2016).

WPK3.2.C. Assistance in the implementation of mandatory incident-reporting schemes

D10  Annual incident analysis report (Article 13a) In house
(workshop and report, Q3, 2016).

D11  Analysis of security measures deployed by e-communication providers Analysis of security measures deployed by e-communication [lias Bakatsis
(workshop and report, Q4, 2016). providers (IDC CEMA SRO)
D12 Contribute to EU policy in the area of electronic communications sector ENISA list of experts Rosella Mattioli

(workshops, meetings, Q1-Q4, 2016).

D13  Engaging elDAS competent authorities in the implementation of Article In house
19 (workshops, meetings, Q1-Q4, 2016).

D14  Guidelines for mandatory incident reporting in the context of eIDAS ENISA list of experts Konstantinos Moulinos
(report, Q4, 2016).

WPK3.2.D. Support for policy implementation in the area of electronic identification and trust services

D15 Update on standards for trust services and electronic identification Procurement procedure in progress Slawomir Gorniak
(Q4, 2016).

D16 Report on security recommendations for relying parties Security recommendations for relying parties and end users of trust Clara Galan Manso
of trust services (Q4, 2016). services (SEALED SPRL)

SO4. To enhance cooperation both between the Member States of the European Union and between related NIS communities

WPK4.1. Cyber crisis cooperation and exercises

D1 Cyber Europe 2016: exercise plan and exercises (exercise Q4, 2016). Media and public affairs scenarios support before and during Adrien Ogee
the exercise execution- LOT 2 (CMGRP BELGIUM SCRL*WEBER
SHANDWICK);

Exercise scenario audio-visual material development- LOT 1
(INDIGO VIEW PRODUCTIONS EPE)

PO Box 1309 71001 Heraklion = Greece  T+30 2814 409710 info@enisa.europa.eu  enisa.europa.eu
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EuroSOPEx 2016: exercise plan and exercises (exercises Q4, 2016). In house
D3 Pan-European cyber exercises roadmap (report Q4, 2016).

D4 Cyber crisis cooperation procedures: follow up the NIS policy framework Crisis management training module material (SECANA AB) Razvan Gauvrila
(report Q4, 2016).

WPK4.2. Network and information security community building

D1 Continuation of existing community efforts In house
(European FI-ISAC, FIRST, TF-CSIRT-TI, etc.).

D2 Annual ENISA national and governmental CSIRT workshop (Q4, 2016). In house
D3 Annual ENISA/EC3 Cybercrime Workshop (Q4, 2016). In house
D4 Supporting European network of MS CSIRTs. Procurement procedure in progress Dufkova Andrea
D5 Review on new operational communities’ development (A-ISAC, etc.) Report on Cyber Security Information Sharing in the Energy Silvia Portesi
(Q4, 2016). Sector (DELOITTE REVISEURS D ENTREPRISES SC SCRL*DELOITTE
BEDRIJFSREVISOREN)

Securing Europe’s Information Society

PO Box 1309 71001 Heraklion = Greece  T+30 2814 409710 info@enisa.europa.eu  enisa.europa.eu
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x
CALENDAR ' stpttveer” o

OF EVENTS OCTOBER ENISA IS ORGANISING, HAS RECEIVED INVITATIONS, OR PLANS TO PARTICIPATE: x en;sa
NOVEMBER (This list in tentative and last minute changes may occur.) X x

4-5 July Geneva, Switzerland Workshop on using Big Data Analytics to Reinforce Security

September (tbd) | Koln, Germany Securing Smart airports validation workshop

September (tbd) @ Brussels, Belgium Validation workshop for ENISA report on smart cars, WP 2016 WPK 1.1. D1

September (tbd) | Tallinn, Estonia (tbc) Article 19 Experts Group meeting

6 September Frankfurt, Germany ENISA EB Meeting

7 September Frankfurt, Germany ENISA MB Informal meeting

7 September Frankfurt, Germany Annual Privacy Forum 2016 http://privacyforum.eu/

8-9 September Brussels, Belgium Borderless Cyber Europe

14-15 September | Athens, Greece Dry Run for Cyber Europe 2016

22 September Paris, France “New NIS Directive”

http://www.development-institute.com/fr/article/11926/nouvelle_directive_nis/pourquoi_participer

28-30 September | Heraklion, Crete European Symposium on Research in Computer Security (ESORICS) 2016
http://www.ics.forth.gr/esorics2016/

28 September Frankenthal, Germany IT meet industry https://it-meets-industry.de/en/

30 September Brussels, Belgium ECSM’2016 launch event at the premises of the European Banking Federation
https://cybersecuritymonth.eu/

October (tbd) Thd Validation workshop for ENISA report on finance, WP 2016 WPK 3.1 D4

October (tbd) Thd ENISA expert group on Finance meeting

October (tbd) Prague, Czech Republic Article 13a Experts Group meeting

4 October Athens, Greece ENISA MB Ordinary meeting
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SEPTEMBER, * *
O V S OCTOBER ENISA IS ORGANISING, HAS RECEIVED INVITATIONS, OR PLANS TO PARTICIPATE: x enisa

F E E NT NOVEMBER (This list in tentative and last minute changes may occur.) ** x
13-14 October Athens, Greece Cyber Europe 2016
25-27 October Stockholm, Sweden 4sics https://4sics.se/
28 October Stockholm, Sweden ENISA EICS EUROSCSIE members meeting
October (tbd) Bratislava, Slovakia Workshop on NIS Directive related projects
7-8 November The Hague, Netherlands ENISA/EC3 Workshop
7-11 November Dusseldorf, Germany European Cyber Security Challenge Final 2016 http://www.europeancybersecuritychallenge.eu/
E N |SA Seconded National Experts Trainees
SECONDED NATIONAL EXPERTS TRAINEESHIP NOTICE - UPDATED
| S LO O K | N G Closing Date: 2016-06-30 Closing Date: 2016-12-31
F O R N E W ENISA is looking for Seconded National Applications for traineeships at ENISA are accepted in the following areas:

Experts in the field of Network and

CO |_ |_ E AG U E S Information Security (NIS) that will be 1 Network Information Security (NIS) 2 Administration and Support

PO Box 1309

requested to support the Agency’s Core in the following areas: in the following areas:

i Operations Department in the areas * Security technologies « General Administration
- ﬂ ) Tf i . such as: * Security & resilience of e Financial Administration,
- w e Computer Security Incident Response communications networks Human Resources
T - community (CERTs, aka CSIRTs) e Critical Information Infrastructure e Internal Audit
Q * Other operational communities ¢ NIS standardisation & regulation e Legal
Y (e.g. EU FI-ISAC) e Electronic Identity & authentication e Information Technology (IT)
e CSIRT-LEA2 cooperation on technologies

71001 Heraklion

¢ Information Security Statistics
e Economics of NIS

fight against cybercrime

More information available here: https://www.enisa.europa.eu/recruitment/vacancies

Greece  T+302814 409710 info@enisa.europa.eu  enisa.europa.eu
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