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Welcome!

Dear Members of the ENISA Management Board,

Welcome to the latest issue of our

MB Newsletter. You will find inside a
summarised overview of our activities
for the period April — June 2014. Our aim
is”to highlight some of the main topics
ENISA currently are tackling. For your
convenience, please find a table with
operational contracts awarded to
implement Work Programme 2014.

I his information is also publically
available at http://ted.europa.eu.

As always, we kindly encourage you

to share the newsletter with all your
relevant colleagues or associates.

For enquiries, or to submit news items,
please contact: Ingrida.taurina@enisa.
europa.eu, Administrative Officer for the
MB, EB and the PSG.

With best wishes,

Udo Helmbrecht,
Executive Director, ENISA

The latest news from ENISA...

The European Parliament has granted
the Executive Director of ENISA,

Udo Helmbrecht, with its decision of
3 April the discharge in respect of
the implementation of the budget of
the ENISA for the financial year 2012.
Discharge is the final approval of the
EU budget for a given year (following
the audit and finalisation of the annual

accounts). http://www.enisa.europa.eu/

media/news-items/enisa-budget-2012-
discharge-by-the-european-parliament

On 28 April

European

countries kick

off the Cyber

Europe 2014

(CE2014).

CE2014

is a highly

sophisticated cyber

exercise, involving more than 600

security actors across Europe. Twenty-

nine EU and EFTA countries are
participating in CyberEurope2014.

Following a series of recent revelations

regarding a flaw in the implementation
of OpenSSL ENISA published its Flash
Note with recommendations for users
and for professionals. The information
for users can be found on: http://www.
enisa.europa.eu/media/news-items/
heartbleed-bug-dont-panic-enisa-
publishes-information-for-users

The information for professionals can
be found on: http://www.enisa.europa.
eu/publications/flash-notes/flash-note-
heartbleed-a-wake-up-call

The European Commission Directorate
General for Communications

Networks, Content and Technology
(DG CONNECT), ENISA and the
Systems Security Laboratory (SSL) of
the University of Piraeus organised the
Privacy Forum 2014 in Athens on

20-21 May with the objective to provide
a forum to academia, industry and
policy makers in the field.

The speakers invited brought updates
on privacy by design, EU data
Protection reform, privacy for the cloud,
analysis of architectures, software
defined and information — centric
networks, and much more during the
second day.
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The Friends of the Presidency Group
— Cyberspace section, on 5 May has
visited the ENISA headquarters in
Heraklion. The meeting’s objective
was the in depth discussion on the
current situation on Network and
Information Security (NIS) and its
future. The group had also the chance
to discuss emerging NIS policy and
regulatory issues.

The Executive Director of ENISA,
Professor Udo Helmbrecht participated
in the inauguration of the Czech

Cyber Security Centre in Brno, at a
conference as key note speaker on

13 May in the Czech Republic.
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Latest News from Enisa continued...

US National Cyber Security Alliance
Chief Executive, Mr Michael Kaiser,
visited ENISA on 16 May in order to
discuss common initiatives for Cyber
Security Month with Steve Purser, Head
of ENISA’s Core Operations Department.
The topics of the public European call
for involvement in the ECSM activities
may be consulted here: European Cyber
Security Month 2014 — Get Involved

The second ENISA Electronic
Communications Reference Group
meeting with experts from telecom
operators and internet service providers
was held in Madrid on 22-23 May and
was hosted by Telefénica. The group
discussed the running ENISA study

on methodologies for identification

of Critical Information Infrastructure
and different implementations across
Europe. Providers presented their
approaches and a discussion was

held on harmonization of critical
infrastructure categorization and high
availability requirements. Also, the
ENISA’s 2014 study on procurement of
equipment and managed services for
core operations was discussed since
providers would like to see guidelines
regarding requirements on vendors and
outsourcing partners when it comes to
security and resilience.

For more information about the ENISA
Electronic Communications Reference
Groups: https://resilience.enisa.europa.
eu/ecrg

On 21 May The European Commission
has adopted new rules that will facilitate
the granting of aid measures by
Member States in support of research,
development and innovation (R&D&)
activities. The new R&D& state aid
Framework sets out the conditions
under which Member States can grant
state aid to companies to carry out
R&DA&l activities. Moreover, the scope
of measures that no longer need to be
notified to the Commission for prior
approval has been widened under

the new General Block Exemption
Regulation (GBER). These new rules will
help Member States reach the targets
of the Europe 2020 Strategy for smart,
sustainable and inclusive growth, while
at the same time limiting distortions in
the Single Market. More information
available here: http://europa.eu/rapid/
press-release_|P-14-586_en.htm

On 24 May the European Commission
published a call for Tender — “Study

on Measuring the economic impact of
cloud computing in Europe” — SMART
2014/0031. The main objective of the
study is to analyse the cloud computing
market in the European Union,

and provide quantitative estimates,
including the analysis of micro- and
macro-economic as well as social

and environmental impact of cloud
computing in the European Union. The
documents and relevant information
have been published on eTendering

On 28 May the European Commission
published The EU 2014 Digital
Scoreboard. Progress by country is
available here: http://ec.europa.eu/
digital-agenda/en/progress-country#

ENISA held its 9th Annual Workshop
‘CERTSs in Europe’ on 27 and 28 May

at the Foundation for Research &
Technology — Hellas (FORTH) premises
in Heraklion, Greece. The Meeting
focused on the “Incident response in the
Industrial Control systems —-ICS / SCADA
environment”.

On 11 and 12 June, the operational staff
in ENISA’s Athens office were pleased to
welcome Mr Roland Hartmann (alternate
ENISA MB member for Germany) and
Ms Fabienne Middeke (German NLO)
from the German Federal Office for
Information Security (BSI), based in
Bonn, Germany.

© ITU/C. Montesano Casillas

ENISA’s Executive Director Udo
Helmbrecht, participated in the World
Summit on the Information Society
(WSIS) +10 High level event that took
place in Geneva between 10 and

13 June.

~

ltaly is taking over the rotating
Presidency of the Council of the
European Union as of 1 July.




ENISA is looking for new colleagues!

Seconded national experts

Ref. Code ENISA-SNE-2013-09

ENISA is looking for Seconded National Experts in
the field of Network and Information Security (NIS)
who will be requested to support the Agency’s
Core Operations Department in three different
areas of expertise such as:

* Cyber Crisis Exercises and Cooperation,
* Critical Information Infrastructure Protection,

» Computer Emergency Response Teams
(CERTSs, CSIRTSs)

This call for SNE will remain open until 30 June
2014 at 14:00 (Greek local time). The first selection
for secondment will take place no earlier than 2
months following the publication of this vacancy
notice. Further evaluations will be carried out as
necessary to fill possible on-going needs according
to the number of applications received.

More information: http://www.enisa.europa.eu/
recruitment/vacancies/seconded-national-experts-6

Closing Date: June 30, 2014

The implementation of the

Work Programme 2014

ENISA project managers and contractors

Title of tender

ENISA Project Contractor

Mgr/s

WS1 - Support EU Policy Building
WPK1.1 - Identifying evolving threats, risks and challenges

Annual EU CyberSecurity Threats Landscape | Service contract

Luis Marinos ITTI Sp. Z.0.0.

“Supporting ENISA Threat

Landscape”
Identification of trends, security

challenges, associated risks and required
countermeasures, for emerging technologies
(with special attention to selected areas/
sectors).

WPK1.2 - Contributing to EU policy initiatives

Engaging Cloud Computing Stakeholders
in the EU’s Cloud Computing Strategy and
Partnership

Engaging with stakeholders for the secure
implementation of EU’s Smart Grids policies

Algorithms and parameters for secure
services

1) Service contract “Threat
Landscape for Smart Home”

2) Service contract “Threat landscape
of the physical and logical layers of
the Internet infrastructure”

In house activity

In house activity

3-year Framework Contract with
‘Re-opening of Competition’ Title:

1) Silvia Portesi
2) Rosella Matioli

1) Trilateral
Reseach

2) DE-CIX
Management

Marnix Dekker,
Dimitra Liveri

not applicable

Konstantions
Moulinos,
Adrian Pauna

Rodica Tirtea,
Stefan Schiffner

not applicable

KU Leuven

Provision of consultancy services in
the field of cryptology




ENISA project managers and contractors...

Best practice guide for Privacy and Security
by Design and Default for the prevention of
data leakage and appropriate controls for the
access of data

Title of tender

In house activity

ENISA Project
Mgr/s

Stefan Schiffner,
Rodica Tirtea

Contractor

not applicable

Auditing framework for trust services:
Technical guidelines for independent
auditing bodies and supervisory authorities
on the implementation of audit schemes for
trust service providers in MS

In house activity

Slawomir
Gorniak

not applicable

Annual Privacy forum 2014 (APF’2014)

In house activity

.3 — Supporting EU in education, research and standardisation

Inventory of standardisation activities in
NIS and Privacy

In house activity

Stefan Schiffner,
Demosthenes
lkonomou

Slawomir
Gorniak,
Demosthenes
lkonomou

not applicable

not applicable

Roadmap for the implementation of the
“NIS Driving license”

WS2 - Support Capacity Building
WPK2.1 - Support Member States’ Capacity Building

Assisting MS in building capabilities on
NCSS

A tender of a service contract to
be launched

In house activity

Demosthenes
lkonomou,
Daria Catalui

Dimitra Liveri

not applicable

White Paper — How to Evaluate a National
Cyber Security Strategy

Service contract
“Evaluation framework for National
cyber security strategies”

Dimitra Liveri

RAND Europe

Good practice guide on training
methodologies, etc. for operational teams
and communities like CERTs

FRAMEWORK CONTRACT
“Support the CERT community”
(Train-the-trainers handbook)”

Lauri Palkmets

Regular update of “Baseline capabilities”
definition and status and conclusions for new
training material

In house activity

Andrea Dufkova

not applicable

New set of CERT exercise material with at
least five new scenarios from the four areas
of the “Baseline capabilities”

FRAMEWORK CONTRACT
“Support the CERT community”
(Maintain and update CERT training
material)

Lauri Palkmets

Support for CERT trainings in the field
(TRANSITS etc)

In house activity

Andrea Dufkova

not applicable

Impact assessment and roadmap of
achievements and future work in the area
of CERTs

FRAMEWORK CONTRACT
“Support the CERT community”
(Roadmap to CERT certification)

Lionel Ferette

Deloitte

Assisting MS in building capabilities on
national PPPs

.2 — Support Private Sector Capacity Building

Support the Working Groups of the NIS
Platform (workshops, contributions, technical
support)

in house activity

In house activity

Lionel Doupre

Rosella Matioli

not applicable

not applicable

White Paper on the Certification of Smart
Grids

Service contract “Certification of
Smart Grid Components”
(Lot 1 in Open tender — i)

Konstantios
Moulinos

KEMA Nederland
(lot 2)

White Paper on Certification of Cyber
Security Skills of ICS SCADA experts

Service contract

“Certification of Cyber Security Skills
for ICS-SCADA experts”

(Lot 2 in Open tender — i)

Adrian Pauna

Industrial
CyberSecurity
Centre

Harmonised Minimum Security Measures for
ISPs

In house activity

Marnix Dekker

not applicable




ENISA project managers and contractors...

Minimum Security Measures for Cloud
Computing

Title of tender

In house activity

2 -year framework contract
“Security and Resilience in
Cloud Computing”

ENISA Project
Mgr/s

Marnix Dekker,
Dimitra Liveri

Contractor

CNIT (supporting
study on security
requirements for
governmental
clouds

White Paper — Procurement Guidelines for
Secure Cloud Computing Deployment

Marnix Dekker,
Dimitra Liveri

CSA Europe

Guidelines for the Identification of Critical
Services, Assets and Links in Electronic
Communication Networks

Service contract “Guidelines for the
Identification of Critical Services,
Assets and Links in Electronic
Communication Networks”

(Lot 1 Open tender — i)

Rosella Matioli

OTEplus SA

Guidelines for Secure Inter-Banking
Communications and Transactions

WPK2.3 - Raising the level of preparedness of EU citizens

Provide technical guidance and support for
European Cyber-Security Month

WS3 - Support Cooperation
WPK3.1 - Crisis cooperation — exercises

Cyber Europe 2014: Exercise Plan and
Exercise

Report on Cyber Crisis Cooperation Exercise
Activities and Findings

EU-US Cybersecurity Exercise

.2 - Implementation of EU legislation

Analysis of Annual 2013 Incident Reports
and Recommendations on addressing
significant incidents

“Guidelines for Secure Inter-Banking
Communications and Transactions”,
Open tender

In house activity

3-year Framework contract with
‘Re-opening of Competition’

Title: Support Cyber Crisis
Cooperation Activities and Exercises

Service contract “Dependencies
on IT Equipment in the Electronic
Communications Sector”

(Lot 2 Open tender — ii)

Lionel Doupre

Demosthenes
lkonomou,
Daria Catalui

Panagiotis
Trimintzios,
Razvan Gavrila

FONDAZIONE
FORMIT

not applicable

Razvan Gavrila
Panagiotis,
Trimintzios

Panagiotis
Trimintzios,
Razvan Gavrila

Christoffer
Karsberg

Ernst & Young
Luxemburg

Guidelines on Incident Reporting Scheme for
Article 15

In house activity

Marnix Dekker

not applicable

Support the implementation of the NIS
Directive

In house activity

.3 — Regular cooperation among NIS communities

9th ENISA CERT workshop to prepare a
roadmap for future work of ENISA in the area
of CERT training and CERT cooperation with
LEA

In house activity

Marnix Dekker

Jo De Muynck

not applicable

not applicable

Good practice guide and / or (where
applicable) training and exercise material for
the exchange and processing of actionable
information by CERTs

FRAMEWORK CONTRACT
“Support the CERT community”
(Good practice on exchange of
actionable operational information)

Cosmin Ciobanu

D2: Good practice guide and / or (where
applicable) training and exercise material for
the exchange and processing of actionable
information by CERTs

FRAMEWORK CONTRACT
“Support the CERT community”
(Good practice on exchange of
actionable operational information)

Cosmin Ciobanu

Draft report “Scalable and accepted
methods for trustbuilding within and among
communities”

In house activity

Lionel Ferette

not applicable

Good practice material for first responders in
cooperation with the EC3

In house activity

Jo De Muynck

not applicable




Calendar
of events

ENISA is organising, has received invitations and plans to participate:

12-13 June

Leuven, Belgium

Cybersecurity Education Workshop by The Intel Higher Education Office
at The Leuven Institute for Ireland in Europe

12 June

Brussels, Belgium

5th European Summit on the Future Internet
http://www.fis2014.uni.lu/

12-13 June

Helsinki, Finland

13th Article 13a workshop, hosted by FICORA

17 June

Tallinn, Estonia

Seminar on Cyber Exercises (Art 14 request)

17 June

London, UK

Cloud World Forum
http://cloudwf.com/files/pdf/draftagenda/index.html

17 June

France

Cyber security in financial sector, organised by Bank of France

17-18 June

London, UK

14th TNCEIP Meeting: Cyber-Security and Crisis Management
WWW.jrc.europa.eu

18 June

Paris, France

OECD Working Party on Security and Privacy in the Digital Economy.

18 June

Oxford, UK

Cyber Capacity Centre Events Meeting for each working group
http://www.oxfordmartin.ox.ac.uk/cybersecurity

24 June

Madrid, Spain

Seminar on Cyber Exercises in (Art 14 request)

25 June

Madrid, Spain

19th Workshop on Pan European Cyber Exercises

25-26 June

Amsterdam, The Netherlands

DENSEK key stakeholders meeting

22-27 June

Boston, USA

26th FIRST annual conference “Back to the root of incident response”
http://www.first.org/conference/2014

26 June

London, UK

Westminster Briefing — The House Event "Cyber Security Summit"

1 July

London, UK

Westminster eForum Keynote Seminar
http://www.westminstereforum.co.uk

3-4 July

Sophia Antipolis, France

Standards for an Internet of Things: A workshop co-organized by EC DG
Connect and ETSI
http://www.etsi.org/news-events/events/771-2014-etsi-ec-dg-connect-iot

7 July

Chania, Crete, Greece

Fifth International Conference on Information, Intelligence, Systems and
Applications
http://iisa2014.unipi.gr/

9 July

Brussels, Belgium

The final conference of the SCADA LAB project
www.scadalab.eu

27 August

Copenhagen, Denmark

Advisory Board of TRESPASS
http://www.trespass-project.eu/

10-11 September

Roma, Italy

ENISA Informal MB Editorial meeting

12 September

Roma, Italy

ENISA EB Meeting (morning only)

23-25 September

Marseille, France

World elD Congress
http://www.worlde-idcongress.com/

30 September

Heidelberg, Germany

ENISA workshop on smart grid certification and ICS-SCADA security
workforce certification

1 October

Brussels, Belgium

European Cyber Security Month kick-off conference
http://www.enisa.europa.eu/activities/identity-and-trust/whats-new/european-
cyber-security-month-kick-off-conference

13 October

The Hague, The Netherlands

ENISA/EC3 Workshop
http://www.enisa.europa.eu/activities/cert/events/9th-cert-workshop-part-ii

13-14 October

Budapest, Hungary

National elD and ePassport Conference
https://www.eid-epass.org/

21 October

Lucerne, Switzerland

Swiss Cyber Storm 2014
http://swisscyberstorm.com

27-28 October

Vienna, Austria

The list is tentative and last minute changes may occur
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