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Executive Summary

Collaboration is @ommonobjectiveof everyEuropeamational cyber security strategy. Collaboration to enhance
cyber securityat all different levels i.e. information on threats sharing, awareness ratsangbeachieved in two
formal structures Thelnformation Sharing and Analysis Centers (ISAC) andcFublate Partnerships (PPP). This
year ENISA has conducted a studyGuoperative Models for Public Private Partnership (PPPs) and Information
Sharing and Analysis Centers (ISACslating informationon best practices and common approaches.

This studyfocuses oHSACsThe main objectives of this study are:

1 Toprovide information about the ISACs in Eurof@ough collecting information on the current status of ISACs
and to identify main models of this type of collaboration.

1 Toidentify current challengsthat boththe private and the public sector faci the process of setting up and
developing ISACs.

1 Toformulate and propose recommendation® enhance the sophistication of ISACs in Europe.

I To investigate the potential role of ENISA in the creatioRasf European ISAC

Information Sharing and Analysis Centers are trusted entities to foster information shadrgpod practices about
physical and cyber threats and mitigatidn this report the most common approaches are categorized in three
different models: the country focused, the sector specific and the international structures.

The different reasosfor creating an ISAC are also presented: i ®AC could support the implementation of new
European legislatione(g. NIS Directivepr support economicinterests In a similar context depending on the
rational,the driving forces leading the creation of the ISAC differ; in sorma@sesthe private sector takes the lead,

in othersthe public sector should bring all stakeholders together.

European ISACs are concentrated on builgiagnerships andtrust between members. They atargelyindustry

driven, but governmental supporis expected— not in terms of funding, but rathein facilitating functions
(secretariat) and offeringorofessioral knowledge (fighting cybercrime, sharing information relevant for the
industry). Participation of governmental bodigs/es the ISAC an increased formality and also corrobothees
public sector’s respect of i ndustry needs and sup|
implementation).

The following recommendations have been identified to put forward the role of ISACs:

ISAC participants should invest ieating trust to ensure right level of information sharing
ISAC facilitators should ensure right level of engagement by all ISAC participants
ISAC should have a structure that motivates the private sector to participate

TLP is a good starting point for inmfieation sharing

ISAC should have a structure that engages the public sector as well (finding balance)
All member should agree to terms of reference and a code of conduct

Every ISAC should produce results periodically

Specific circumstances when mandatarfoirmation sharing is required should be agreed
ISAC should ensure funding mechanisms from the very beginning

The ISAC should invent on cross sector ISAC collaboration

Law enforcement could have a specific role in the ISAC

Evaluation should be performed pedically

ISAC should develop new services based on theirmb eneetlss

=4 =4 -4 8 -8 _8_a_9a_24_-29._-29._-29._-2
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1. Introduction

Information $aringand Analysis Centrg$SACs) are neprofit organizations that provide a central resource for
gathering information on cyber threafegn many caseto critical infrastructurgas well as allow twavay sharing of
information between the private anthe public sector. ISACmvecreated communities within the private sector.
They could be oriented oa specific critical sector (e.g. finance, energy, tigabr serve as focal point on the
national level to gather information abowyberincidentsandanalyse it

ISACsvere originallycreated in the USA. In 1997, after the first terrorist attacks on World Trade Center (1993) and
Oklahoma City (1995 esi dent Clinton appointed the President’
(PCCIPJ}ts objective waso identify the possibility of cooperation between public and private sector so that the US
critical infrastructure could be properly prected. Chaed by Robert T. Marsh, the Commission preseritexiso
called “Marsh report” with many r ecommend atheiUS.Ose ab
of the main recommendatiaswas to establish Information Sharing and Asa&\yCentes (ISACs), ssto build and
strengthen cooperation between public administration and the industry.

Nowadays23 sectorbased ISACs make up the National Council of ISAC&(MEIYSAFormed in 2003, NCI collect
and analge cyber and physid threat intelligence, sharing this vital information with member companies in their
particular sectors. ISACs have the cooperatibtihe public sector Department of Homeland Security, where CERT
US is located. Some of them are also active in EurageF&- ISAC).

Analysis ofwenty years ofJSexperienceindicates that ISAG are effective andcanscientifically enhanethe level

of cyber security. They createcosystem in which trust is being lmong critical operators and experience can
be dared. Because dhis, entities less advanced in the field of cybersecurity could learn from otBers.to the
fact that ISACalsocooperate with the public sector, they helpcreasehe overall level of cybersecurity on national
level and in the spefit sector (for example by cooperating with sectoral authorities).

To ensure the right level of cybersecuritpoperation betweerthe public andhe private sector is absolutely crucial.
ISACs create@atform for such cooperation in term of sharinganfation aboutroot causesincidents and threats,
as well as sharing experience, knowledge and analpsturope, the first ISA@scusedon the Financend Energy
sector.

Moreover, European legislation nourishes the creation of ISAC:NIH& Directiveamong others separates the
operators of essential services in sectors &asks the operatorso implement requiremerg on incident reporting.
The creation of sectorial ISACs at national level could further agisthe implementation of these provisits. In
some countries (e.ghe Netherlands) this kind of structurie already usd to build trust among private entities as
well as betweerthe private andthe public sectorDuring the transpositiorof such European ledion to national
law, these comunities could be furtheinformed andadvised by policy makers. Finally, the recently announced
Cybersecurity Act suggests the formal creation of European sectoria $6gorted by ENISA.

1.1 Objective and Scope

This study aims to analyse Eurdpased ISEs to identify common challengeandto identify best practices. It
will result in a clear understanding of thalueadded andhe necessity for future investment in ISAGsan also
be used as a guide to create an ISAC.
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For the purpose of this stud$pACs has been definedrasmber driven organizatiorfcomprised by both public
and private sector)r group (formal or informal) which is created to support its members in protection by cyber
and physical security

In many EU Member StatdSACs or similar initiatives exidie research therefore has focused on both formal and
informal memberdriven organizations or groups that are created with the purpose or objective to support its
members in cyber security and related physical secueisponsitities.

It is worth mentioning the fact that this study deals with ISACa sgecial type otollaborationin the field of
cybersecurityThe second typef collaboration iSPPPsThe statusof PPPs in Europe is covered in another report
which constitutespart of the same project?ublic Private Partnerships (PPPs) Cooperative nfot&A&C are a type

of PPP; hhe main difference is thatSIACs are generally more formakthany other types of PP®in the field of
cybersecurityWith each industry sector free to set up their ISAC, the ISAC differ wide in quality, structure and in
how they are funded, managed and operatéérieto, 2006).The whole concept of this kind of cooperation is
connected with sharing information and analysiscerning cybersecuriipcidents.This reason increases formality

in this cooperative model as thactors/stakeholder invtved in the process neetb follow a clearly defined
frameworkfor shaiing both information and analysis.

The main objectives of this study are:

1 Toprovide information about the ISACs in Eurofferough collecting information on theurrent status of
ISACs and to identify main models of ttyige of collaboration

1 Toidentify current challengeshat both the private andthe public sector facen the process of setting up and
developinglSACs

1 Toformulate and proposeprinciplesto enhance the sophistication of ISACs in Europe.

1.2 Methodology

To ollect data forthis study, a qualitative methodological approaetas followedwith desk research anseries of
interviews with experts fronEUMember StatesThe desk research was based on publicly available informtaiion
built up the questionnairg¢hat supported the interview. The interviewsnd consultatios covered17 EUMember
Statesrepresenting stakeholdersom the public and the private sector. The validation of the findings was done
through a workshop organised e Hague together with N&C NL and through the ENISA NCSS experts group.

1.3 Target Audience

The intended target audienagonsists othe national cyber security authoritie€SIRST community, policy and law
makers and in general public and private organisations with an interesSITNE reportserves as guide for any
stakeholder who would be interested in launching and running an ISAC on cyber security.

1.4 Structure of this document

Chapter 2 explains in a nutshell the driving forces of creatmnlSACGand the motivation for the pblic and the
private sector to be part of these initiativdsalso gives an overview of ISAC in the@thpter ontainsananalysis

of commonmodels forISACs. Chapter presents the governance models for ISACkapter Ss on information
sharingand trust building mechanisswith special focus otheir interdependences. It also discusses the role the
ISAGhave in capacity buildin@€hapter 6 elaborates on common challenges the ISAC face, and the guiding principles
that can take the ISAC a stepthar. The study concludes witliscussion on the evolution of ISAC, ISAC 2.0

https://www.enisa.europa.eu/publications/cybersecuritgformation-sharing
https://www.enisa.europa.eu/publications/publiprivate-partnershipsppp-cooperativemodels/
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1.5 EU policy context

DSM Strategy

In May 2015, the Digital Single Market Stratégyropean Commission, 203s adopted. A number of initiatives

are defined by the Commission in this document. Their implementation should open up digital opportunities for
people and businesgnhanéingEur ope’ s position as a world | eader i

Because “trust and secur iet yDSdqvt asntdr agdtegtyhe (Eorepeéan
Commission leads number of projectghat aim to boost internet trust and security, so that the right environment
for digital economy could be created.

In May 2017the Commission publishealmid-term review of the DSM strategy (European Commission, 2017). It
took stock of the progress made and called legislators to swiftly act on all proposals already premashitmljtlines
further actions on online platforms, data economy and cybersecurity.

The DSMstrategyprovesthat cybersecurityit is not only about homeland or international securityis alsoabout
bolstering the economy among Member States aimdEurope as a whole. With the right level of resitierin
cyberspacenew types of digital services can develop (e.g. electronic banking), and free provision andagupply
services across Europeborders can be secured.

Ly GKS O2ydSEiG 2F (GKS 5{a adN}iS3ezx ONBI (A pdalshenS L-
the European level) could constitute a method of increasing the overall cybersecurity level in the EU and securing |
digital economy. At the same time, it could create capabilities for the digital single market and digital economy tc
grow anddevelop faster.

EU Cybersecurity Strategy

In 2013 the European Commission presented the Cybersecurity Strategy of the European Union: An Open, Safe a
Secure Cyberspace (European Commission, 2008 document sets out the EU's approachhow tobeg prevent

and respond to cyber disruptions and attacks as well as emphasizes that fundamental rights, democracy and the ru
of law need to be protected ithe cyberspace. It was the first strategic document on the European level which
referred only to cybrsecurity.

Achieving cyber resilience iisdicatedas one of thestrategic priorities and actions, which means that effective
cooperation between public authorities and the private sector is absolutely crucial. The strategy also stresses the
the nationd NIS competent authorities should collaborate and exchange information with other regulatory bodies.

From this perspective, ISACs could be useful as platforms of effective Qrpviatte, publicg public and private
public cooperation in the field offormation sharing. This kind of collaboration allows increasing the overall level of
security in Europe.

NIS Directive

The NISDirective (EU) 2016/1148 was adopted in July 20T6e NIS Directive is the first piece ofde legislation
on cybersecitity. It imposes on the Member States the obligation to estalflieinputerSecurity Incident Response
Team (CSIRT) and a competent national NIS authority.

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52015DC0192
http://eeas.europa.eu/archives/docs/policies/ecybersecurity/cybsec_comm_en.pdf

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv:0J.L_.2016.194.01.0001.01.ENG&toc=0J:L:2016:194:TOC
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Thescope of the Directiveoverstwo kinds of entities: operators of essential services and digéalice provides.

Both the essentiakerviceoperators and digital service providers are required to notify incidents. What is also
required of them is takingappropriate and proportionate technical and organisational measures to manage risks
posed to the security of network and information systems which they use in their operations.

The NIS Directivalsocreatesamechanism of cooperation among all Member States. There are two mechanisms to
do it: The Cooperation Group and the CSIRT Network.

The mplementation of theDirective could be a huge challenge for Member Stagspecially when identifying
operators of essential services. It should be decided havoiild correspond withthe already identifiedoperators
of criticalinfrastructures. It sholal alsobe decided what types of incidents will be reported.

Sectoral ISACs can support the smooth implementation of theDM&8tive by being the placeholders for the
interaction between the public antthe private sector stakeholders

Communication on 8engthening Europe's Cyber Resilience System

In July 2016, the European Commission presented the Communication on Strengthening Europe's Cyber Resiliet
System and Fostering a Competitive and Innovative Cybersecurity Industry (European CommissidnTR616)
document contains three goals: stepping up cooperation to enhance preparedness and deal with cyber incidents
addressing challenges facing Europe’s cybersecurit
cybersecurity.

In thefield of information sharing and cooperation among Member States, the Commission decided to phepare
cooperation blueprint to handle largscale cyber incidents on the EU level (which is currently under discussion)
Additionally,it decidedto facilitate t he creati on of an ‘information hu
between EU bodies and Member States, as well as work in close cooperation with Member States, ENISA, EEAS
other relevant EU bodies to establish a cybersecurity traininglatin . The Commi ssi onAtal s
European level, Sectoral Information Sharing and Analysis Centres (ISACs) and corresponding CSIRTs can play
role in preparing for and responding to cyber incidents. Such ISACs have already been abagady There ishe
FHSAC in théinancial sector EEISAC in thenergy sectoand ISAC in thaviation sectoris also being created.

All these sectors have creassrder dependencies and both services and infrastructures in those sectors are shaping
throughout the territory of several EU Member States. Thus, creating internationaturapean ISAC could be very
useful?’ ( European Commi ssion, 2016) . I nformation excha
to secure European cyberspgaand enable business and the Digital Market to grow.

http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52016DC0410
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Joint Communication on Resilience, Deterrence and Defence

In September 2017, the European Commission presented the joint Communication on resilience, deterrence an
defence: Building strongybersecurity for the EU This Communication aims htilding a strong single market
through an EU cybersecurity certification framework, through a blueprint plan for operationalising cybersecurity
response through investing in strong encryption and petittn of fundamental rights, through strengthening
ENI SA’ s r ol e intermationadceoperdtian dor BUyleadership on cybersecuritge Communication

recognises ENISA's role in the i mpl ement #&tthedAgenoy f t
through a proposal for a permanent mandate.

G¢KS NRES 2F LYyT2NXIGA2Yy {KINAYy3 FyR ltylfeara /Syl
sharing information between private and public sec&ome first steps havesbn taken in respect of specific critical
sectors such as aviation, through the creation of the European Center for Cybersecurity in Aviation, and energy,
developing ISAC. The Commission will contribute in full to this approach with support from Vi&dilS#

F OO0St SN} A2y YSSRSR Ay LI NLAOdA I NI gAGK NBILNR G2 a

http://ec.europa.eu/transparency/regdoc/rep/10101/2017/EN/JORO1 7-450-FI-ENMAIN-PARTL.PD
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2. Formation process

Thel SAC’ f or mat i aimenpionaloteesbeginnirg)it isnabdout the rationale of creation. There are
multiple reasors to create ISAC. E3ereasonsare linked to cultural issues ardiffer among Member States. In
countries with a long-lasting tradition of strong public authority and strong public admiaistn, the most
important motivationis usuallyaregulatory requirement. Wskin countries witha tradition of sharing powerthe
approach ignore pragmatic and the most common reasons are economic and sueissts

Another problem for creating anlSACis the dominant driving forgeathough the cooperation of public
administration and industry is essential, in most countries thésprivate sectorthat is the driving force for the
creation ofISAG. It isapparentwhen reasons of cooperation agnaly®d (see subchapter 3.3). Fahe private
sector, it is mainlyabout business profits, which are well addred®y ISAC (e.g. access to knowledge, networking)
For the public sector the overall better understandingtio¢ industry andhavingknowledg about cybersecuritat

the state levelis a motivation In detail, Europeangovernments prefer the industry to create ISACs and share
information with the public administrationmainly becauseof the lack of resources (both human and financial) to
suppot this kind of cooperation. There are of course countriisere the public sector imore involved in the
process of formatiomf ISACsbut in general there is a hesitation. The main reason is the fact that sharing sensitive
information with the private sector is(regarded asgomplicated forpublic entities. Consequently, public servant
tend to argue that they will not be able to meet private sett@xpectations fiore about sharing information
between public and private entities in chapteyx. 6

For thepurpose of this studythe termISAC has been defined @snoting amember driven organization or group
(formal or informal) which is created to support its members in protection by cyber and physical seéurity

In many EU Member StatdSAC or similanitiatives existthe research therefore has focused on both formal and
informal memberdriven organizations or groups that are created with the purpose or objective to support its
members in cyber security and related physical security respditisibi

It is worth mentioning the fact that this study deals with ISACa sgecial type otollaborationin the field of
cybersecurity.The second type is PPHA%e status PPPs in Europe is covered in another report whitstitutes

part of the same projectPublic Private Partnerships (PPPs) Cooperative moble¢ésmain difference is that ISACs

are generally more formal #im any other types of PPHn the field of cybersecuritywith each industry sector free

to set up their ISAC, the ISAC differ wide in quality, structure and in how they are funded, managed and operate
(Prieto, 2006) The whole concept of this kind of cooperation is connected with isigainformation and analysis
concerning cybersecurityincidents. This reason increases formality in this cooperative model as the
actors/stakeholder invived in the process need follow aclearly defined frameworfor shaing both information

and analysis.

https://www.enisa.europa.eu/publications/cybersecuritgformation-sharng
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2.1 The rationale
There are multiple reasons to creas# ISACThe chart below depicts the answers of the interviewees and are
further described:

1 Regulatory requirements ISAC are being create”
pecause there is a.spéici Ia_w which obligesthg Reasons to create ISACs
industry to share information(with the public
administratior) or they are created to support the
implementation of the law asn advisory bodye.g
European aviation ISAC, European Energy IS Regulatory requirements IS 15%

Banking Cybersecurity Centre in &ual _ _
. . o Public relat I 15
1 Econonic interests. For the private sector this i< ublic refations 15%

usually the most common reason to establish ISA Social interests I 19%
Usually the growing number of threats and inciden
demonstrate thatsectorialcooperation is essentiab Economic intrests NN 19%

strengt hen .Istaes irdornal end #henc
evolves im0 a more sophisticated structure of Other - INEEG— 2%
cooperation. Economic interests have two aspec o 2 4 6 8 10

The first oneconcernspreventing incidentsfrom

happernngand hawng a better overview of the threat landscameg multiple ISACs facilitateby the National

Cyber Security Cemt in the NetherlandsThe secondoncernghe fact that it is cheaper fan entity to be part

of an ISAC and get information from it thi@npay for information on the market. SometimansISAC offers also

joint services, séthat members could have a better price when buying cybersecurity services from IT security
companies.g CERT.LU is providing services to the members of the group.

1 Social interestsBesideecononic interests social iterests are the second most common reason to establish
ISAC. This is mainly the reason for entities with huge experience andiown terms of cybersecurity. They
tend to have a social interest in sharing knowlegggn onesthat are not as develogd or havefewerresources
(money, people) involved in the cybersecurltargercompanies understand that sharing knowledge within the
sector helgthem secure their assets bettewhenacyberthreat occursit israrelylimited to a singleenterprise
or secbr. Collaboration providethem more certaity that their firm is lessulnerable Social interestare also
the rationale of the public sector. Public administration has a responsitutitsecuing the state as the whole.
Because ofhis, thecreation d ISAC in essential sectors, and getting involved in thodfers an opportunity to
transfer experience and knofwow from one sector to anothdan order to increase the level af/bersecurity in
the countrye.g forum for information exchange in LithuanRT CSIRT Network

1 Public relations Whenanorganisation is the critical operator (e.g. banking sector, energy seittisrjmportant
to communicate that the company is safe and will deliver services ewa@nin€ident occurs. Therefore, positive
public relations could be a reason for the top management to invest in cybersedirisputs cybersecurityon
the strategic agendagsit is no longerthe interest ofthe IT or security departmentthemselves but of the
company as a whole. The same reason iggpb decision makers in the public sector. Public relations in terms
of good cooperation with the industry put cyber issues on the political agenda and result in ctbatiragional
strategy, law and prograswhich supportghe creation oiSAC&.9.CERT.LU in Luxemburg

Onlyone reason isiot enough to create an ISAC. Usuallgombinationof severalreasonsis needed- economnic
and social interestwhich bringthe sectorinto cooperation and then invoésalso public entities, whictould also
accompanyby anew lawwhich requires the exchangef information.
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Other reasons There are also other reasons to create ISA@sse are

I The sector already had some kind of cooperation in place and decidedttshbuld be used to exchange
information about incident&.g.FHSAC.NL in the Netherlands

1 Research projectare conducted in critical sectors to providegood understanding of the needs in the field of
security, which on the one hand createbaseline for cooperation and on the otheandproves that there is a
need to create a structure which will support gathering security community in one place (realising that the
cooperation is a strength and that security should not be an element wipetition usuallyis the result of
exchanging information about incidents and threats andssetmotion the entire cooperation processg.g.
European Energy ISAC

The figure below presents reasons for the creation of ISACs

ISAC

o = Em oEm oEm o oEm R = ——— ~~
. S
@ ' N ‘
s ! @ |
Saving money : International law |
'S - :
4 |
AR . P : I
Be part of the Establishing | Regulatory |
gt'?ggstﬂiﬁl' cooperation | requirement M |
- | S— I
|
PRIVATE SECTOR : THE GOVERNMENT I
| » Knowledge of security level |
% |«| I in critical sectors I
Access to I * Possibility to establish- |
Networking knowledge and 1 single coordination point |
experience \ * Better understanding the /
\ needs of private sector /
S e e e e e e e o R

Not a requirement but common cause

Figurel: Reasons for the creation of ISACs
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2.2 Driving forcesfor creating an ISAC
Depending on theybersecurity culture in the country/sector the driving entity for the creation of an ISAC might
differ. Mostly the private sector, European institutions or government act as driving forces:

1 In most cases it is therivate sectorthat initiates the processf settingup ISACs. It is often supported by the
government through a facilitator role artirough the provision ofunding. Usuallywhenan ISAC is created in
one critical sector, the government tries to support others to follow its example and stientiia growth of
ISAC=.g. multiple ISACs facilitateby the National Cyber Security Ceatin Netherlandsmultiple ISACs
facilitated by the National Cyber Security Ceniré&inland.

1 Aninteresting example ishat there are international ISACs which are supportedByropean institutions
(ENISA, Comigsion)i.e. European aviation ISAC facilitated by EASA and ENISA, European Energy ISAC and EN
DENSEK as a European project funded by DG HOME.

1 Finally,the initiative to ceate an ISAGay come from thegovernment Inthis case there is usualln entire
project lunched with funding and an action plag. CERT.LU in Luxembungplltiple ISACs facilitatEby the
Cente for Security Belgium

2.3 Motivation

Being part of an ISArequires to dedicate resources, time and expertise; in the private sector this can be costly so
motivation should be strong. Knowledge on cybersecurity together with information on incident response are the
most common reasons to participate in an ISA@& desk research indicated the different aspects of motivation to
engage in an ISAC. These are summarised in the Table below:

PRIVATE SECTOR REYSSTO PARTICIPATEANISAC PUBLIC SECTOR REASDND PARTICIPATEANISAC

Sharing knowledge abouncidents and cybersecurity Knowledge of security level in critical sectors

It helps raise the level of cybersecurity in the organization = Beingamember ofanISAC gives theuplic sector access to knowledgt

which isamember ofanISAC and prevent/ respond to the = aboutthe cybersecurity level in critical sectors. It ajgovides

incidents which occur. information about threats and incideatThisis helpfulas itenaldes
them to better fulfil their legal tasks.

.S LI NI 2F GKS 3INRdAzZLE at S Opportunity to establishasingle coordination point

Entities want to take part iranISAC becausednables them = Beingamember of an ISAC gives the public seatwopportunity to

to confronttheir ideas and experience with other createasingle coordination point, whichas beerproven to be very

organizations and learfnom the best practices. beneficial inthe case of largescale incidentsThis enablethem to
better fulfil their legal tasks.

Access to knowledge anelxperience Better understanding the needs of private sector

Foranorganization which is not so sophisticated in the field Thanks to close cooperation with the industry, public entities get bet

cybersecurityanISAC iafast and efficient way to get all the understanding othe private sector whiclhasproven useful during

knowledge and experience which normally takes a lot of tin setting upof new legislation and cybersecurity strategyis enables
them to better fulfil their legal tasks.

Networking

Being a member @dnISAC is a good way networking and
meeting people from different organizations. In the presenc:
of an incident and neetb gather information there is always
a knowhow way to network with the respective team.

Figure2. Private and public sector reasons for participation in ISACs
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2.4 Overview of ISACs in the MS

European ISACs have different dynamics and specificities thanAimericancounterparts Firstly, because they
were created later and werable to use the knowledge coming from across the Atlantic. Secondly, because Europear
specifics are significantly different than the American. This is linked to the cultural differemdeseasin the US
business should take care of itself, in Europeréhis an expectation that the state is involved in protecting industry
and supports it.

European ISACs are concentrated on builgiagnership and trust between members. They are very industry
driven, but there is also a forceful expectation for goveemtal support— not in terms of funding, but rather of
facilitating functions (secretariat) and offering specialist knowledge (fighting cybercrime, sharing information
relevant for the industry). Participation of governmental bodjeses the ISAC increasformality, corroborateshe
public sector’'s respect of industry needs, and sup
and GDPR implementation).

The development of the ISACs ecosystem in Europe is dependent on culturahidetets of different member
states and the overall level of trust between public and private entities. Because of that, for countries where this
trust is not sufficient, it may be suitable to start developing PPPs structures first and then transformimgntbe
ISACs. This is because the exchange of information about incidents, threats and vulnerabilities demands extensi
level of trust between entities.

All the abovementioned findings are derived from interviews with stakeholders and from discussiotie in
validation workshop. The map below presents an overview of ISACs in Member States. The Annex provides mc
information.
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ISAC Overview
in European Union

INTERNATIONAL ISACs:

ISAC in the financial sec

* FS—ISAC(Finan
Information and Analysis
Centre)

* EE-ISAC-2 European [SAC
created in 2015 in the
energy sector

* European ISAC in Aviation
sector

© Copyright: Showsheet.com

The common challenges identifiecere the lack of trustbetweenthe private sector and public sector and theck

of a governane modeland clear description of roles that could adhere to the needs of the group. The major issue
wherethe EU still lacks behind is tlamalysispart. Still very few ISAC have built the capaio support this feature
which wouldscaleup in the case bsectoral ISA@right examples of sectoral ISAC are the EE ISAC and the EU FlI
ISAC, however all other sectdli&ke Health, Maritime etclag behind on creating ISAC.
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3. ISAGnodels

3.1 Modelsof ISAC#n Europe
The information collected revealed a common informal categorisation of ISAC models:

1 the countryfocused model
1 the sectorspecific model
1 the international collaboration model.

A brief description of each of them has been given belatithe end of thishapter, amatrix mapping all aspects of
each type has been presented

3.1.1 Countryfocused

This type of cooperation and collaborati@focusngon the whole countryThe goal is to gather all experts/
CSIRTsnderone initiative and make the informatiosharing,as well as the analysis exchargggootherandmore
effective. Generallythesetypes of cooperation are very inform&flost of themare goverred by the CSIRTs
community itself or expeawho participate in the ISAC.

TYPES OF ISACS

TYPES OF ORGANIZATIONS ‘ SECTORS T COLLABORATION 4%
PARTICIPATING IN ISAC ’ ‘ STYLES AND TOOLS ‘&4
Cyber security agencies Energy Regular meeting
Computer Security Incident Drinking water supply and Working groups
Response Team distribution ,
. . h Conference and side events
Service operator private Health sector Web portals/platform
National competent authorities Financial market .
infrastructures Emails and teleconferences

Law enforcement

Bankin
Product manufacturer private &

National intelligence authorities Rail transport
Air transport CAPACITY BUILDING

a Maritime Vulnerability and threat analysis
GOVERNANCE STRUCTURE m Road transport Training and excercises
Food distribution Trend analysis
Management roles
Other

Supporting roles e
No structure FUNDING OPTIONS \k_

Government subsidies
Mandatory fees

Voluntary contribution

Legend

Covered Uncovered
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Examples:

1

ICARO (Spain) poweredby the Spanish National Cybersecurity Institute; basedt@Malware Information
Sharing Platform!! example provides an opportunity to share informatioramong public and private
organizationsTo join ICAR@he organsationis requiral to signa simple agreement.

National network of CSIRTs (Portugad) initiative of 31 CERTs from Portugal, initiated in 2008, with
representatives of both public and private sector's CSIRTs (Government, Energy sector, Financial sector, Telec
sector, Academia, LE/telligence community and Industry)he main objectives of theadonal Network of
CSIRTs arergmoting security culture in Pougal, c&evelogng KPland national information statistics on security
incidents for the improvemenof proactive and reactivecountermeasures,reating the necessargreventive
instrumentsand providing advicen largescale incidenscenaris (between CSIRTs and with law enforcement
agencies and intelligence commur)ity

Forumfor information exchange (Lithuania} volunteer community of expertsith individual membership
independenty on the organgations they represent(if a person changesa job, he or shestill remains in the
network). The goalis to gather cybersecurity expegtin one placefor shaing knowledge, expertise and
information about threats.

CERT.LU (Luxemburg)ational initiative for all CERTs from Luxembumgated to exchange expertise and
knowledge (network of CSIRTSs in the count@ERT.LU is governed by the CERT community itself. riylivfist
Economysupports the initiativeand all memberscontribute.

https://www.circl.lu/services/mispmalwareinformation-sharingplatform/
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3.1.2 Sectorspecific ISACs

This type of cooperatiors focused on the sectorial levebf critical infrastructureor essential/vital sectorThe goal
is to share information and analysigth other information and security experts that are active within the secor
that the operator could benefit as much as possiloten sectorial knowledge and experien€@ften enoughSAG

are becominga platform forsharedservices- members couldyain acess tosecurityservicessheaper asnembers
of a groupand negotiatebetter conditions

TYPES OF ORGANIZATIONS "‘ SECTORS ‘“g‘ COLLABORATION 4%
PARTICIPATING IN ISAC STYLES AND TOOLS '%.
Cyber security agencies Energy Regular meeting
Service operator private Drinking water supply and Working groups
‘ . distribution .
National competent authorities Conference and side events
3 Health sector ) )
Law enforcement Web portals/platform
. Financial market ‘
Product manufacturer private infrastructures Emails and teleconferences
National intelligence authorities Banking
Rail transport =
a Air transport CAPACITY BUILDING 1_
GOVERNANCE STRUCTURE ﬂ Maritime Vulnerability and threat analysis
Management roles Road transport Training and excercises
Supporting roles Food distribution Trend analysis
No structure Other

FUNDING OPTIONS @

Government subsidies
Mandatory fees

Voluntary contribution

Legend

Covered Uncovered

Two different types of cooperatioare identified for ector-specific ISAC$SACs facilitatbby the sector itselfand
ISACs facilitatéby the government.

Sectoroperatorsfacilitated ISACss atype of cooperation and collaboration where the secitself decides on the
structureof information sharing needed: here is ndunding from the government andsuallyno support from the
public sectorat all However, the cooperation with the public sector and public administragaists for example
under specific circumstances liklmmbating cybercrime and exchainyg information about incidentgthe NIS
Directive and its implementationGenerallythis type is more commdy recognisedn largercountrieswhich have

a strong private sector with welllefined goals in cybersecurity and social interest in sharing its knowledge and
experience.When the industry is strong and understanthe nature of cper-threats as well as the neefibr
cooperation, there is usually more budgalocated on ISACs
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Examples:

)l

Banking Cybersecurity Cemtic BCQPolish Bank Association), Polard platform for banks to communicate

in casesof incidents as well as to extange information about vulnerabilitiendthreats. Beside incidents, BCC
provides also other service$o join the BCC banks, the declaration of membership sigetle signed. Every
commercial bank can join. At this moment 23 banks (83% percent of gmlismercialbanking sector) are
members of BCC.

HedthCERT, Nwvay — a joint information security competence cemtfor the Norwegian health care sector
having of ca. 400 membershe centre shares knowledge about ICT threats and protection mechanisms and
continuously monitors traffic within the healtlT network. The goal is to prevent and remediate adverse ICT
security incidents and malicious intrusion attempts. The governmeatiged funding and resources for the
CERT and decided what kind of servicetduldprovide (sensors platform, petration testing, winerabilities
assessment andetwork scanning).

Government facilitated ISACare generallya joint initiative of both the private andthe public sector. The
government facilitats the discussiorby providing asecretarid role and sometimegprovidesfinancial assistace
(organising workshopstc.). The characteristic approach in this moidhat the public sector tenslto havea multi-
sectoiial approachThismeans that ISACs are created nojlist one but in many sectors an attempt toenhance
cybersecurityin all sectorsOften the public administration festo stimulate ISACs for example by providing some
guidanceabout maturity and deliveng best practices from other sectors so that ISACs could intetaotvith one
another and use the experience of other secttw grow. What was underlireeby experts during the interview was
the fact that every sector isifferent. It hasa different dynamic and specifty, and alsodifferent expertise is
involved Because dahis, ISACs specifty differs not only between countries but also between sectors.

GenerallyISACshat arefacilitated by the government areharacteristic forsmaller countries where it is easier for
the publicsector to facilitate and stimulate iEirstand foremostpecause there ia smaller numbenf stakeholdes

- it is easier tdfacilitate and stimulate multiple sectors and creaeationwide strategy in this area. Thisings us
to the second reason: it is easier to secafgudget for initiatives like ISACs in smaller countries.

Examples:

)l

Finland— multiple ISACare facilitated by the National Cyber Securityeitre. NCS&-| acts as a single point of
contact and competence center for cyber security in Finland. NRC&Qhe Finnish contact point internationally
when it comes to cyber security threats and incidents. NEIRfathersanalyses informatioon security theats

from various sources (ISACs, Early Warning and Detection System etc.). Information is then distributed to NCS
FI's constituents via different channels, including ISACs.

Belgium— multiple ISACare facilitated by the Centre for Cybersecurity Belgh. The Centre for Cybersecurity
Belgium is themain authority for cybersecurity in Belgium. ik currently in the process afreating an Early
Warning System to provide critical infrastructure sectors with rapid, standardised alerts about new cybts threa
and attacks. A shared platform enablihese sectors to access alerts informing them of intrusions and other
cyber threatsBecause of thattheywill be able to bequickly informed by a reliable source and to act without
unduedelay. The Early Warnirgystem is expected to be up and runningelog of2017. The CCB is issuing e

mail alerts in the meantime

Netherlands—facilitating the running of the ISAC is a shared responsibility in the Netherlands. The NCSC has tt
role of the secretariat, thus facilitating the process, but also the industry stakeholders organise the meetings,
thus again facilitating the process. Is t eam wor k.
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It important to notice that no cross sector information exchange mechanism exists for thesoki®AG (energy
ISAC to finance ISAC). The mapping of interdependencies between sectoetiahal mnd cross border level will
showthat this kind of collaboration between cross sector ISAC can bring great results

3.1.3 International ISACs

These types of ISAGwing togethermulti-stakeholder members from all over Europe and worldwide. Theee is
common understanding that cybersecurity is notited by national borders. Thereforecooperation is needed.
However some sectorsjue to theirspecifidty and cybersecurity maturityare more willing and eager to participate
in thistype of ISACs. Sectors whitdivecreated orlaunched annitiative to create ISA€on the European level are:
financial/ banking sector, energy sector and agiasector.

For this type of ISAGhe private sector is the driving force in bothe creation and then developmentnd
stimulation. The secretaridunctionis wsuallyprovidedby one of membeswhen others take caref marketing,
strategy, or recruiting new members. This joint responsibiligyeps all stakeholders activén the otherhand,
members have noticethatt her e are no dedicated resources focusi
growth.

The main challenge for this casethe fact that the process of building trust is malifficult than in thecase of
country-focus and sectespecific ISAC3he main reasorns the cultural differences— stakeholders from different
states hae distinct perspective and approach to information sharing.
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TYPES OF ORGANIZATIONS :“ SECTORS ? COLLABORATION @
PARTICIPATING IN ISAC STYLES AND TOOLS
@ Cyber security agencies @ Energy @ Regular meeting
@ service operator private Drinking water supply and @ Wworking groups
. . distribution ‘
@ National competent authorities @ Conference and side events
Health sector
Law enforcement _ . @ Web portals/platform
@ Product manufacturer private ® ﬁ%?,ﬂ;ﬁ,'-‘fllc'gﬂﬁget @ Emails and teleconferences
National intelligence authorities @ Banking
Rail transport
i @ Air ransport CAPACITY BUILDING
GOVERNANCE STRUCTURE ﬂ Maritime @ vulnerability and threat analysis
Management roles Road transport Training and excercises
Supporting roles Food distribution Trend analysis
No structure Other
FUNDING OPTIONS @
Government subsidies
@ Mandatory fees
@ Vvoluntary contribution
Legend
@® Covered Uncovered
Examples:

1 EUFFISAG-aEuropean ISAtbat serveghe financial setor, establisiedin 2008 as the PPPaninitiative ofa
board member from ENISA, it is a smipporting group with a chair and a secretafyichmeets twice a yeat.
Membersgroupconsists of country representatives coming from the financial sector, na@muadjovernmental
CERTsaswellksaw Enf orcement Agencies (LEA’"s). Other oI
European Central Bank (ECB), the European Payments Council (EPC) and the European Commission.
European FISAC is actively supported by ENISA. The missiom &utopean HISAC is information exchange
on e and mchannel, cards, central systems and @Il related topics includingylmercriminal activity affeting
the financial community, Wnerabilities, technology trends and threauchinformation exchangéelps each
member and the banks itheir member state to raise awareness on potentials risks, and provides early

12 https://www.enisa.europa.eu/topics/crossoopeaation-for-csirts/finance/europearfi-isaca-public-private-partnership
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warnings on new threats and MO'dt is a seHsupporting group with a chair and a secretattye groupmeets

twice a yeat®.

EEISAC- a Eurgpean ISAC created in 201/at servesthe energy sectorlt is composed o2 members
(different organisations: utilities, vendors, academia and other stakeholders active in the energy.Sdutor
ISAC was initially created under an EU funded projectHEREEISAC Members are sharing: réiate security
dataandanalysis, reports on security incidents and cyber breaches, teclamdalperational experiences with
applied security solutions, lessons learned from past security issues, future challedgescany outlooks and
warnings*.

European ISAC in Aviation sectefan ISAC under creation, initiated in February 2017 by the private sector in
cooperation with ENISA and EASACCSA will contribute to the safety of air travellers and the public by
assisting in the establishment of acceptable levels of protection of its infrastructures: from design to
decommissioning of aircraft; Communication, Navigation and Surveillance systems; and other critical service
necessary to the safety of flight

https://www.enisa.europa.eu/topics/crossoopemtion-for-csirts/finance/europearfi-isaca-public-private-partnership
http://www.ee-isac.eu/about

https://www.easa.europa.eu/newsroorand-events/pressreleases/easaooperatecert-eu-cybersecurity
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3.2 Actors

ISACs involve stakeholders from badlie private andthe public sector(56%- 44% ratio)based on the experts
interviewed and the ISAC studiedlthough the reasoffior establisling ISACs is tenhance theinformation and
analysis sharing, types alommitment and involvement in such initiatives differ according to thpe of
organizationlt is apparenthat there are different reasomand different types ofctivitiesamong ISACs for public
administration and the industryMoreover,the law enforcenent agenciesand intelligence communitglso have
different roles to play. Some ISACs involve academia, but the rules of their involvement are quite unique in
comparisorwith other actors.

At this point it is important to notice thanultinational or lage cyber security companies (European or not) do not
tend to participate in ISAE This is mainly due to the lack of trust ISAC members have towards these companies
based on thébelievethat these companies mightse the information and knowledge sharkmt their own business
interests or developmentsThe benefits of such a participation would need to be investigated.

Three different roles are distinguished‘the ISAC the facilitator, the member and the partner. The facilitator is
the one setting thdogistics of the group (secretarial role); the member is the organisation actively sharing and
receiving information antr paying the membership fee; the partner is the entity that can participate in dedicated
sessions usually to offer specific inforneatti(scientific data) or to discuss a specific topic (transposition of a Directive
to national law).

In thissubchapterinformationabout the activity of eactype of stakeholder will bg@rovided Types of organisation
participating in ISACs are presentmat below(based on the input from interviews)

10
21%
9
19%
8
17%
7
14%
6
12%
5
10%
4
7%

3

2

1

0
Cyber security  Service Service National Law Product National
agencies operator operators competent enforcement manufacturer intelligence
private public authorities private authorities

Figure3 Types of organisations participag in ISAC

3.2.1 The role of public administration

Public administration tensto have two main roles in ISAQ#e first onas supporting thendustryor potential ISAC
membersthroughfacilitation of ISACs- providing places to meetnd secretaribfunctions. Sometimes government
also allocatedunding to set upand further developlSACsThe gcond role is conneetl with creatinga legal
framework for boththe exchangeof information and creating ISACs. Legal framework refers not onlggal
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regulations, but also to government programs and national cybersecurity strate@esrall the public
administration is a facilitator.

The ple of public administration alsgariesaccording to their tasiNationalCyber Security Agencids3A) are typge

of organizatioms that are involved in almost every ISAG.somecasesthe competent authoritymight have a
secretarial roled.g. NCSC inINNCSC in PDBr might actively participate in the information exchange and analysis
(e.g. CCBNCSC in NMIMost NSA operate a national ora governmental CSIRT, which is also the focal point for
incident reporting and handlinfgr critical sectors. EveiNSAare not involved directlythey are linked to thd SACs

in some wayand collaborate with themHowever sinceNSA are tasled by governmensto ensurea high level of
cybersecurity in Member Statetheir involvementin and support for ISACs éemmon It must be highlighted at

this point that 2 public bodies participate in ISAC and usually in dedicated sessions; the graph above explains tr
common types of public bodies that are present in these sessions.

Usually different rules of participatn in ISA€apply to public administratiomhan applyto the industry.On the
operational levelbecauseof the sensitivityof information they could share (for example classified information), on
the managementevel,because the government tends to ke industry perform managerial roledowever pblic
and private parties in an ISAC should obey to the same;nhiessis often a great challenge asit, there is no
reciprocity in the ceoperation.

It should benotedthat sectoral regulators arseldm part of ISAEThis is becaughe information exchange process
could be compromisgwhen entities which could impose sanctions on private seaterpart of the forumfor
exchangeof information about vulnerabilities.

3.2.2 The role of industry and criticahfrastructure operators

The industry is the main driving force of all ISACs. Fibstbausesnsuringhigh level of security and continuity of its
businessessthe maininterestfor the private sectorAs the sector depends increasinglyl@rtechnologies antheir
smooth functioning, cyber aspects anereasinglgrucial fothe industry security.Secondly, the industry abliged
by law to report incidentsand to ensure continuity of critical services (e.g. critical infrastructure arsisc
management regulationskinally, becauske private sector is the asset owner of the majority of the infrastrucure

Therefore in most of the caseshe industry chairs and govesnlSACs all over Europe. Even when public
administration is involvedit isthe industry that determines the shape and functioningf their cooperation. The

level of information sharing and collaboration always depeodghe level of involvement and dedication of the
industry representativesThe industry is therefore dier a facilitator or a member in the ISAI. case a
representative from another sector participates sporadically in the ISAC meetings (probably dedicated open sessior
they become partners.

The clart below presents the industtyisvolvement in ISACbroken downby sectors.
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Figure4 Sectors involved in ISAC
Two sectordn particularare more developdin this spherghan others: the financial sector anthe energy sector.

Because of its nature, tHéancial sectotis highly exposetb cyberthreatsand cybefcrime. Asuccessfuhttackon

the financial infrastructure gives the criminals access to money and results in loss ghdtustly fora single bank
but for the whole sector and services it delivers (e.gcebnic payments)Sofinancial companies see cybersecurity
as one otheir strategic priorities. The protection of custonsefrust and loyalty is considered a key objective. There
are large investmemtin cybersecurity in this sector and high level ofderstandingof needfor cooperation and
collaboration as well as exchang# information about threats and incidentsSACsffer agood platform to address
the financial sectdr seeds and this sector is also most active on the European levéS&Zand worldvide (FS
ISAC)This sector is also highly regulatedtba European level (e.g. PSD2 Directive) whigligesoperators all over
Europe to create aninplementsecurity measure

Theenergy sectoilisthe second most involved in ISACs. Because other sectors are highly dependeatenergy
sector, the interdependenciescreate heightenedawareness and realization diow important cooperation and
exchangef informationis. Therefore the energy sector isery involved in ISACs not only in Member States but also
on the European level (HEAC).

3.2.3 Law enforcement and intelligence communityivolvement

Law enforcemenagenciesand intelligenceservicegepresent a unique type ajovernmental entitiesgdue to their
special missionUsually hey are not involvd in ISACs directly, but have a link to cooperate wiitbm. Direct
involvementcannot be achieved due to the largenount of classified information they handle jeopardising the
balance of information shargnin an ISAC.

The hw enforcement and intelligence community participates in the ISAC as a partner in dedicated sessions.

3.2.4 Cooperationwith academia

Some ISACs involve also the acadeiftigsenablesthe industry to clearly communicate needs in the research and
development area. The involvementthie academe community in working groups and ISAC interacbifiersalso

the possibilityof creating new solutions useful for critical sectors and overall cgbeurity landscape. Fdhe
academiahisisagreat opportunityfor verification ofits research in practice.

Academia participates in the ISAC as a partner, often in dedicated open sessions.
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4. TheGovernance Model

The governance modehapter presentapproaches on the administratiostructure and fundingptions Governing
ISAC is also connected wilte objective and procedures, but since both are éidklosely to the information sharing
process, theeare covered in chapter 6.

The overalhctivity of the ISAGe. servicedelivered or meetinggrequency isdefined by the goverancestructure.
When the secretaal function has been establisheahd a clear structure and managial roleshave beercreated,

the ISA@an launch officially its activitie@/orkings groups with specific tasks to deliver are.setécommendation,
threat analysisinformation sharing is suppagtl by procedures and special tools (e.g. platforntshn the other
hand, the ISAC does not have a clear struciitire less actie and focusdonthe creation ad hoc voluntanyetworks

of specialist on specificcases.Both ways can be valid and can be adjusted to the needs and availability of the
stakeholders involved.

4.1 Common governance structure

ISACare govered in many ways. Soenof them havea clear structure with weltefined roles such as the
management board anthe secretariat. Otherdiaveno structure at all and are very flexible communities where
volunteersprovide theoperatingfunction (e.g. organise meetings).

4.1.1 Structured governanceapproach

The way an ISAC will be managed depermmeslSACs have a chaird a vicechair, whereasotherschoose to have
a management boarar steering committeeThose rolesare rarely elected. Usuallyprofessionalghat voluntary
cooperate in an ISA@erform this function fora specific tenure(a year/two). The ground rule ishat the
management roles are usually assigned to the private secttrthe entities most involvedwhen the management
roles are assignedheir primary task is to create strategy forthe ISAC development @n action plan which set
up goals and directionsf the community.In these structures, elections rules and terms of reference exist.

Examples:

1 Banking CybersecurityCentre, Poland - There is a twdevel governance structure, involving member
representativesSteering Committee responsible for establishing strategibjectivesand supervision, consists
of 9 chosen or elected representatives of BCC members, a member of the Managgoaedtof Polish Bank
association and hiker Secretary. Management Groupresponsible for participation (e.g. by consultation) in
activities aimed at developing organizational and techngmlutions; consist®f the representatives of all
members.

1 Energy European ISAEK ISAGC The chair ilectedby the members of the EESAC awheelas the members
of the board. The chair should come from a utiiympany.There is no officaor staff. Only an external (nen
member) orgarsation is hired to dahe administratve and bookkeepingorks.

4.1.2 Governance with supporting body

The role of secretariat is probably one of the most important ©imethe governance of ISACThanks to the
secretarat, an ISAC could have frequent interact®nith a well-set agenda. The secretariat &sfacilitator. When
the public sector is involekin the ISAQE usuallyholdsthis role This role isoften accompanied byhe stimulation

of the ISAC.

During the interview many experts stressed that the role @secretariat sbuld be permanent, so that the whole
ISAC could interact more smoothly.could be particularly usefubr international ISACs to have sorpablic
institution fulfilling the role ofa secretariat and deal with cultural differences.
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4.1.3 Flexible governance

When there is no structure and no defined rgltise ISAC is goveed very flexiby, usuallyby volunteers One
organization/ representative of the organization volunteén host the meeting each time another organisation
takes the taskUsually in thoséypes of ISACs there is no action plan. Decisions are made ad hoc and to deal with
arising challengesWith this flexible governangemeetings usually take place in different locationsffices of
different members. It gives the whole community opportunity to get to know and better understandhe
organisational culture abther membersThe challenge in this case is the lack of formality this ISAC might have and
the lack of engagement from the stakeholders.

4.2 Funding options

There are multig ways for ISAQo obtainfunding.AnISAC could be funded by mandatory fees, voluntary
contributions as well asvith government subsidies. The athdelow presents results of the interviews in this area.

33%

Mandatory fees

Voluntary contributions 28%

Other 22%

Government subsidies 17%
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Figure5 Funding options

Mandatory fees

Mandatory feesare the most common wayf funding ISACs. The fee depends the size ofan entity and its
involvementin the ISACThe fees are paid annually and are funding important activities of the IBAGmecases,
experts believe that the feereates a motivation for the stakeholdeinvolved to share more information and thus
results into active exchange. This is how the Energy ISAC operates.

Voluntary contribution

Voluntary contributios constitute thesecond most popular funding option.istnot only aboubudgetallocated by
members of ISACs, but also abth# allocated resources. It could be people who are ¢akkith workingin ISACs,
taking part in meeting and working groupor even supporting meetings (events organising, secretat@}.

Government subsidies

Government subsidies are usually designated when theag@vernmental program or legal framewaskpporting
the ISACIt isarather rare funding option, since governments all over Europe believe that tthis igivate sector s
role to secure its servicabrough information sharingGovernment subsidies are usually allocéte stimulate and
encourage the industry to cooperate, rather than to fund #érgire initiative. Government subsidieare oftenabout
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facilitation—to operateasecretariat and provide a meeting plade.international or sectoral ISAC this could be the
starting point but after the sector becomes more mature a different type of funding is agreed (mandatory or
voluntary contribution).

Other

This catgory isrelated tothe voluntary contribution. It is the case when membership in ISAC is free of charge and
everyone contributes btheir own time and money. Again:mightbe people who are tasd with workingin ISACs,

and participatingn meetingsandworking grous. It could alsde the organisation of meeting—providing premises
andcatering
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5. ISAC Capalbilities

The core of the ISAC is information exchange; this chapter presents the different approaches to achieve it and
presents how trust can be Hubetween members.

5.1 Information sharing

The main goal of information sharing is more the acknowledgement and enumeration than the actual analysi:
sharing Some experts also admitted that for smaller organizations and entities with laybersecurity
sophistication it could be sometimes hardpoocessall of the information shared via ISACThis is why the analysis
sharing is oa of the main challenges in buildinige ISACs ecosystem in Europe.

In most of theEUcountries the information sharing between ISACs members is condbgtésdlowinga formalized
agreement omamembership agreement. These agreementdude themeansof exchangeand types of information
that should be exchangedt.is important to note ttat public sector might not be able to sign such a document as
the experts are foundubject to specific laws for public bodies.

Members of ISACaxchangenformation aboutthreats, incidents, vulnerabilitiesmitigating measuresand also
about the best practices and tools The most common toofor exchangng information is a special web
portal/platform (following a specific templat&nd encrypted emailsAlsonon secured emails, to a dedicated group
are being used by ISAG$e most important and efficiennethod are faceto-face meetings.Among the ISACs
there Iis a common pr aades da gustt.ameSmformationl(d.gstechngal detaibs hbow d
threats and incidents) can be shared widelgh all members Additionally,there is also the internal circle where
the shared information is more detailedsually people involved Buch arinternal circle are the managemetgam

(or steering committeeyvith goodknowledge of the organization and higi) level of trustamongeach other Most
ISACsisethe Traffic Light Protocol (TLPYo share informationSome ISACs also receia@ormation from external
sourceqe.qg.IT security companigs

In most ISA€the information is being validated beforeis delvered to all members. In ISACs which do not have
sucha mechanism, usually information is provided througimailing list so that all members could see wiwes
deliveredit.

5.1.1 Types of information to be shared

1 Incidents- details of attempted and successful attacks that may incladeescriptionof information lost,
techniques used, intent, and impact. The severity of an incident could range from a successfully blocked attac
to a serpus national security situation;

1 Threats- yet-to-be-understood issues with potentially serious implications; indicators of compromise, such as
malicious files, stolen email addresses, impacted IP addresses, or malware samples; or information about thre:
actors. Threat information can help oors detect or deter incidents, learn from attacks, and create solutions
that can better protect their own systems atitbse of others;

1 Vulnerabilities in software, hardware, or business processes that can po#a&d for malicious purposes;

1 Mitigations - methods for remedying vulnerabilities, containing or blocking threats, and responding to and
recovering from incidents. Common forms of such information include patches to plug vulnerabilities, antivirus
updates to stop exploitation, and directions fourgingmalicious actors from networks;
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9 Situational awarenessinformation that enables decisiemakers to respond to an incident and that may
require realtime telemetry of exploited vulnerabilities, active threats, and attacks. It could also contain
information about the targets of attacks and the state of catipublic or private networks;

1 Best practicesinformation related to how software and services are developed and delivered, such as security
controls, development and incident response pragsicand software pahing or effectiveness metrics;

1 Strategic analysisgathering, distilling, and analyzing many types of information to build metrics, trends, and
projections. It is often blended with projections of potential scenarios to prepare gowsmhor private sector
decisionmakers for future risks.
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Figure6 Specific processes and tools used for information sharing in ISACs

5.1.2 ollaboration styles and tools

There isa link between collaboration styles and toofSollaboration styles (regular meetings, working groups,
conferences and side events) determihew often and under which format the ISAC convengdditionally
collaboration tools (web portals/ platforms, emails and teleconferenes) strengthening thecollaboration by
ensuringthe way of exchanging information even if the ISAC rarely interacts.

Regular meetings

Based on the findings of this studggularfaceto-facemeetings are the most common wafor ISAC¢o interact

They usuallyakeplacesevealtimesayear (twice a year ajuarterly). Duringhesemeetings good practiclessons
learnt are presentedand topicsrelevant for the community (presently NIS Directive and GDPR implementation).
External experts aresometimesinvited, but only to gie a presentation aboutthe particular subject. The ISAC
community is very carefaboutinviting external experts to thentire meeting. The reason is that usually duriang
meeting there are presentatianabout particular threats and case studjes well as best practices and lessons
learned. Thesekinds of meeting give membersa good opportunity toget to know one arother and to network.
Example: Sectoral ISAC in NL.

Working groups
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This kind of collaboration ia common practice for active IS&GVorking group are establiskd to deal with
particular topics €.g. botnets) ISAC members delegate experts to work on iasto provide some solutions/
recommendations for thentire community. Rceto-facemeetings are not a must for working groug They could
be quite effective working via emails and teleconferences.

Thiskind of collaborationoffers agood opportunity to proveto other members that the organization is worth
cooperatingwith. The results of the working groups are shared with the community &@xXgmple: FS ISAC.

Ad hoc investigative working group

This kind of collaboration sreactionto incident/ threats which occurred and is challenging for the community. Ad
hoc workinggroups areformedon atemporarybasisto exchange intelligence ad solve the problékorking groups

is a common approach followed by mature ISAC i.e. FS ISAC or NH ISAC (Healthcare ISAC in the US). Working ¢
can be created ad hoc and maintain a rfilea specific mandate or can their existence might cease in case the task
has been closed; this depends on the resources availgllEmple: NH ISAC (US)

Conferences and side events

Annual or ad hoc conferencege organised to raise awareness on the\tts of the ISAC and to engage more
stakeholders; participation in the conference is open (not aalfSAC memberspessionthat deal withspecific
technicalor relevantpolicy matters are organised durisgchconference allowing an exchangeof bestpractices

Web portals/ platforms

Most ISACs use this collaboratitool. It allows anonymization of information sharing via ISAGlsosupportsthe
creation of “circles of sthe samé germissiomsdog usinige portad/ platformm. me |
Another benefitis that some portals/ platforns allow the automationof information sharing. One of the most
common tools used is MISP

Emails and teleconferences

Thesearethe most common tools wexd by ISAE They are also the way &xtendthe direct relationship established
during faceto-facemeetings PGP keys amgsuallyused to encrypt emails arsdbcuments AlsoTLHs being usedo
exchange information Teleconferences are frequently organised or in exceptional cagesn a new
threat/vulnerability is disclosed.

5.2 Analysis

As itwas mentioned before analysis sharing is one of the biggest challenges for 1834f@s. there is too much
information in an ISACtime and resources needed to make analysis increase exponenfialdy stakeholders
participating in the ISAC perform these activities outside of their working hours, and the analysis of such a vas
volume of information requires time and resources.

Many experts interviewethavestated that a team dedicated to make tlamalysis of all informatioshared within

an ISACis currently missing from most IS&@h some cases, this network should be comprised internally by the
member or in other case®xternal contractoramight offer a solutionBoth are challenging to hire analystsa
budget is needed, buildganetwork is very timeconsumingForthis reasonmost ISACs see the analysis sharing as
a future challenge.

Many interim solutions can serve for the analysis task to be realised and formalised; a governmentarbtake
up this duty. As discussed before, the role that the governmental bodies usually take are the ones of the secretari:
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support. In this case however the governmental bodieaild have an enhanced role, taking up responsibilities of
analyzing infamation sharedSimilarly,on a pan European level, the EU Cybersecurity ageB®ISA-could have
this role and assist in the analysis of information on threats, vulnerabilities, incidents etc.

5.3 Trust building

Trust buildings a basic element of 1S&@hd is strongly connected with collaboration styles and totflan ISAC
interacts often and gives memberan opportunity to meet frequently, the level of trust is higher and the overall
collaboration and cooperation is better.

Trust plays the key role e ISAG Success. lis underlined by all expertsThe best tool to gain trust igersonal
relationships In every single intervievexperts pointed out that personal relations i@ the most important aspect

of building trust m an ISACactually mentioning that after the meeting a social event would help bring the
stakeholders closed and get to know each other.

Other mechanisra (besides personal relations) of trust buildimglude

Added value: sharing useful information

Punctuality:deliveringit on time (real time information sharing)
ComprehensivenesBeliveing good quality reports (clear reports with good informatipn)
Expertise: Usingethnical tools (TLP, Terms of reference)

9 Dedication: same experts represent theompany in each meeting

T
1
T
1

Thisleads to one more issue in the field of trust building. If personal relatos so importantit is a great challenge

for anISAQo continueworking smoothly when peoplehange careergExtensiorof trust to unknown memberss
discussed among many ISAEIl experts admitted that even though the best way to build tisipersonal relations,

it could be also ga#d usingthe mechanism mention abov@&rust should be tested at all times, if some members
have proof that others do not share information as required they should have the right to remove that party from
the ISAC (always following a transparent, fair and documented procedure).

There are also formal ways to build the level of trust: first ottlhibugh signing a Nebisclosure Agreement (NDA),
which all members should sign upon confirmation of participation. The NDA should include details like the
obligations of the counterparts to the ISAC, the detail of information shared, details abouigtiteuse of this
information, exclusions from confidential treatment, terms of agreement and penalties in case the NDA is broken
It is recommended that a mutual NDA should be signed to ensure that each side can potentially share confidenti
information.

A lighter version of a NDA could be the creation of a Code of Conduct; thi®islegaldocument which actually
provides clear instructions otfie standard practice. The most common sections to include are the values and the
scope of the ISAC, accouhility and liability in case of malpractice, standard of conduct and standard of practice
and finally disciplinary actions. Again this should be signed by all potential members of the ISAC.

In the case of face to face meetings Chatham House RaleELP should apply and all participants should comply
to this requirement (this should be also stated in the meeting minutes and agreed in writing by all participants).

https://www.chathamhouse.org/about/chatharmouserule
https://www.enisa.europa.eu/topics/csirtén-europe/glossary/considerationsn-the-traffic-light-protocol
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Making trust building formalistic might sound likdarrier to actual information sharindyut this kind of formality
will only require scrutiny in the initial phases of the creation of the ISAC. All long operatirgfd8e@uC similar
approaches and members respect that.

5.4 Capacity building

Some ISACs deliver additioiv#brmation sharingsenices to its members. Usually it is because the communaty
decided that some initiatives could be benefi@dal increase sophistication of the industry players participating in
the ISACMostly it is vulnerability and/ or threat analysis and training/ exercises. Furthermore, manytiaAGs

not deliversuchservicesare considering it, or have already started future planning.

Vulnerability andthreat analysis

Vulnerability and threat aalysis are delivexd mainly by joint contributionlt is done by either creatingworking
group orassigning tasks texperts from entities participating in ISACso that theywork jointly and prepare
documentsthat can help whole ISAC. This service reasgnisedashighly demanding and difficult to deliver, since
usuallyit requiresa lot of speciafiation andusually involves the best experts. In the same timmst ISACs
understand the addd value of such services, so the members are willing to beacosts.

Training and exercises

Joint training and exercisare recognised as important because they support builtiingt amongst the members
and help in overall capacity building by creating expert knowledge. Some entities involved in ISAGsetten
rule that every employee should do at least one training per ViEBISA offers such kind of services to the &
members.

Exercises organised concern firstly the members of the ISAC, but depending on the maturity level government:
agencies caparticipate increasing capacity on a national level.

Awareness raising campaigns might also be included ipdht#olio of an ISAC but this can still be organized by any
kind of PPP. ISAC focus on technical and operational aspects.
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6. Establishing an ISACosystem in the EUuture challenges and
recommendatios

EstablishinginISACs ecosystewould supportbuildingsecuritycapabilitiesn Europe. Sommemberstates already
understandhow useful it idor building resilience on the national level (seetpecific and countiocused ISACS).
On the other handprivate sectooften stateshat it is useful to build crossorderpartnershipsifiternational ISACS)
and exchange information about threats Eurepele.

ISACs could al$® auseful mechanism ithe NISDirectiveimplementation, since thegffer an“intermediate level
between essential service operators ar@IR$ on national level. Gathering information about threats and incidents
and supportingtheir members in vulnerability and threat analysikey can alscsignificantlycontribute to the
processof riskmanagementin particularrisk assessmehon the national and international level.

The recently published EU Cybersecurity package explains how important the creation of sectosas f8AC
ensuring a high level of cybersecurity in all 28 MS.

6.1 Challenges

Lack of resources

The biggest challenge for bothe public andthe private sector is lack dhuman) resources. Firstlypecause the
overall lack of cybersecurity expsiin the maket, especially ithe area of information analysisbut also the high
value of the existing resourceBecause othis, the industry is not willing to shamexperts and appoint them to work
for ISAG.

Secaodly, inthe case ofthe public sector, there ar@ot enough people to suppothe industry. Thisconcerns not
only the secretaral role but also the ability to involve expanivho could support the industry othe policy level
(e.g. create recommendations, standards)

Weak capacity iranalysisrole

Because of the overall lack of resources and IT security exp&egsomeschallenging for ISAGs strengthen its
analysis roleNevertheless, proper (internal) ISAQalysis islefined by the members as essential to the added value
of this cooperation rodel.

Not enough funding

The lack of funding i@ general problem for the ISACs. It ke¢ps member organizationBom hiring experts who
could workin ISACshemselves create tools and technical solutions for information sharing and lagye&manent
secretarid role.

Qualitative evaluation of ISAC activities idifficult

Most of ISACs fadhe challenge of evaluation. It éifficult to identify clear failure and success factoFor example:
Which are the metrics that can measure the cyber secumigyurity level in a sector after the creation of the ISAC?
These are indicatordifficult to measure.Thisrelatesto the lack of resources and fundinut also to a lack of
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cooperation among ISACs on such more abstract IMleginwhile the right evaluaibn process is very important for
ISACs to develop and grow.

Duplication of information

It is clearlyunderlined by experts thatdue to the existenceof many information sharinggroups, the same
information is usually passl through different sourceslt results in the fact thamultiple groups are processing
information and acting in paralleThere isoften ageneral lack of coordination.

Inter-ISAC cooperation

Although several initiatives exist of int8AC cooperatiore(g. in the Netherlands the Watr and Energy ISAC
cooperate on a biannual basi)aring best practices on areas such as governance and information sharing models,
could benefit the development of ISACs in gendBgl.sharing best practices among ISACs, the model will further
develop am gain resilience.

The role of regulators and security companies

The role of the regulators or the security companies creates great glitches in the operation of an ISAC. From the ol
hand the regulators have the power to build legislation based on thenrdtion shared and on the other hand the
security companies can use it to make business cases. On the other hand, the views of both the regulator and tt
private company should be heard. A specific type of role should be created for engaging both tleseraet
healthy ISAC.

IT tools affecting data integrity

The choice of the right tools to use to ensure dat ¢
enough funding it is difficult to acquire specialised tools for informagioaring and for data analysis. In some cases,
ISAG build tools irhouse but these kind of solutions are not interoperable and cannot ensure highest level of
security. The community however has understood this challenge and more specialised tools alebshaeen the
stakeholders involved (g@. MISP is offering a complete toolbox for information sharing and analysis).
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6.2 Recommendations

Establishinghe ISACs ecosystem suppehbiuilding security capabilities in Euroggeveraimember states already
serve as advocates fobuilding resilience on the national level (seespecific and countocused ISACS).
Additionally, the private sector mainly advocates tduild crossborder partnerships (international ISACs) and
exchange information about threats Eumpide.

ISAC¢ose as aiseful mechanism in NIS Directive implementation, since tdasyserve asintermediate level
between essential service operators and CSIRTs on national level. Gathering information about threats and incider
and supporting its mmbers in vulnerability and threat analysis, they can aigaificantlycontribute to the process

of risk management (in particular risk assessment) on the national and international level.

Recommendation: ISAC participants (private and public sector)ch&einvest on trust to ensurghe right level
of information sharing

Stakeholders need to invest into building trust from the very first steps when creating an ISAC. Pay special attentic
to each stakehol der ' &vepwitd dpecidbole sucasplatfarnes and speoHficEocedse.
information sharing will not be smooth if there is a lack of trust among members. Becathis, dfis essentialn

the process of creating and stimulating IS&Casstablish the right level of trust. Withut it, the ISACs withot work
propety and stakeholders will not shaeitherinformation about incident®r the analysisGive all stakeholders the
motivation and the time to invest on theSAC, and make sure their demands are met equally throughout the
collaboration processStart small, if possible and desirable for consolidating trust bonds. It's very difficult to establish
trust within a large group of members, when each member has different interests and motivations. Well established
trust relationsamong some members will spread and pass the right message to others

Trust is interpersonal and for that reason it is recommended that each ISAC member organisaiinizes
replacingthe keyparticipants in the meetingsin addition two persons shoulcepresent the member organisation:
one permanent representative as well as his/her replacement.

Furthermore, trust is impossible tenforce So, given the complexity of the cybersecurity threats, a private and
public collaborative approach to informatioharing is called for. Laws can compel incident reporting, but they do
not increase trust or collalyation nor do they reduce riskdleverthelesslegal studies could be published which
encourage information sharing from legal perspective.

Spur voluntary iformation sharing by building interpersonal relationships. Interpersonal relationships and trust
between exchange program participants, along with trust in the program itself, are critical. Reciprocity can be &
strong factor in driving cooperation in aadtive action problem scenarios.

Recommendation: ISAC facilitators need to ensune tright level of attendnce for the ISAC participants

It ischallengingo haveafruitful discussion when technical people, lawyers #mimanagement arall inthe same
meeting It is crucial to have group of people whéspeak the same languader the right functioning of ISACThe
right level of attendancealso stimulateshe involvementand interactionof the members inthe ISAC. When
everyone speakthe samelanguage,it is easier for them to get involved and share informatiémen establishing
an ISAC, or first meeting, it is recommended to involve or invite the right level of participants.

RecommendationiSAG should have a structure whicmotivates theprivate sector
The structure must address needs and expectations of the private sector, otherwise indughtnot join the

initiative and not share thieinformation.§ nce t he majority of the NIS sect
their active involvement and support remaiessentiallncentivessuch aseadership positions for the private sector,
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or participation in steering committeeare a good beginningbut shouldn't be imposed. Having leadership or
steering positions defined by equabtes of the members and with a clear mandate (in terms of time and
attributions) will legitimate those positions and gather the respect of the members

Develop an overarching strategy for information sharing and collaboration. An information sharieggtcah help
organizations to identify priorities, establish shared values, and set a course for building effective information
sharing processes. A strategy can reduce confusion and increase support for information sharing efforts within a
organization ad among itspartners; Creatinga strategyfrom the very first step®of the ISAC including specific
objectives and goals, enables the private sector to better coordiaatkto plan ahead the investment (in resources)
they will invest in the ISAExamplesnight be refunding models for human resource costs. Hence, ISAC activities
can be easier done during business howekperts hired in this position

Recommendation: ISAC participants should follow theaffic Light Protocol (TLPJor information sharing

At the very beginning when the trust between members is not well estaddighe traffic lights protocol is the best

way to encourage entities to shanmeformation between each other. Maturity in the ISAC willrease the means

that are more sophisticad for communication.Focus sharing on actionable threat, vulnerability, and mitigation
information. That can create immediate improvements in cybersecurity and can help create better outcomes for IC”
consumers in general. Sharing actionable informatiorpewers actors to better defend networks and mitigate
threats.

Another type of protocol is Chatham House rules, which can be used during workshops or meetings. Combinatia
of all these codes would be important for trust building.

TLP is an instrument for sharing information within a trusted community, commonly executed by public private
cooperation. When public organizations such as police or intelligence are involved, then information sharing migh
be affected by statelominated ¢assification models (confidential, secretg.). It is important for ISAC members to
realize the existence of these differences when setting up rules or terms of reference for information sharing.

Recommendation: The ISAC participants should make shed the structure engages the public sector

When the public sector gets involved and is activstimulates the industry and the process of building ISACs is
easier.A good role for the public sector is being the secretariat or baipgrtnerin the ISA activitiesThe public
sector cannot provide valuable information however as M@SC modshowed before, this is a team work.

Recommendation: Terms of References and a code of conduct should be agreed and biga#dSAC members

Formal guidelines that are signed by all members support the trust building. There should be commangnegels
by allmembers,concerning at leaghe introduction procedure (introduog a new member or organization based
on an official procedure), chamanship and its rotationand information sharindgn case new organisations join ad
hoc specific sessions, ND&hould be signed.

Information sharing efforts must respect privacy and civil liberties and should be designed with the aim of protecting
these to the highest degree. Such efforts should include robust protections built into the exchange and must be
based upon Fair Information Practice Principles or other internationally accepted privacy and civil liberties policies

Recommendation: Every ISAGaild produce resultgperiodically

In order for the stakeholders to express the value of the efforts they invest in the ISAC, and to bring new stakeholdel
in the ISAC, each ISé@alildpublish result®n a frequent basisSuch publications do not haveittclude confidential
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product, thus giving them more motivation to actively participate and offer more in the community.

Make full use of informatioshared, by conducting analyses on ldaagn trends. A greater understanding of the

root causes of cybersecurity incidents can help prevent future incidents and can foster improved security analyse:
Furthermore, such analyses can also help build knowleddengterm trends, giving network defenders a better
understanding of emerging cybéhreats and of shifts in exploitation methods;

Recommendation: The ISAC participants should agree on the case marglatory information sharings
required

Mandatoryincident reporting is very different than voluntary information sharing. In some instances, such as in the
case of national security and public safety, there may be a need for mandatory incident reporting. But suck
mandatory approaches should be narrowlgfiled and implemented through trusted mechanisms. This helps
ensure that only the right information is shared with the appropriate stakeholders in the proper timeframe.
Moreover, such a narrow approach strengthens privacy and the protection of civiidibePolicy efforts should
encourage information sharing processes, which are transparent about how such data is used and which ensure th
information shared back to the suotfitters is valuable and timely.

Recommendation: ISACs governance structure shontdude the role of a facilitator

It is beneficial wheran ISAC has one facilitatosuch as a professional secretariale. This role is responsible for
organizing meetings, managing the agenda and keeping track of results, and even sigputdessonalism (such
asannualplans) The existence of this role signifies a role of maturity in the ISAC but also establishes a kind o
formality.

Recommendation: ISACs should ensure funding mechanisms from their initiation

ForanISAC to grow it is importatd securefunding. Then it is possible to set the secretary and resources to deliver
good analysis and recommendatidhis also easier to have regular meetings.

Recommendation: The ISAC participants should stimulatesssectoralcooperationand work towards it

Some sectors (e.g. finance, energy) are more advanced in the field of cybersddustgxperience could be used
in other sectos as lessons leatror good practiceand potentially stimulate similar initiatives in other sectors. In
some countries this is how ISACs in other sexttave been built and stimulate(e.g. Netherlands).

Recommendation: Law enforcement and intelligence community should have a special roenvengaging with
ISACs

There is a very thin line when discussing about the involvement or not of the LEA and intelligence communities. Th
recommendation explains that under specific circumstances, the LEA and Intelligence could be partners to an IS/
and share information in dedicated sessioHswving the forum which allowthe cooperaton with law enforcement

and intelligence communitysuallyappealsto the industry.It gives them an opportunity in the field of fighting
against cybecrime and an opprunity to get information about new threats. There is an overall conviction among
the private sector that the government has access to special knowledge, and cooperation could benfit
gathelingthis information.
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Recommendation: The ISAC should fsem periodically an evaluation of its activities

It is important for ISA€Xo be open to evaluatiorMembers should understanathat are thesuccesssandfailures

of their ISACso that the important challengesan properly beaddresgd. Thishelps ISA€to grow and evaluate.

From the very establishment of the ISAC a long term strategy should be agreed and some initial KPI should be s
throughout time these KPIs might change and become more concrete however the ISAC should set a milestone wh
the evaludion will take place. This will give the ISAC the opportunity to grow and to reach a more enhanced role ir
the overall cybersecurity community.

Recommendation: ISACs should develop new services based on the needs of their stakeholders

ISAGshould not haveén its scope services that already exist in other fora, in order to avoid the feeling of duplicated
efforts. If some entity feels that the ISAC will be more a burden then a benefit, they will not join.
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7. Next stepsExtension of the role of ISACs

7.1 Evolutionof ISACs

There is a significant need féurther extension of the role of ISACs. This need is also presented in the recent
Communication of the European Commission which requests pan European sectorsdbl8ACreated as a way

to strengthen cyber secity in the EU. It is evident that this kind of collaboration supports trust building and
incident/threat information exchange between entities and visibly establish cybersecurity as a priority at national
and international level. At the same time, manpACS look for patterns and additional responsibilities to grow and
evolveto be able to ao resist more advanced attackBelow we present some basic idethst provide the
opportunity to further develop the current ISAC model, by focusingenphanced respnsibilities for analysis,
outreach/ communicationsand capacity/ development.

Analysis It isevident that the aredhat requiresfurther development is analysis. I$%Co u | d ewvitek mlated” s

to reducing the impact of an incident and working éstore businesafn ct i ons wi t hin the st
be very helpful to members, especially those who have smaller resources. Analysis could be also done by the spec
“networks of expert sconsisingefexpartsiselecttt hr omt h8 ACSACme (nb e

Outreach T h e o0 bj e evorkwithethe istakehblder td raise the collective understanding of threats that they
face and actions that can be taken to reduce the risk posed by these threats| n t hi s t ask san
members in creating cybersecurity policies aitsl operationalisation.In addition an ISAC could offer legal
(compliance) consultancy advising stakeholders about the legal aspects of incident response and new law
implementation (e.g. GDPR and NIS &ive). Other valuable means of communication are preparing publications
both to a limited audience and to public. The ISAC as a group of more mature stakehailgl#revenserve as a

hub for startups and SMEs tgain access to specifexperience and kowledge. Through sharing nesensitive
information with other groups or enterprises the ISAC is contributing actively in increasing cybersecurity maturity in
a societal level.

Capacity/ Developmentl SACs coul d pr ov ordidentificationyestablestement, cotlegtiori, and
analysis of achievement of organizational performance goals, along with measuring organizational effe¢tiveness
That could be special trainings and education prog
also includes preparing educational and training materials, as well as mentoring programmes where experts fron
one entity will provide mentoring for experts from another country in given areas. Finally, it might also include
preparing plans of developingcee er s f or member s’ empl oyees.
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7.2 The role of ENISA supporting ISAC

Intherecent Cy ber Se c ypublished byfha BopeamCarimjssion in September 2017t he Co mmi ¢
will contribute in full to support this approach [of sectorial ISAC] withbport from ENISA, with an acceleration
needed in particular with regard to sector sTakmgiotosr i di
account the recommendations and conclusions of this study, Epitipases the following

1. ENISA as a member of sectorial European $SERISA currentlgolds membershipin the Energy ISAC and at
the FI ISAC. In this schefBNISA is treated as equal with other members in the community.

2. ENISA as the facilitator of sectorial European $3Al@yed with the NIS DirectiveENISAoldsthe secretariat
and enablsinformation exchange by providing tools, means and platfdionghe stakeholdersln consultation
with the ChairENISAwill be able toorganize workshops and support drafting annual a&iti bulletins. Upon
requestENISA might provide expertise on specific topics popular in the community at theEiMh8A certainly
will be able to serve as the enabler of cooperation among the different EU ISACs, and foster cooperation.

3. ENISA agdependent consultant to EuropeanlSAG: ENISAwoldsthe responsibility of providing resutiriven
information exchangewithin the ISAE (and if possible among the EU ISAtBgy fulfillingthe analysis task of
the ISAC. Together with the communiBNISAould ssuean internal reportfor ISAC members that serves as
the basis for creating and releasing public informatitmthis proactive model, ENIS#ould leadone annual
activity in the ISAC (i.e. awareness raising or capacity building).

In order to create andurther developlSACstiis mandatoryto build the appropriatelevel of trust This enables
information sharingas well agnsuringactive involvement of the public sector in the whole process. A European
public body like ENISA could play this role andgball stakeholders togetheENISA regards the recent European
Commission proposal as support for gaining and developing this role.
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Annex A:Overview of ISAC in the EU

Country Austria

Cybersecurity Fenderal Chancellory, Ministry of Interior, CERT.Gov, national CERT
system (main

institutions)

ISACs the Austrian Trust Circle (ATi@)ps://www.cert.at/about/atc/content.html

Country Belgium
Cybersecurity CERT.be

system (main Cybersecurity Centre
institutions)

ISACs CTISRECyber Threat Intelligen&esearch Project)
CyberSecurity Coalition
BELNISBelgian Network anthformation Security)

Country Bulgaria
Cybersecurity CERT Bulgaria
system (main Minitry of Infrastructure
institutions)

ISACs BAIT Bulgarian Association dfiformation Technologies)

Country Croatia
Cybersecurity National CERT
system (main

institutions)

ISACs -
Country Czech Republic

Cybersecurity CZ.NIQttps://www.nic.cz/
system (main National Security Authority
institutions)

Country Cyprus

Cybersecurity National CERT
system (main
institutions)

ISACs -
Country Denmark
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Cybersecurity Centre for Cyber Security, Council for Digital Security
system (main

institutions)

Estonia

Cybersecurity Information System Authority
system (main https://www.ria.ee/en/
institutions) CERT Estonia

Finland

Cybersecurity National Cyber Security Center (NGSHC

system (main https://www.viestintavirasto.fi/en/cybersecurity.html

institutions) ACORA

FHSAC, NCSg,

Following sectors are active in Finland: Food supply, Healthcare, Finance,
ISP/telecom, Energy, Government, Software Vendors, Vulnerability research, N

France

Cybersecurity ANSSI (The National Agency for 8exurity of Information Systems
system (main CERT.FR

institutions)

ISACs Club des directeurs de sécurité des entreprises

Ireland

Cybersecurity CERT within onef the Ministry
system (main

institutions)

ISACs Infosecurity Irelandireland Chapter

Country Italy

Cybersecurity CERT
system (main
institutions)

ISACs AlIC (Associazione italiana esperti in infrastructure critiche)
Country Greece

Cybersecurity Ministry of Digital Policy

system (main NCER-GR was established in 2009. It is responsible for coordinating incident
institutions) response measures for both government institutions and entities engaged with
critical public infrastructure.

The Assurance Authority for Confidentiality of Communication (ADAE) acts ¢
primary body responsible for network and information security in Greece.
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National Intelligence Service of Greece (NIS) handles matters related to inform
and network seurity as outlined in Law 3649/2008. These duties include
administration of NCERGR, the national CERT. There is not, however, a boc
agency within the NIS dedicated to network and information secuitgpart from
the limited, responsdocused scpe of NCERGR. The Directorate of CyHeefense
reporting to the Chief obefensds responsible for cyber warfare and liaises with 1
NIS and the Greek police services. The Greek Cybercrime Centre is a national
aimed primarily at improving resech and education in the area of cyber attacks
does not handle network and information security at large.

ISACs NCERTGR is responsible for the collection of cybersecurity incident data. It
maintains an emailetbased reporting platform to log cybersarity incidents.

Germany

Cybersecurity BSI (Federalfice for Information Security)
system (main National CERT

institutions) CERBUND

ISACs UP KRITIS (Kooperation zwischen Betreibern Kritischer Infrastrukturen)

Country Hungary

Cybersecurity National Security éthority
system (main Cyber Security Centre
institutions) CER™Hungary

ISACs ISCDConference on Inform&n Security and Cyber Defence)

Country Latvia

Cybersecurity CERT.LV
system (main
institutions)
DEG Ipformation Technology anthformation Systems SecuriBxpertsGroup)

Country Lithuania
Cybersecurity CERLT
system (main State Information Resources Management Council

institutions)

ISACs Forum of the information exchangevoluntary community

Country Luxemburg

Cybersecurity GOVCERT.lIHitps://www.govcert.lu/en/

system (main Luxembourgish Cyber Security Board

institutions) http://www.gouvernement.lu/

CERT.LYall the CERTSs from the Luxembrtjps://www.cert.lu/)
CIRCL https://www.circl.lu

MISP-system [ittp://www.misp-project.org/)
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Malta
Cybersecurity MITA (The Malténformation Technology Agency)
system (main CSIRT Malta

institutions)

The Netherlands
National Cyber Security Centné&ps://www.ncsc.nl/english

system (main
institutions)

In the Netherlands thefollowing sectors are active: Ports, Airports, Finani
Institutions, Water Management, Multinationals, Telecom, Nuclear, Healthc
Energy, Drinking Water, Managed Service Provider (MSP), Insurance and the N
Government and Pensions. The chairneéthe various ISAC's meet up in a numbet
sessions every year to discuss the overarching themes with the sector

There are alsolLiaison officers; ICT Response Board; National Response Ne
National Detection Network, Operational Incident Responseani network,
'‘Ecosystem’ projects trade nexuses Port of Rotterdam and Schiphol Airport

Poland
Cybersecurity Ministry of Digital Affairs
system (main Ministry of Internal and Police Department
institutions) NASK-National Cybersecurit€enter, CERT Polska

Internal Security AgeneyCERT.GOV.PL
Banking Cybersecurity Centi2EC)

CERT in Energy sector (PSE and Energa)
Network Security Incident Exchange
ABUSE Forum

Portugal
Cybersecurity CentroNacional de Ciberseguranca
system (main CERT.PT

institutions)

National Cyber Security Center

National Network of CSIRTs
https://www.cncs.gov.pt/en/cooperation/nationahetwork-of-csirts/
http://www.cert.rcts.pt/index.php/rede-nacionalcsirt/directorio

Romania

Cybersecurity CERRO
system (main Intelligence Authority CIP

institutions)

ISACs CCSIRCyber Security Research Cerfterm Romania)

Country Slovenia
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Cybersecurity
system (main
institutions)

Country Slovak Republic
Cybersecurity

system (main

institutions)

ISACs

Country
Cybersecurity
system (main
institutions)

ISACs ICARG- critrical infrastrycture protection
Foro ABUSES, CCI (Industrial Cybersecurity Centre)

United Kindom
Cybersecurity
system (main
institutions)
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