Lweca ol § KT RYW

VERSION0
NOVEMBERO17

Www.enisa.europa.eu European Union Agency For Network and Information Security



http://www.enisa.europa.eu/

* x

x *
* * Improving Cooperation between CSIRTs and Law Enforcebreagdl and Organisational Aspects
* enisa Version 1.0| November 2017
*
About ENISA

The European Union Agency for Network and Information Security (ENISA) is a centre of network and
information security expeise for the EU, its member states, the private sector and EU citizens. ENISA
works with these groups to develop advice and recommendations on good practice in information security.
It assists member states in implementing relevant EU legislation andswoiknprove the resilience of

9dzNP LISQa ONRGAOIET AYyF2NNIFGA2Y AYFNI adNHOGdzZNS |y
member states by supporting the development of crbossder communities committed to improving

network and information seurity throughout the EU. More information about ENISA and its work can be
found atwww.enisa.europa.eu.

Contact
For queries in relation to thieport, please us€ SIR-LEcooperation@enisa.europa.eu
For media enquires about thisport, please us@ress@enisa.europa.eu

Acknowledgements
ENISA would like to thank:

1 The subjecmatter experts, selged from the List of NIS Experts compiled following the ENISA Call for
Expression of Interest (CEl) (Ref. ENIS2E17-T01), whoad personanprovidedvaluableinput to
the report

1 The subjecmatter experts/organisations who took the time to be interviesvand who provided
valuable data for this report, includirgut not limited ta

- ltalian National CERT {CERT)italy
- 1f220F ~LISKZ / 2YLMziSNI / Nktdt8e KopedRdlice Sloddnia A 2 Y
- Elena Vidottand Diego Marsonyarix s.r.| Italy

1 All CSIRT arldw enforcement respondents to the online survey conducted to collect data for this
report as well aEC3 EUROPOE O2f f S| 3dzSa F2NJ 0 KSANI &dzLJLJ2 NI
enforcement community

1 The subjectmatter expertédorganisationswho performed peeireviews of the reporbr parts ofit,
including:

- Team CIRCIComputer Incident Response Center Luxembourg
-  EC3 EUROPOL
- Alexander SegeCouncil of Europe

02


https://www.enisa.europa.eu/
mailto:CSIRT-LE-cooperation@enisa.europa.eu
mailto:press@enisa.europa.eu.

* %
» enisa

*x x

Improving Cooperation between CSIRTs and Law Enforcebregat and OrganisatiohAspects
Version 1.0] November 2017

03



x

*
*

x

*

* x

enisa

%’

*

Table of Contents

Improving Cooperation between CSIRTs and Law Enforcebregat and Organisational Aspects

Version 1.0| November 2017

Executive Summary

1. Introduction

1.1 Purpose

1.2 Background of the Report

1.3 Report Objectives and Scope
1.3.1 Report Objectives
1.3.2 Report Scope

1.4 Target Audience
1.5 Key Concepts and Definitions

2. Methodology

2.1 Information Collection Instruments Used

2.11 Desk Research
2.1.2 Interviews
2.1.3 Online Survey

2.14 Data Used to Develop the Reomendations
2.2 Selection and Classification of the Stakeholders

2.3 Contribution by Subject Matter Experts

3. Overview of the Policy Context

3.1 Some General Remarks Regarding the Cooperation between CSIRTs and LEAs
3.11 Not all Incidents Are Cybercrimes and Not All Cybercrimes Are Incidents
3.1.2 Cooperation between CSIRTs and LEAs Does Not Take Place for Alin@yiases
3.13 CSIRT and LEAs are Different as Well as Their Objectives

3.1.4 CSIRTs and LEAS, and Other Actors

3.15 Variety of CSIRTs, LEAs, and Ways of Cooperating

3.1.6 Importance of Reciprocal Feedback

3.2 Main Legal and Policy Framework for the Cooperation between CSIRTs and LEAS

3.2.1 /| 2dzy OAt 27

9 dzN2 LIS
3.2.2 Directive on Attack Against Information Systems

| 2y @SYylAz2y 2y

OO o ©o ©o O N

10
10
13

13
13
13
14
15

15
15
16

16
16
16
16
16
17
20

20

/| @0 SNIDNR Y.

22

3.2.3 Europe 2020, the Digital Agenda for Europe (DAE), Digital Single Magteg$for Europe

(DSM), and the Cyber Security Strategy (CSS) 22
3.24 NIS Directive 24
3.2.5 Communication on Strengthening Epsds Cyber Resilience System and Recommendation
2y | 22NRAYIFIGSR wSalLkRyasS G2 [INBS {OFIfS /220SN
3.2.6 European Agenda for Security 25
3.2.7 European Investigation Order 25
3.2.8 European Public Prosecutor's Office (EPPO) 26
3.2.9 EU Data Protection Legislation 26

04



* x

** % Improving Cooperation between CSIRTs and Law Enforcebregat and Organisational Aspects
* enisa Version 1.0| November 2017
* o
3.2.10 Directive on the Use of Passenger Name Record (PNR) Data for the Prevention, Detection,
Investigation and Prosecution of Terrorist Offenaed Serious crime 28
3.2.11 ENISA Regulation 29
3.2.12 Europol Regulation 29
3.2.13 Relevant ECJ Case Law 30
3.2.14 Some Article 29 Working Party Relevant Opinions 31
3.2.15 National Legal and Aoy Framework for the Cooperation between CSIRTs and LEAS32
3.2.16 EU Cybersecurity Policy Funding Initiatives and EU Instruments to Support Cyber Security
Collaboration at International Scale 32
4. Challenges in the Cooperation between CSIRTs and LEAs 33
4.1 Legal Challenges 34
41.1 Relevant EU Legislation Currently Under Implementation 34
4.1.2 Diversity of the Legal Framework between Member States 36
4.2 Organisational Challenges 36
4.2.1 Limitations in Skills and Availability of Specialised Personnel 36
4.2.2 Insufficient Training 36
423 Lack of Defined and Agreed Procedures for the Information Sharing between CSIRTs and
LEAs 36
4.2.4 Need for a Better Knowledge of Recognised International Standards 36
425 Need for Building and Maintaining Trust between CSIRTs and LEAs 36
4.3 Technical challenges 37
43.1 Keeping Information Systems and ToolstthDate 37
4.3.2 Differences in the Moddiles in Data Transmission 38
4.3.3 Differences in Toolkit Used 38
5. Conclusions and Recommendations 39
5.1 Conclusions 39
5.1.1 Different Roles and Objectives 39
5.1.2 Information Sharing 39
5.1.3 Trust 39
5.1.4 Legal Frameworks and Organisational Challenges 39
5.2 Recommendations 40
5.2.1 Place Liaison Officers on Both Ends and Facilitate Coordination Among Liaison Officers
Across Europe 40
5.2.2 Formalise Intelligence Exchange 40
5.2.3 Simplify and Standardise the Forms for Data Requests and the Procedures to Share
Information Between CSIRTs and LEAs 41
5.2.4 Further Invest in CSIR’EA Joint Training and in Skills Development 41
5.2.5 Further Invest in Networking Events and TrR&llationships betweenSIRTs and LEAsS 42
5.2.6 Effectively Implement the NIS Directive and Apply the GDPR 42
5.2.7 Clearly Identify Which Information G8Is and LEAs Are Allowed/Obliged to Share between
Them under the Current Legal Framewaork 43

5.2.8 Have in Place Legislation that Well Define Under Which Conditions CSIRTs and LEAs are
Allowed/Coliged to Share Information Between Them and their Accountability When They Share
and Reply to the Requests (CSIRT to LEA/LEA to CSIRT), as well as Reflect on Turning Informatiol
Sharing Between (National) CSIRTs and LEAs Mandatory 43

05



* x

** % Improving Cooperation between CSIRTs and Law Enforcebregat and Organisational Aspects
* enisa Version 1.0| November 2017
L
5.2.9 Promote a Culture of Information Sharing Between CSIRTs and LEAs Within the Country and
CrossBorder 44
5.2.10 Promote the Improvement of Matugtof LEAs and CSIRTs in Order to Better Facilitate the
Information Sharing 44
5.2.11 Develop Internal Security Policies Permitting and Supporting Information Sharing with
CSIRTs/LEA Counterpart 44
5.2.12Make Available and Take Advantage of CSIRTs Dataset, Expertise and Contacts 45
6. Bibliography/References 46
Annex A:  Acronyms 54
Annex B:  Samples of Questionnaires to Support the Interviews 56
B.1 Sample Questionnaire to Support the Interviews with the CSIRTs 56
B.2 Sample Questionnaire to Support the Interviews with the LEAs 61
Annex C:  Questions in the Online Survey 67

Annex D:  Samples of Material Collected During the Desk Research Not Included in the
Bibliography/References 71

06



* x

* o : . o
* * Improving Cooperation between CSIRTs and Law Enforcebreagdl and Organisational Aspects
* enisa Version 1.0| November 2017
x

*x *

Executive Summary

Asit has beerstatedin the recent Joint Communication dResilience, Deterrence and Defence: Building
strong cybersecurity for the EHuropean Commission and High Representative of therlfor Foreign

Affairs and Security Policy, 2017, p.J3)d CAY RAY 3 dzASFdzZ Ay F2NXI GA2Y F:
Ay GKS F2NXY 2F RAIAGEE GNI OSax A& | Yl 22N OKI f ¢
Computer Security Indent Response Teams (CSIRTs) and Law Enforcement Agencies (LEAS) is key for
finding such information and for fighting against cybercrime.

A number of attacks thatecentlyhit critical sectors brought an increaskxel ofcooperation partly out

of necesity, Wannacry(ENISA, 2017and WNotPetydlan updated version dPetyd attacks(Europol,
2017a)beingthe most recent exampled.helegal and organisationalspects are an important component
for the cooperation.

This reportaimsto support the cooperation between CSIRTrs particular national/governmentaCSIRTs
and LEAs in their fight against cybercrime, by providing informatidhetegal and organisational
aspectsidentifying currenshortcomings, and formulating and proposing recommendatmmsegal and
organisational aspect® further enhancehe cooperation.

The data fothis reportwascollected via desk research, interviews with subjecttter experts, and a
online survey.

Thedata collected confirmed that CSIRTs and ldi&s exchange information during the incident
handling/investigations, both formally and informalnd that trust is the key success factor for the
cooperation.However it is clear that there are challengeelated to the varietpf legal systems and legal
provisions in the different Member States. Adding further complexity is the diversitgromunication
channelsbetween the various Member Statéisat representsan issuein terms of the effectivenes®

fight crime.

Corerecommendationgo improvelegal and organisational aspecikthe cooperationin particular
between national/governmental CSIRTs and LEAs include

1 CSIRTs and LE&k®uldplace liaison officers on both endsnd ENISA shouldropose waygo

facilitate the liaison officer€xoordination;

CSIRTs and LEAs, with the support of ENISA and Eugpohbulmiformalise intelligence exchange

CSIRTs and LEgk®uldadopt and usesimplified standardised formdor data requess and simplified

standardised procedures for their information sharing

1 Nationalgovernmental CSIRTs and national Ewforcement training centrg with the support of
ENISA and Eurogola , Shouddfurther invest in CSIRLEA training andlglls development

1 Member States, ENISA afddzNR LJ2 shaufurther imvest innetworking events andtrust-
relationships between CSIRTs and LEAs

1 ENISA shouldnalysethe implementation of the NIS Directive and thagpplication d GDPR focusg
on succases as well as challenges to enstinat shortcomings are addressed

1 Member Stateshouldclearly identify which information CSIRTs and LEAs allowed/obliged to
share between them under the current legal framewark

1 Member States shoulbave in placedgislation that well defineunder which conditionsCSIRTs and
LEAsre allowed/obliged to shareand accountabilitywhen theyshare, as well as reflect on turning
information sharing between (national) CSIRTs driglAs mandatory

1
1
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1 Member States, with the sygort of ENISA, shoufsromote a culture of information sharing between
CSIRTs and LEAs within the country and clossler;

f aSYOSNI {dGFdSazX 9bL{! prbmotR th®ingMdnidnt dddatusity af CEASSaKd? dzf |
CSIRTs in order to better facilitatbe information exchange

1 CSIRTs and LEAs shalddelop internal security policies permitting and supporting information
sharing with CSIRT/LEAs counterpart

 CSIRTwA 1 K (GKS &dzLJLl2 NIi 2 F 9 brhake avallapflérandEdebbke laivdn@ge 9 / C
of CSIRTs dataset, expertise and contacts

In parallel to this report, ENISA has publishemplementaryeport onTools and Methodologies to

Support Cooperation between CSIRTs and Law Enforc@aMi®A, 201 Avhich focuses on technical
aspects and which is available on the ENISA website.
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1. Introduction

1.1 Purpose
The purpose of thigeport on Improvng Cooperatiorbetween CSIRTs ahdw Enforcementegal and
Organisational Aspects to uncerstand thelegal andorganisational aspects of the cooperatibatween
Computer Security IncidenResponseleams(CSIRTg)nd Law EnforcementAgencies I(EA} including of
their communicatio.

Whilethis report focuses orthe legal andorganisational asgcts, some considerations are also made
about the technical aspectslowever the technical aspects of this cooperation are addressed in more
detail in theENISA report ofiools and Methodologies to Support Cooperation between CSIRTs and Law
EnforcemenfENISA, 2017)

1.2 Background of the Report
The ENISA Programming Document 200T9(ENISA, 2017lncludesdObjective 4.2: CSIRT and NIS
community building @nder Objective 4.20utput 4.2.1- Suppot the fight against cybercrime and
collaboration between CSIRTs and ¢ Eas the goal t@to build upon the progress ENISA has made in
supporting different operational communities (e.g. CSIRT, law enforcement, Eurog&xjito enhance
mutually satisfatory ways to collaborate and support good practices among different stakeholders in
operational communities in Europ€ENISA, 2017b, p. 52)

This report contributes to the implementation of Output 4.2 particular towhat isforeseenasd C dzNJi K S
AYLINRGSYSylG 2F O2YYdzyAOlIGA2y 06SG6SSy /{Lw¢ca I YyR
(ENISA, 2011a)

1.3 Report Objectives and Scope

1.3.1 ReportObjectives
The main objectives of this report are:

91 Provide information oegalandorganisationabspects othe cooperationbetween CSIRF®specially
national/governmentalCSIRTsand LEASN particular of theirommunication;

1 Identify current challenges mainlylegalandorganisationabnes- that CSIRTand LEAdace in their
cooperationto fight against cybercrime

1 Formulate and propose recommendationséohance mutuallygatisfactory ways afooperation,
includingcommunicationwithin the current legal framework and to further improvengeded, the
legal framework fothe cooperationand the organisational aspects of it

1.3.2 Report Scope
The geographicaloverageof this report is limited to the E{European Union, 2012nd EFTAEFTAN.d.}
countries. This does not mean however that all these countries are covered in the report and that no
reference to other countries outside EU and EFTA is rtiatein.
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The report does not target a specific se¢toonsiderations made can apply tooperation between CSIRT
and LBsto fight againstcybercrimein all sectors (from finance to energy, from transport to health).

The area of the fight against terrorismasitside the scope of this repqralthough manyof the developed
considerationsan be extended to it.

Concerning CSIRTS, the report focuses in particular on national/governmental ones.

1.4 Target Audience
The intended target audience are CSIRTainlynational governnental CSIRTBut not limited to them-,
LEAs, and igeneral publi@nd private organisations with an interest in NIS.

Additionally, policyandlaw makes may benefit from select aspects of analysis as a®ll
recommendations of this report, as they prepare poli@es legislatiorfor the purpose of enhancing the
cooperaton between the two important communities in fighting cybercrime, bed®/RTandLEAS

1.5 Key Concepts and Definitions
In the context of this report, the following definitiogsbelow listed in alphabetical orderapply:

T

ChallengNB T SNE (2 tipbsesidifiduties (aksiiafioniiviere one or more than one

20401 0tS Aa LINBaSyl yR ySSR (2 0S 2 0SS NBDRe¥,Sk NI
2008) In this report challenges as well aghe aspects of the cqueration- are grouped irdlegak,

G 2 NBI y A a@ntdedhgiop: t ¢

Classificatiord 2 ¥ S @Sy ( a is deNignadyfofolp 3ejatedititingsitogether and to define the
relationship these things have to each otheiXENISA2011b]. In addition, classification is the

repartition of events and incidents into classes, not to be confused with the level of classification of a
documentw XENISA, 20158)¢€ENISA, 20k, p. 59)

Communicationin most cases refers to the information sharing between GHRILASs Sometimes

GKS GSNXY aO02YYdzyA Ol (A 2y ¢ pdlidy ddcim@ri wittzdo$nBndatoyy A G a f
authorityé (Europeanudicial Network, n.d,)suchas the CommissioGommunication on

Strengthening Europe's Cyber Resilience Sy&ampean Commission, 2016) a fev cases it refers

to the transmitted information oK especially when in plutg to a system used to transmit the

information. Communication is an essential component of the cooperation between ESIRTRAs
Computer Security Incident Response Team (CSIRT) or Computer Emergency Response Team (CER’
A& aly 2 NBI yigs dompuferayd nétwork Secuiity idzider to provide incident response
services to victims of attacks, publish alerts concerning vulnerabilities and threats) Xoffier other
AYVF2NXYIEGAZ2Y (2 KSELI AYLINRGS 02 Y LIErB@NCERY&d vy Sl 6 ;
/I {Lw¢0O INB dzaSR Ay | aedyz2yevyz2dza YI (ENMSNZISE p.G K /
7) (ENISA, 2015a, p. IENISA, 2016b, p0)

Cooperationand collaborationhere are synonymous in this document. They refer to the joint vedrk
CSIRTs and LEAs, their coordination of actions, their reciprocal help and their joining efforts to fight
against cybercrime

Criminal investigatmsd NEFSNAR (2 GKS Ay@SadAaardz2NER LKIFAS o
aware of the fact that criminal activity is going to be committed or has been committed and it ends

6 KSy GKS Ol(Parfesi, RG0S, p. MfadiiHRcibsed.

Cybercrimeis an umbrella termAn unequivocal definition of cybercrime does not eXisgeneral we
referbyittod ! y & 2 F TSy @dlusaderandds signakug{whichNB ¥ S B meintal and
SY20A2y I (GeberhAPA P PAE OSa (KS dzaS 27F | (GgY Lidzi
2004, p. 667.)Cybercrime includes both crimes where computer is an object (e.g. illegal access to an
information system) or ool (e.g. storage of illegal images on a computer device or usage of a

N>

10



Improving Cooperation between CSIRTs and Law Enforcebregat and Organisational Aspects
Version 1.0] November 2017

computer to plan a murdenf crime It must be noted thatiWhile many aspects of cybercrime are

firmly established, other areas of cybercrime have withessettriking upsurge in aeity, including

attacks on an unprecedentestale, as cybercrime continues to take new forms a@a directions
(Europol, 2017)

Governmental CSIRBse teams vinoseconstituency are the public administration networkurrertly
GAYy GKS 9! 3 3I2@0SNYyYSydalrt /{Lwe¢ca INB GB8LAOITTEeE

7

institutions including critical infrastructure as well as to ensure cYD&RA 3 A & Y BNISA,SY Sy (i
2015¢c, p. 9)

Information sharingNE F SNE G2 &K
AYTF2NXIEGA2Yy adzOK | a NA
(ENISA, 2010, p..9)

Inddent A @ny @vent having an actual adverse effect on the security of network and information
systems (European Parliament and Council of the European Union, 2016a)

Incident handlingNBS F S HlBprode@uresisupporting theetection, analysis and containment of an
incident and the response theret¢European Parliament and Council of the European Union, 2016a)
Law enforcementand Law EnforcementAgenciesLEAsare terms used ithis report as symnymous

and they refer tadagencies responsible for maintaining public order and enforcing the law, particularly
the activities of prevention, detection, and investigation of crime and the apprehension of crigninals
(BJS, n.d.)

Legal aspectsefer to the dimensions of the CSHREA cooperation that relate to the rules and policies
shaping and governing it, including obligations, discretion, prohibition to share information in their
effort to fight against cybercrime.

Malware Information Sharing PlatforrfMISPA & 'y ah LISy { 2 dzZNOS ¢ KNBI
OpenStandarddor ¢ KNS I Ly T2 NMISRK, 2027 Yy R K AcBidibidién @fla community

of members, a knowledge base oralwareand aweb-based platfornd (NATO NCI Agency)

Methodologyis a term usedn thisreport with two main meanings. First, its meaningin research it

refers towhich kind of data areollected(e.g. qualitative oguantitative) and fow (i.e. methods of

data collection; see for example ChapterMethodology). Second, in the sense of waysw CSIRT

and LRsshareinformation in their joint effort to fight against cybercrime.

National CSIRT: / { Lw¢ GKIF G @l O tact (PGC) fgf inforinatighnlstiaringdike y G 2 F
AYOARSY(G NBLRNIAZ @dz YSNIOAfAGE AYF2NNIEGAZ2Y |y
{GFriSa YR $2NI RGARSD® blridAz2ylt wX8 /{Lw¢ OFY ¢
anotherdefih G A2y 2F | dzyAljdz2S ylrdAz2ylf t2/ @gAGK I 02
/I {Lwe¢a Ffaz2 IOda Fa F2FSNYYSyillf wX8 [/ {Lw¢d 5
(ENISA, 2009, p..8)

National cyber segrity strategyor national strategy on the security of network and information
systemsNEFSNAR (2 GKS GFNIYSE2N] LINRPGARAY3I adGNIF GS3
network and information systems at national le/@European Parliament and Council of the European
Union, 2016a)

Network and information systenNB F S Kafian éléttrodic communications netwatkX @) any

device or group of interconnected or related devices, one or more of which, pursuant to aprogr
perform automatic processing of digital data; or (c) digital data stored, processed, retrieved or
transmitted by elements covered under points (a) and (b) for the purposes of their operation, use,
protection and maintenanae(European Parliament and Council of the European Union, 2016a)
Organisational aspecteefer to those dimensions of the CSIEHA cooperation that relate to steps

taken, procedures followed, resources available, etc. in their cooperation to fight aggbescrime.
PracticeNBS FSNA (2 & a2 Y S (réghlaflglond, Kfteriias &abit, tawmditior!; dr duston® NJ
(Cambridge Uinersity Press, n.d.)

S SEOKIy3IS 2F | @I NASGe
alaszx QdzZ ySNIroAfAGASAZ Gf
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Standard in averybroad sense meangfers to something normally used or widely acceptéad
simple terms, a standard is a document that provides rules or guidelines to achieve order in a given
contex¢ (ETSIL,ndp { GF YR NR&A ' NB LINRPRdzOSR FT2NJ YlIyeé RATT
created for company, national, regional or global application. They may be used on a voluntary basis,
or made mandatory by company policy, national or internatioegulation, or by law.
In Europe there are three different categories of standard:
i international standard; a standard adopté by an international standardi§ion organsation
1 European standard a standard adopted by a European standsation body
1 national standard; a standard adopted by a national standaadion body and made available to

the publi& (ETSI, n.d.)
Taxonomyd Ad RSTFAYSR a | OflFaaAFAOLIGA2zy 2F (GSNXao
1 a form of classifigtion scheme to group related things together and to define the relationship
these things have to each other;
a semantic vocabulary to describe knowledge and information assets; and
a knowledge map to give users an imregdly grasp of the overall structerof the knowledge
domain covered by the taxonomy, which should be comprehensive, predictable and easy to
Yy I @A EENISA 20164, p..7)
G¢CKSNBE A& OdzNNByilife y2 O2yaSyadz 2 yENSBAYOSad a |
5).
Technical aspectgefer to the dimensions of the CSHREA cooperation that relate to the tools (e.g.
applications, the platforms) and the methodologies used by GAMRITLEASto share information in
their effort to fight against cybercrime.
Traffic Light Protocol (TLE)A & | YSlFya F2NJ a2YS2yS aKFINRy3I Ay’
about any limitations in further spreading this information. It is used in almost all CSIRT communities
and somernformation Analysis and Sharing Centres (ISACs). The TLP can be used in all forms of
O2YYdzyAOF A2y > 6KSGKSNI gNRAGGOSY 2NJ 2NIfod oX8 ¢f
information tags the information with a colour. Tagging information consistply of adding
G¢[tY/ h[h! wé OwSRX ! YOSNE DNBSYy> 2KAGSE 2y | F
indicates the possibilities for further spreading of the information. Over the years, different wordings
of the TLP have surfaced, butthe @SIRO2 YYdzy A& NBOSydfeée YIRS |y S
GKS ¢[tQa dzaS A& dzAljdzAa 12dza Ay OSNIIFAY O2YYdzy/
a2t dziA2y F2NJ AaKFINAY3I AYF2NXYIGA2Yy O [fnbtsiinplistig. 2 G @ «
There will always be cases where it is not suited to the situation at hand. For example, a presentation
in a meeting of representatives of CSIRTs could be TLP:RED for most of them, except for the one tean
present who is able to act on thieformation, for whom TLP:AMBER would be more suitable. It is
possible to build more complicated examples ad libitum, where the only way out-fasiicbned,
extensive, distribution lists. This does not mean that the TLP is useless. On the contsanplitsty
and universality make it ideal formanyrdalk FS &aAGdzZt A2y ad (ENISA @d)2 dza

1
T
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2. Methodology

To collect data fothis reportmainly a qualitative methodological approach has badopted indeed, due

to the rather new field addressegrimarily qualitative research has been conducted, in other wads
ResearcF 2 NJ 1 KS LJdzN1J2 &S 2F RS GIKALOKY I NBa SRAENBOIGMA R Y
f 2 ABluner, 1954, p. 7] and versteherd dzy RSNA Gl YRAY 30 NI G KSNJ GKFy |jc
(Hagan, 1997, p. 510)

However, some quantitative datsasalsobeencollected an online surveyhas beerconducted to validate

and complement the findingsom the desk research anthe interviews.The quantitative researctarried
outallowedi KS 02f f SOlA2y 2F a42YS aGRIGF Ay GKS F2N)¥ 2
statistics that includes frequency distributiviguch as rates, proportions, and percentages as well as

INF LIKAO NBLINBaSyidlidAzya 27T RI(Bayens®&dzObirsoh, 2011,3.35) OK |

2.1 Information Collection Instruments Used

2.1.1 Desk Research
A fira desk research was conducted based on publicly available information spimcieiding ENISA
publications The findings from this desk research were particularly useful also for drafting of the
guestionnaire to support the interviews.

In addition tothe material listed inChapter6 - Bibliography/Referencg examples of sources consulted
and ofmaterial revieweccollectedduring the desk research can be foundiinnex D: Samples of Material
Collected During the Desk Research Not Included in the BibliogReferences

A supplementary desk research was conducted to address spegpifis thatthe project team deemed
appropriate to examine in more depth following the analysis of the data collected via the interVibase
included areas such @scident handling,information sharing taxonomies, information sharing tools and
platforms, information sharing groups and initiatiyésgislation and policies

The findings fronthe desk research were particularly useful alsotfa drafting of the questionnairéo
support the interviews.

2.1.2 Interviews
Structured interviews were conducted witbur CSIRT representatives frahree Member States and with
five LEA representatives fronthree Member StatesThe intervieve were conducted during the period
from May 2017 ad July 2017Theywere mainly conducted via phone and they lasted each arounety
minutes Interviewees received the questions in advance and in most cases they had the opportunity to
review the notes taken by the interviewers (project team) with thieplies.

Two questionnaires were prepared to support the interviews, one for the inteseitih the CSIRS one
for the interviews with the L& (see AinexB: Samples of Questionnaires to Support the Intervigv@®me
guestions were openuestionsmostwere yes/no questionskor all questions, including yes/no,
interviewees could add comments and additional information.

May-June 2017 was a particularly challenging period to meet interviewees availably, not least because of
their engagement in responding tocidents such as WannaGigd WNotPetygYansomware attack

Some data collected for theport on technical aspectmentioned above were also used to complete and
validate the data collected for this report.
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2.1.3 Online Survey
An online survey was conduateto collect additional data to validate and further substantiate some
findings. It was composed efghtquestions (seénnex CQuestions in the Online Survyewll with closed
answers and some with the possibility to add additional comments and provide details related to the
answers Several roundof testing took placeThe estimated time to fill in the online survey was less than
ten minutes.

The survey was developed by using the EUSurvey, a survey tool wisiappsrted by the European
Commisin's ISA programme, which promotes interoperability solutions for European public
administrationg (European Commission, n.d. a)

The invitation to fill the survey was sent to the closed EMiS#ing listof European nationand
governmental CSIRTSs, which inclsdeund forty-five teams. In addition, it was sent via Europol to the
European Union Cybercrime Task Force (ElJ@HREh isicomposed of the Heads of the designated
National Cybercrime Units throughout¢ EU MembeSBtates and Europé&{Council of the European
Union, 2017a, p. 13)

The survey wakunchedin August2017and wasopenfor aroundtwo weeks The data coéicted via the
online survey wagsed to validate the data collectethrough the desk research and intervieasdalsoto
produce somesimplestatistics

Twentyfive replies were receivedhirteenresponcnts were from CSIRT communigevenfrom the law
enforcementcommunityandone belonged to both areasAn overviewof the composition of the
respondentshased on the community they belong impresentechereinafterin Figure 1

Figurel ¢ Overview ofRespondents to the OnlineuBvey Based on theCommunity TheyBelong to

WCSIRT WLA @BOTH CSIRT AND LE

Twentythree respordents were fromnineteen of the twentyeight EUMember StategEuropean Union,
2017) two respondents werdrom EFTA countriegEFTA, n.d.)

Most respondents replied to all questions, despite m@séstions notbeingmandatory. Some
respondents used the comment box to provide extra information.
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2.1.4 Data Used to Develop the Recommendations
The recommendations in Chapter 5.2 have been developed based on research findings and the results of
this report aswvell as of the parallel ENISA report Tools and Methodologies to Support Cooperation
between CSIRTs and Law EnforcertieENISA, 2017)

2.2 Selection and Classification of the Stakeholders
Thisresearchwas carried out in ordemtunderstand howhe cooperation,in particularcommunication,
between the two mentioned communitiessan befurther improved. This is aimed at supporting the fight
against cybercrime and collaboration between CSIRTs and LEAs, as envisaged by the EAit8AiIRyog
Document 20172019(ENISA, 2017b)

The stakeholderselectedfor the interviews were:

1 First CSIRTsnostly, national CSIRTs aigdvernmental CSIRTs. However, in order to better
understand how communication between C3RMNd LEAs really works, some CSIRTs have been
interviewed, whichwere neither national CSIRTs ngovernmental CSIRTS;

1 SecondLEAsN particular national LEAs from different European Union countiiese interviewed.
However, some local LEAs were afgerviewed for a better understanding of the local realities.

The key stakeholders for this report aatt CSIRTs and LEAs exchanging data beteadmother Additional
report recipientsare legislators and all those who can define policies and proceddoe improving
communication between CSIRTs and LEAs.

2.3 Contribution by Subject Matter Experts
ENISA selected four external subjetatter experts from the List of NIS Experts compiled following the
ENISA Call for Expression of Interest (CEI) (Ref. ENTEALKATO1), who contributed to this repoed
personamby supporting the data collection and analysis. These expertgibutedinter aliato the report
with their legal expertise in NIS (including but not limited to policy monitoring activities, fragaéwork
relevant to the information sharing, and digital forensics) and their expertise in NIS aspects of cybercrime
andin incidentresponse

In addition to ENISiternal reviewers and project teaneviewers,someexternal expers/organisations
peer-reviewedthis report (or part of it)and their feedback were incorporated in the final draft.
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3. Overview of the Policy Context

3.1 SomeGeneralRemarks Regardinthe Cooperationbetween CSIRTs and LEAS
Belowfollow somepreliminary remarkselated tothe contextsurrounding the cooperatiobetween
CSIRTs and A&o fight againstcybercrime.

3.1.1 Not all IncidentsAre Cybercrimes andNot All CybercrimedAre Incidents
In the absence adin unequivocal definition of cybercrimé general by it we can refer both to crime
having a computer as a target and crimes where computer is a tool to commit traditional or news crimes.

B& ncidentA d YSIFyd alye S$OSyd KF@GAy3a Ly +OGdZdt FROSH
AY T2 NXYI (A Arijtle A(8)aF iheSNVS Dirgctiv(European Parliament and Council of the European
Union, 20163)

On the one hand, there might be accidental unforeseeable events that have an adverse effect on the
security of a system and that can be considered as incidelotgever, because they are not intentional
and could not be even foreseen, in principle, they cannot be considered as a cybercrime. On the other
hand, crimes where computer is merely a tool (e.g. storage of illegal images on a computer or using a
computer b plan a murder) can be considered in a broad sense as cybercrime, batréhegt defined as
incidents.

3.1.2 Cooperation between CSIRTs and EBb&es Not Take Place for All Cybercrime Cases
There are some cases where cooperation between GIRTLERAsdoesnot take placeFor example
because the crime under police investigations involves computers but it is not an incident (seeTi&.1)
other example is whean incident is not reported as a cripfer instance, because the victim is afraid of
possible reptational damages, or does not know how and to whom to report it

3.1.3 CSIRT and LEAre Differentas Well as Thei©bjectives
/I {Lw¢a F20dza 2y LINBOGSYldAy3a FyR YAGAIIGAY3I AYyOAR
GO2YLI NBR (820BSOKYVYRBEDHIERI 2F [ 9! & wX6 [ser(ENISAVC & 6
2011a}, which allegedly permits them to be agile in their respan@&NISA, 2012, p. 2By comparison,
LEAs areanerally bound by formal proceduralapproach of following rules and a hierarchical authority
for the purpose of supporting criminal investigations and the producing evidence to be used before a Court
of Law This is partly due to the different objectiviimt each community is trying to achieve but it is also
bound up withdiscreet feature®f each community. LEAs are for instance drivePéyal Lavprocedures
because of thesort of standards that pervade their work (e.g. in maintaining the evidentiairgh
motivating and ofterjustifying decisionsadhering to the framework concerning the rights of investigated
parties etc.) (ENISA, 2012, p. 2%¥hen investigations enldeforea court, a clear path igquiredto justify
the way evidencéas beercollectedin a way that andegal objections of the suspect andrdefencecan
be successfully confronted\part from that, LEAs work as astyer hierarchical organization where
usually justification of decisiomsay need to tae place

3.1.4 CSIRTs and LEAs, and Other Actors
CSIRTs and LEAs are not the sole actors when it comes to cope with cybérbemeoperationin
fighting cybercrimeis accompanied bgther actos andusually there is alsmteraction of CSIRTs andAskE
with other entities, there are several other actors thate part of the scene, such:as

9 Thecriminal- or more correctly as far as he/she is not sentene#te suspect
1 Thevictim, which can be an individual, a company, or a private organisation;
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1 Thejudiciary, in other words, public prosecutors and judges who come to play their important role in

cases where the conditions to prosecute are met;

The telecommunication operators

Theinternet service providers

The systems and network administratorge.g. of the victim, of third personsraeven of the criminal),

that might have important pieces of information to suppadt onlythe incident handindput alsothe

crime investigation;

1 ThelT security companigghat provide information and solutions, in some caseen in real time
during the incident mitigations and criminal investigations;

9 Theinsurance companieswith which the victims might have stipulated insurances to cover

cybercrime damages;

The national cyber securityauthorities (e.g. cyber securitgentres);

The intelligencecommunity;

The military;

Thesubject-matter expertswho mightbelongto one of the organisatioementionedin this listor may

act as individuals;

1 TheCSIRTs Networthat as provided ifrticle 12 of the NIPirective(European Parliament and

Council of the European Union, 20168a G O2 YLI2aSR 2F NBLINBaSy (il A O

and CERY ! ¢ okhgf Rational, supranational and international CSIRTs netwqrk®ACsnd fora

(e.q.FIRSITRCSIRTand EuropearFHSAC)

The malware and threat information sharing groupsncluding MISP proje¢MISP Project, n.d.)

ENISAhat provides the Secretariat of the CSIRTs Network and actively supports the cooperation

among the SIRTs and, together with Euro@#C3, the cooperation between CSHRid LBAs;

! 9 dzNP Eldpead Cybercrime Centre (EG35 0 AY HAMo o0& 9dz2NRBLRf a2

enforcement response to cybercrime in the EU and thus to help protect European gitmesinesses

YR 32@FSNYYSyla (Bunfan Cogrérihe/CRntr@CRANS ¢

Theinternational law enforcement agenciesncludingiNTERPOINTERPOL, n.d.)

Academia

Other stakeholdes, for instance, subjects other than those mentioned above that might be affected

by the incident handling/cybercrime response: examples are clients of the vidamagtancewhen

the victim, for instance a bank or an electricity company, provide Gesyior other subjects somehow

sharingg even involuntarily and unaware of the criménardware and software with the criminal.

= =4 =4 =9 =A =4 =

= =

=A =4 =

3.1.5 Variety of CSIRTs, LEAs, and Ways of Cooperating
Services offered, consistency, size and maturity level vargiderably from SIRT to CSIRT

brGA2yFEf YR 3I2@FSNYyYSydalt /{Lw¢a LIXIF& LI NIAOdL |
CSIRTs are typically used to protect the cyberspace of governmental institutions including critical
infrastructure as well as to ensurgher-crisis management. National CSIRTSs, on the other hand, are
playing different roles in different countries. In some countries they are responsible for the whole IP

F RRNB&a aLl 08 2F GKIF{G O2dzy iNBS Ay 2oldcdityHontdck S& |
point for an IP address can be found. In any case, when another country has to be contacted regarding
solving an incident, national CSIRTs are often asked to help to find the right contact person. Increasingly
CSIRTs expect other teamghacomparable competences to react to their requests in a timely manner and
G2 KFyRfS AKINBR A YENISHNOIGARY LINRPFSaaA2ylffeé

In manyEuropean countries there are also sed®rCSIRTs. Thibgndle incidats and assist in particuta
criticalsectors (e.g. finance, health, energy). Their constituency is about the sector as a whole.
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Like for CSIRTthere are many kinds of LEAs. For instance, there are local, federal, national, supranational
and internationd LEAs. Also responsibilities and powers might vary frB#io LEA There are LEALat

are specialised in cybercrime investigations. Also size and resources of LEAs might be quite different from
LEA to LEA and, in general, depending on the country.

Theoverall cooperation between CSHEanhd LEAis affected by the type of CSIRT and LEA invphredi
whether liaison officers are appointed or not.

CSIRTs and LEAs share information both formallyirfetlge context ofan official written request for
information regarding a specific case) and informally (adgeninformationis shared orally during an
informal phone call). Both formal and informal chanrrelguire a legal basiand either type of
information sharing between CSIRTs and LEAs need to be imitinapplicabldegislation

The leveland sophisticatiorof information sharedlepends als@n the level of formaliation of the
cooperation between CSIRdisd LEAS.

According to the results from the online survey showfrigure 2CSIRTs and LEAsuie mainly three
types of informationmalicious campaigand context information, IP addressgandinformation on the
modus operanddf the attacker and indicators of compromise (I0C).

Figure2 - Information Shared Formally beteen CSIRTs and LEAs according to the Online Survey

In your experience what kind of information is shared formally
between CSIRT and law enforcement?

Number of replies

"

In addition toformalinformation shaing, CSIRT and LEAs share information informally.

According to the results from the online survey showirigure 3most information sharedhformallyare
indicatas of compromise (IOQnalicious campaigns and context information, IP addresses, statistics and
reports on cases dealt with and on trends, anfibrmation onmodus operanddf the attacker.
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Figure3 - Information Shared Informaif According to the Online Survey

In your experience what kind of information is shared informally
between CSIRT and law enforcement?

Indicators of compromise (100)  ———— 11
Malicious campalgn and context information | ——————————————— 10
IP addresses  —— 10
Statistics and reports on cases dealt with and on trends [ EEE—— 10

5 Information on the modus operandi of the attackers  ——————— 10
Ei Information that supports proper coordination |
% Details about specific cases they are dealing/dealt with  ———— £
5 Information on potential victims and/or attackers ————————— 5
'g Reconnaissance detection indicators prior to infection  ——————
2 Decryption keys in cases of ransom attacks [ ——
Details on personas/accounts on social networks/darknet places ——— . 3
Noanswer [— 7
Other — 2
Personal information (in addition to IP addresses) il 1
0 2 4 6 8 10 12

Figure 4provides some compared data regarding which data are shared formally and informally.

Figure4 - Comparison Between Kind of Information Shared Between CSIRTs and LEAs Formally and Igfokowaltding to the
Data Collected Via the Online Survey

In your experience what kind of information is
shared formally/informally between CSIRT and LE?

Malicious campaign and context information m 16
1P addresses | ——————
1

Information on the modus operandi of the attackers 5

!

Indicators of compromise (I0C) 14

Statistics and reports on cases dealt with and on... 13

Information that supports proper coordination 10

Details about specific cases they are dealing/dealt with % 10
Information on potential victims and/or attackers — 10
Decryption keysin cases of ransom attacks I—r 9
Reconnaissance detection indicators prior to infection ————— 7

Details on personas/accounts on social networks /...

Number of replies

(F8V)

No answer = 5
Other 5
Personal information (in addition to IP addresses) =
0 2 4 b 8 10 12 14 16 18

M Information shared formally H Information shared informally

According to the data collected via the online survey, personal information (other than IP addresses) do
not often seem to bethe object of information sharing between CSIRTs and LEAs, neitheailfpnor
informally.
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According to the data collected via the interviewso different levels of cooperation between the CSIRTs
and LBscan be identified:

1 Acooperation at higher level via the liaison offi¢ethen there is a liaison offigeAt this higher level
the generalframework of the cooperation is séut the actual materiasation of this framework is
often ad ho¢ depending on the case

1 Ad hocspecific cooperatiois the cooperation between the CSIRT and LEA personnel workihg
specific cae dealt with

Level of formalities might also wadepending on the level of cooperation and on the couniiyesecond
level of cooperation is almost always facilitated by the liaison office, if present, and a result of the first
level of cooperation.

3.1.6 Importance of Reciprocal Feedback
As it emerged both from the interviews and the online survey, feedback repreaeninportant element
to improve the cooperation between CSIRTs BBAsSeeFigureb.

Figure5: Overview of How Muchreedback Would Improve the Cooperation Between CSIRT and LE, According to the Data
Collected Via the Online Survey

How much exchange of feedback would improve
the cooperation between CSIRT and law
75 enforcement?

20

15
10

Number of replies

A lot A little Not at all

3.2 Main Legal and Policy Framework for the Cooperatioatween CSIR3and LRAS

The legal and policy context plays an important role in gdngrand shaping the cooperation between
CSIR3and LBsin fightingagainstcybercrime.The section hereinafter describes some of thest
relevant international and EU legislation and pielin the field.

It is worthmentioningthe needfor technologyneutral laws. On the one hand he cybercrime landscape is
changingveryfast on the otherhand,it usually takes a long time to create a piece of legislation, especially
in the case of international law. This is why it is extremely important to creath &gislative solutions

which will be efficient not only today, but also in five and &% | tisii @ more.
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3.2.1 Cound of Europe Convention on Cybetimeo & . dzRI LJISald [/ 2y @Sy A2y £0
TheCouncil of Europe (Cof)ouncil of Europe,.d.)was establisad in 1949to uphold and strengtén
human rights, democracy and the rule of laxthin Europe. The Council consisff forty-sevenMember
Sates, including all thiMembers of the European Union.

In 1995 the CoE presentedeport concening the adequacy of criminal procedures laws in the area of
computerrelated threats and hacking. Following this initiative, in 1997 the Committee of Experts on Crime
in Cybespacewas establisadto preparea convention which could facilitate internatial cooperation in

the investigation and prosecution of computer crimes. The Convention on Cybercrintgemsd for

signature in Budapest, Hungary, in November 2001

The Conventionon CybercriméETSNo. 185 (Council of Eurag, 2001)YCouncil of Europe, n.d.,also
calledthe éBudapest Conventianis the first international treatyand remains the most relevant
international treaty on cybercrime and electronic evidence. It requires Partiesninadise offences

against and by means of computers in their domestic criminal law (Articles 2 to 11), to provide their law
enforcement with the necessary powers to secure electronic evidence not only in relation to cybercrime
but any crime entailing evideee on a computer systeméxricles 16 to 21}, while making these powers
subject to rule of law safeguardarficle 15), and to engage in international cooperation on cybercrime
and electronic evidencéi(ticles 23 to 35).

The Cybercrime Convention Contteé (T-CY) representing the Parties to this treaty assesses the
implementation of the treaty, issues Guidance Notes and may also prepare additional protocols to the
Convention. The European Union (including BneopeanCommissiorandthe Council of the &opean
Union, Eurojust,Europoland ENISA) are observers in this Committee.

The Convention isot onlyopento the Membersof the CoEbut any country committed and able to
implement this treaty may accedBy October 201 7ifty -six Statesc European contries but also

Australia, Canada, Chile, Costa Rica, Dominican Republic, Japan, Senegal, Sri Lanka, USA;dnadl others
been Parties and a furthéourteenhad signed it or been invited to acceddl EU Member Statdsad

signed the Conventigrandall except for twohad alsoratified it. TheChart of signatures and ratifications

of the Convention is available on the Council of Europe welSitencil of Europe, n.d..b)

TheAdditional Protocol to the Convention on Cybercriro@ncerning the criminalisation of acts of a racist
and xenophobic nature committed through computer systgfa§S No.1§®f 28 Januarg003dentails an
SEGSyarzy 2F (KS / @80SNONRYS / 2y @Sy i and yiterdatioaad 2 LIS =
cooperation provisions, so as to cover also offences of racist or xenophobic propaganda. Thus, apart from
harmonising the substantive law elements of such behaviour, the Protocol aims at improving the ability of
the Parties to make use of the means anémaves of international cooperation set out in the Convention
 XirBthis ared (Council of Europe, n.d..c)

As also mentioned in the recent Joint CommunicatarResilience, Deterrence and Defence: Building
strong cybersecuntfor the EL{{European Commission and High Representative of the Union for Foreign
Affairs and Security Policy, 20X7A gossible addition of a protocol to the Convention is now being
explored[ (@uncil of Europe Cybercrime Convention Committee, 2Diah)ich could also provide a useful
opportunity to address the issue of crelsserder access to electronic evidence in an international context.
Rather than the creation afew international legal struments for cybercrime issues, the EU calls for all
countries to design appropriate national legislation and pursue cooperation within this existing
international framework. The negotiation of such a Protocol commenced in September 2017 and is
expectedto be completed by December 2019.
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3.2.2 Directive onAttack Against Information Systems
The Directive on attacks against informatsystemgEuropean Parliament and Council of the European
Union, 2013)replacing Council Frameworle€sion 2005/222/JHECouncil of the European Union, 2005)
entered into force in August 2013 and its implementation deadline was in SeptembertigBirective
integrated elements of th€ouncil of Europ€onventionron Cybecrime (Council of Europe, 2001)

9! Qa STFFT2NI G2 O
NE I NBadRudln DEAWT

The Directive waanA YLR2 NI I yi aA3GSLI Ay

Il OO2NRAY3 G2 (G4KS 5ANBOGAD
of:

iKS
iKS

w

9 lllegd access to information systems
1 lllegal system interference

9 lllegal data interference; and

91 lllegal interception.

The Directive also increasthe cooperation between competent authoritiés enable a responst® urgent
information requests with a response time of no more than eight hours and also to monitor and record
statistical data and report on cybercrime offences and criminal convictions.

As foreseen according to the Directjtbe European Commissidras compiled a repb assessing the
extent to which the Member States have taken tecessary measures in order to comply vihis
Directive Thisreport waspublished orl3 September 201{European Commission, 2017a)

3.2.3 Europe 2020the Digitd Agenda for Europ€DAE) Digital Single Market Strategy for Europe
(DSM) andthe Cyber Security Strategy (CSS)

3.2.3.1 Europe 2020
In June 2010, teears strategfEUROPE 2020 A strategy for smart, sustainable and inclusive growth
(Euopean Commission, 2010&pm the European Commission was issued. It sets objectives for the
growth of the European Union. Onetbi pillars was the Digital Agenda.

3.2.3.2 Digital Agenda for Europe
Launched in May 201@ Digital Agenddor Europg DAE)YEuropean Commission, 2010b}he action plan
for Europe for making the best use of information and communication technologies (ICT) so that the
sustainable digital future could be build. The main goal of the document was tatdkas which will
remove obstacles to maximising the potential of ICTs, with-teng investments to minimise future
LINPO6t Syad ¢KS 5A3FAGEE ! 3ASYRI aA&d FAYSR G o22ai
and social benefits from a digitalA y 3 £ S (BEvrbpedn Sdiménission, 2014)

3.2.3.3 Digital Single Market Strategy for Europe (DSttateqgy)
Creating the Digital Single Market is one of the seven goals of the Digital Agenda. As the continuation of
this policy, in M& 2015,A Digital Single Market Strategy for Eur@ggiropean Commission, 2015e9s
adopted. It contains a number of initiativale implementationof whichshould open up digital
opportunities for people and business and eyh@S 9 dzZNR LISQ&a LR AAGAZ2Y | & | ¢
economy.

There are three pillars of the DSBrategy

1.. SGGSNI I 0O0Saa F2N) O2yadzYSNE FyR odzaAySaa G2 2y
seamless and level marketplace to buy and sell)

22



* x

LA : . o
* * Improving Cooperation between CSIRTs and Law Enforcebreagdl and Organisational Aspects
* enisa Version 1.0| November 2017
x

x

2. The right environment for digital networks asdrvices designing rules which match the pace of
technology and support infrastructure development)

3.902y2Ye YR {20ASGe& o0SyadaNAy3d GKFG 9dz2NRBLISQa SC
of what diitalisation offers)

aTrust and security are at the core of the Digital Single Market Strategy, while the fight against cybercrime
is one of the three pillars dhe European Agenda on Secugiffuropean Commission, 2015Yithout
thesetwo elements the Europeabnion couldnot create right environment for digital economy to grow.

The Conmissionleads abig number of proje@whoseaim is to boost internet trust and security.

In May 2017 the Commission has published the -teith review of the DSMstrategy (European

Commission, 2017byvhich took stock of the progress made and called ottegislators to swiftly act on
all proposals already presented, as well as outlines further actions on onditierpis, data economy and
cybersecurity.

3.2.3.4 Cyber Security Strategy (CZ®d Joint Communication on Resilience, Deterrence and Defence
As one of the initiatives of the DSM Strategy supporting the Digital Agagng@13 European Commission
presented theCybesecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace
(European Commission and High Representative of the European Union for Foreign Affairs and Security
Policy, 2013)It was the first strategic documeéin the European level whiaimly referred to
cybersecurityThedocumentsets out the EU's approach on best preventing and responding to cyber
disruptions and attackd.he Strategy alsongphasigsthat fundamental rights, democracy and the rule of
law need to be protected in cyberspace.

Achieving cyber resilience and drastically reducing cybercrimgieg@as strategic priorities and actions.

To do it, it was recognised that the effective cooperation between public authorities and the private sector
isabsolutely crucial. The strategy also stressed that the national NIS competent authorities should
collaborate and exchange information with other regulatory bodies.

In September 201%he European Commission and the High Representative of the Union feigRokffiairs
and Security Poliggresentedthe Joint Communication dResilience, Deterrence and Defence: Building
strong cybersecurity for the EHuropean Commission and High Representative of the Union for Foreign
Affairs aml Security Policy, 2017lhree main goals for Europe are identified as:

1. Building EU resilience to cylmtacks
2. Qeatingeffective EU cyber deterrence
3. Srengthening international cooperation on cyberseity

Publicprivate cooperation against cybercrineenamed as one of the moshpoNIi | Yy i in@éfleld A G & ¢
of creatingeffective EU cyber deterrende LG A& dzy RSNI AYSR GKFG a0O22 LIS
including industry and civil society, is fundamental for public authorities to fight GifieF SOG A @St & ¢
(European Commission and High Representative of the Union for Foreign Affairs and Security Policy, 2017
The financial sector was pointed as an example of such cooperation (addressing online fraud and
cybercrimg. Itis also emphasssR G KIF 0 GLINA QDI GS dzy RSNIF {Ay3 ySSR i
concrete incidents with law enforcementincluding personal data in full respect of data protection

NXHzt (Buiiopean Commission andgHiRepresentative of the Union for Foreign Affairs and Security Policy,
2017)

The publieprivate cooperation in the field of fighting cybercrime accentuates the need of cooperation
between LEA and CSIRT established in different sectors such as ferargg, or telecommunication. This
creates new challenges, since every sectoritsagwn specificitieand CSIRT constitueneyght be
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different from sector to sectaTheNISDirectiverequires theestablisiment of CSIRgfor so called
essential servicegperators (more about NIS Directiirethe nextsection.

3.24 NIS Directive

TheDirective (EU) 2016/114&ncerning measures for a high common level of security of network and
information systems across the Uni@uropean Parliamerand Council of the European Union, 201G
OF £ £ SR & b Wwis adoptddIh Qully R@ENE ititial project of theNIS Directive was presented
jointly with the European Cybersecurity Strategy in 23opean Commissi and High Representative
of the European Union for Foreign Affairs and Security Policy, 2013)

The NIS Directivélays down measures with a view to achieving a high common level of security of

network and information systems within the Union so asmpiiove the functioning of the internal

marke€ 6 ! NJiHe QIS Sirestive creates the culture of security across sectors which are vital for our
economy and society and moreover rely heavily on ICTs, such as energy, transport, water, banking,
financialmarket infrastructures, healthcare and digital infrastructure. Businesses in these sectors that are
identified by the Member States as operators of essential services will have to take appropriate security
measures and to notify serious incidents to tledevant national authority. Also key digital service

providers (search engines, cloud computing services and online marketplaces) will have to comply with the
security and notification requirements under the NIS Directive

The NIS Directivrovides dligations for all Member States to adopthationalcyber securitystrategy

andto designate national competent authorities, single points of contact and CSIRTs with tasks related to
the security of network and information systenBoththe operators of esselil services anthe digital

service providerare required toreport the incidentsln addition, they aralso required tdake

appropriate and proportionate technical and organisational measures to manage the risks posed to the
security of network and fiormation systems which they use in their operations.

The NIS Directivalsocreates a newmechanisnfor cooperation among all the Member Statdis
cooperation will take place within the Cooperation Network, which is compos#teofooperation Group
and the CSIRINetwork TheCooperation Grougupporis and facilitates strategic cooperation and the
exchange of information among Member States. TU8RINetwork supports and promotgzromote
swift and effective operational cooperation on specific cybewsiy incidents and sharing information
about risks.

TheCSIRTHetworkalready proved its effectiveness during two large scale incidents: WannaCry and
WNotPetyd

3.2.5 Communication on Strengthening Europe's Cyber Resilience SyatehRecommendation on
Coodinated Response to Large Scale Cybersecurity Incidents and @riges f dzS LINR y i € 0

The Communication from thEuropeanCommissioron Strengthening Europe's Cyber Resilience System
and Fostering a Competitive and Innovative Cybersecurity Inq&strgpean Commission, 20184s
presented in July 2016.

It has three goals:

1. Stepping up cooperation to enhance preparedness and deal with cyber incidents

2. RRNBaaAay3a OKIftfSy3aSa FIFIOAy3 9dzNRBLISQa O80oSNRASC
3. Nurturing industial capabilities in the field of cybersecurity
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In the field of information sharing and cooperation among the Member States, the Commission decided to
preparea cooperation blueprint to handle larggcale cyber incidents on the EU level, facilitate the

creation of andinformation hub€ to support the exchange of information between EU bodies and Member
States as well as work in the close cooperation Mémber States, ENISA, EEAS and other relevant EU
bodies to establish a cybersecurity training platform.

Training and exercises aidentified asone of the best tools to increase the cooperation between Member
States, because they are the opportunity to practice and test the procedures itiadey are not efficient
¢ to reformulate them.

In September 201, 2he European Commission issued Becommendation on Coordinated Response to
Large Scale Cybersecurity Incidents and QiEsgspean Commission, 201/itjat recommendsnter alia
the following

1 dMember States and EU instttons should establish an EU Cybersecurity Crisis Response Framework
integrating the objectives and modalities of cooperation presented in the Blueprint following the
guiding principles described theréin 6 8SS LR AYy Ul o6mMOO0OT

1 dMember States should ensure thdteir national crisis management mechanisms adequately address
cybersecurity incident response as well as provide necessary procedures for cooperation at EU level
within the context of the EU Framewadrk ¢ 4 SS); LR Ay G on

T aaSYOSNI {iGl GSa okiedidpsttuntiésiofferedbyzhd Cyldsesurity Digital Service
Infrastructures (DSI) programme of the Connecting Europe Facility[(EtF)pean Commission, n.d.

c)], and cooperate with the Commission to ensure that tlieeCService Platform cooperation
mechanism, currently under development, provides the necessary functionalities and fulfils their
requirements for cooperation also during cybersecurity céses

1 dMember States, with the assistance of ENISA and buildingesiopis work in this area, should
cooperate in developing and adopting a common taxonomy and template for situational reports to
describe the technical causes and impacts of cybersecurity incidents to further enhance their technical
and operational coopet#n duringcrises 04 SS). LR AY (G 6710

3.2.6 European Agenda for Security
In April 2018he European Agenda for Security the period 2018020(European Commission, 2015c)
was adoptedTheEuropean Commission goal was to supporiniber States' cooperation in tackling
security threats and step up common efforts in the fight against terrorism, organised crime and
cybercrime. The Agenda sets out the concrete tools and measures which will be used in this joint work to
ensure security athtackle these three most pressing threats more effectively.

Namingfighting against cybercrime as one of tliede main goals, the document also confirms how
important this issudhasbecome for the whol®f Europe. Thénternational natureof cybercrime & very
hard to fight and hat was the reason to nameinforcing tools to fight cybercrimas the one of the key
action.

3.2.7 European Investigation Order
Directive 2014/41/EU (European Parliament and Council of the European Union, 2014) concerns the
Europearinvestigation Order (EIO) in criminal matters.

The EIO iéa judicial decision which has been issuedalidated by a judicial authority of a Member State
OWGKS Aaaday3da {G1GSQ0 G2 KIFI@S 2yS 2N aSao8anber L.

al a
{dFrdS o0WwGKS SESOdziAay3a {GlFGSQu (2 éppptidlelry SOARSYO
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The EIO replaces the traditional letters rogatdrgezingorders and the Europeagvidencewarrant. The
mentionedDirective establishes a singleviestigative tool valid for any type of evidendéderefore the
ElOmay be relevant fodigital evidencestored by CSIRTs of one or more other Member Sthtgsa LEA
needs to gathe

The deadline for the transposition of tHdirective into national lawvas 22 May 2017. However, the
situation at26 October2017is thatthe Directive 2014/41/EU isansposed into national lawia sixteen
Member States.

3.2.8 European Public Prosecutor's Office (EPPO)
¢CKS NB3IdA I GA2y Saidl of Aa&KA yifite (EFP§CodrtNRthadElirgpean dzo £ A O
Union, 2017bwasadopted on 12 October 2017 by Member States which are part of the ERfRDced
cooperation. So fatwenty MemberSates have joined such an enhancsabperation, i.e. Ausia,
Belgium, Bulgaria, Croatia, Cyprus, Czech Rephbtionia, Germany, Greece, Spain, Finland, France, Italy,
Latvia, Lithuania,.uxembourg, Portugal, Romania, Slovenia, and Slo{@kiapean Council, Council of the
EuropeariJnion, 2017c)The EPPO is an independent body of the EU which will be in charge of
investigating, prosecuting and bringing to justice the perpetrators of offenc8s: A ya i G KS 9! Q:
interests The creation of the EPPO is aimed at improtiagsnational investigationand itis likely toplay
a role infacilitating the cooperatiobetween LEAs and CSIRTSs of different countries when they have to
exchangedat®2 Yy OSNYy Ay 3 2FFSyasSa F3IlrAyad GKS 9! Qa FAYI

3.2.9 EU Data Protection Legislation

3.2.9.1 Principle ofEU Data Protection legislation
The main principles inspiring data protection legislation in the EU are the following:

91 Article 8 (Right to respect for private and family lifejtad Convention for the Protection of Human
Rights and Fundameritereedoms, also known as the European Convention on Human Fighiscil
of Europe, 1950)

1 Article 7(Respect for private and family life) the Charter of Fundamental Rights of the European
Union(European Parliament, Council and Commission, 2000)

91 Article 8 (Protection of personal data) of the Charter of Fundamental Rights of the European Union
(European Parliament, Council and Commission, 2000)

91 Article 16(on the protection of personal dafgex Article 286 TEC]) the Treaty on the Functioning of
the European Union (TFE(he Member States )

3.2.9.2 GeneralData Protection Regulation (GDPR)
TheRegulation (EU) 2016/6%h the protection of natwal persons with regard to the processing of
personal data and on the free movement of such dalso knownags DSY SNJ € 5F GF t NRBGS
(European Parliament and Council of the European Union, 20d&i®aling Diretive 95/46/EQ European
Parliament and Council of the European Union, 1988} adpted by the EU Parliament on 14 April 2016
it is already in forcand, as provided in Article 99, it wilpply from25 May 2018Thisnew legslationwas
designedto harmon8 RIF G LINA @I O& fl ga | ONRPaa 9dz2NRPLISI (2
privagy and to reshape the way orgaatfons across th region approach data priva¢ifuropean
Commision, 2017)

The GDPR is the answierthe development of modern technologie# introduces significant changes

the EU Data protection legislation. First of all, it increases the territorial scope of the jurisdiction (it applies
to all companies processing the penst data and data of subject residing in the Union). The GDPR also
introduces significant penalties for companies fabreach of regulations. With the GDPR privacy by design
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(for more information on privacy by design see dBdISA, 2014)which has existed so far as a concept,
becomes now dessential elements in EU data protection rdléSuropean Commision, 2017)

With the definition of personal data as any information related to a natural peesdtd & 5 F G { dzo 2
can be used to directly or indirectly identify the person, there is also the common understanding that IP
addresses are personal data. They bawlirectly or indirectly related to the individuals and those

individuals could be idéified.

Based on applicable legislation and the common interpretaiioprinciplealsowhen dealing with IP
addresse<SIRTs process personal datzording to the decision dhe European Court of Justice on
dynamic IP address€€ourt of Justice of the European Union, 2011 IP addresses are personal data
also if the data subject cannot be identified without the intervention of the third party.

According to theéArticle 23 of the GDPR those rules can be restdéh case of national security, defence,
public security, the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding and the prevention of threats to public security.
However, hat creates uncertaintywhen personal datés processed in criminal investigations, defence,

public and state security. Also tiRecital 49 of the GDPR sets the legal ground for the processing of
personal data by CSIRsaffirming that:6The processingfgersonal data to the extent strictly necessary
and proportionate for the purposes of ensuring network and information secubit¥a®d the security of

the related services offered by, or accessible via, those networks and systems, by public autbgrities,
computer emergency response teams (CERTS), computer security incident response teams (CSIRTS), by
providers of electronic communications networks and services and by providers of security technologies
and services, constitutes a legitimate interestloé data controller concerned.

The processing of personal data to the exttat isstrictly necessary and proportionate for the purposes

of ensuring network and information securifiye. the ability of a network or an information system to

resist, at agiven level of confidence, accidental events or unlawful or malicious actions that compromise
the availability, authenticity, integrity and confidentiality of stored or transmitted personal data, and the
security of the related services offered by, or @gsible via, those networks and systems, by public
authorities, by CSIRTS, by providers of electronic communications networks and services and by providers
of security technologies and serv&eonstitutes a legitimate interest of the data controller cenged.

This could, for exame) include preventing unauthorsl access to electronic communications networks
and malicious code distribution and stoppiadgenial of servicéattacks and damage to computer and
electronic communication system.

With the GDPRegulation CSIRTSs should carefully plan the collection and processing of data and
information, personal data includedheCSIRT community should also avoid processing personal data
which is not consistent with the purposes, processing sensitive persatabldless strictly required and
sharing personal datdnat is not necessary or requirdd by law. Because of thaaclos consultation and
cooperation betweerCSIRTand Data Protection Authoritids advisable

3.2.9.3 Directive onPrivacy andHectronic Communications
TheDirective 2002/58/EC concernititge processing of personal data and the protection of privacy in the
electronic communications sect@ 2 O IDirettifeRnPrivacyande@mmunications) (European
Parliament and @uncil of the European Union, 20029 amended by Directive 2009/136/ELiropean
Parliament and Council of the European Union, 208@)s to harmonise the provisions of the Member
States required to ensure an equivalent legéprotection of fundamental rights and freedoms, and in
particular the right to privacy and to confidentiality, with respect to the processing of personainddie
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electronic communication sector and to ensure the free movement of such data aneotfoslic
communication equipment and services in the European Union.

GDPREuropean Parliament and Council of the European Union, 2@l4ifjes that Directive 2I2/58/EC
continues to apply after the adoption of the Reguatibutii K § 2y O0S GKS D5tw Aa |
2002/58/EC should be reviewed in particular in order to ensure consistency with this Regu(Riwital

173)

There is @roposal for a Regulation concerning the respect for private life and the pont@ttpersonal
data in electronic communications and repealing Directive 2002/5@REgulation on Privacy and
eCommunications)European Commission, 2017dhe proposedegulationseeks tancrease the
protection ofpeople@ private life and open up new opportunities for businebaio areas of the proposal
are of particular interest to this CSHRE cooperation, namely:

1 Communicationsontent and metadata privacy isan issue in terms afommunications content and
metadata,e.g. timeand place of callbeing made, as metadata is often relied upon to trace suspects
and activities leading to the conclusion that anonymization and deletion might be privacy enhancing
measures. According to the proposal processing can be camiefdllowing consent of the parties
involved, which clearly must be given at a time prior to the investigation

1 New business opportunitiesonce consent igrantedfor communications datécontent and
metadata)to be processed, telecoms operataran devéop a broader set of business activities and
servicesln the proposed Regulation the casehafat maps indicating the presence of individuals
mentioned. Having an exact inventory of such business models along with their functionalities and
impact for ciminal investigationsre likely to be of help to CSIRT and LE investigations.

This proposaiollows theordinary legislative procedure (eodecision procedurgEuropean Council,
Council of the European Union, n.(European Parliament, n.d.Jhe decisionmaking processelated to
this proposal can beonitored by consulting theelated Procedure Fil2017/0003(COXEuropean
Parliament, n.d. a the EuropearParliament_egislative Observatory databa@european Parliament,
n.d. b)

3.2.9.4 LEA DP Directive

3.2.10

TheDirective (EU) 2016/680 on the protection of natural persons with regard to the processing of personal
data by competent authoritefor the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penaied 8 F SNNB R | & (Eprdpean5t 5 A NE
Parliament and Council of the European Uniorl&0epeals the Council Framework Decision
2008/977/JHACouncil of the European Union, 2008)

This Directive se$the legal basis for processing of personal data by competent authorities and law
enforcement agencies in theamework of criminal investigation. AccordingAdicle 10 processing of
personal data relating to criminal convictions and offences or related security meahoekibe carried
out only under the control of official authority or when the processinguithorised by Union or Member
State law providing for appropriate safeguards for the rigiitd freedoms of data subjects.

Directiveon the Use of Passenger Name Record (PNR) Data for the Prevention, Detection,
Investigation andProsecution of Terrorist @ences and 8rious crime

The Directive (EU) 2016/681 addresses issues related to the use of Passenger Name Record (PNR) data
the prevention, detection, investigation and prosecution of terrorist offences and serious (Him@ean
Parliament and Council of the European Union, 20M&tjongthe serious crims, computerrelated
crime/cybercrimepunishable by a custodial sentence or a detention order for a maximum period of at

least three years under the national law of a Meen Stateis included.
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Article 18par.1 states thatiMember States shall bring into force the laws, regulations and administrative
provisions necessary to comply with this Directive by 25 May 2a1& Directive (EU) 2016/681 provides

that the effective use of PNR data is necessary to prevent, detect, investigdtprasecute terrorist

offences and serious crime. This implies the need to process PNR data safely. For this reason, there shou
be CSIRTSs specifically dedicated to ensuring the secuRtyRS.

In addition, thisDirective provides that the exchange of data between air carrier and LEA should only be
carried out by means of a push method, i.e. the air carriers transfer the required PNR data to the authority
requesting them, thus allowing asarriers to retain ontrol of what data is providedn particular, it is not
NEO2YYSYRSR (GKS dzasS 2F | aLlzZA t¢ YSGK2RI gKSNB
requiring the PNR data can access the air carrier's reservation system and exagta the required

PNR data.

ENISA Regulation

ENISAthe European Union Agency for Network and Information Secwiégestablished in 2004The
Regulation (EU) No 526/2013 set out the current mandate and tasks for ENi®fean Parliament and
Council of the European Union, 201BNISA ia dcentre of expertise for cyber security in EurépENISA,

n.d. c) The Agency cooperasavith Members States and private sector to deliver both advice and

sdutions. ENISA facilitasd?arrEuropean Cyber Security Exercises (Cyber Europe), which main goal is to
strengthencooperation in the field of cybersecurity on both European and state level. Standard Operation
Procedures, which were prepared duritiggseexercises are the tool to exchange informationan

European level.

Since 2013 the challenges related to network and information security have ev@MSAacquired also
new taslks. According to the NIS Directi{European Parliaent and Council of the European Union,
2016a) for instance the Agencyprovidesthe Scretariat of CSIRNetwork

The role that ENISA playstive security of electronic communications is also highlighted by Proposal for a
Directive establishing theutopean Electronic Communications Cqf@ropean Parliament and Council of

the European Union, 2016@) Ly FI O &adzOK | LINRLRalf LINRPDARSA
that the integrity and availability of public sonunications networks are maintained. ENISA should
contribute to an enhanced level of security of electronic communications by, amongst other things,

LINE GARAY 3 SELISNIAAES YR I ROAOSIT KREdRalNB Y2 G Ay 3

In September @17the European Commission presentagroposal for aaew mandate for ENISA
(European Commision, 2017&@uropean Commission, 2017Bxcording to thiproposal the reformed
ENISAvould have apermanentstrongermandatewith related adequate resources.

This proposalsubmitted tothe Council of the European Union atadthe EuropearParliamengfollows
the ordinary legislative procedure (ecodecision procedurgEuropean Council, Council of the European
Union, n.d.XEuropean Parliament, n.d.)

Europol Regulation

The legal framework for the European Union Agency for Law Enforcement Cooperation (Europol) was set i
Regulaion 2016/794(European Parliament and Council of the European Union, 2GEg)ted in May

2016 replacing and repealing previous Council Decisions concerning Europol (Decisions 2009/371/JH/
2009/934/JHA, 2009/935/JHA, 2009&3HA and 2009/968/JHAEuropol assistthe Member States in

fight against serioumternationalcrime and terrorism.

In 2013 Europol set up the European Cybercrime Centre (EC3R &@Bis to strengtbn the law
enforcement response to cybercrime imet EU. In fighting against cybercrime EC3 sastdse central hub
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for criminal information and intelligen¢aupports operations and investigations by Member Statesffers
operational analysis, coordination and its considerattpertise providesa variety of strategieanalysis
products that enable informed decisianaking at the tactical and strategic levels on combating and
preventing cybercrimeEC3 supports also training and capablityiding in Member States and provides
technical and digitdiorensic support capabilities to investigate amykerations.

3.2.13 RelevantECXTase Law
Case law fronthe Court of Justice of thEuropean UnioiEC)lis also relevant for the CSIRTs and LEAs
cooperation. Therés case law relatedo the concept of personalata, jurisprudence onP addresseand
data retention

An example ighe ECJ Judgment of 6 November 2008 &se 101/2001 Lindqvist(Court of Justice of the
European Union, 2003}here the Courendorseda broad approach tohe concepbf personal datadThe

term personal data used in Article 3(1) of Directive 95/46 covers, according to the definition in Article 2(a)
thereof, any information relating to an identifieat identifiable natural persah(par. 24)

Concerning IP addssesanimportant ECJudgementis that of the24 November 201in Case 70/10
Scarlet v. SABACourt of Justice of the European Union, 20tcording to itéan Internet Service
Provider (ISRjould not be compelled to inall a filtering systenfior all electronic communications, both
incoming and outgoing, passing via its servares aimed at detecting and preventing anlawful
exchange of copyrighted works

Inits recent judgemenbf 19 October 2016elated toCase 58/14 ¢ Patrick Breyer \Germany(Court of

Justice of the European Union, 20I6) § KS 9/ W NBFSNAR (2 AGa 2dzR3ISYSYy
preliminary point, it must be noted that, in paragraph 51 of the judgment dii@d4ember 2011, Scarlet
Extended (£70/10, EU:C:2011:771), which concerned inter alia the interpretation of the same directive,
the Court held essentially that the IP addresses of internet users were protected personal data because
they allow users to bep5 OA & St & (par. RS hutithaBukh&fiRding by the Court related to the

situation in which the collection and identification of the IP addresses of internet users is carried out by
internet service providergpar. 34) In Judgement in case 582/I4 (i KS / 2 dzMificleR@foS R ( K|
Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data must be
interpreted as meaning that a dynamic IP address registered by an online media services provider when a
person accesses a website that the provider makes accessible to the public constitutes personal data
within the meaning of that provision, in relation to thaitovider, where the latter has the legal means

which enable it to identify the data subject with additional data which the internet service provider has
about that persore

Also ECJ case law in the field of data retention is relevant when discussingatimopleetween CSIRTa@
LEAs.

The Directive 2006/24/EEuropean Parliament and Council of the European Union, 20@6longer in
force-was related to the retention of data generated or processed in connectidmtivé provision of

publicly available electronic communications services or of public communications networks andeaimend
Directive 2002/58/ECEuropean Parliament and Council of the European Union, 2088)Judgment in
Joined CasesZ®3/12 and €594/12 Digital Rights Ireland and Seitlinger and Otlj€curt of justice of the
European Union, 2014df 8 April 2014 of Grand Chamber, declaibecective 2006/24/E@valid because

of the breach of the principlef proportionality. This is for various reasons, including, in particular, the
following:
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1 Directive 2006/24/EC did neéquireany relationship between the retained data and a threat to public
security ThisDirective did not foreseeestrictions to a pdicular time period and/or a particular
geographical zone. Moreover,did not foresee restrictions to persons that could be involved, in one
way or another, in a serious crime, or to persons who could, for other reasons, contribute, by the
retention of their data, to the prevention, detection or prosecution of serious offencesfae&9).

9 Directive 2006/24/EC did ngrovideany objective criterion aimed at determining the limits of the
access of the competent national authorities to the data and thebrsequent use for the purposes of
prevention, detection or criminal prosecutions concerning offences. In general, in case of offence, a
national authority can interfere with the fundamental rights enshrined in Articles 7 and 8 of the
Charter only if theextent and seriousness of the offence are so high to justify this. Each directive
should be harmorsed with the Charter (separ. 60).

1 Moreover, Directive 2006/24/EC did nptovideany objective criterion that could guarantee that the
number of persons atorised to access and process the data retained is limited to what is strictly
necessary.

1 Furthermore Directive 2006/24/EC did nprovidesubstantive and procedural conditions about the
access to the data and the related processing by the competeimetauthorities (see pa61).In
addition, theDirective was inadequate from the perspective of management of data retention period.

1 Finally, it should be pointed out that the Directive did not establish that the acquired data are kept
only in the teritory of the European Union (see p&B).

Also theJudgment of theCourt of JusticeGrand Chambérof21 December 2016, ifoined CasesZD3/15

and G698/15(Court of Justice of the European Union, 2Q0T&Je2 Sverige ABPost och telestyrelsen and
Secretary of State for the Home Departm@uK)v Tom Watson and Otherisas potential interest for

CSIRTs who carry out the processing of personal data in connection with the provision of publicly available
electronic communicdons services in public communications networks.

The ECJ in this Judgemetarified that the measures related to the retention of data for the purpose of
combating crime also fall within the scope of Directive 2002/58/EC in the light of the genecalistrof

this Directive (see par. 73)in addition,it statedthat every access of the competent national authorities to
retained data requires a prior review carried out either by a court or by an independent administrative
body, except in cases of validdstablished urgendigee par. 120)

Theabove mentionedECJ case lasoncerns relevanissues such as IP addresses as personal @ihis
jurisprudencedoes not specifically address cooperation between CSIRTs aatdvigver itis discussed
in this rert asan example of case lathat might berelevant also in the field A SIR‘CEcooperation.

3.2.14 Some Article 29 Working Party Relevant Opinions
Opinions ofArticle 29 Data Protection Working Partyight be relevantoo when discussingooperation
betweenCSIRTs and LEAs.

An example i©pinion 4/2007(Article 29 Data Protection Working Party, 200&Jopted on 20 June 2007,
analysed the concept of personal data. In this regard, the opinion recthe definition of personal da
contained inthe Directive 95/46/EGEuropean Parliament and Council of the European Union, 1885)
referred to the broad approach interpretation endorsed by the BEQJase 101/200% Lindqvist(Court of
Justice of the European Union, 20032ntioned above

Theopinion proposes a balanced solution. On the one hand, it exttibt European legislator adopts a
GARS y20A2y 2 ®ntoelafadBagdyidtatedtiat thie scope of the da protection rules

should not be overstretchedn thisopinion is stated thatt dzy f S&da GKS LYy GSNYySd { S
position to distinguish with absolute certainty that the data correspond to users that cannot be identified,
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itwillhavetotreat- £t £ Lt AYF2NXIGAZ2Y | & LISNHEHCR Y9 Data Rotactiorr (1 2
Working Party, 2007, p. 17)

3.2.15 National Legal and Policy Framework for the Cooperatlmtween CSIRTs and LEAs
Also the natbnal legdand policy frameworkgovernand shag the cooperation between CSIRTs and4.E

Transposition of the international and European lssman important component of theational criminal
law and criminal procedure lawhere might be howevesome specificiesin legislative provisions
depending on the country.

3.2.16 EU Cybersecuriti?olicy Fundindnitiatives and EUnstruments to $ipport Cyber Security
Collaboration at International &ale

Among the EU funding initiatives in the field of cybersecurity (for @amview see{European Commission,
2017c), we can mentionHorizon 202qH2010)programme(European Commission, n.d.do)i 2  LJdzNE dzS
cybersecurity research and innovation under the contractual pyirivate partnership on cybersecurity
for the period 2017 n H(Ewopean Commission, 2017€pnnecting Europe Facility (CER)ropean
Commission, n.d. cdledicated to the Digital Service laftructures(DSIs)¢cybersecurity being one of the
areas supported under the DSIs stream within the (M&HCERTes facilifgr instanc& ¢ KA OK Gl A Y
facilitate swift and effective operational cooperatifor the CSIRSINetwork (European Commission,
2017e)is an example of project conducted in the context of C&#the Internal Security Fun@SFYo
opromote the implementation of the Internal Security Strategy, law enforcement cooperation and the
management of the Uniog'external borders(European Commission, n.d. d)

In addition, there are some Eidstruments that play a role in support of the cyber security collaboration at
international scale, such Instrument contributing to Stépitind Peace (IcSEuropean Commission, n.d.

e), European Neighbourhood Instrument (E(E)ropean Union External Service, 2047 Instrument of
Pre-accession (IPARIropean Commission, n.d. f)
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4. Challenges the Cooperatiorbetween CSIRTs and LEAs

According to the data collected via the online survey, during the incident handling/investigation CSIRTs an
LEAs oftershareinformation. Sed-igure6.

Figure6 - Frequency of Information Sharing between CSIEF During Incident Handling/Investigation, According to Data
Collected Via the Online Survey

How often do you share information with
your counterpart (for CSIRTs the Law
Enforcement Agencies and for the Law
Enforcement Agencies the CSIRTs) during
the incident handling/investigation?

Number of replies
=
o

Often Sometimes Almost always Hardly ever/never

Accordingto the data collectedin addition to building trustthere aresomechallengingaspectsrelated to
the cooperation between CSIRTs and LHAese carbe classified intdegal, organisational, and technical
chalengesFigure7 presents althesechallenges.

Figure7 ¢ Overview ofChallengingAspects of the CSIRTEAs Cooperation According to the Data Collected via@méine
Survey - Clustered Columns

What do you believe to be the most

challenging aspects of the cooperation
between CSIRTs and LEAs?

Ll dd

Legal aspects Organisational aspects Trust Technical aspects

=
o M

Number of replies

L= S L=

EHighest challenge  EHighchallenge  EMedium challenge B Minor/ no challenge
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While overall for the CSIRTand LEAsthe legal aspects represent the most challenging aspects of the
cooperation, if we look at thaggregatedeplieson aspetsrepresenting thet K A 3 K S & (i and &3l Kf Af 3Ky
OK I t f &e/ GS ébServehat the organisational aspects amonsideed as the biggest challenge
According to the replies received from the online survey, the technical aspedtsesmallest concer. See
Figure &elow.

Figure8 - Overview of Challenging Aspects of the CSHRE#As Cooperation According to the Data Collected via the Online
Survey - StackedColumns

What do you believe to be the most challenging
aspects of the cooperation between CSIRT and LE?

30

)l‘ i I i i
-
15
0

Legal aspects Organisational aspects Trust Technical aspects

Number of replies

o

B Highest challenge B High challenge W Medium challenge W Minor/ no challenge @ No Response

4.1 Legal Challenges

4.1.1

Below some legal challenges highlightedidg the interviewsare addressedlhey belong mainly to two
groups of challengeg-irst there arehallenges related to the EU legislatiamder implementationThe
secondarethosechallengesvhich arerelated to the diversity in the national legal syste

Relevant EUW.egislationCurrently Under Implementation

First, the NI y & A (i A Apériod durdiyMdich Bn EU directive is transposedan® Yo SNJ { G G S a
national law represensachallenge during the transition perio@fforts and adjustments tamew legal
settingsare required Secondthereare some challenges related to the implementatiohspecific pieces

of legislationitself.

4.1.1.1 NISDirective

Article9 of the NIS DirectiviEuropean Parliament and Council of the Epg@n Union, 2016agtates that

oEach Member State shall designate one or more CSIRTs which shall comply with the requirements set ou
in point (1) of Annex[requirements and tasks of CSIRTsevering at least the sectors referred to in Annex

Il [i.e. energy, transport, banking, financial market infrastructures, health, drinking water supply and
distribution, digital infrastructurefind the ®rvices referred to in Annex Il [online marketplace, online
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search engine, and cloud computing serjjicesponsble for risk and incident handling in accordance with
awelRSTAYSR LINRPOS&aa¢ o

One issue is thahe spectrum of sectors in the NIS Directivehisminimum spectrum of sectorsf
operators of essential serviceis other words, the list of sectors ofsemntial services in the NIS Directive is
not anexhaustiveone. Moreover, the implementation of the NIS Directiweuldchange the constituency

of the currentnational/governmental CSIR@&gsd this might impacthe currentcooperation between LEA
and CSIRswithin the counties

LY FTRRAGAZ2YS | a LINRGARSR A yaysldowh dbliyatiSns forsall Membexp H 0
States to adopt a national strategy on the security of network and information syst@ms A y 2 (i K S NJ
adopta oframeworkproviding strategic objectives and priorities on the security of network and

information systems at national leviel 0AktiSl&S4(3)). Most countries have already compligdth this
provision; howeverafew still need to adopt such strategy to comply the set deadline to the NIS

Directive.

Finally, the NIS Directianticipatedthat cEach Member State shall designate one or more national
competent authorities on the security of network and information systtmso 4 SS | .MYahdOf S y =
ohave adequte resources to carry out, in an effective and efficient manner, the tasks assigned to them

and thereby to fulfil the objectives of this Directive 6 & S'S | .8)iSindildr SrovigiansdellAride 9,

par. 2)in terms of resources are foreseen ftwet CSIRTs coveriagleast the sectorsf essential services
mentioned in Annex Il and services in Annex Ill (see above). This means that Member States need to have
adequate resources reserved to give an effective implementation to the NIS Directiverandute to

NEI OK G(KS | &kigh Sof$on fveliof secliritydf network and information systems within the
Union so as to improve the functioning of the internal magket6 8 SS ! NI AOf S M0 ®

4.1.1.2 LEA [&ta ProtectionDirective
The main challengim the implementation of the LEA Data Protection Direciiveelated to the cost factor.
In order to ensure the right to the protection of personal data, the Directive provides for a number of
obligations for the data controllers. Inevitably, the fulfilment oé#le obligations implies costs in terms of
both staff and technical means. This could be a possible reasoesistance by data controllers to the
application of the Directive in the processing of personal data.

4.1.1.3 GDPR
TheGDPREuropean Parliament and Council of the European Union, 2Gtét) apply from 25 May 2018
(see Article 99 Entry into force and application).

From the interviews conducted, the issue of IP addresses as personal data was not identified as a challenc
for the CSIRTs and LEAs cooperation. rdoapto the data collected, I&ddresses are usually considered

as personal data and treated as such. It is however important that the Member States make the right
applicationof the GDPR, in particular Article 38dviding restrictiongo data protections law iertain

situations and under certain circumstangesdtake in due account thRecital 49legal ground in

processing of personal data by CSIRTS).

The retention of data and IBddressess personal data edd becomeanissuefor the CSIRTs community
and could cause serioussuedn cybercrime investigation. This is why tdember Stateshould be very
specific in using the restrictigorovidedin Article 23andin applyingthe GDPR also in the light Redtal
49.Without that, the cooperation between CSIRTs andsldéAld beeometougher. This could also impact
the CSIRTs community by making the infation exchange more formaés affectingthe agile culture of
CSIRTs.
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4.1.2 Diversity of the Legal mmework between Member States
Finally, there are the challenges relatedtbe variety of €galsystems and legal provisioitsthe Member
States These challenges are particularly important. First, an eweghtbe considered as a crime dme
country, while in anober countryit is not a crime. Secondly, there is a problem related to the data
retention. The diversity of conservation times between the variglesnber Statesrepresents a serious
problem in terms of the effectiveness of the fight against crime.

4.2 Organisaional Challenges
The world @ ICT $ constantly evolving, écause ofhisthe challenges faced kpmmunication between
CSIRTs and LE#&s alsoconstantlychanging The following challenges should be recogrdsand
discussed

4.2.1 Limitations in ills and Availability of Specialised &sonnel
Amajor challenge is related to the available human resources.igéxause, in some cases, B&8IRTs
and LEAbave limitedspecialised personnéb meet actual needsGenerallyjnterviewshave shown that,
especial in time of high workload, the number of CSIRAp&rsonnel is not enough to facilitateeir
cooperation, includingheir communication.

4.2.2 Insufficient Training
Training, including publicly available online training resources, supports the developnsiiitsodvithin
the CSIRTs community and law enforcement community. Such training is generally targeting either the
CSIRTssee for instanc€ENISA, n.d. d)or the LEAS, rarely botMost of the time CSIREnd LEA do not
perform common trainingthus they daot have the chance to form a common ground and use the same
tools, methodsand terminology

Trainingshould concern technicélut alsolegaland organisational aspects of the information sharing
between CSIRTs and LEAscording to the data collectedphalwaysdo personnel receivsufficient
training on legal and organisational matters and in most cases personnel does not receive refresher
training on possible new legislative developments.

4.2.3 Lack ofDefinedand AgreedProceduresfor the Information Sharing between CSIRTs and LEAs
Another important challenge is thHack of defined procedures to fulfil thebligationto shae. Asemerged
from the interviews, both CSIRT ah&#Assometime arelackng definedprocedures e.g.the CSIRT®
identify whether an incident is likely to be a crime, and tfi®Ato provide information to CSIRTSs.

4.2.4 Needfor aBetter Knowledge oRecognised Internationgbtandards
Afurther challenge is the need farbetter knowledge of standard®levant in the area of cooperation
between CSIRTs and LERsere ardndeedseveral standardsuch as some standards developedEisI,
ISO, and NIST, that play/could play a role in facilitating the cooperation between CSIRT and LEAs. Howev
in orderfor CSIRTs and LE#stake advantage from the existing standards for further enhancing their
cooperation, they need to have a better knowledge of such standards and their implementation.

4.2.5 Need for Building and Maintaining Trust between CSIRTs and LEAS
The mutal trust seems to béhe mainsuccesgactor determiningthe cooperation between CSIRTs and
LEAsThevastmajority of theonline survey participants agreed that the most important success factor in
the cooperation between CSIRT drieAss trust (72%)84% of the CSIRT communi®g% of L&
community. In Figure9 anoverview is provided on most important success factor according to the
responsego the online survey
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Figure9 ¢ Most Important Success Factan the Cooperatiorbetween CSIRTs and LEA=ording to Data from the Online
Survey

In your experience what is the most important success
factor in the cooperation between CSIRT and LE?

Legal framework - 4
Procedures in place - 2

Technical tools . 1

0 5 10 15 20

Mumber of replies

Knowing each other, understanding the culture of the othdegICSIRTSs for LEAs arak versaand
building mutual trust by working together on many cases and various ocsakire a sigficant impact
on overall coopeation and collaborationvithin thesetwo communitieslt takes a while to build the
mutual trust and to understandestrictionsand culture of the other community (LEfss CSIRTs andce
versg. Forthisreasonthe personarelations are very important.

As emerged from the desk research and from the interviews, building and maintaining trust is a process
that requires investmenof resources and time. Moreovemtnover ofpersonne] especially of thoserho

play the role dliaison officers, is a challenge for tbeoperation between CSIRTs and Lis#tsuse trust
building requires time and investment alsodstablish and maintaigood personal relations.

Technical challenges
Inthis reporttechnical aspects, includiigchnicalchallenges, ofooperationbetween CSIRTs and LEAs
are addresseanly very briefly More informationcan be found in th&NISAeport on Tools and
Methodologies to Suppofooperation betwee@SIRTand Law EnforcemerENSA, 2017)

Keepinglnformation Systemsand Tools Ugo-Date

A firsttechnicalchallenge concerns the need for a continuous software updéte.need to continuously
upgrade the IT equipment involvedwather challenge, related to the adequacy of thesoairces available

to CSIRTs and LEAs. Interviews have shown that such resources are not always bwedabie

economic weaknesses can be overcome thanks to the goodwill between thea@8IEFApersonneiwho,

in many cases and under the condition tlitais legal, spontaneously share both software and information.
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4.3.2 Differences in theMiodalities in Data Transmission
A secondechnicalchallengadentified concerns the need to overcome the different technical modalities
used by the various CSIRTs and lf&Adata transmission between them. This diversity is due to the fact
that CSIRTs and LEAs have different purposes. CSIRTs aim to cointieletts while LEAs aim toatch
the criminal

4.3.3 Differences inToolkit Used
The toolkit that is used is also vadifferent between CSIRTs and LEAs. The foamemore inclinedo use
opensource toolsandcreate custom ones. The latter usually need to have commercial, somehow verified
or acknowledged tools, so that the result of their analysis is by no means guedtin the court of law.
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5. Conclusions and Recommendations

5.1 Conclusions
Using the analysis of the results collected frifva desk research, thimterviews with subjectnatter
experts, andhe online surveya number of trends have become clear, more speaify regarding

CSIRTs and LEAs hdiferent roles and objectives

CSIRTs and LEAs often share informatioth formally and informally

Trust is a key faor for the information sharing

Legaframeworksand aganisational challengas the cooperationcan further be worked out in a way
that cooperation between the two communities is further facilitated

1
1
1
1

5.1.1 Different Roles and Objectives
CSIRTs and LEAs have diffeberitcomplementaryroles and operate in different ways

There is clear evidence théttere are strong synergies between botommunities Findings from the
interviews have found thaESIRTs operataore on an informal basjsvhileLEAs are generally bound by a
more procedural approach of following rules anHiararchical authority.

5.1.2 Information Sharing
CSIRTs and LEAs share often information both formally and informally. There is a lack of defined and
agreed procedure for the information sharifgSIRTs and LEAs use a variety of methods and tools for the
representation and classification of dategarding incidents and events

5.1.3 Trust
It is clear from thalata collectedhat trustis of paramount importancdor both CSIRTs and LEAs when it
comes to informatiorsharing Trust is seen as an enabler while a lack of truse&sn asa challengén turn
hindering cooperation.n particular the issue of reputational damage for a party involved in information
exchange seems to be a significant conaghich has aiimpact onthe information exchange between
both parties.

Trust is a process, not a staighich means that its an ongoing effort that should be alwassughtand
strengthened. Confidence building measurespperationand building of mutual interests between the
two communities are key elements.

5.1.4 LegalFrameworksand Organisational Challenges
The data collected showed that theage challengearoundthe variety of legal systems and legal
provisions in thevlember StatesOne challenge to be considered is tlaatincidentconsidered as a crime
in a countrymight not be acrimein another county. Furthemore, issues arise around data retention,
and in particulathe diversity ofdata retention periodbetween the various Member StateEhis seems to
represent a serious problem in terms of the effectivenesBght crime

According to the dataddlected, hereisaneed for a better knowledge of standards relevant in the area of
cooperation between CSIRTs and LE#Red in orderfor CSIRTs and LBAgake advantage from the
existing standards for further enhancingoperationthe knowledge @ such standards and their
implementationby both partiesshould be enhanced

In addition to the key points outline aboyéis clear thatraining should concern technical but also legal
and organisational aspects of the information sharifrgining and skills developmerghould cover
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changes or developments thelegal and policy framework relevant for tikeoperationbetween CSIRTs
and LEAsNncluding theitommunication.

5.2 Recommendations

5.2.1

5.2.2

In order to further improvehe cooperation including the coomunication,between CSIRFsnainly
national/governmentatl and LEAs, some specific recommendations relatddgal/organisational aspects
of their cooperationare proposed.

It must be noted that these recommendations have been developed based on thewddresults of this
reportas well as of the parall&NISA report offiools and Methodologies to Support Cooperation between
CSIRTs and Law Enforcem@&itISA, 2017)

The recommendations below are as much as possible foaus€SIRTEA cooperation they should be
seen as additional to other more general and high level recommendations like to balance privacy and
security, or promote, where appropriate, harmonisation of criminal law among the Member States.

Place Liaison Ofters on Both Endand Facilitate Coordination Among Liaison Officers Across
Europe

It could be very useful to establish liaison officers within each organisakieA personnel into
national/governmentalCSIRTs and CSIRT personnel into LEAs. This wbelddbieial in the process of
trust buildingbetween CSIRTs and LEBAd in the process of providing reciprocal feedbdtkcing

officers from national/governmental CSIRT within LEAs and vice versa (LEA officers in
national/governmental CSIRTs) would Besopport for the development of a more uniformed approach to
collaboration and information sharing.

Recommendation for:

1 ENISAto collect successfuase studiesf cooperation that has been enhanced by the presence of

liaison officers and share them WICSIRTs and LEAs communities, propose a list of main requirements

and tasks for liaison officers as well as models for liaison offepp®intment (e.g. via secondment,

etc.)

ENISAto propose ways for facilitating tHeisonofficer<roordination acoss Europe

National/governmental CSIRTs and LE#sidentify liaison officers (LEA officers in

national/governmental CSIRTs and weesa)

1 Member Statesto foresee the role of the liaisoas a translator between both parties and allocate
resources fotiaisons at national/governmental CSIRTs and LEAs

= =9

T 9bL{! YR 9tdaNddsk & r@deadesBription for liaison officers and models for such
placement, in order to get a more uniform approach in the different Member States
T 9bL{! YR 9tdzelRdtIafériiadion 8n thee working procedures of the liaisons and review

them regularly

FormalseIntelligence Exchange

To establisha mechanism fomonthly intelligence exchandsetween CSIRTs and IsiEAat would be also
accompanied with the relevaning agreedstatistics would be of help for fighting against cybercrime. In
addition, tis will also help in trust building

Recommendation for

1 CSIRTs and LEA@ collect data and share them as much as they can and as much as they are allowed

to
1 CSIRTs ahLEAsto develop a methodology on how data quality can be evaluated (and improved)
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1 CSIRT40 makethe Traffic Light ProtocqITLR more weltknown outside CSIRT community, especially
to the LEA community

T 9bL{! I YR 9tdzNa@ntald &n@@ubliSkiatistics of their respective constituencies (so other
can learn from trending)

1 CSIRTs and LEAs Liaisons Offiderassist in simplifying the information exchange process and work
out relevance check procedures before sharing, and review them regularly

5.2.3 Simplify and Standardise the Forms for Data Requests and the Procedures to Share Information
Between CSIRTs and LEAs
To develop and to use the same forms for data requests from/to CSIRTs and LEAs and vice versa would
improve the cooperationThe forms shold be developed in a way that they are in line wite common
taxonomy for CSIRTs and LEAsropol European Cybercrime Centre, n.€a) new version of the
common taxonomy for CSIRTs and LEAs is expected to be red¢asgihning of 2018Regarding
common taxonomyor CSIRTs and LES&&(ENISA, 20155ENISA, 2017The forms shouldontain fields
for as a minimum all the information included in the taxonoamd shouldclearlyindicate whether the
information received can be passed to other actors (e.g. other CSIRTS) involved in the
investigation/incident handling.

Recommendation for:

1 CSIRTs and LEAs articulate their requirements regarding how these formsl gmocedure should be
used

T 9bL{! I YR 9tdadlRdtIdd réyairerfent®fdm the CSIRTs and LEAS regarding the form

and the procedures, to develop and propose standardised forms and standardised procedures to be

adopted by the CSIRTs and LEAsnconities

9bL{! I YR 9tdzhd@nbie theCadoptidrl obstandardised forms and procedures

CSIRTs and LEAs adopt and use standardised forms and standardised procedures for their

information sharing

=A =

5.2.4 Further Invest in CSIROEA Joint Training and Bkills Development
The creation of joint training and skills development between CSIRTs and LEAs would help share existing
practices but will also allow the development of collaborative approaches in the future.

Goodtraining plays a central role in imprioyg thecooperation, including communicatioof CSIRTs and.
9bL{! FYR 9dz2NRPLRf Q& 9/ o0 LRaarofe (423SUGKSNI gAGK
for the law enforcement operationgnaddition, joint trainingfor CSIRTs and LEAs shdddacilitated.

Those training materials should focus mainly on mutual understanditamguages used by both CSIRTs
and LEAs. There should be common understanditegalithe technicalmatters, including challenges
faced by one or by both communities

There should be joint exercises based on actual cases, where CSIRTs and LEAs wijbiptgctigkting
cybercrime.

If standardised forms for data exchange between CSIRTs and LEAs are developed and standardised
proceduresnadeavailable, they shouldiso be covered during the trainirigo. The training should also
focus on (personal) data processing.

CSIRT and LEA senior management should also promote common training sessions; this can be carried o
e.g.through conferenceandaccess to virtual librg. It is important to develop the awareness that such a
joint training is necessary. Therefore, it shootut be conceived as occasional, but instead continuously
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scheduled at regular intervals. In addition, it is important to ensure the quality ofagathirough the
involvement of highly qualified individuals and the use of suitable material, including the one freely
accessible on the ENISA site.

Recommendation for:

1 National governmental CSIRTs and national law enforcement training centte®rganiseCSIRTEA

joint training

T 9bL{! YR 9dzNBLRf Qa 9/ o:3o ekighd theAESIIBA traibidy I&térikl ® N8 & A (
fitted for the law enforcement work

T 9bL{! YR 9dzNBLRf Qa 9/ o:JofaciitatejoinbiriRing bRCBIRUSEBIENS & A (

1 CSIRTs and LEAs provide the training requirements to the facilitatorstbe joint training
1 CSIRTs and LEAsparticipate in the joint training

5.2.5 Further Invest inNetworking Events and TrudRelationshipsetween CSIRTs and LEAs
Events at naonal and EU level that bring together both CSIR@particular national/governmentaland
LEAs helps not only to improve their contacts and provide reciprocal feedback, but also to provide them
with the opportunities to identify synergies and waysftother improve their cooperation. Some of such
events are already organised at national level. At EU level, an annual workshop for CSIRTs and LEAs is
2NHI YAASR 22Ayif e 0 &iskddofdgvents shyukl bOcdeM@iddarid idherd / o & ¢
promoted. Online meetings and seminashould be also considered.

Recommendation for

1 Member Statesto organiseg or where already existing continue to organise such events for their
CSIRTsin particular national/governmentaland the LEAs at national ldve

T 9bL{! I YR 9tdAditaie theGéttingip obsessions and sidvents dedicated to CSIRTs
and LEAs cooperation during CSIRTs (e.g. FIRSSIR'H and LEAs conferences
T 9bL{! I YR 9tdzedinie drgarising dvent¥ for the CSIRfparticular

national/governmentablnd for the LEAs at EU leMel create and consolidate contacts, and to
enhance trust

1 CSIRTs and LEAs: actively participate in the eventsith both technical teams and liaison officexsd
engage in an open discussitmwards a further enhanced cooperation

1 ENISAto compile studies addressing aspects of cooperation between CSIRTs and LEAs and delving
deeper into specific issues of their cooperation

5.2.6 Effectively Implementthe NIS Directive and Applthe GDPR
In 2016the EU put into force two important pieces of legislation, the NIS Directive and the GDPR. The
effective implementation othe NIS Directivand application of GDRRII have positive effect on the
common understanding between CSIRTs and LEAs in regardi¢g#hespects of their work, and on their
cooperation.

The NIS Directive aims at achieving a high common level of security of network and information systems
across the Union. Legislators should work to transpose this directive into national law aasspassible,

in the view of the deadline of the May 2018. Moreover, ENISA should provide reports on the
implementation of this directive. In order to ensure any shortcomings are addressed, these reports should
focus on both successes and challenges.

On the other hand, the GDPR is a Regulation which aims to hasenttv@ data privacy laws across Europe,
FYR G2 o0S0GSNI al ¥S Addiscudedarljer imatisirepdrt $s¢@2®.)), IRdERaIAM0 @1 & ©
the GDPR sets the legal ground for the pssieg of personal data by CSIRNSsaregulation, it is directly
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effective in Member States; however, it leaves room in certain occasions for Member States to legislate.
For that reason, and since the GDPR will apply starting from 25 of May, 2018, Mstateer should work

on national laws to cover those needs, as well as to promote the compliance of all affected entities to the
GDPR. Similar to the NIS Directive, ENISA should provide reportsapptivationof GDPR, focusing on
successes and challenges

Recommendation for:

1 EU Member Stateso organise at national levelents to promote the NIS Directive, aitsleffective
implementation within country

1 EU Member Statego organise at national level events to promote the GDPR jtardfective
applicaion within country

1 ENISAto analysethe implementation of the NIS Directive and thpplication of theGDPR focuisg on
successes as well as challenges to enthatany shortcomings are addressed

5.2.7 Clearly Identify Which Information CSIRTs and LEAsAloeved/ Obliged to Shardetween
Themunder the Current Legal Framework
To enhance the cooperation between CSIRTs and, litf#suld be beneficialo have a clear identification
of which information CSIRTs and LE#ssallowedbbliged to shardetween themunder the current legal
framework.This would help to point out possible legislative gaps, asdordingly, if appropriate, take
actions to fill these gaps.

Recommendation for:

1 Member Statesto conduct studies talearlyidentify which information undethe currentlegal
framework CSIRTs and LEAs are allowed/obliged to share between theguosxilole legislative gaps
in their jurisdiction inrelation to CSIRTs and LEAs cooperation
1 CSIRTs, in particular national CSIRTs, and hMa#feeverthey identify aneed fornew legislationor
for a change in the current legislatigoverning their cooperatiorip expresssuchneed via their
formal and informal channsl
1 ENISAto collect data from the Member States and present an overview of which information CSIRTs
in particular national/governmental CSIRAnd LEAs can/are obliged to shéetweenthem under
the current legal framework

5.2.8 Have in Place Legislation th@¥ell DefineUnder Which Condition€SIRTs and LE&®
Allowed/Obliged to Shardnformation Between Themandtheir AccountabilityWhen They
Share and Reply to the Requests (CSIRT &UHAto CSIRT), as well as Reflect on Turning
Information Sharing Between (National) CSIRTs and LEAs Mandatory
To further enhance the cooperation between CSIRTs ansl, iséfsoimportant for members of those
teams tohave weHldefinedobligations andaccountabilityto share information. This would alstimulate
discussion at Member State level about the nature of information sharing, and ultimately conclude if
information sharing, especiallyetweennationalgovernmentalCSIRTs and LE#slsouldbe turned to
mandatory(where it is not already mandatory)

Recommendation for

1 Member Statesto have in place legislation that well definader which condition CSIRTs and 4. B
allowed/obliged to sharendtheir accountabilitywhen they sharenformation between them and
reply to the requests@SIRT to M4 _EAto CSIRT), as well @msreflect on turnirg information sharing
between (rationalgovernmenta) CSIRTand LEAsnandatory (where it is not mandatory already)

43



5.2.9

5.2.10

5.2.11

Improving Cooperation between CSIRTs and Law Enforcebreagdl and Organisational Aspects

*
enisa Version 1.0] November 2017

1 Member Statesto reflect on turnirg information sharing between &tional) CSIRTandLEAs
mandatory

1 European Commission and ENISé&assist the Members States by developing model legislation to
govern and supp CSIRTs and LEAs cooperation

Promote a Culture of Information Sharing Between CSIRTs and LEAs Within the Country and
CrossBorder

Apart from the legal obligatianfor sharing and the standardison of the form of requests that were

described above, infoation exchange is also a culture that should be promoted between CSIRTs and
LEAs. Best practices as well as use cases that information exchange assisted the efficient resolution of an
incident/crime within the country of crogsorder can be used as a lis$or creating or further improving

an information sharing mindet among members of law enforcement and incident response teams.

Recommendation for

1 ENISAto develop material specifically to promote the culture of information sharing between CSIRTs
andLEAs.

1 Member Statesto use ENISA material as well as specific use cases in order to create or further
improve a sharing mindet between LEAs and CSIRTs

Promote thelmprovement ofMaturity of LEAs and CSIRT<rder to Better Facilitate the
Information Sharing

The maturity of an orgarggion in terms of people, processes and technology is an importararfaéthe
ability of the organiation to shareinformation efficiently with other parties. For CSIRTs there are already
several maturity models which@amused as an audit base for the acceptance of a team in closed groups
that focus on informatiorsharing anexample ighe ENISA online maturity assessm€@aNISA, n.d. bdn
CSIRT maturity se(ENISAN.d. a) (ENISA, 2015ENISA, 2017cand(ENISA, 2016c¢)

The data collected did not provide any indication thatitar models currently exigor the law
enforcement. The formulation ofmaturity modekfor LEAs would give them the chance to compare and
improve their capabilities based on commonly accepted standards, and thusardgirovea level of
maturity that would make information exchange with CSIRTs easie

Recommendation for:

1 ENISAto promote the importance of maturity improvement and of maturity models

1 9 dzNP ER3ftto@eévelop a maturity model for LEAs, similar to CSIRT models, that would describe
people, processes and technology parameters basedlinhALEAs could measure and improve their
maturity level

1 9 dzZNR ER3toW@i&seminate the maturity model to Member States LEAs and provide assistance on
the way that it can be usefr measurement and improvement of their maturity

1 Member Statesto promote the use of maturity models by their CSIRifhsparticular
national/governmentat and LEAs for the improvement of their capabilitiwgh the view of further
enhancing the cooperation between CSIRTs and LEAs

Develop Internal Security Policid2ermitting and Supporting Information Sharing with
CSIRTEEA Counterpart

It is important that the internal security policies 66IRTallow as much as possible the information
sharing with the law enforcement and vice versa. So, when developing new internatyseolicies, both
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CSIRTs and LEAs should take this into account in order not to run the risk that information sharing
permitted by law might be hindered at the level of internal security policies.

Recommendation for:

1 CSIRTs and LEAghen developing theiinternal security policy to shape them in a way that they do
not represent an obstacle to the information sharing with their CSIRT/LEA counterpart.

5.2.12Make Available and Take Advantage of CSIRTs Dataset, Expertise and Contacts
CSIRTs can enrich LE#sliigence that would be useful for LEAs investigations/prosecutions.ddtes
have access to CSIRTs data via Application Programming Interfaces (APIs) and thus enrich their own
investigation data.

Practical examples of datasets that could be sharad/éen CSIRTs and LEA are: annotation services for IP
addresses such as Passive DNS, Passive SSL,; public information leaks; datasets about crawled informatic
from the darknet; and measurements based on backscatter in case of distributed denial of seagks. a

In addition, CSIRTs can provide technical expertise during LEAs investigations when needed/requested. T
CSIRTs network of contacts can be very useful during LEAs investigations.

Recommendation for:

T 9bL{! 'y R 9tdahdekloi praeedur@sh low the trust relationship CSHR®nstituency

can be maintained when allowing LEA access to datasets
1 ENISA and CSIRTs develop methodologies to support LEAs coordination with CSIRTs during
investigations
CSIRT4o0 provide enrichment services to LEAstheir investigations
CSIRT4o0 provide technical expertise during law enforcement investigation upon request
CSIRTdo provide access to their network of contacts to LEAs for their investigations
LEAsto make use of CSIRTs dataset, expertise anthcts and LEASs provide feedback on the quality
of the dataset, expertise and contacts.

=A =4 =4 =4
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