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Executive Summary

The use of longange communication networks, and specially the Internet, has revolggdniCESCADA systems
and architectures. The use of network communicatiothgse systems has provén be an effective way of gaining
a means for remotely operating and maintaining these infrastructures inti@al. Therefore, they have become
vital assets that provida functionality otherwise impossible.

However, this also opengp the way for new threat vectors that can potentially compromise the efficient and secure
operation of these systems. These threats are not necessarily new; many are infienitetthe use of networking
technologies (in use in Breas for a long timaow), which leads to the fact that there are already countermeasures
available to mitigate or even eliminate them.

For this reason, ENISA is continuing the work on communication network dependencies in industrial infrastructures
focusing in this case on ICBCADA systems and networks. The main objective is to provide insight into the
communication network interdependencies currently present in industrial infrastructures and environments,
mapping critical assets, assessing possibleci# and identifying potential good practices and security measures to

apply.

In order to properly map the critical assets in these network infrastructures, the layers from [§ARfve been

given as a guideline. The main reago choosét (as opposed to other alternatives such as ISA99) is the fact that it
focuses mainly on the network connection between the different assets in play in the network, providing a perfect
means br identifying and classifying them.

The experts @ntacted and interviewed also provided their views and concerns regarding the need for security and
the main obstacles and issues that they were facing. The consolidation of the feedback obtained provttiese

most worryingpotential attack scenarigeonsideringheir potential impact and the assets that could be affected.
These scenarios are:

1 A compromise of the SCADA systems where an attacker took control of one or multiple assets within the
networkandasa resultthe attacker woulchavebeenableto manipulate them at will, affecting, corrupting
and even making them crash. This requires the compromised system to be accessible through the Interne
even ifit is not directly connected (for example, behind a security perimeter). In a wass sceario, this
compromise could impede operationsausing blackouts or service cund directly affecting the
population.

1 A situation where an internal user (employee, contractor or thoedty staff) is disgruntled with the
organiation was also discussed a risk scenario. The reason is that these users hadegith knowledge
of the internal workings of the orgasdtion, infrastructure, network, operations and procedurés.the
unlikely event that they decide to cause havoc, they would have the meais soand it would be up to
the security measures in place (such as authentication procemsesauthorsed behaviour/intrusion
detection systempsto stop them.

1 The infection of the ICSCADA systems during maintenance and upgrade processes israigoafncern.
The risk of these systems becoming infected, either by malware traret@th | G KS (GSOKYy A OA
via an infected firmware or update package represents a considerable issue; maintenance is a process |
which the security measures ptaceoften do not apply, as direct connection with thesCADA

1 Website where the update files and firmware are located.

To promote solutions to these issues and concerns, it is vital to achieve a higher level of interaction between the
different actorsthat participate throughout the whole lifecycle of the IGEADA assets.
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In conclusion, after taking into consideration the views expressed by the experts interviewed, the available
standards, good practices and security measures, a series of recomrnmrglats been developedTheyare
focusedon the operators and asset owners mairdpnd are in the benefit of their CISQs order to help them
determine how to face the new challenges that have appeared and reduce the threats that put their infrasgucture
and organgations at risk:

1

Recommendation 1llnclude security as a main consideration during the design phase (5CBHA
systemsTraditionally, only safety is included as one of the main considerations during the design of the
ICSSCADA systemigfrastructures or assets (alongside efficiency, riiade constraints, etc.), but security

was usually omitted. The objective is to ensure that security is included as one of these main consideration
not only during the design phase but also during tipelate of the systems.

Recommendation 2identify and establish roles of people operating in ISEADA systemshe
management of the access privileges of useiESCADA systems is a critical process. The objective is to
improve this process to ensur@dt the privilege assignation is adequately controlled and unausbdri
access to systems, either intentional or accidental, is reduced to a minimum.

Recommendatiol: Define network communication technologies and architecture with interoperability in
mind. As ICESCADA systems are becoming more interconnected with other systems, not only from the
same orgargation but also with external ones, interconnectivity and compatibility become critical factors.
The objective is to focus on promoting the use of commrprotocols and technologies that are compatible
across different devices from multiple manufacturers, avoiding locked proprietary protocols and
technologies.

Recommendatiod: Establish brainstorming and communication channels for the different partitgpa

the lifecycle of the devices to exchange needs and solutidnsther point of concern is that there is
usually a lack of communication between the different actors involved across the lifecycle of ABE KT\
assets and devices. The needrtprove between all these parties involved is a factor that would definitely
improve the security of the systems, as needs and solutions would be shared across all.

Recommendatior: Include the periodi¢dCSSECADA device update process as part of the maénations

of the systemsThe process of updating the software and firmware of 8TZ2ADA devicesagelatively

new process, and a very delicate one. Traditionally, this was not needed as there was no interconnectior
and the threats were limited to physil tampering. Nowadays, the update process needs to be added as
part of the lifecycle of the devices, including periodical update processes, to ensure that they are protected
against the threats they are exposed to.

Recommendatior6: Establish perioditC3SCADA security training and awareness campaign within the
organgation. The concept of cybesecurity is relatively new in ICECADA environments, as it was not
needed traditionally. Therefordhere is a need to ensure that the staéf aware of thetireats that they

are exposed to on a daily basis, baththeir operations andh the systems they operate with.

Recommendation 7: Promote increased collaboration amongst policy decision makers, manufacturers anc
operators at an EU Levelowadaysgritical infrastructures have become linked with the cyberspace, taking
advantage of the functionality and benefits it offers. Howewkis brings about the need to make critical
systems and infrastructures safer and more reliable, in order to proteahtirem the new threats that

have arisen from this new interconnectivity level. This also needs to be addressed by policy makers
manufacturers and operators in order to ensure that they are aligned with this objective.

RecommendatiorB: Define guidelinesor the establishment of reliable and appropriate cybersecurity
insurance requirementsThe critical infrastructures of the organisations are now more exposed than ever
to threats and attackers worldwide due the use of network communications and the BiteFhis leads
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to the appearance of insurance solutions to protect the assets in case of an incident. For this purpose, it i
recommended to establish guidelines on proper insurance coverage to help both organisations and
companies in providing and makinge of these services.
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Glossary
ACL Access Control List
APT Advanced Persistent Threat
Bl Business Intelligence
BSS Business Support Systems
CIM Common Information Model
CISO Chief Information Security Officer
CRM Control RoonManagement
CSP Communication Service Provider
DCS Distributed Control System
DMZ Demilitarized Zone
DNP Distributed Network Protocol
DoSDDoS Denial of Service/Distributed Denial of Service
DRP Disaster Recovery Plan
EAP Extensible Authentication Protocol
ERP EnterpriseResource Planning
HMI HumanMachine Interface
ICS Industrial Control Systems
ICT Information and Communications Technology
IDSIPS Intrusion Detection System/Intrusion Prevention System
IED Intelligent Electronic Device
loT Internet of Things
ISP Internet Service Provider
LAN Local Area Network
LEAP Lightweight Extensible Authentication Protocol
MAC Media Access Control
MES Manufacturing Execution System
MITM Man-In-TheMiddle
MMI Man-Machine Interface
MPLS Multi-Protocol Label Switching
MTU Maximum Transmission Unit
NFC NearField Communication
0SS Operation Support Systems
PEAP Protected Extensible Authentication Protocol
PLC Programmable Logic Controller
RBAC RoleBased Access Control
RTU Remote Terminal Unit
SCADA Supervisory Cdrol and Data Acquisition
SLA Service Level Agreement
SSH Secure Shell
SSITLS Secure Socket Layer/Transport Layer Security
UPS Uninterruptible Power Supply
VPN Virtual Private Network
WAN Wide Area Network
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1. Introduction

Industrial Control Systen{§CS) are command and control systems designed to support industrial processes. These
systems are responsible for monitoring and controlling a variety of processes and operations such as gas ar
electricity distribution, water treatment, oil refining oritavay transportation. The largest subgroup of ICS is SCADA
(Supervisory Control and Data Acquisition) systems.

ICSSCADA nowadays are standard technologies)etimeshighly interconnected with other corporate networks
and the Internet.

On the one handthere are many benefits obtained from the implementation and development of ICS/SCADA
communications (e.g. remote access, increased automation, improved supervision, etc.). On the other hand, thi
increasedevel ofcommunicatiors also exposes SCADA systémaew and traditional threats (already existing in
other intercommunicated systems), and this is something that has to be taken into account. Furthermore, as man
of these systems are related to critical infrastructures, attacks against them are bketrease in the futuré2].

This report focuses on the aspects related to the communication networks and the intercommunications between
ICSSCADA, identifying vulnerabilities, riskisreats and safety implications caused bgyber-physical systems
controlled by ICSThis report also provides a series of recommendations to mitigate the risks identified.

1.1 Obijectives and Scope
ENISAin 2016 is continuingits work on communication network dependensién critical infrastructures
with a study on network attackagainsiC$SCADA systesn

The key outcome of the study is a list of good practices and guidelines in order to limit, as far as possible
the attack surface of ICSCADA system$he main objective of the study is to provide insight into the
communication network dependencies in ISSADA systems, mapping assets critical for security and safety
and looking into realistic attack scenarios and threats against the communication mkstwo

1.2 Methodology
This study was carried out usingsavenstep methodology depicted inFigurel) which beginswith a
brainstormingsession over the phon&ith the ENSA ICS Security Stakeholder Gr({iS) andturopean
SCADA and Control Systems Information Exchange (Euro8®HE groups. fen, it moves on to the
initial stage ofinformation gathering drawingfrom official sources and experts in the fielditimately, the
study ends with lhe development of a report summaiiyy the findings and the recommendations to the
target audience.
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Figurel: Methodology used to carry out the study

Brainstorming
Stakeholders with experts
validation groups ICS and
EuroSCSIE

Conclusions and Identification of
recommendations experts

Desktop
Research

Collection of
experts and
stakeholders
point of view

Brainstorming call:The first step was to conduct a brainstorming session with BH@S and
EuroSCSIE expert groups, to discuss the structure, objectives and focus of the project

Identification of experts:The following step was to identify the experts in the field of ISGADA
security. In order to obtain varied and wéllanced results, experts from induistt academicand
governmenal sectors were contacted The main target audiences asset ownersand more
specificallypperators of electricity, oil, gagansport, hedth, water supply andthe manufacturing
industry.

Desktop Researchnitial desktopresearch of already published documents in order to get as much
information as possible about communication dependeneaias conductedor developng at a later
stagea questionnaire to achieve the project objectives

/2t fSOGAY 3SR LSKNIE &G NE ORutidg thig Step, 2aTquestidnBairerwas used
internally to guide the interviews with experts. These interviews were carried out duririghi
week period in order to obtain exper® YR & G { SK2 f R SiNdiviewsLhdieypirts 2 F
from the field were conducted in order to:

1 Map the critical assets for security and safety.
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1 Determine the most commdwy used protocols and their weaknesses.
1 Identify attacks scenarios against assets and most worrying threats.

5. Analysis:Thefifth step was to analyse all the data obtained, including the results of the interviews,
to gather initial conclusionand develop three attack scenarios and mitigation actions poof of
concept.

6. Conclusions and recommendationghe sixth stepvas to furtheranalyse the gaps from the security
perspective and propose guidelines for minimising the success possibility of malicious activities
against ICS/SCADA.

7. Stakeholders validabn: the findings of the studywere presented and discussed with the
participants in order to further refine the results and recommendatidogng:

1 ENISA session "Network Attacgainstt C3SCADAAt IMI 2016¢ IT meets Industry
1 Open ENISA sessiat4SIC5

1 EIC&nd EUROSCSHiembersand participants of the study review and comment of the final
draft.

1.3 Target audience

This report provides information about the communication networks and the interconnections between
them in ICESCADAsystems aining at helping operatorsasset owners and manufacturete better
understand them and be prepared to mitiggtessible securityisks.

The primary target audiends SCADA operators and asset ownevithin the following sectors

9 Electricity

0]]

Gas

Transport

Health

Water

Manufacturing industry
Pharmaceutical sector

= =4 =4 =8 -4 -8 9
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1.4 Structure of this document

The reportis structured as follows:

1

Introduction: Briefly presentsthe study, lisingthe objectiveghat have been sednd descriingthe
methodology followed.

Key aspects of communication networks in KSE£ADA SystemStudy ofthe state of the art of
communicatiometworks and intercommunications in the different domains of BZ5ADA, detailing
the most commonly usedrchitectures and technologies in each one, as well as the critical assets
affected and protocols used in KS€ADA systems

Interdependencies in IGSCADA SystemEvaluates the interdependencies that can be found in
IC$SCADAetworksandtheir relationship with telecommunicaéin providers and the Internet.
Threat and risk analysis on communication networks inISSADA SystemBresents the security
threats, vulnerabilities incidents and attacks affecting communication networks i/ SC8DA
systems, focusing on those that might derive in cascading effects.

Attack scenarios in ICSCADA Systems communication netwarkgalysis ad development of
three use casemcluding the most worrisome threats angbssible mitigation solutions derived from
good practices.

Constraints and gap analysi®resents a gap analysis to determine which areas require further
revisions, as well as to detect those constraints and incenfiwespplyingsecurity measurg

Security good practices in communication networks for ISEADA Systemslaving taken into
acount relevant international standards and good practices, a list of good practices fairgec
ICS/SCADA systems and tleeimmunications is summarized.

Highlevel recommendations for manufacturers, operators and security experts to improve the
security and resilience of ICSCADA System€ontainsa series of recommendations to improve
the security level of the communication networks used for intercommunications SXEDA
systems.
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2. Key aspects of communication networks in ICS

Amajorpart2 ¥ 9 dzSiBidal3nfiastructuress managed and controlletly IC$SCADA system$hese systems
are evolving and have increased their connectivity capabilities using both private and public communication
networks, which in turn results in a larger attack surfaghich means thathey are exposed tmore risks

As ICS are usually controlling critical and sensitive installations (stiobisasfromultilities or energy sectons they
have become very attractive targets for attackers, due to the potential impattalsaiccessful attack can have, as
well as due to cascade effects affecting different areas and even courfihiese systems usually interact with the
following:

1

)l

PLQProgrammable Logic Controllethe devices in charge of carrying out the physical ité&on with

the system components (e.g. actuators).

Data Concentratorsan electronic device that interfaces with the sensors and transmits the obtained data
to other system componentdhis includes process automation controllers and the more pewiented

RTU (Remote Terminal Unit) devices.

Historian: it is a highcapacity system designed to collect and store the logs generated by the readings and
operations of the sensors, assets, alarms and other events genera@driylevicespart of the network.

HMI (HumanMachine Interface)a component responsibléor the presentation of the data to human
operators, usually including a console capable of monitoring and controlling the status of the operations.
DCqDistributed Control Systeheentral server in charge of the data acquisition and control activities of
the processes and operations. It may include monitoring, analytical instrumentation

Communication infrastructure can make use of traditional and specific network equipment in order to
enable the mtercommunication of the different devices of the system.

ICSsystemsawere designedfrom a general point of viewg cover a series of characteristics that are needed in order
to properly carry out their functios

1

Availability: ensuresthat the systems ad information contained within thenare available to authosed

users. This is especially important for industrial systems and critical infrastructures where access to the
data is paramount to maintain proper operatians

Faulttolerance ensuresthat the systems are robustnd can continue operating at a reasonable level in
the event of a failure.

Performance ensuresthat the system is efficient and can carry out its intended tasks timely and correctly.
Safety systems must be able to detect uafe conditions and trigger actions to reduce unsafe conditions

to safe ones. In most safetyitical operations, human oversight and control of a potentially dangerous
process is an essential part of the safety sysfem

Nowadgs, there is an inherent need tdefine additional characteristiceo comply with the new needs and
requirements:

T

T
T

Maintainability: it is highly recommended for the system to have adequate diagnosis and control
functionalities to allow correct maintainakifi

Opennessmakes use of open standards and technologies in order to increatzoperability between
devices and assets from different systems and infrastructures.

Security guarantesthat the systems are protected, at least, against the most common threats that they
face 6uch asunauthorised accessr data manipulatio taking into consideration not only Availability,
Integrity and Confidentialitgecuritytenets, but also the Safgineeds as they are cybphysical devices
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1 Usability: the easeof-use andoroperfunctionality of the systems and related tools and devices.

When designing a network architecture for an ISSADA deploymentne of the main recommendations that
should betaken into account is to ensure its segregation from existing corporataditional networks,in orderto
reduce the attack surface.

As this study focuses on the network communicaiiohC3SCADA systems locateddifferent areas and sections
of an I infrastructure, itvasnecessary to choose a standard to be based upon and better present the findings.

The mairoptions werebetween ISA9%] and ISA995] [6] with each one focusing on different aspects and bringing
different benefits. ISA95 focuses on the interconnection between assets and systems, sorting them into layer:
depending on the communications and activities carried out by each asset/device. On thaartioet SA99 focuses

on sorting these assets/systems into zones depending on their activities/operationdt dods notfocus on
communicationsas they aremphasisedy ISA95.

As a result, forhis studythe ISA95 standardias selectedensuring that tie focusremainson the interconnection
of these systems.

In more detail, he ISA95standardfocuses on the integration of control systems within a company, establishing
different levels that range from the basic industrial processes up to the higher management ones, such as accountir
systems, in order to fully map the application hierarchy in use within the compafj]. The following sections will
provide a brief insight into the different levels, processes@@BSCADA architectures in relation to the ISA95 levels,
including different technologiethat can be useih each one (hardware, software and protocols).

Finally, in order tosummarisethe information provided, a review of the communication between the levels
previously defined will be presented, including both the channels in use and the data types tl tansmitted
over them.

2.1 Architectures and technologies
The ISA95 standardeparatesthe processes, activities, systems and devices ofingustrial network
architecture into fourlevels (seerigure2): production and contrb process, supervision and monitoring,
operation management and business operation management.
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Figure2: ISA95 levels applied to a SCADA atetiiure.
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A cetailed summary of the hardware and software used in the four ISA levels is provided Amriles ¢
ASA95 levels overviend
2.1.1 Protocols in usavithin and between levels

The following protocols are in use in each one of the four ISA levelsdén to properly display them, the
following mindmap (seerigure3) has been developetb list some of the most commonly used protocols

like:

1 DNP3:a communicationprotocol used to interconnect components within process automation
systems, mostly in utilities like water and energy.

1 1EC 6087Q(including ICCP)provides a set of standardand protocols to cover ICS/SCADA
communication needs in power system automation.
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1 OPC a set ofclient/server protocols designed for the communication of riéale data between

data acquisition devices (e.g. PLCs) and interface devices (e.g. HMIs).

1 MODBUS an applicatiodayer communication protocol designed to provide client/server
communications between assets connected to different bus and network variants.

2e-

LEVEL1

BACnet

Beckoff EtherCat

CANopen

Crimson v3 (Redlion)
DeviceNet

GE-SRTP

IEEE 802.15.4 + ZigBee (ECC)
ISA/IEC 62443 (series IACS)
ISA SP100

MELSEC-Q (Mitsubishi Electric)
MODBUS

Niagara Fox (Tridium)

Omron Fins

PCWorx

ProConOs

Profibus

Profinet

Sercos ||

S$7 Communication (Siemens)
WiMAX

Figure3: Protocols (ISA 95 levels)

PROTOCOLS

g

A
n
LEVEL 2

6LOWPAN

CC-Link

DNP3

DNS/DNSSEC

FTE (Fault Tolerant Ethernet)
HART-IP

IEC 60870-5-101/104
IPv4/IPv6

ISA/IEC 62443 (series IACS)
oPC

NTP

SOAP

TCP/IP

Communications between levels
The intercommunication between the devices, as well as the communications beteeels are of high
importance and relevance. Two main groups of intercommunications can be defined as:

LEVEL 3

CC-link

DDE

GE-SRTP

HSCP

ICCP (IEC 60870-6)
|IEC 61850

ISA/IEC 62443 (series IACS)
MODBUS

NTP

Profinet
SUITELINK

Tase-2

TCP/IP

hlo

LEVEL 4

DCOM

DDE

FTP/SFTP

GE-SRTP

IPv4/IPv6

OPC

TCP/IP

Wi-Fi (IEEE 802.11i)

1 Horizontal communicatios: all the data exchanges that occur between devices and systems located
within the same level.
1 Vertical Communicationsall the data exchanges that occur between devices and systems that are
locatedin different levels.

This leads to a series of welkkfined communicatioMhannel$)1] (or wayspetween levels and within levels

(seeFigured).
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Figure4: Relation of the communication between the different levels of ISA95

The vertical communications occur between all levels and are:

1. Between level one andwo (bi-directional) exchange of information between the sensors, or field

devices, and the systems in charge of interpreting and processing the readings of these devices
Output is usually numerical, controlling operational funcide.g. closing valves).

Between level two and three(bi-directional) information exchange betweesupervisory and
operation management systemshe interpreted information (originated from level one and
processed in level 2) is communicated to the higbgel systems to registeDataHistorian), verify
(MES) and transfer to other processes (Batch) if needed.

Between level two and fourinformation exchange betweeoperation managemensystems and

the ERP or Bl systems, regarding mostly the operat&tasls, progress and evolution as to aid on
manufacture planning or resource needs.

The horizontal communications (within the same level) related to SCADA and ICS systems specifically occ
in levels one and two:

4. Withinlevel one numerical values areomnonly exchanged between field devices as sensorssPLC

or RTUsamong others. The information is exchangadongdeviceswithin the same levehut only

the one that acts athe mastercan command the others

Within level two: the interchanged informatiomr actions acquired or sent by SCADA systems are
notified to the HMI system for a more understandable visualization on the part of the user. These
communications must be reaéd in real time

Within levelfour: standard IT communications between theNMCBnd ERP systems (among others)

in order to exchange needed information for custonmetated, invoice and billing processes. If Bl
systems are iplace, additional interactions may be createdtfil the needs of thanformation.
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