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About ENISA 

The European Union Agency for Network and Information Security (ENISA) is a centre of network and 
information security expertise for the EU, its member states, the ǇǊƛǾŀǘŜ ǎŜŎǘƻǊ ŀƴŘ 9ǳǊƻǇŜΩǎ ŎƛǘƛȊŜƴǎΦ 
ENISA works with these groups to develop advice and recommendations on good practice in information 
security. It assists EU member states in implementing relevant EU legislation and works to improve the 
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improving network and information security throughout the EU. More information about ENISA and its 
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Executive Summary 

The use of long-range communication networks, and specially the Internet, has revolutionised ICS/SCADA systems 
and architectures. The use of network communication in these systems has proven to be an effective way of gaining 
a means for remotely operating and maintaining these infrastructures in real-time. Therefore, they have become 
vital assets that provide a functionality otherwise impossible. 

However, this also opens up the way for new threat vectors that can potentially compromise the efficient and secure 
operation of these systems. These threats are not necessarily new; many are inherited from the use of networking 
technologies (in use in IT areas for a long time now), which leads to the fact that there are already countermeasures 
available to mitigate or even eliminate them. 

For this reason, ENISA is continuing the work on communication network dependencies in industrial infrastructures, 
focusing in this case on ICS/SCADA systems and networks. The main objective is to provide insight into the 
communication network interdependencies currently present in industrial infrastructures and environments, 
mapping critical assets, assessing possible attacks and identifying potential good practices and security measures to 
apply. 

In order to properly map the critical assets in these network infrastructures, the layers from ISA95 [1] have been 
given as a guideline. The main reason to choose it (as opposed to other alternatives such as ISA99) is the fact that it 
focuses mainly on the network connection between the different assets in play in the network, providing a perfect 
means for identifying and classifying them.  

The experts contacted and interviewed also provided their views and concerns regarding the need for security and 
the main obstacles and issues that they were facing. The consolidation of the feedback obtained provided the three 
most worrying potential attack scenarios, considering their potential impact and the assets that could be affected. 
These scenarios are: 

¶ A compromise of the SCADA systems where an attacker took control of one or multiple assets within the 
network and as a result, the attacker would have been able to manipulate them at will, affecting, corrupting 
and even making them crash. This requires the compromised system to be accessible through the Internet, 
even if it is not directly connected (for example, behind a security perimeter). In a worst-case scenario, this 
compromise could impede operations, causing blackouts or service cuts, and directly affecting the 
population. 

¶ A situation where an internal user (employee, contractor or third-party staff) is disgruntled with the 
organisation was also discussed as a risk scenario. The reason is that these users have in-depth knowledge 
of the internal workings of the organisation, infrastructure, network, operations and procedures. In the 
unlikely event that they decide to cause havoc, they would have the means to do so and it would be up to 
the security measures in place (such as authentication processes or unauthorised behaviour/intrusion 
detection systems) to stop them.  

¶ The infection of the ICS/SCADA systems during maintenance and upgrade processes is also of high concern. 
The risk of these systems becoming infected, either by malware transmitted Ǿƛŀ ǘƘŜ ǘŜŎƘƴƛŎƛŀƴǎΩ ƭŀǇǘƻǇΣ ƻǊ 
via an infected firmware or update package represents a considerable issue; maintenance is a process in 
which the security measures in place often do not apply, as a direct connection with the SCADA.  

¶ Website where the update files and firmware are located. 

To promote solutions to these issues and concerns, it is vital to achieve a higher level of interaction between the 
different actors that participate throughout the whole lifecycle of the ICS/SCADA assets.  
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In conclusion, after taking into consideration the views expressed by the experts interviewed, the available 
standards, good practices and security measures, a series of recommendations has been developed. They are 
focused on the operators and asset owners mainly and are in the benefit of their CISOs, in order to help them 
determine how to face the new challenges that have appeared and reduce the threats that put their infrastructures 
and organisations at risk: 

¶ Recommendation 1: Include security as a main consideration during the design phase of ICS/SCADA 
systems. Traditionally, only safety is included as one of the main considerations during the design of the 
ICS/SCADA systems, infrastructures or assets (alongside efficiency, real-time constraints, etc.), but security 
was usually omitted. The objective is to ensure that security is included as one of these main considerations 
not only during the design phase but also during the update of the systems. 

¶ Recommendation 2: Identify and establish roles of people operating in ICS/SCADA systems. The 
management of the access privileges of users in ICS/SCADA systems is a critical process. The objective is to 
improve this process to ensure that the privilege assignation is adequately controlled and unauthorised 
access to systems, either intentional or accidental, is reduced to a minimum. 

¶ Recommendation 3: Define network communication technologies and architecture with interoperability in 
mind. As ICS/SCADA systems are becoming more interconnected with other systems, not only from the 
same organisation but also with external ones, interconnectivity and compatibility become critical factors. 
The objective is to focus on promoting the use of common protocols and technologies that are compatible 
across different devices from multiple manufacturers, avoiding locked proprietary protocols and 
technologies. 

¶ Recommendation 4: Establish brainstorming and communication channels for the different participants in 
the lifecycle of the devices to exchange needs and solutions. Another point of concern is that there is 
usually a lack of communication between the different actors involved across the lifecycle of the ICS/SCADA 
assets and devices. The need to improve between all these parties involved is a factor that would definitely 
improve the security of the systems, as needs and solutions would be shared across all. 

¶ Recommendation 5: Include the periodic ICS/SCADA device update process as part of the main operations 
of the systems. The process of updating the software and firmware of ICS/SCADA devices is a relatively 
new process, and a very delicate one. Traditionally, this was not needed as there was no interconnection 
and the threats were limited to physical tampering. Nowadays, the update process needs to be added as 
part of the lifecycle of the devices, including periodical update processes, to ensure that they are protected 
against the threats they are exposed to. 

¶ Recommendation 6: Establish periodic ICS/SCADA security training and awareness campaign within the 
organisation. The concept of cyber-security is relatively new in ICS/SCADA environments, as it was not 
needed traditionally. Therefore, there is a need to ensure that the staff is aware of the threats that they 
are exposed to on a daily basis, both in their operations and in the systems they operate with.  

¶ Recommendation 7: Promote increased collaboration amongst policy decision makers, manufacturers and 
operators at an EU Level. nowadays, critical infrastructures have become linked with the cyberspace, taking 
advantage of the functionality and benefits it offers. However, this brings about the need to make critical 
systems and infrastructures safer and more reliable, in order to protect them from the new threats that 
have arisen from this new interconnectivity level. This also needs to be addressed by policy makers, 
manufacturers and operators in order to ensure that they are aligned with this objective.  

¶ Recommendation 8: Define guidelines for the establishment of reliable and appropriate cybersecurity 
insurance requirements. The critical infrastructures of the organisations are now more exposed than ever 
to threats and attackers worldwide due the use of network communications and the Internet. This leads 
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to the appearance of insurance solutions to protect the assets in case of an incident. For this purpose, it is 
recommended to establish guidelines on proper insurance coverage to help both organisations and 
companies in providing and making use of these services. 
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Glossary 

ACL  Access Control List 
APT  Advanced Persistent Threat 
BI  Business Intelligence 
BSS  Business Support Systems 
CIM  Common Information Model 
CISO  Chief Information Security Officer 
CRM  Control Room Management 
CSP  Communication Service Provider 
DCS  Distributed Control System 
DMZ  Demilitarized Zone 
DNP  Distributed Network Protocol 
DoS/DDoS Denial of Service/Distributed Denial of Service 
DRP  Disaster Recovery Plan 
EAP  Extensible Authentication Protocol 
ERP  Enterprise Resource Planning 
HMI  Human-Machine Interface 
ICS  Industrial Control Systems 
ICT  Information and Communications Technology 
IDS/IPS  Intrusion Detection System/Intrusion Prevention System 
IED  Intelligent Electronic Device 
IoT  Internet of Things 
ISP  Internet Service Provider 
LAN  Local Area Network 
LEAP  Lightweight Extensible Authentication Protocol 
MAC  Media Access Control 
MES  Manufacturing Execution System 
MITM  Man-In-The-Middle 
MMI  Man-Machine Interface 
MPLS  Multi-Protocol Label Switching 
MTU  Maximum Transmission Unit 
NFC  Near-Field Communication 
OSS  Operation Support Systems 
PEAP  Protected Extensible Authentication Protocol 
PLC  Programmable Logic Controller 
RBAC  Role-Based Access Control 
RTU  Remote Terminal Unit 
SCADA   Supervisory Control and Data Acquisition 
SLA  Service Level Agreement 
SSH  Secure Shell 
SSL/TLS  Secure Socket Layer/Transport Layer Security 
UPS  Uninterruptible Power Supply 
VPN  Virtual Private Network 
WAN  Wide Area Network 
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1. Introduction 

Industrial Control Systems (ICS) are command and control systems designed to support industrial processes. These 
systems are responsible for monitoring and controlling a variety of processes and operations such as gas and 
electricity distribution, water treatment, oil refining or railway transportation. The largest subgroup of ICS is SCADA 
(Supervisory Control and Data Acquisition) systems. 

ICS/SCADA nowadays are standard technologies, sometimes highly interconnected with other corporate networks 
and the Internet.  

On the one hand, there are many benefits obtained from the implementation and development of ICS/SCADA 
communications (e.g. remote access, increased automation, improved supervision, etc.). On the other hand, this 
increased level of communications also exposes SCADA systems to new and traditional threats (already existing in 
other intercommunicated systems), and this is something that has to be taken into account. Furthermore, as many 
of these systems are related to critical infrastructures, attacks against them are likely to increase in the future [2]. 

This report focuses on the aspects related to the communication networks and the intercommunications between 
ICS/SCADA, identifying vulnerabilities, risks, threats and safety implications caused by cyber-physical systems 
controlled by ICS. This report also provides a series of recommendations to mitigate the risks identified. 

 

 Objectives and Scope 
ENISA, in 2016, is continuing its work on communication network dependencies in critical infrastructures 
with a study on network attacks against ICS/SCADA systems. 

The key outcome of the study is a list of good practices and guidelines in order to limit, as far as possible, 
the attack surface of ICS/SCADA systems. The main objective of the study is to provide insight into the 
communication network dependencies in ICS/SCADA systems, mapping assets critical for security and safety 
and looking into realistic attack scenarios and threats against the communication networks. 

 

 Methodology 
This study was carried out using a seven-step methodology (depicted in Figure 1) which begins with a 
brainstorming session over the phone with the ENISA ICS Security Stakeholder Group (EICS) and European 
SCADA and Control Systems Information Exchange (EuroSCSIE) experts groups. Then, it moves on to the 
initial stage of information gathering, drawing from official sources and experts in the field. Ultimately, the 
study ends with the development of a report summarising the findings and the recommendations to the 
target audience. 
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Figure 1: Methodology used to carry out the study. 

 

1. Brainstorming call: The first step was to conduct a brainstorming session with the EICS and 
EuroSCSIE expert groups, to discuss the structure, objectives and focus of the project. 

2. Identification of experts: The following step was to identify the experts in the field of ICS/SCADA 
security. In order to obtain varied and well-balanced results, experts from industrial, academic and 
governmental sectors were contacted. The main target audience is asset owners and more 
specifically, operators of electricity, oil, gas, transport, health, water supply, and the manufacturing 
industry. 

3. Desktop Research: Initial desktop research of already published documents in order to get as much 
information as possible about communication dependencies was conducted for developing at a later 
stage a questionnaire to achieve the project objectives. 

4. /ƻƭƭŜŎǘƛƴƎ 9ȄǇŜǊǘǎΩ ŀƴŘ SǘŀƪŜƘƻƭŘŜǊǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΥ During this step, a questionnaire was used 
internally to guide the interviews with experts. These interviews were carried out during an eight-
week period in order to obtain expertsΩ ŀƴŘ ǎǘŀƪŜƘƻƭŘŜǊǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ. Interviews with experts 
from the field were conducted in order to: 

¶ Map the critical assets for security and safety. 
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¶ Determine the most commonly used protocols and their weaknesses. 

¶ Identify attacks scenarios against assets and most worrying threats. 

5. Analysis: The fifth step was to analyse all the data obtained, including the results of the interviews, 
to gather initial conclusions and develop three attack scenarios and mitigation actions as a proof of 
concept. 

6. Conclusions and recommendations: The sixth step was to further analyse the gaps from the security 
perspective and propose guidelines for minimising the success possibility of malicious activities 
against ICS/SCADA. 

7. Stakeholders validation: the findings of the study were presented and discussed with the 
participants in order to further refine the results and recommendations during: 

¶ ENISA session "Network Attacks against ICS/SCADA" at IMI 2016 ς IT meets Industry1. 

¶ Open ENISA session at 4SICS2. 

¶ EICS and EUROSCSIE members and participants of the study review and comment of the final 
draft. 

 

 Target audience 

This report provides information about the communication networks and the interconnections between 
them in ICS/SCADA systems, aiming at helping operators-asset owners and manufacturers to better 
understand them and be prepared to mitigate possible security risks.  

The primary target audience is SCADA operators and asset owners within the following sectors: 

¶ Electricity 

¶ Oil 

¶ Gas 

¶ Transport 

¶ Health 

¶ Water 

¶ Manufacturing industry 

¶ Pharmaceutical sector 

                                                             

1 https://www.enisa.europa.eu/events/enisa-session-network-attacks-to-ics-scada-imi-2016-2013-it-meets-industry 
2 https://www.enisa.europa.eu/events/open-enisa-session-4sics 
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 Structure of this document 

The report is structured as follows: 

¶ Introduction: Briefly presents the study, listing the objectives that have been set and describing the 
methodology followed. 

¶ Key aspects of communication networks in ICS/ SCADA Systems: Study of the state of the art of 
communication networks and intercommunications in the different domains of ICS/SCADA, detailing 
the most commonly used architectures and technologies in each one, as well as the critical assets 
affected and protocols used in ICS/SCADA systems.  

¶ Interdependencies in ICS/ SCADA Systems: Evaluates the interdependencies that can be found in 
ICS/SCADA networks and their relationship with telecommunication providers and the Internet. 

¶ Threat and risk analysis on communication networks in ICS/ SCADA Systems: Presents the security 
threats, vulnerabilities, incidents and attacks affecting communication networks in ICS/SCADA 
systems, focusing on those that might derive in cascading effects.  

¶ Attack scenarios in ICS/ SCADA Systems communication networks: Analysis and development of 
three use cases including the most worrisome threats and possible mitigation solutions derived from 
good practices.  

¶ Constraints and gap analysis: Presents a gap analysis to determine which areas require further 
revisions, as well as to detect those constraints and incentives for applying security measures. 

¶ Security good practices in communication networks for ICS/ SCADA Systems: Having taken into 
account relevant international standards and good practices, a list of good practices for securing 
ICS/SCADA systems and their communications is summarized. 

¶ High-level recommendations for manufacturers, operators and security experts to improve the 
security and resilience of ICS/ SCADA Systems: Contains a series of recommendations to improve 
the security level of the communication networks used for intercommunications in ICS/SCADA 
systems.  
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2. Key aspects of communication networks in ICS  

A major part ƻŦ 9ǳǊƻǇŜΩǎ Critical Infrastructures is managed and controlled by ICS/SCADA systems. These systems 
are evolving and have increased their connectivity capabilities using both private and public communication 
networks, which in turn results in a larger attack surface, which means that they are exposed to more risks. 

As ICS are usually controlling critical and sensitive installations (such as those from utilities or energy sectors), they 
have become very attractive targets for attackers, due to the potential impact that a successful attack can have, as 
well as due to cascade effects affecting different areas and even countries. These systems usually interact with the 
following: 

¶ PLC (Programmable Logic Controller): the devices in charge of carrying out the physical interaction with 
the system components (e.g. actuators). 

¶ Data Concentrators: an electronic device that interfaces with the sensors and transmits the obtained data 
to other system components. This includes process automation controllers and the more power-oriented 
RTU (Remote Terminal Unit) devices. 

¶ Historian: it is a high-capacity system designed to collect and store the logs generated by the readings and 
operations of the sensors, assets, alarms and other events generated by plant devices, part of the network. 

¶ HMI (Human-Machine Interface): a component responsible for the presentation of the data to human 
operators, usually including a console capable of monitoring and controlling the status of the operations. 

¶ DCS (Distributed Control System) central server: in charge of the data acquisition and control activities of 
the processes and operations. It may include monitoring, analytical instrumentation.  

¶ Communication infrastructure: can make use of traditional and specific network equipment in order to 
enable the intercommunication of the different devices of the system. 

ICS systems were designed, from a general point of view, to cover a series of characteristics that are needed in order 
to properly carry out their functions: 

¶ Availability: ensures that the systems and information contained within them are available to authorised 
users. This is especially important for industrial systems and critical infrastructures where access to the 
data is paramount to maintain proper operations. 

¶ Fault-tolerance: ensures that the systems are robust and can continue operating at a reasonable level in 
the event of a failure. 

¶ Performance: ensures that the system is efficient and can carry out its intended tasks timely and correctly. 

¶ Safety: systems must be able to detect unsafe conditions and trigger actions to reduce unsafe conditions 
to safe ones. In most safety-critical operations, human oversight and control of a potentially dangerous 
process is an essential part of the safety system [3]. 

Nowadays, there is an inherent need to define additional characteristics to comply with the new needs and 
requirements: 

¶ Maintainability: it is highly recommended for the system to have adequate diagnosis and control 
functionalities to allow correct maintainability. 

¶ Openness: makes use of open standards and technologies in order to increase interoperability between 
devices and assets from different systems and infrastructures. 

¶ Security: guarantees that the systems are protected, at least, against the most common threats that they 
face (such as unauthorised access or data manipulation), taking into consideration not only Availability, 
Integrity and Confidentiality security tenets, but also the Safety needs as they are cyber-physical devices. 
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¶ Usability: the ease-of-use and proper functionality of the systems and related tools and devices. 

When designing a network architecture for an ICS/SCADA deployment, one of the main recommendations that 
should be taken into account is to ensure its segregation from existing corporate or traditional networks, in order to 
reduce the attack surface. 

As this study focuses on the network communication in ICS/SCADA systems located in different areas and sections 
of an ICS infrastructure, it was necessary to choose a standard to be based upon and better present the findings.  

The main options were between ISA95 [4] and ISA99 [5] [6] with each one focusing on different aspects and bringing 
different benefits. ISA95 focuses on the interconnection between assets and systems, sorting them into layers 
depending on the communications and activities carried out by each asset/device. On the other hand, ISA99 focuses 
on sorting these assets/systems into zones depending on their activities/operations, and it does not focus on 
communications as they are emphasised by ISA95.  

As a result, for this study the ISA95 standard was selected, ensuring that the focus remains on the interconnection 
of these systems. 

In more detail, the ISA95 standard focuses on the integration of control systems within a company, establishing 
different levels that range from the basic industrial processes up to the higher management ones, such as accounting 
systems, in order to fully map the application hierarchy in use within the company [7] [8]. The following sections will 
provide a brief insight into the different levels, processes and ICS/SCADA architectures in relation to the ISA95 levels, 
including different technologies that can be used in each one (hardware, software and protocols).  

Finally, in order to summarise the information provided, a review of the communication between the levels 
previously defined will be presented, including both the channels in use and the data types that can be transmitted 
over them. 

 Architectures and technologies 
The ISA95 standard separates the processes, activities, systems and devices of an industrial network 
architecture into four levels (see Figure 2): production and control process, supervision and monitoring, 
operation management and business operation management. 
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Figure 2: ISA95 levels applied to a SCADA architecture. 

 

 

A detailed summary of the hardware and software used in the four ISA levels is provided in the Annex ς 
άISA95 levels overviewέΦ 

2.1.1 Protocols in use within and between levels 
The following protocols are in use in each one of the four ISA levels. In order to properly display them, the 
following mind-map (see Figure 3) has been developed to list some of the most commonly used protocols 
like: 

¶ DNP3: a communication protocol used to interconnect components within process automation 
systems, mostly in utilities like water and energy. 

¶ IEC 60870 (including ICCP): provides a set of standards and protocols to cover ICS/SCADA 
communication needs in power system automation. 
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¶ OPC:  a set of client/server protocols designed for the communication of real-time data between 
data acquisition devices (e.g. PLCs) and interface devices (e.g. HMIs). 

¶ MODBUS: an application-layer communication protocol designed to provide client/server 
communications between assets connected to different bus and network variants. 

Figure 3: Protocols (ISA 95 levels). 

 

 

2.1.2 Communications between levels 
The intercommunication between the devices, as well as the communications between levels are of high 
importance and relevance. Two main groups of intercommunications can be defined as: 

¶ Horizontal communications: all the data exchanges that occur between devices and systems located 
within the same level. 

¶ Vertical Communications: all the data exchanges that occur between devices and systems that are 
located in different levels. 

This leads to a series of well-defined communication ΨchannelsΩ [1] (or ways) between levels and within levels 
(see Figure 4).  
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Figure 4: Relation of the communication between the different levels of ISA95. 

 

 The vertical communications occur between all levels and are: 

1. Between level one and two (bi-directional): exchange of information between the sensors, or field 
devices, and the systems in charge of interpreting and processing the readings of these devices. 
Output is usually numerical, controlling operational functions (e.g. closing valves). 

2. Between level two and three (bi-directional): information exchange between supervisory and 
operation management systems; the interpreted information (originated from level one and 
processed in level 2) is communicated to the higher level systems to register (Data Historian), verify 
(MES) and transfer to other processes (Batch) if needed. 

3. Between level two and four: information exchange between operation management systems and 
the ERP or BI systems, regarding mostly the operational status, progress and evolution as to aid on 
manufacture planning or resource needs. 

The horizontal communications (within the same level) related to SCADA and ICS systems specifically occur 
in levels one and two: 

4. Within level one: numerical values are commonly exchanged between field devices as sensors, PLCs, 
or RTUs, among others. The information is exchanged among devices within the same level, but only 
the one that acts as the master can command the others. 

5. Within level two: the interchanged information or actions acquired or sent by SCADA systems are 
notified to the HMI system for a more understandable visualization on the part of the user. These 
communications must be realised in real time. 

6. Within level four: standard IT communications between the CRM and ERP systems (among others) 
in order to exchange needed information for customer-related, invoice and billing processes. If BI 
systems are in place, additional interactions may be created to fulfil the needs of the information. 












































































































