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Executive Summary

In May 2015 the European Commissi#C)LJdzo f A A KSR A G & W5A JATI2NI fdrNEAL
outlining 16 legislati® and nonlegislative initiatives designed to create a single market in digital goods and
services across the European Union. As part of this Strategy, the Commission drew attention to facilitate
access to onlinenarkets, strengthen digital networkand boost the digital transformation oSmalt and
mediumsized enterprises (SMBshich represent 99% of all businesses in thé. HkJorder to also support

the Single Market dimension of data protection, the EC propasé@12 a uniform set of rules to ensua

high level of data protection for individuals and promote legal certainty and consisteraly businesses
across EU.

¢KS DSYSNIf S5FdF tNRGSOGA2Y wS3IdzA A2y 09! 0 cTd
protection legal frameworkn EU directly applicable to all Member States, repealing the currend Dat
Protection Directive 95/46/ECurrently, businesses in the EU have to deal with 28 different data protection
laws. This fragmentation is a costly administrative burden that makésrider for many companies,
particularly SMEs, to access new markets. The new antesxpectedt® NAy 3 oSy STAGa 2 7F
billion per year at a European Levél

One of the core obligations fall businesses, including SMEs, acting eithedata controllersor data
processorsin GDPR is that of the security of personal data. In pdaicaccording to GDPR security equally
covers confidentiality, integrity and availability and should be considered following-bassgd approach:

the higher the risk, the more rigorous the measures that the controller or the processor needst@nak
order to manage the riskven if this riskbased approach is h@new concepbnly a few specific privacy

risk assessment frameworks have been presented, focymingipallyon the evaluation of risks to personal

data and adoption of relevant securitgeasures. While big companies have the possibility to respond to
and appropriately implement these frameworks, SMEs do not always have the necessary expertise an
resources to do so. Indeed, it is in many cases difficult for SMEs to comprehend theisipsaif the risks
associated with personal data processing, as well as to assess and manage these risks following a forn
methodology® ¢ KA a Ol y Lizi 2y KIFNX¥Qa 61 & GKS LISNE2YI f
compliance of SMEs witihhé¢ GDPR legal obligations.

On this basis and as part it continuous support on EU policy implementation, ENISA undertook a study
G2 & dzLILJdMNbbw th addpRsecurity measures for the protection of personal datéowing a risk

based approach.nl particular, the objectives of the study were to facilitate SMEs in understanding the
context of the personal data processing operation and subsequently assess the associated security risk
Based on that the study algoroposes possible organizational @ntechnical security measures for the
protection of personal data, which are appropriate to the risk presentdshse measures can be adopted

by SMEs in order to achieve compliance with GDPR.

https://ec.europa.eu/priorities/digitailsinglemarket_en
https://ec.europa.eu/growth/smes_en
http://ec.europa.eu/justice/data-protection/files/4_strenghten_2016_en.pdf
http://ec.europa.eu/justice/dataprotection/document/factsheets 2016/datarotectionfactsheet_0la_en.pdf
hitps://www.enisa.europa.eu/publications/standardisatien
for-smes/at_download/fullReport
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On top of the aforementioned work, a number of challenges wédse alentifiedat a broader EU leveind
respective conclusionsere dravn for all involved stakeholderss follows

No one-sizefits-all approach

GDPRprovision for a ristbased approach is horizontal as there are not exemptions or light weight
approadhes based on the organization size, availability of recourses and capabilities. Similar to largel
organizations, SMEs have to identify the level of risk, depending on nature, scope, context of processin
along to the types and volumes of data processed

Guidance Needed

SMEs are not fully acqint to the perception of riskrom the personal data perspectivend they could
benefit from a more guided approach that will bridge the gap between the legal provisions and their
understanding and perception of riskSuch guidance should be based on best practises and innovative
multidisciplinary approaabs for selicevaluating the effectiveness.

1 Competent EU bodies and Data Protection Authorities should develop practical guidance documents
that will be able to supprt and assist different types of data controllers.

1 European research community and competent EU bodies should shift their focus on promoting EU polic
implementation through innovative solutions and development guidelines

Demonstrating Compliance

Certification, marks and seals have servéar yearsas usefulindicators of adherence to pralefined
principles and characteristic&DPRunder article 42recognizeshem as acceptable mechanisrassessing
the level of data protection andemonstrating compliace

1 The European Commission should liaise with Data Protection Authorities and competent EU bodies an
define the scheme and the operation of European data protection certification mechanisms, seals and
marks.

Communication and AwarenedRaising

With less than two years befor6&DPRorovisionscome into force, EU organizations are only starting to
consider the changes they should undertake and broaden the perspective of their existing information
security and business strategy.

1 The European Commissionnepetent EU bodies and Data Protection Authorities should draw up and
implement a strategy on communicating both the principles and transition compliance steps to GDPR
provisions.
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1. Introduction

1.1 Background

Small and Medium Enterpris¢SMEshre currently dominating theinternationalbusiness landscapand
constitutethe backbone othe EUeconomy promoting competiveness and investments of the Digital Single
Market (DSMJ2. In order to meet their objectives SMEs are increasingly depending on Information
Technology (IT) networks, systems and applications, while many have an online presence, offering digit:
services to their customers. They do scelsyablishingheir own IT infrastructur@nd/or by relying on third

party services and technologies, such those ofcloud computing services and Internet of Things (1oT)
applications

The high volume of SMEs subsequently reflectdhe high volume of data that are processed by them,
much of which ipersonal dataPersonal data is defined under the EU Gah&ata Protection Regulation
(GDPR)as Wny information relating to an identified or identifiable natural person (data sukgitthen
processing personal data, SMEs have certain legal obligatitsisg fromGDPR. In particular, SM&Ewill

very often Bikethe role of thedata controllet?, e.g. when processing personal data of customers or staff.
Sometimes theynay alsotake the role ofdata processd¥?, e.g.when providing services to customeos

behalf ofanother companyThe criticality of the personadata processing performed by an SME may vary.
For example, while a retail shop will only process personal data related to purchases of goods, a medicz:
diagnostic centre will engage in the processing of health data alidats and adating site will naintain
detailed personal profiles of its users.

One of the core obligatiafor data controllers and processoirs GDPR is that of theecurityof personal

data. In particular, according to GDPR security equally covers confidentiality, integrity adtabiiittaand
should be considered following a riblased approach: the higher the risk, the more rigorous the measures
that the controller or the processor needs to take (in order to manage the'tiskgking into account the
increasing use of digital afat online data processing systems, often based on cloud services and smart 0T

hitp:#wew w.edinburgh
group.org/media/2776/edinburgh_group_researchgrowing_the _global_economy_through_smes.pdf
https://ec.europa.eu/growth/smes_en
https://ec.europa.eu/growth/singlemarket/digital/

http://ec.europa.eu/justice/dataprotection/reform/files/regulation_oj_en.pdf
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devices, security risker personal dataare associatedodayto a great extend tdhe securityrisksof the
underlying IThetworks and system components

Over the last decaglseveral security risk assessment methodologies and frameworks have been proposed
by differentbodies aiming at supporting organizations in evaluatsggurity risksassociated with their
business operatiot4 More recently afew specific privacy risassessment frameworks have also been
presented, focusing particularbn the evaluation ofisks to personal data aratloption ofrelevantsecurity
measure®,'%,1”. While big companies have the possibility to respond to and appropriately implement these
frameworks, SMEs daot always have the necessary expertise and resouds so. Indeed, it is in many
cases difficult for SMEs comprehendhe specificities of the risks associated with personal data processing,
as well as to assess and manage thedesrisllowing a formal methodolodf This can pubn harn@ way

the personal data processed by SMiiiaderingat the same time compliance of SMEs with the GDPR legal
obligations.

On this basis, ENISA within\iterk Programme 2016 decided to provide futier guidance to SMEs on how
to adopt security measures for the protection of personal data, following gbasked approach.

1.2 Scope and objectives

The overall scope of the present study ispvide guidelinesfor SMEs acting as data controllers or
processors on adopting security measures for the protection of personal data, thus supporting them in
achieving compliance with GDPR. In particular, the objectives of the report are twofold:

1 Present asimplified approach that can help SMEs understand thetecdanof the personal data
processing operation and subsequerdlysesshe associated security risks

1 Propose possible organizational and technical security meadardabe protection of personal data,
which are appropriate tehe riskpresented

It shodd be noted that, although all types afata processingsystemsare covered, the study is mainly
focused on electronic personal data procesdigdgsSMEswhich is based olT networks and systems, as well
as new digital technologies

1.3 Structure

The structue of the document is as follows:

1 Chapter 2provides an introduction to information security and risk management, examining the
specificities for personal data processing aekkvantlimitationsof SMEs.

https://www.enisa.europa.eu/topics/threatisk

management/riskmanagement/currertrisk/riskmanagemeninventory

https://www.cnil.fr/sites/default/files/typo/document/CNIEManagingPrivacyRiskgethodology.pdf

https://ico.org.uk/media/fororganisations/douments/1595/piacodeof-practice.pdf

https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Docusi@uapervision/Guidelines/163-
21 Guidance ISRM_EN.pdf

hitps://www.enisa.europa.eu/publicatioristandardisation

for-smes/at_download/fullReport

https://www.enisa.europa.eu/publications/corporate/enisaork-programme2016
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1 Chapter 3 presents a simplified approach for thaleation of security risks by SMEs, providing guidance
on how to address different steps of a privacy risk assessment process.

1 Chapter 4 classifies possible security measures under different levels of risks. Both technical an
organizational security meases are considered.

1 Chapter 5 draws a number of final observations and conclusions with regard to the implementation of
the proposed approach by SMEs, as well as possible future steps.

The target audience of this studpmprisesSMEscrosghe EUfrom al businesssectors as well as

national DataProtection AuthoritieDPAsyvhichcan use the proposed approach to support their
relevantdata protectionaudit frameworls and securityrecommendations.

09
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2. Securityand risk management in the arefpersonabdata

After a brief introduction to information security and security risk management, in this Chapter we discuss
the specific characteristics of the security of processing of personal data, as well as the requirements of :
data protection oriented risk nreagement process, paying particular attention to the special needs and
limitations of SMEs.

2.1 Introduction to information security

Information security encompasses all the measures taken to defend the informgtionessed within a
system (e.g. electronic,physical) from unauthorized access, use, disclosure, disruption, modification,
perusal, inspection, recording or destructiomhe most used model to guide thgevelopment and
implementation of a frameworkor managingnformation security within an orgarsiation is represented by

the so called CIA triadonfidentiality,integrity andavailability ofinformation.

Confidentialityis defined ashe dproperty that information is not
Confidentiality made available or disclosed to unauthorized individuals, entities,
or processes?®. In practice dl the measures implemented to
ensure confidentiality are designed to prevent the information
from being accessed by unauthorized individuals, entities or
et processes, whilensuringthat the authorized individuals, entities
or processe have access to it. In most cases ithf@rmation is
categorized according to the amount and type of damage that
could be done should it fall into unintended hands. More or less
stringent measures can then be implemented according &s¢h
categories.

—

Figurel: The CIA triad

Integrity is defined ashe property 2 Faccaracy and completengsd In that sense, integritymplies
maintaining the consistency, accuracy, and trustworthinesmfaffmation, over its entire life cycle. Data
must not be changed in transit and measures thesundertaken to ensure that data cannot be altered by
unauthorized individuals, entities or processes. From a practical point of view, this means that data cannot
be modified in an unauthorized or undetected manner.

Availabilityis defined as the propéy of dinformation being accessible and usable when an authorized party
demands i?°. This means that the systems used to store and proagssmation, as well as the information
communication channels are dilnctioning correctlyln practice this ibest ensured by uncompromised
maintenance of the hardware, performing hardware repairs immediately when needed and maintaining a
correctly functioning operating system environment that is software conflicts free.

In the areaof informationsecurity, thereare several standards and frameworks providorgdifferent types
of control€?, all following the CIA triadThe most known and widely employedhs ISO/IEC 27@family

http://www.iso.org/iso/home/store/catalogue_is/catalogue_detail _ics.htm?csnumber=66435
https://www.enisa.europa.eu/topics/datgrotection/securityof-personatdata
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of standards whichprovide a systematic structured approafdr establishing, imgmenting, maintaining

and continually improving an information security management syst&MS)within an organizatior?. It
consists of interelated standards which cover different aspects of the ISMS lifecycle and aim to support the
organization ora) identifying information assets and their associated information security requirements,
assess and treat information security riskg, select and implement relevant controls to manage
unacceptable risks and finaty monitor, maintain and improve the feictiveness of controls associated with
GKS 2NBFYATFGA2yQa AYF2NXIGA2Y O

When embedding security measures in an information processing systisneriicial to ensure that the CIA
triad is applied in a balanced manner. While all three elements are imppdéferent aspects of the triad
will take priority depending on the industry and organizatidn. this end, the implementation of security
measures needs to followsecurity risk management processdiscussedn the next paragraph.

2.2 Information securty risk managementan overview

Information security risk management is the process of identifying, quantifying, and managing the
information security risks that an organisation faces; it is a process aatngataining anefficient balance
between realimg opportunities for gains and minimizing vulnerabilities and losses. As an integral part of
management practices and an essential element of good governance, security risk management needs to b
recurrent seeking to support organisational improvementrfpemance and decision making. ENISA has
conducted a lot of work in the field of risk management, including an inventory of relevant methods, tools
and good practices,

A risk management process comprises four key phases, as fétlows

1 Risk assessmentlt can be understood as the generation of a snapshot of current risks. A risk is often
expressed as a function of the likelihood that an adverse outcome (threat) occurs multiplied by the
magnitude of the adverse outcome (impact) should it occur. The ©skessment starts with the
identification of threats, followed by the determination of the relevant likelihood and the impact of each
risk. To properly assess the risk, one must take into consideration equally both likelihood and impact.

1 Risk treatment Based on the results of the risk assessment, at this phase the organization selects and
implement security measures to treat the risks. The measum have different effects, such as:
mitigation, transfer, avoidance or retention of risks. Multiple segumiieasureof different types can
(and should) be used to treat the risks.

1 Risk acceptanceeven when the risks have been treated, residual risks will probably remain (e.g. due to
the fact that some controls are not feasible). These risks will need todepted. This is a management
decision that needs to follow the acceptance of the way risks have been treated.

1 Risk communicationAll involved stakeholders need to be informed about risks adopted controls, as
well as accepted risks.

https://www.enisa.europa.eu/topics/threatiskmanagement/risknanagement

https://www.enisa.europa.eu/publications/informatiopackagedor-smallandmediumsizedenterprisessmes
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Risk

Risk Assessme Risk Treatment Communication

Figure2: Security iskmanagementphases

Risk management&s greatly expanded sin@s inception and it is currently generally appreciathdt risk
cannot be reduced t@aeroand, thus, it is essential for an organization to be able to understaddssess
it in order to prioritize resources.

2.3 Securityfor the processing of personal data

23.1

Personal data is also a type of information. Therefore, security of personal data follows in practice the
general principles of information security and informatigecurity risk management, as these are presented

in the previous paragraphs. Still, personal dasvecertain specificities that need to be considered when
analysing security risks and adopting security measures. These specificities mainly arise fnoaetiying

EU data protection legal framework (GDPR), as well the nature of personal data per se (as an informatiol
asset). In the next paragraphs we further explore these points, trying to define the particular characteristics
of a security risk managesnt framework for personal data.

Security obligations in GDPR

Althoughthe security of personal dathas always beea legal obligation for data controllers under the Data
Protection Directive, GDPR reinforces the relevant provisions (both in substam@®m@iext), extending at
the same time this responsibility directly also to data processors.

As afirst point, it is important to note that security (in the sense of integrity and confidentiality) is established
as one of the principles relating to persardata processingiticle 5 GDPR). This puts security at the core
of data protection together with the rest of data protection principles, i.e. lawfulness, fairness and
transparency, purpose limitation, accuracy and storage limitation.

Following this gearal principle, the security of personal data processingamlymandated in article 3 of
GDPRwhich satesthat:

Wi GgAYy3I NBIINR G2 GKS adl i4S Z5ndiaki into Athount tilefhatuiek S
scope, context and purpose$ the processing as well as the risk of varying likelihood and severity for the
rights and freedoms of individuals, the controller and the processor shall implement appropriate technical
and organisational measures, to ensure a level of security apprepigathe risk, including inter alia, as
appropriate: (a) the pseudonymisation and encryption of personal data; (b) the ability to ensure the ongoing
confidentiality, integrity, availability and resilience of systems and services processing personal)dhéa; (
ability to restore the availability and access to data in a timely manner in the event of a physical or technica

12
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incident; (d) a process for regularly testing, assessing and evaluating the effectiveness of technical an
organisational measures f&y a dzNA y 3 G KS &SOdzNARGe& 2F GKS LINROSA&:

¢KS | NIAOES 7T dzmIass&ddg thél dphrinniate fieGebof s@éddrityiacc8unt shall be taken in
particular of the risks that are presented by data processing, in particular from accidental or Uunlawfu
destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or
2 0 KSN A a S. It abaEnénSaasitiitradherence to an approved code of condrtitle 40 GDPRor

an approved certification mechanismivrficle 41 GDPIRR may be used as an element to demonstrate
compliance with the requirements for the security of processingst, it states that the controller and
LINE O Sshall kel stlps to ensure that any person acting under their authority and havtegsito
personal data, shall not process them except on instructions from the controller, unless otherwise required
by Union or member state |a&v®

Based on the aforementioned provisigitiserearea number oimportant observationshat should be made
with regard to the securitpf personal data under GDPR:

1 Riskbased approachTechnical and organisational measures for the protection of personal data
should, according to GDPR, be appropriate to the risk presented. GDP$ecisdemphasis orthe
notion of risk,establishing specifidata protectionparameters that need to be considered its
assessment, in particular the nature, scope, context and purposes of the processing. Moreover, it
clearly relates the risk to thmeasures taken in order to presaxthe rights and freedoms of
individuals. This approach in fact introduces the impact of a potential personal data Bfeatie
data subjects as a major aspect of the risk assessment and should also be seen in relation to the
requirement for a formal d@ protection impact assessmefuinder Article 35GDPIR Having said that,
it is also important to note that the notion of risk is central in general in GDPR as a threshold for the
controller to implement different obligations, for example with regard lte hotification of personal
data breachesAfticles 33 and 34 GDPR)e conduction of data protection impact assessmtm
prior consultation with competenauthorities(Article 36 GDPR).

1 Aninformation management system for personal datBhe GDPR pr@ion goes beyond the mere
adoption of specific security measures, supporting the establishment of a thorough information
management system for the protection of confidentiality, integrity, availability and resiliehce
personal data. This is important tumtline as the text equally addresses all dimensions of information
security, explicitly mandating for a process for testing, assessing and evaluating the effectiveness of
the adopted measures.

1 Security for privacyAlthough GDPR does not provide a dimeference to privacy enhancing
technologies (PETS)it specifically addressgseudorymisation and encryption as core protection
measures for the security of personal datdis shows that security in GDPR is considered in the
overall context of privacgnd could includdéor example protection ofdentity through the use of
pseudonymsor the use of encryption mechanisms for forcsegure data deletion after the end of the
defined retention periodThis point should also be linked to the provisions oP&Dor data protection
by design and by defauli(ticle 25) which putemphasis on the engineering of privaeguirements
Ayid2 L¢ a2adsSvya FyR aASNBAOSaszx 3I2AyItidiaredtyik G K ¢

https://www.enisa.europa.eu/topics/data
protection/privacyenhancingtechnologies
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to note that these provigins are also linked to the risk of personal data proces@umich again works
as a threshold for the adoption of relevant measures)

Finally,as shownalsoin the abovepoaints, it should be emphasized thaecurity of processing not an
isolated obligdion in GDPRaddressed under a particular articl®n the contrary, it should be considered
within the overall GDP&countabilityframeworkfor data protectionwhich is riskbased and impaebased

and aims to fit into the overall operational context apictices of an organizatiotUnder such framework,
security measures can [sen on one hand as an obligation per se and on the other as a tool to implement
other data protection obligations (e.g. those of data erasure and datzo 2 r&jkis), @Pecidy in online
environments.

Securityrisk management for the processing of personal data

As previouly discussedthe assessmenand managementof security risks is essentialin information
security, supporting the adoption of appropriate security measuré/hen applying this approach to
personal data processing, however, one negdsonsider the specificities of such processing, which require

a different type of approach both in the assessment of the risks, as well as their treatment, acceptance anc
communication.

Following the analysis @lragraph 2.3.1these specificitiesan be described awofold:

f ¢KS y2iA2y 2F AYLIOGY Ly GKS WieLAOFItQ Nwxail |
potential impacts to the organization. In thase of personal data processing, however, the impacts are
considered with regard to the freedoms and rights of individuals. This is a significant difference as it
switchesthe analysis of impacts towards possible adverse effects that an individual mes; sxdfuding
for example identity theft or fraud, financial loss, physical or psychological harm, humiliation, damage
to reputation or even threat to life. While performing such analysis the scale (e.g. number of affected
individuals) may not be relevarthe impact is high even if it may bring severe adverse effects only to a
single person. An additional challenge is that, in order to calculate the impact, possible secondary
adverse effects to the rights and freedoms of individuals also need to be coaditle

1 The management of risks: Due to the privapecific notion of impact, the way that the identified risks
FNB YFyFr3SR YIFeée |fa2 RSTSNI FNRY GKS wieLmhOl f
likelihood of a particular risk is low, a deoisto accept the risk will not be the right choice when high
impacts to particular individuals may occur (e.g. if it may cause them severe physical damage or threater
their life). In such a case, the data controller/processor would probably have to theoitkk either by
re-evaluating the overalprocessingoperationor by utilizing specific privacy enhancing technologies
(e.g. anonymization techniques). In the same way, the adoption of specific technical and organizationa
measures might be differentlieg SSy G KS Wi& LA O f Q N ddta proteciion 3 S Y
risk management.

Therefore, in security risk management for personal data it is first of all important to define the overall
context of the processing (e.g. types of personal data, psgpaf processing, legitimate recipients, etc.),
which will then support the definition of possible threats and risks based on the impact to individuals.

http://ec.europa.eu/justice/dataprotection/article-29/documentation/opinion
recommendation/files/2014/wp213_en.pdf
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Appropriate technical and organisational controls will finally be adopted to manage the risks, tatking i
account the specificities relating to personal data.

Define the
context of
personal data
processing

Implement &
mentain
IMEENIES

Identify
relevant
security
threats

Select
appropriate
measures

Calculate risR
(likelihood,
impact to
individuals

Figure3: Security risk management for personal data

As shown in Figure 3, the process of security risk management for personal data does not in principle diffe
FNRY GKS WieLAOItQ &aSOdzNR G& N @incodrafeltiz SpecBigitiés oy 2 R
personal data processing as presented above.

2.4 Securityof personal datan SMEs

According to the findings of a study regarding tiilebalcost of data breaches in 20%6 the average cost

of databreacheshas more thardoubled between 2014 and 201&hile the average cost paid for each lost
2N a2t Sy NBO2NR O2y il AyAy3a aSyairxirdS FyR O2yFA
The main conclusions of this study suggest that overall the cost of a data breach has not fluctuatec
significantly over the yearsvhich indicates that it is a permanent cost organizations need to be prepared to
deal with and incorporate in their data protection strategies.

More specifically fothe EU, half ofthe SMEs participating in a study regardimydsting inthe digital
workplaceé® acknowledged data security as the major barri&s it is difficult to bridge the ambitions of
management with their limited budgets and perceived secutitgeed, most SMEs contintetrail behind

on adopting informatn securitysincethey only havea limited number of information security safeguards

in place. Namely, the basic infrastructure and software components required for protecting their

ytpd//www -03.ibm.com/security/data
breach/

https://dutchitchannel.nl/563254/rapporare-europessmesmakingthe-mostof-the-digital
workplace.pdf
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information assets (i.e. firewalls, antialware protection mechanisms ejc Security and privacy controls

are mainly implemented as part of the services or product packages SME acquire from their ICT provider
and vendors. SMEs often have a small pool of IT resources and quite often the same resources are al
responsible foinformation security and privacy tasKs. specific business areas (commerce, finance) etc
they claim to have some security controls in place. However, the maturity and the rigour levels are very likely
to vary depending on the type of security concerrednell as the interpretation of the specific area by each
SME.

The scope and enforcement of GDPR brings with it challdog&MEs through a single set of rules across
the EUSMEsre expected to manage their data flows and data processes to the eataet as bigger and
better resourced organisation&uch obligations apply to cases where they not only adaga controllers
but as data processors as wélbr example, an SME offering data shredding and sanitizing servidesiar
based storage isubject to these obligations, eveniifis not a data collectoTheGDPRprovisiorsfor a risk
based approachs horizontal ashere are not exemptions orlight weight approaches based on the
organization size, availability of recourses and capabiliSésilar to larger organizations, SMEs have to
identify the level of risk, dpending omature, scope, contexf processing along tthe types and volumes
of data processe@nd proactivelyimplement protective measures which correspond to the leokrisk
presented

This contextual analysis of risks however, cannot be easily performed or even brought down to the level o
an SME due to theébroad differencesamong theaspects that have to be taken into account and the
familiarizationrequired with all GDPRrovisions.Consideringhe specific characteristics of SMEs, such as
limited resources unavailability of qualified personneind specific sectorial regulatory provisions, it is
apparent thatthey could benefit froma moreguidedapproachthat will bridge the gap between the legal
provisions and their understandingnd perception of risk Such guidance though should not be
misinterpreted as a discount on the level of protection they are obliged to proeithe contraryit should

be meant as an entrguide that will empower them to properly relate their processing activitiehelegal
provisionsunderstand the threatsdetermine thempactfor the individual anddentify the relevant security
measures they should deploy.

Taking into account the farementioned points, Chapters 3 and 4 present a simplified approach for

calculating the risks for personal data processing and adopting security measures, targeting particularly the
SMEs community.
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3. Assessing security risks personal data

The assessmm of risks is the first step towards the adoption of appropriate security measures for the
protection of personal data.

Following the analysis of Chapter 2, in this Chapter we present a simplified approach that can guide the SME
through their specific dta processing operation and help them evaluate the relevant security Asksuch,

the proposed approachoes notpresenta newrisk assessmemhethodologybut rather builds on existing

work in the field'*2*to provide guidance to SMEs

It should be nted that the work is focused solely on security risk assessment and should not be confused
with data protection impact assessmemPRIA- Article 35 GDPR)ndeed, while, the former is a critical part

of the latter, a DPIA takes into account several otharameters that are related to the processing of
personal data and go beyond security. Still, the proposed approach could also be useful in the context of :
DPIA and/or could be extendéudl the futureto also cover DPIA conduction.

Theproposedapproachis based orfour steps as follows:

9 Definition of the processing operation and its context.

1 Understanding anévaluationof impact

9 Definitionof possible threatandevaluationof their likelihood (threat occurrence probability).
9 Evaluatiorof risk €ombining threat occurrence probability and impact).

The next paragraphs explain in more detail each of the steps.

¢KS GSNY W2NBIFIYATIFIGAZ2YQ A& dzaSR (GKNRdJzZIK2dzi GKAA&
data processors (under GDPR).

3.1 Step 1 Definition of the processing operation and its context

This step is the starting point of the risk assessment and is fundamental fardgamizationin orderto
define the boundaries of thdata processingystem (under assessment) and its relevanttern In doing

so, theorganizatiomneeds to consider the different phases of the data processing (collection, storage, use,
transfer, disposal, etc.) and their subsequeatameters.

In the course of this exercise, tHellowing questions needas a miimum, to be askedand clearly
understood(by the data controller/processr

hitps://www.cnil.fr/sites/default/files/typo/document/CNIE
ManagingPrivacyRiskdethodology.pdf

https://www.enisa.europa.eu/pubcations/dbrrseverity

hitps://www.enisa.europa.eu/topics/threatisk
management/riskmanagement/approachefor-smes/infoseesmes/pilotstudy
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1. What is thepersonaldata processing operation?

An important pointto consider here is that it might be preferable to run different risk assessment processes
for different data processing operations, even if these are managed through the ssoheical means (IT
networks, systems, applicationshhis is especially important in case of processing operations that involve
data of different nature and sensitivity and, thus, pakgerent levels of riskfor the data subject

Example: A company manages through its IT system the HR data (e.g. data on salaries, leaves, et
data on purchase orders with external contractors. A different risk assessment process should inger
be followed for the two operations as in the first case the personal data involved are more critical (or €
sensitive) and, thus, would probably resuilh a higher level of risk than the second case. This might &
resultin different types of secuity controls. If a single risk assessment exercise is conducted, the hig
risk would at the end need to be considered (i.e. that of the HR system) for both processing operatio

2. What are the types of personal data processed?

Clearly linked to the mvious question, the types of personal data caroae hand help define the
processing operation, while on the other giveiaitial indication ofthe potential risk level.

9ELF YLX SY 2KSy aLISOAlLft OF{dS32NASa 2 Tfis bRdefallt higher:
Special categories of data includarticle 9 GDPR data revealing racial or ethnic origin, political opinion:
religious or philosophical beliefs, or trade union membership, genetic data, biometric data, d
concerning health or dea concerning a natural person's sex life or sexual orientation.

3. What is the purpose of the processing?

The purpose is directly linked to the data processing operation and can helrdhaizationunderstand

the limits of the processing (e.g. with reghto who gains access to the data and the way that access is
provided) In the course of risk assessment, it might be necessary to distinguish data processing operation
based on the purpose, even when the same types of data are involved.

Example:An SMBprocesses name, postal and/or email address of its customers in the context of an or
purchase service. The same types of data may be processed by the SME for sending marketing nm
(offers, newsletters) to customers. Still, the two processing opgons, due to their distinct purposes, ma
present different types of risks that need to be more specifically addressed.

4. What are the means used for the processing of personal data?

Theprocessing of personal data might take place in an automated wanbomated way or bothincluding
particular IT networks, systems or applicatiomee SME might also rely partially or fully on the technical
means of a data processor (e.g. cloud provider) for the provision of its sdtugcenportant thus,to clealy
understand the means of the processipgying particular attention to the fact that these may change in
the different phases of the processing (collection, storage, use, transfer, disposal of personal data).

18



* Guidelines for SMEs on the security of personal data processing
eénisa December 2016

Example: A CRM (Customer Relationship Mgament) system can be used by an SME for the proces:
of customer personal data. An-shop platform can be also used for on line sales and processing of
Odza G2 YSNARAQ LISNAZ2YIlf RFIGF® ¢KSasS aeadsSvya YA3IK
be using relevant applications of a cloud provider (cloud as a service solutions).

5. Where does the processing of personal data take place?

The location of th@personaldatais also an important factor, especially when the services of data processors
are u®d. It is important to note that when personal data are processed in a third-Ewdncountry,
additional protection mechanisms should be in place (Chapter V GDPR).

Example: In order to minimize costs and resourcas,SMEhas outsourced part of its IT indstructure and
services(used fa the processing of personal datad a cloud provider with servers all over the world. I
sucha case, the SME should clearly specify with the cloud provider the location of the data and adop
necessary controls (undeéDPR).

6. Which are the categories of data subjects?

Clearly defining the data subjects (e.g. clients, customers, others) is important forghrizationas part
of the understanding of the data processing operation. In some cases, depending on thercef data
subjects, an indication of the potential risk level could already at this stage be obtained.

Example:Processing of personal data of children might require special attention due to the fact t
children are often not made aware of the prossing.

7. Which are the recipients of the data?

Defining the recipients of data helps in the understanding of authorised transfers or personal data, as well
as the conditions of these transfers. Sometimes groups of recipients might be defined. Censfarganay
bearspecific risks which already at this stage is good footiganizationto acknowledge.

Example:Anonf AyS RIGAY3 aAGS LINPGARSaE I O00Saa (2 ¢
provision of the service). It may also beqaested to provide access to information related to subscriptic
FSSa yR LI e&vYSyda G2 GKS aidlisSQa TFTAYyLFyOALFf |

On top of the aforementioned questions, it is important that thrganizationis well aware of the legal basis

that is used for tle processing of the personal data, as well as all obligations arising from GDPR, including
GK2&4S FT2NJI AYTF2NXYIFGA2Y 2F RIGF & diteseSdnistae ndd rdetO A 3
discussed in this document but should be explicitly aer®d for achieving compliance with the data
protection legislation.
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3.2 Step 2: Understanding andvaluating impact

In this stephe organizatiomeeds to evaluate the potenti@pact to the rights and freedoms of individuals
that a security incidenfrelated to the data processing systemmjght bring The security incident may be
associated to any type of breach of confidentiality, integoityavailability of personal data.

It should be noted that, due to the aabc nature and variety of personal daprocessing, only gualitative
approachcan be used, based on the overall understanding (by dhganization of its specific data
processing operation. This approach is presented in the next paragraphs in more detail.

3.2.1 Levels of impact

Following previoa work in the fielét*®, for the purpose of our proposed approach, we consider four levels
of impact(Low, Medium,High & Very high) as shown ifTablel below.

LEVEDOF IMPACT DESCRIPTION

Individuals may encounter a feminor inconveniences, which they will overcome without a

Low . S : S
0 problem (time spent reentering information, annoyances, irritations, etc.).

Individuals may encounter significant inconveniences, which they will be able to over
Medium despite a few difficulés (extra costs, denial of access to business services, fear, le
understanding, stress, minor physical ailments, etc.).

Individuals may encounter significant consequences, which they should be able to ove
High albeit with serious difficultiesnfisappropriation of funds, blacklisting fipancial institutions
property damage, loss of employment, subpoena, worsening of health, etc.).

Individuak which may encounter significant, or eviereversible consequences, which the

WER] )T may not ovecome (inability to work, longerm psychological or physical ailments, death, et

Tablel: Leves of impact description

As indicated from the descriptions abovhetlevel of impact is always-telated to the consequences that
a personal data security breach might have to the individuals (whose data have been breached).

3.2.2 How toevaluateimpact

As already mentioned, the evaluation of the impact can only be qualitative, taking into account the
specificities of a particular datagressing operation. In order to support the SMEs in this exercise, a number
of parameters that need to bearefullyconsidered (and ceelated) are presented beloif

34 CNILg Managing Privacy Risks Methodolduttps://www.cnil.fr/sites/default/files/typo/document/CNIL
ManagingPrivacyRisk#ethodology.pdf

35 ENISA Recommendations for a methodology of the assessment of severity of personal data breaches
https://ww w.enisa.europa.eu/publications/dbgeverity

3¢ See also: ENISRecommendations for a methodology of the assessment of severity of personal data breaches
https://www.enisa.europa.eu/pubcations/dbnseverity
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1 Type of personal dataThis parametecan, by nature, immediately increase or decredse level of impact
based on the criticality of the dat&or example, when the data include medical fdeghformation onpolitical
beliefs (or any other special category of data under GDPR), the imfaskecurity breackban be severe for the
individuals. Still, theassessmen©Ol yy2(i 2yfteé& o0S o6FaSR 2y GKS RA&AGAY
special categories of daténdeed, even personal data that do not fall un@despecial category can reveadry
critical information about an individugé.g. location, haibs, financial information) andhus, bring disastrous
effects onhim/her in case of a breach

9 Criticality of the processing operatiar-ollowing the aforementioned poirit,is important to assess the overall
criticality of the procesing operationbeyond the particular types of data. Special consideration should be given
to processing operations that are basedor may lead to thesystematic tracking, monitoring or surveillance of
individuals.

1 Volume of the personal data processedlhis parameter relates to the quantity of personal diuat is
being processed for a single individual: the more the data, the more the potential adverse effects.
Volume should be considered both in terms of time (e.g. same type of data over a cestaid pf time)
and content (complementing data of the same type). For example, in daseoafidentialitybreach of
traffic data at a messaging service providiie impactto an individuawould be higheiif these data
coverthe wholeperiod of one yearatherthan if they are limitedbnlyto one week.

9 Special characteristics of the data controller/processdhis parameter relates to the field of operation and the
businessactivities of theorganization whichmay by nature beevealing additional irfrmation for a certain
data set(thus, potentially affecting the level of impact). For example, the breach of confidentiality of a
cusB YSNB Q fAalG YI &onesSfroi dndiiirk Noarknacy thak frain a Statidnérypsho

1 Special characteristgof the data subjectsThe impact could also increase in case that the data subjects belong
to a social group with particular needs (e.g. mingmsblic figure3. For example, the processing of a list of
telephone numbers becomes more critical if it comeknown members of the national parliament.

Examples:

Case I A supermarket/restaurant processes the list of names and contact information of its custom
which are used to perform online purchases. No other personal data of customers are procekssdch
case the impact could be considered as low since a potential security breach of these data may only
minor inconveniences to the data subjects (e.g. unsolicited communication by advertisers), which ce
easily overcome (e.qg. registration tihe Do-Not-Call register of their telephone service provider).

Case 2 The supermarket/restaurant also processes the list of purchases and preferences of custo
over the year. In such case, the impact could be considered medium if this list couldtegdofiling of

GKS RIGF adzoe2eS0iaQ KIoAda yR LINBFTSNByOSa oS

of further information (humber of family members, special dietary needs, etc.). In case of breach of tt
data, the individuals mighencounter significant inconveniences that they would probably still be able
recover with some difficulties (e.g. stress due to the disclosure of certain everyday habits).

Case X A specialized electronic pharmacy selling products for diabetes patigmiscesses the list of
names and contact information of its customers. In such case, due to the special characteristics o
shop, which might even reveal sensitive data about certain individuals, the impact should be consid
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as high. Indeed, in casef a confidentiality breach of these data, assumptions regarding the health sta
of the clients (diabetes) can be made, which can lead to significant consequences that are diffict
overcome (e.g. unwanted disclosure of this sensitive informationféonily members and friends).

Case 4 An organisation supporting recovering dreggddicts to find employment processes hames ar
CVs of these persons. In such case, the impact could be considered as very high, since a ¢
(confidentiality) breach rehted to these data can lead to very serious consequences both for their phys
and psychological situation, which can even be lifgeatening.

Note that these examples should be considered only as indicative of the level of impact. The
controller/processor should always follow an in depth analysis, based on the specificities of its partir
data processing operation.

On top of the parametersnentioned above another importantaspectthat can be considered by the
organizatioris theidentifiability of the data subjects, i.e. how easy it is for a party Whe access to the set

of data to univocallyelate them to a certain personin order to consider identifiability, account should be
taken both to possibilities of direct identificatioe.(. onthe basis ofi KS R I (i I nandedzms &€l @si Q a
those of indirect identification (e.g. on the basis of an ID number or other identifiddreover, account
should be taken to measures that might reduce the intelligibility of personal data (such azdimple
encryption), thus reducing the possibility of unauthorised disclosure of personal’data

Moreover, it is important to note that while evaluating the impact, possible secondary effects (to the rights
and freedoms of individuals) should also be ddesed. For example, when the processing includes
usernames/passwords to online profiles, account should be taken that individuals teneis® he same
passwords over different online services (and, thus, a potential breach of these passwords midgachlso

to further personal data breaches).

Examples and information that can help tha organizationdata controller/processgrunderstand and
evaluate the impact can also be found in relevant work of the Data Protection Working P&anéd%he
FrenchData Protection Authorifyy.

Evaluation ofimpact

Based orthe analysis of the previous section and the predefined impact leVelsl€l), in the context of
our proposed approach, therganizationis finally asked to evaluate ¢iimpact.

As shown inTable2 below, the impact is assessed separately for the loss of confidentiality, integrity and
availability (so as to again better support the controller/processor) in understanding the specificities of its

http://ec.europa.eu/justice/dataprotection/article-29/documentation/opinion
recommendation/files/2014/wp213_en.pdf
hitps://www.cnil.fr/sites/default/files/typo/document/CNIE
ManagingPrivacyRiskdethodology.pdf
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personal data processint.is important to consider all possible cases of unauthorised disclosure, alteration
or destruction and evaluate the impact based on the waate scenario.

NO QUESTION EVALUATION

Please reflect on the impact that an un#wrized disclosure (loss of
confidentiality) of personal data in the context where your business activity
takes place could have on the individual and express a rating accordingly.

Examplesscenariosof loss of confidentiality [ Low

1 A paper file or laptogontaining personal dati lost during transit.
1 Equipment has been disposed without destruction of the person: [ | Medium
data.
I.1. 1  Personal dataarewrongly sent to a number afnauthorised [ High
recipients.
1 {2YS OdzaG2YSNR O2dZ R | O00Saa
online service.
1 Personal dta are published on an internet message board2P
site.
An CDROMwith customer datahas been stolen from premises
A wrongly configured website makes publically accessible on
internet data from internal users.

|:| Very high

= =

Pleasereflect onthe impact that an unauthorized alteration (loss of integrity) of
personal date- in the context where your business activity takes placeould i
have on the individuabind express a rating accordingly

Examples/scenarios of loss of integrity [ ] Medium
1.2. 1 Arecord that is necessary for the provision of an online social service _
been changed and the individual needs to ask for the service in ameof (] High
way.
T ! NBO2NR GKFEG Aa AYLRNIFyYyd F2NJ [ ]Veryhigh

online medical service has been changed.

Pleasereflect onthe impact that an unauthorized destruction or loss (loss of
availability) of personal data in the context where your business activity takes
place- could have on the individual and express a rating accordingly.

Examples/scenarios of loss of availability [ Low
1 Acustomerdatabase is corruptedndsome processing is requir¢al [ ] Medium
13 bring the service online again
- 1  Apersonnel fileis lostand theindividualneeds to provide again some ] High
information to the company
1 Afile is lost/database corrupteahdthere is not kack up of this ] Very high

information.
1 A critical service (e.g. online medical record) is down and cannot be
immediatelyrecovered.

Table2: Impactevaluation questions

After following the aforementioned assessment, three different levels of impact (for loss of confidentiality,
integrity and availability) will be obtaine@hehighest of these levelshouldbe considered as the finalsalt
of the evaluatiorof the impact relating to the overall processing of personal data.

23



*
*x s Guidelines for SMEs on the security of personal data processing
* eénisa December 2016

*

3.3 Step3: Definition of possible threats an@valuation of their likelihood

In the context of this report, threat is ary circumstance or eventhich has the potetial to adversely affect
the security ofpersonal dataAt this step the scope fothe organizatioristo understand the threatselated

to the overall environment of the personal data processing (external or internal) and dlss&dielihood
(threat occurrence probability) Different levels and types of threats to the confidentiality, integrity and
availability of personal data could be considered in this respect.

It should be noted that the context of the personal data processing (types of ddtasdhbjects, etc.) isot
considered as part of the threat occurrenpeobability, asit has been taken into account durirthe
evaluation of the impac{step 2)

Examples of possible threats (to personal dat%)

9 An attacker injects code into the form cd website, aiming to gain access to the personal data
stored in the system.

1 An attacker performs a maiin-the-middle attack in order to intercept electronic
communication.

An employee steals personal data files from the internal system.

! K 2 a LJA lyed (Raliciofsl bifactidentally) changes a critical parameter in the medica
file of a patient.

9 5dz28 G2 | LRggSNI Odziz GKS L¢ aeaidsSy 2F GKS

I A USHilash drivewith personal data files is lost in transit by a contractor.

3.3.1 How todefinethe threats and their likelihood

In order to simplify this step for SMEs, we define a number of assessment questions that cam help
organization (acting either as data controller or processounderstanding the threats and calculating their
occurrence probability. These questions in fact aimstgpport the assessment procedsy making the
organizationaware of the data processirgnvironment(that is directly relevant to the threatsps such,
they are related tdour maindimensions othis environment namely:

1 Network and technical resourceshérdware and software) Network connections may introduce
threats both from external sources (e.g. external attackers aiming to remotely gain access to the systen
or bring the system down), as well ageimal sources (e.g. interconnection with other IT systems within
the same organization that have security flaws). Hardware and software resources may also introduce
threats, e.g. due to poor maintenance and configuration, as well as due to bugs and beckelated

nttps://www.cnil.fr/sites/default/files/typo/document/CNIEManagingPrivacyRisks
Methodology.pdf
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to device and software development. Common threadssociated to network and technical
(hardware/software) resources inclugavesdropping of communication channels, unauthorized access
to databases, unavailability of provided services, faiireommunication links, misuse/abnormal use
of information systems, etc.

1 Processesproceduresrelated to the data processing operationln many cases security threats arise
from the lack of appropriate internal processes and procedures, mandating spebdificand practices
within the organizatiorfor the processing of personal datduch threats includaccess to the data by
unauthorized persons, (un)intentional corruption of data, unauthorised modification/destruction of
data,accidental disposal or lef data processing equipment, etc.

9 Different parties and gople involved in the processing operatioSecurity threats may also arise from
those that perform the processing of personal data, i.e. the employees of the organization involved
directly in theprocessing, as well as other parties conducting part of the processing (data processors).
Relevant threats include potential malicious internal attacks (e.g. with the support of specific
employees), accidental misuse of personal data due to human misiakethorised disclosure of data
by external contractors, etc.

1 Business sector and scale of the processifige business sector of an organization, as well as the scale
(volume) of the data processed may also significantly affect the type and level oitgdreats. For
example, if the type of personal data is considered a valuable asset and/or if the processing concern:
the whole population of a country, attackers might be more interested in gaining access to these data.

These dimensions need to be @idered having in mind the specific personal data processing operation and
its characteristics, as theseere defined inStepl.

Table3 belowsummarizeshe proposedassessment questionexplaining the logic afachone of them and
providing relevant examplaswards assisting the organization to assess the level and likelihood of threats
in each dimension

A. NETWORK AND TECHNIRESOURCES

Is any part of the processing of personadta performed through the
internet? When the processing of personal data

performed fully or partially through the

Examples: open Internet, possible threats fron
1. 1 An emarketplace offering the possibility of online purchase of | €xternal online attackers increase (e.
goods Denial of Service, SQL injection, Man

f  An enews portal providing personalised information for registere the-Middle attacks) especially when the
users service is available (and, thus,

1 A CRM system offered through a cloud as a service solution. = traceablé/known) to all internet users.

Is it possible to provide access to an internal personal data processing

. . When access to an internal data processi
system through the internet (e.g. for certain users or groups of users)?

system is provided through the interne

Examples: the likelihood of external threats increase
) ) (e.g. due to external online attackers). ,
2 ' Aninsurance company allows remote aco@gssough the internet) | the same time the likelihood of (accident;

F2NJ YIyF3SNR G2 GKS Ot ASyd&Q ofintentional) misuse of data by the usel
T A consulting company allows staff to access the internal system  a|so increases (e.g. accidental disclosure

managingeaves and missions through the internet. personal data when working in publi
1 A company provides remote access to the system to external spaces). Special attention should be giv
contractors for I'Tmaintenance and support. to cases where remote
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managementadministration of the IT
system is allowed.

Is the personal dta processing systermterconnectedto another external

or internal (to your organization) IT system or servite Connectionto extemal IT systems ma

introduce additional threats due to the
Examples: threats (and potential security flaws) the
are inherent to those systems. The sar
applies also to internal systems, taking in
account that if not appropriately
configured, such connectionamay allow
access(to the personal data to more
persons within the organization (which ai
not in principle authorized for such acces:

1 An ebookshop is connected to an online payment system (to
3. support electronic purchases).

1 A small clinic finance IT system is corteddo the IT system of
national insurance scheme (to validate insurance status of the
patients).

1 A CRMysteminterconnected with the IT system processing orde
and systems supporting payments and invoice issuing

Can unauthorized individuals easily access the data processing Although focus has been put on electror
environment? systems and services, the physic
Examples: environment (relevant to these systerr
and services) is an important aspect that
1 An SMHoes not havea dedicated computer room for not adequately safeguarded, can serious

4. administering the IT system used for the processing of personal = compromise security (e.g. byll@wing
data. unauthorized parties to gain physic

1 An SME has outsourced the storage of its data to a company access to the IT equipment and netwo
offering remote data storaget is not clear whasecurity measures components or failing to provide
have beerapplied by the company to safeguard the premiséthe | protection of the computer room in the
data centre. event of a physical disaster).

Isthe personal datgprocessing systerdesigned, implementedr
maintainedwithout following relevantdocumentedbest practces? Poorly designed, implemented and/c
maintained hardware ah software

Examplegof best practices in the field) components can pose serious. risks

1  The different network and system components are based on information security. To this end, et
5. standard IT technologies and protocols (contrary tehad practices accumulate the experience
solutions). prior events and can be regarded i
1 Hardware and softwar is obtained by trusted providers and practical guidelines of how to avoi
following formal contractual procedures. exposure and achieve certain levels
f A proper maintenance plan is in place, including regular resilience

maintenance of network and system devices and applications.

B.PROCESSES/PROCEDURES RELATED TO THE PROCESSING OF PERSONAL DATA

Are the roles and responsibilities with regard to personal data processin
vague or not clearly define® When roles and responsibilities are ni
clearly defined, access (and furthe

Examples: .
6 P processing) D personal data may be
' 1 Assistants in the financial departmet&nnot only enter uncontrolled, resulting to unauthorizec
information, butalsomodify and deletdt, same as managers use of resources and compromising t

1  The nursesin a medical cliniccar2 RA ¥ & (i KredichlFilgi A overall security of the system.
although only doctors should be able to do so.

Is theacceptable use of the network, system and physical resources witl

the organizationambiguous or not clearly effined? When acceptable use obsources is not

clearly mandated, security threats mig}
7. Examples: arise due to misunderstanding ¢
intentional misuse of the systerithe clear

1 Itis not clear if mployeescanusetheir professional email addres definition of policies for network, systen

for personal communications
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1 There is ngolicy in place mandating the level of bandwidth usa and physical resources can redu
that employees are allowed to on a daily basis. potential risks.

Arethe employeesallowed to bring and use their own device® connect

to the personal data processing systém Employees using their personal devic

within the organization could increase th
Examples: risk of data leakage or unauthorized acce

8. L aax A = A x4 s . . a to the information system Moreover, as
T 2&;:;;2 s’z:ngrtsdsvi:esm y 02yysod a2 0Ks devices arenot centrally controlled they
. o ... | may introduce additional bugs or viruse
1 Employees are allowed to process data using specific applicatior - y d
. . ; : into the system.
installed in their personal tables/smart devices.
Are the employees allowed to transfer, store or otherwise process P . f | d ide 1l
personal data outside the premises of the organization? rocessing of personal 2l QST
premises of the organization can offer a Ic
Examples: of flexibility, but at the same time
. . introduces additional risks, both related t
% T gg';\vel a}geﬁr;céy a”EMFI(S gmpll_c?])’/\(la\%s\tfoj\us:eéh?lrp;of;:ssmﬁme%s , the transmission of information througt
dat ua u as=a u ‘ possibly insecure network channels (e
Aadal' I | . | open Wi-Fi networks), as well as
i elivery company allows employees to use de_d!cated tablets v T B S T
making the delivery to validate details of the recipient.
Canpersonaldata processing activitiebe performed withoutlog files
being create®
Examples: The lack of appropriate logging ar
’ monitoring mechanisms can increas
10 1  Thereis no list ofgrsons accessing tteomputer room of a intentional or accidental abuse of
' company on daily basis. processes/procedures and  resource
1  Access to the medical files of patients in a clisiwi registered. resulting to the subsequent abuse «
f  There is no policy in placeandatinghow the logs are monitored | personal data.

and what actions should tekenin case of repeated abuse of the
system.

C.PARTIES/PEOPLE INVOLVED IN THE PROCESSING OF PERSONAL DATA

Is the processing of personal daggerformed by an undefinechumber of When access (and further processing)

employees? .
personal data is opeto a large number of
Exampés: employees, the possibilities of abuse di
11. . . . to human factor increase. Clearly definir
1 ;Z?:nglrgketlng systenof a companyan be viewed by all staff who really needs to access the data a

limiting access only to those persons ¢

1 Medical records of patients can be processedbgretaries contribute to the security of personal date

although onlytreating medical staf§hould have access

Is any part of thedata processing operation performed by a When the processing is performed &
contractor/third party (data processor)? external contractors, the organization me
lose partially the control over these dat:

Examples: " X
Moreover, additional security threats ma
1 The IT system @ private schook hosted at an external data be introduced due to the threats that an
centre. inherent to these contractors. It i
12. ; ' . . . o

1  The client files of an insurance company are being processed by important for the organization to selec
external associates of theompany contractors that can offer a high level «
1 A specialised company is contracted for the destruction of patier security and to clearly define what part ¢
files in a medical clinic. the processing is assigned to ther
1 A company uses a Cloud as a Service solution to manage intern maintaining as much as possible a hi

resources level of control.
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Arethe obligations of the parties/persons involved ipersonal data
processingambiguous or not clearly state?l

Examples

13 T

Employees areot clearly informed that they are processing
confidential information which may not be disclosed to
unauthorised parties.

External associates @fcompanyare notgiven clear instructions
regarding the required level of security of persbdata processed
by them.

When employees are not clearly informe
about their obligations threats from
accidental misuse (e.g. disclosure ol
destruction) of data many significantly
increase.

Is the personnel involved in the processing of personatalunfamiliar
with security matters?

When employees are not aware of th
need of applying security measures, th

Examples: can accidentally pose further threats to th
14. . : L system.Training can greatly contribute i
1 Not eilgloerson?i tln\t/g:ve? in r:j:tar pro$e55|n$TforTed about making employees aware both of the
_ﬁ)_?lss ¢ t?fshecudl_y theatsla h prope tjsech esou :‘es tb data protection obligabns, as well as the
T The staff handling the telephone centre of a comphag not been application of specific security measures
informed about possiblghishingand targeted attacks.
Dothe persms/parties involved in thedata processingoperation neglect Many personal data breaches occur due
to securey store and/or destroypersonal dat&® the lack of physical protection measure
Examples: such as locks and_ secure destion
15 systems Paperbasedfiles are usually par
' 1 HR data oemployees araot kept inlocked file cabinet of the input or the output of an informatior
1  Copies of received invoicesth credit card and bank account system, can contain personalata and
detailsare not beingdestroyed withpaper shreddes, after being should also be protected from

processed

unauthorized disclosurand reuse.

D.BUSINESS SECTOR AND SCALE OF PROCESSING

Do yau consider your business sector as being prone to cyberattacks?

Examples: When security attacks have already taki
. .| place in a specific business sector, there
16. 1 A number of companies (of the same sector) were attacked durir an indication that the organization woul

the last year.

1 Publicity has been given to possible security threats and
vulnerabilities of the particular businessctor (e.g. as a result of a
study).

probably need to take additional measure
to avoid a similar event.

Has your organizigon suffered any cyberattack or other type of security

breach over the last two years? N
y If the organization has already bee

Examples: attacked or there are indications that thi
17. . . might have been the case, addition
! natccesstulatempts from extemal sysiems 1 gan tnauthorse MEASUTES need 10 be taken 1o preve
similar events in the future.
access to the database
9 Locks in theentral data centre have been violated.
Have you received any nditations and/or complaints with regard to the
security of the IT system (used for the processing of personal data) over Security bugs/wholes can be exploited
the last year? perform attacks (cyber or physical) t
18. systems and services. Informatic
Examples: regarding such cases should |

1 Users of the online service of arskop have notified that they considerably consided.

could accidentally access accounts of othsens.
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1 Auditors have found that the password policy utilised by an onlin
service is weak.

19.

Does your processing operation concern a larggume of individuals

and/or personaldata?
P The type and volume of personal da

Examples: (scale) can make the processing operati
attractive to attackers (due to the inherer

1 An online patient record application of a hospital which stores da value of these data).

of chronic disease patients all over the country.
1 An online dating site whitstores profiles of hundreds of users.

20.

3.3.2

Are there anysecurity best practices specific to your businegxtr that

have not been adequately followe?! Sector specmc security measures ¢

usually adjusted to the needs (and risks)
Examplegof possible sector specific practices) the particular sectorLack of compliance
with relevant best practicesnight be an

1 A company subject to specific security measures for medical indicator ofpoor security management.

devices, financial services or telecommunication services.

Table3: Questions for assessing the threats and their likelihoimda personal data processing environment

After answering the questions presented in Table 3, ¢hganizationshould be in a position of better
understanding the threatassociated with its data processing environment, as well as the likelihood of these
threats. In each one of them, a positive reply (Yig8icates a high threat probability while a negative answer
(NO), a lower threat probabilityBased on this understanding, the assessment of the threat occurrence
probability can follow.

It should be oted that, even thoughthe aforementioned questions (and overall approaeli to cover a
broad spectrum of both external and interredcurity threatsthey cannot be considered axhaustivebut
rather perceived asndicative of the practical evaluatioof threats (and their occurrence)in that sense,
additional factors, and therefore assessmangas mightneedto be taken into accourtty theorganization
following the specificities of its personal data processing environment.

Evaluationof threat occurrence probability

As in the case of the evaluation of impact, the assessment of threat occurrence probability can only be
gualitative, as it is very much related to the specific personal data processing environment. In the context of
our approach, walefine three levels of threat occurrence probabilingmely.

1 Low:the threat is unlikely to materialize.
1 Medium: it is possible that the threat materializes.
1 Highthe threat is likely to materialize.

Following the above leveldhe organizationis aske to assesthe likelihood of threatdor each of the four
different areasdefined undr Table 3i.e. network and technical resources, processes/procedures related
to the processing of personal data, parties/people involved in the processing of persataalbdisiness
sector and scale of processingable 4). If all replies in an assessment area, are positive, then the
organization should consider the threat probability for this area as high, while if all are negative, then the
threat probability should be considered as low. For cagéis two to three positive answers organization
shouldassigrthe threatprobability to medium. As discussed earlier, the questions cannot be considered as
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exhaustive but only as indicative and coggently so is the correlation of positive/negative answers to
threat occurrence probability levels.

PROBABILITY
ASSESSMENT AREA
LEVEL SCORE
|:| Low 1
NETWORK AND TECHNICAL RESOURCES [ ] Medium 5
[] High 3
[ Low 1
PROCESSES/PROCEDURES RELATED TO THE PROCESS (] Medi
PERSONAL DATA edium 2
(] High 3
|:| Low 1
PARTIES/PEOPLE INVOLVED IN THE PROCESSING OF PE _
DATA (] Medium 5
(] High 3
[ Low 1
BUSINESS SECTOR AND SCALE OF PROCESSING [ ] Medium >
(] High 3

Table4: Assessing threat occurrence probability per area

The final threat occurrence probability is calculated after summing up the four different scores obtained
under Table 4 and associating the result to the scales of Table 5 below.
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THREAT OCCURRERREBABILITY SCA THREAT OCCURRERRBEBABILITY LEVEL

4-5 Low
6-8 Medium
9-12 High

Table5: Evaluation of threat occurrence

3.4 Step 4:Evaluation of risk

After evaluating the impact of the personal data processing operation and the relevant threat occurrence
probability,the final evaluation of risks possibleas shown in Figure 4 and Tableetow.

Threat

Occurrence
Probability

Figure4: Final risk evaluation

The mpulation ofthe risk matrix below with risk levelgas performed on the assumption of the worsse
scenario fighest possible impactrothe individua). Consequentlythe impact level was weightechore

than the treat occurrence probability and only two low risk and three medium risk levels have been
identified. High and Vemdighimpact levels have all been assigned to high risk lareldave been merged.

IMPACT LEVEL

Low Medium High/ Very High

Threat Low

Occurrence Medium

Probability

High

Legend

Low Risk Medium Risk - High Risk

Table 6: Evaluation of risk
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Independently of the final result of this exerciige organizatiorshould feel free to adjust the obtained risk
level, taking into account specific characteristics of the data processing operation (that have been missec
during the assessment process) and providing adequate justification for this adjstme
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4. ScurityMeasures

Following theevaluation of the risk level, therganizationcan proceed with the selection cdippropriate
security measures for the protection of personal dalia this Chaptertwo main categories of measurage
discussed organiational andtechnical ones. Tise broad categoriehave been further divided to
subcategories with a short descriptipaxplaininghow eachsubcategoryrelates to specific provisions of
GDPR.

Under each subcategory measures are presented per risk lellelving the same colouring scheme used

in Chapter 3 (low: green, medium: yellow, high: red). In order to achieve scalability, it is assumed that al
measures described under the low level (green) are applicable to all levels. Similarly, measures presente
under the medium level (yellow) are applicable also to high level of risk. Measures presented under the higt
level (red) are not applicable to any other level of risk.

It should be noted thathe match of measures tepecificrisk levelsshould not be peseived as absolute
Depending on the contextf the personal datgrocessing, therganizatiorcanconsider adopting additional
measures, even if they are assigned to a higher level of risk. Furthermorprdhesedlist of measures
does not take into a@unt other additional sector specifisecurity requirements, as well as specific
regulatory obligations, arising for example frdine ePrivacy Directivéor the NIS Dective®?. In an attempt
to further facilitate this procedure a mapping of the proposemup of measures with the ISO/IEC
27001:20132 security controlss also included

4.1 QOrganizationakecurity measures
4.1.1 Securitymanagement

4.1.1.1 Securitypolicy and procedures for theprotection of personal data

The security policy is a high level document thasgsle basic principles for the security and protection of
personal data in an organization. It, thus, forms the basis for the implementation of all specific technical and
organizatioral measures, according to art. 32 GDRRalso complemented by art. 2DBR (implementation

of data protection policies)

Based on the security policy, the specific technical and organizational measures are described in a set ¢
more detailed policies/procedures (e.g. on access control, device management, resource managemen

etc.).
¢tKS aSOdz2NAGe LRfAOe aKz2ga GKS 20SNXtf O2YYAOGYSyYy
data protection. ltcanbe baseth2 NJ F2 N¥Y LI NI 2F GKS 2NHIFIYyAT A2y

it should explicitly addresaso the protection of personal data.

http://eur -lex.europa.eu/legal
content/EN/TXT/?uri=celex%3A32002L0058

http://eur -lex.europa.eu/legatontent/EN/TXT/?qid=14811935159628uCELEX:320161L.1148

http://www.iso.org/iso/catalogue_detd?csnumber=54534
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The organization shouldefineits policy with regards to personal data processing as pal

Al L . . .
its information security policy.

A2 The security policy should be reviewed and revised, if necessary, on an aasisal

The organization should documeatseparate dedicategecurity policy with regard to the
A3 processing of personal data. The policy should be approved by managemen
communicated to all employees and relevant external parties

The securig policy should at least refer to: the roles and responsibilities of personnel
A4 baseline technical and organisation measures adopted for the security of personal dat
data processors or other third parties involved in the processing of persoteal da

An inventory of specific policies/procedures related to the security of personal data sl

A5 o . .
be created and maintained, based on the general security policy.

A.6 The security policy should be reviewed and revised, if necessary, on a semesiser ba

Related to ISO 27001:2013A.5 Security policy

4.1.1.2 Roles andesponsibilities

According to art. 32 (4) GDP#Re controller and processor shall take steps to ensure that any natural person
acting under the authority of the controller or the pessor who has access to personal data does not process
them except on instructions from the controller, unless he or she is required to do so by Union or Membe
State lavQ) @

Therefore, as first and basic control for the security of personal datagajhnizatiof2 postswith access
to personal data should have cléadefined and documentedesponsibilitiesrolesand a need to know
basis(which are regularly reviewed and refined).

A role of particular importance is that of the Security Officer, whresponsible for the monitoring of the
proper implementation of the security policy. Another important role is that of the Data Protection Officer
(DPO), who is monitoring compliance with Godhd, thus;learlyalso needs teollaborae with the Securiy

Officer in adequately implementing security measuréshould be noted thatinder GDPR (arB7) the
designation of a DPO is mandatory for certain types of data processing operations (large scale monitorin
activities, processing of special categoésliata, etc.).

Roles and responsibilities related to the processing of personal data should be clearly ¢

B.1 . . . .
and allocated in accordance with the security policy.

During internal reorganizations or terminations and change of employmentpoation of

B2 rights and responsibilities with respective hand over procedures should be clearly defil
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Clear appointment of persons in charge of specific security tasksld be performed,

B. . . . . f
3 including the @pointment ofa security officer.

The ecurity officer should be formally appointed (documented). The tasks

B.4 o . .
responsibilities of the security officer should also be clearly set and documented.

Conflicting duties and areas of responsibjlifgr examples the rolesf security officer,
B.5 security auditor, and DPGhouldconsidered tobe segregated to reduce opportunities fi
unauthorized or unintentional modification or misuse of personal data.

- Related to ISO 27001:2013A.6.1.1 Information security roles and responsibilities -

4.1.1.3 Acasscontrol policy

Following the definition of roles and responsibilities, it is essential to determine an access control policy to
the systems used for the processinigpersonal data. ThisshoutddS o6+ aSR 2y (KS Wy SSi
i.e. each roléuser should only have the level of access to personal data that is strictly necessary for the
performance of its relevant task$his is a central concept also in GDPRseldsely related to the principle

of data minimization (art. 5(c) GDPR).

The acess control policy will be implemented with subsequent technical measures (seé.2ls this
document).

Specific access control rights should be allocated to each role (involved in the proces

c1 personal data) following the need to know priple.

An access control policy should be detailed and documented. The organization ¢
determine in this document the appropriate access control rules, access rights

©C2 L -
restrictions for specific user roles towards the processes and proceduedsdeo personal
data.
Segregation of access control roles (e.g. access request, access authorization,
C.3 b . .
administration) should be clearly defined and documented.
c4 Roles with excessive access rights should be clearly defined and assidimeitet specific

members of staff.

Related to ISO 27001:20E3A9.1.1 Access control policy

4.1.1.4 Resourcéassetmanagement

The proper management of hardwarsoftware and network resources is essential for the security of
personal data, as it allowsontrol of the means of the processirfgnd, thus, control of thesubsequent
organisational and technical measuydResource management as a minimum includes the registration of IT
resources and network topology (which are used for the processing of pardata).
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The organization should have a register of the IT resources used for the process
personal data (hardware, software, and network). The register could include at leas

D.1 following information: IT resource, type (e.g. server, worksta)j location (physical o
electronic). A specific person should be assigned the task of maintaining and updati
register (e.g. IT officer).

D.2 IT resources should be reviewed and updated on regular basis.
D.3 Roles having access to certain resms should be defined and documented.
D.4 IT resources should be reviewed and updated on annual basis.

Relatedto ISO 27001:2013 A.8 Asset management

4.1.1.5 Change management

Change management aimsstnchronizing andontrolling all changes perfored in the IT systerased for
the processing of personal dath is an important security measure, as an unsuccessful change attempt
could lead to unauthorised disclosure, modification or destruction of data.

The organization should make sure that @dllanges to the IT system are registered ¢
E.1 monitored by a specific person (e.g. IT or security officer). Regular monitoring of this pl
should take place.

Software development should be performed in a special environment that is not conn
to the IT system used for the processing of personal data. When testing is needed, ¢
data should be used (not real data). In cases that this is not possible, specific proc
should be in place for the protection of personal data used in testing.

E.2

A detailed and documented change policy should be in place. It should include: a proc
E3 introducing changes, the roles/users that have change rights, timelines for introdi
changes. The change policy should be regularly updated.

Relatedto 18D 27001:2013- A.12.1 Operational procedures and responsibilities

4.1.1.6 Dataprocessors

I OO2 NRA Y 3 (2 the dedtrdller shall uBeSonlyv rocedsors providing sufficient guarantees to
implement appropriate technical and organisational measuresuch a manner that processing will meet
the requirements of this Regulation and ensure the protection of the rights of the data Qibjecsame
article states that the processing by the processor shaeltessarilype governed by contract or other lelga

act, setting also the minimum clauses that this should include and particularly referring to the security of
personal data under article 32 GDPR.
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Formal guidelines and procedures covering the processing of personal data by
processors (contieors/outsourcing) should be defined, documented and agreed betw
F.p4 the data controller and the data processor prior to the commencement of the proces
activities. These guidelines and procedures should mandatorily establish the same I
personald G &ASOdz2NARG& & YIFIYyRFGSR Ay GKS 2N

Upon finding out of a personal data breach, the data processor shall notify the cont

E. 2% .
without undue delay.

Formal requirements and obligations should be formally agrestd/éen the data controller
F.34 and the data processor. The data processor should provide sufficient documented evi
of compliance.

The R G O2 yrgadiBafioh SHéadiregularly audit the compliance of the d

F.4 . S
processor to the agreelgvel ofrequirements and obligations.

The employees of the data processor who are processing personal data should be sul

F.5 . . . .
specific documented confidentiality/ nedisclosure agreements.

Related to ISO 27001:2013A.15 Supplier relationships

4.1.2 Incident responseand business continuity

4.1.2.1 Incidents handling / Personalata breaches

In the event of alatasecurity breachthe organization should assethifs leadsto andaccidental or unlawful
destruction, loss, alteration, unauthorised disclosureoofaccess to, personal data transmitted, stored or
otherwise processeédart. 4(12) GDPR)Data controllers should make sure that they meet their obligations
under aticles33and 34 GDPR regardingtification of a personal data breach to the supervisanghority
andto the data subject. Data processors should also make surettiey meet their obligation under article

33 GDPR for immediate notificatiofithe datacontroller. In any casgboth data controllers and processors
should have appropriate pcedures in place, not only for the notification of personal data breaches, but
also for the overall handlingndmanagement of suchvents

An incident response plan with detailed procedures should be defined to ensure effe

G.1 L g
and orderly responsto incidents pertaining personal data.

Personal data breaches should be reported immediately to the management. Notific
G.2 procedures for the reporting of the breaches to competent authorities and data sub
should be in place, following art32and 34 GDPR.

The incidel &eQponse plan should be documented, including a list of possible mitig

G.3 . .
actions and clear assignment of roles.

4 These measures are mandated as obligations by Article 28 GDPR.
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Incidents and personal data breaches shouldrderdedalong with details regarding thi
event andsubsequent mitigation actions performed.

Related to ISO 27001:2023A.16 Information security incident management

4.1.2.2 Business continuity

A business continuity plan (BCP) is essential for determining the processes and technical measures that tf
organization should follow in case of an incident/personal data breach. As such it complements the security
policy of the organization, as well as its incidence response plan. This measure is clearly related to art. 3
GDPR, which mandates the ability (for B2 y (i NP f f S NokrdsitkB BeSa¥vailabilityh andtaccess to
personal data in a timely manner in the event of a physical or technical incident

The organization should establish the main procedures and controls to be followed in
H.1 to ensue the required level of continuity and availability of the IT system processing per
data (in the event of an incident/personal data breach).

A BCP should be detailed and documented (following the general security policy). It

H.2 . . .
include cleamactions and assignment of roles.
H.3 A level of guaranteed service quality should be defined in the BCP for the core bu
' processes that provide for personal data security.
H4 An alternative facility should be considered, depending on the orgtiaiz and the

acceptable downtime of the IT system.

Related to ISO 27001:2013A. 17 Information security aspects of business continuity

management

4.1.3 Humanresources

4.1.3.1 Confidentiality ofpersonnel

In order to ensure confidentiality of personal datader art. 32 GDPR, theganization should ensure that

its employeesalso providesufficientconfidentiality guarantees both in terms of technical expertise and
personal integrity Moreover, according to art. 32 (4) GD®Re controller and processohall take steps to
ensure that any natural person acting under the authority of the controller or the processor who has acces
to personal data does not process them except on instructions from the controller, unless he or she is require
to do so by Unioor Member State la@ T this end, specific measures should be in place to ensure that the
personnel involved in the processing of personal data is properly informed about its duty to confidentiality,
as well as to guarantee that this duty is sufficiéntl & G A Lddzf + § SR Ay GKS 2NAFYyAT |
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The organization should ensure that all employees understand their responsibilitie
1.1 obligations related to the processing of personal data. Roles and responsibilities sho
clearlycommunicated during the premployment and/or induction process.

Prior to up taking their duties employees should be asked to review and agree on the s¢
policy of the organization and sign respective confidentiality anddisclosure agreemest

Employees involved in high risk processing of personal data should be bound to s
confidentiality clauses (under their employment contract or other legal act).

Related to ISO 27001:2013A.7 Human resource security -

4.1.3.2 Training

Personml training in data protection and security procedures (e.g. use of passwords and access to specifit
data processing systems) is important for the right implementation of the organizational and technical
security measures. Information on specific data paiton legal obligations is also central, especially for key
personnel involved in high risk processing of personal data.

The aganization should ensure that all employees agequately informed about the
security controls of the IT system that redatio their everyday work. Employees involved

J1 . .
the processing of personal data should also greperly informed about relevant date
protectionrequirements andegalobligations through regular awareness campaigns.

12 The organization should have sttured and regular training programmes for staff, includ
specific programmers for the induction (to data protection matters) of newcomers.

13 A training plan with defined goals and objectives should be prepared and executed

annual basis

Rdatedto ISO 27001:2013 A.7.2.2 Information security awareness, education and

training

4.2 Technical security measures

4.2.1 Accessontrol and authentication

Access control and authentication are basic security measures for the protection against unagthorise
access to the IT system used for the processing of personal data. They implement the access control poli
of the organization (see Section14l.3 by technically enforcing it into specifilomponents and
applications.
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An access conbt system aplicable to all users accessing the IT system shoulc
K.1 implemented. The system shouldllow creating, approving, reviewing and deleting us
accounts.

The use of common user accounts should be avoided. In cases where this is nece:
K.2 should be ensured that all users of the common account have the same roles
responsibilities.

An authentication mechanism should be in place, allowing access to the IT system (be
K.3 the access control policy and system). As a minimum a username/passwaaigination
should be used. Passwords should respect a certain (configurable) level of complexity

The access control system should have the ability to detect and not allow the use

K4 0 aas2NRa GKIG R2y QO NB & Lidodexity. OSNIk Ay

A specific password policy should be defined and documented. The policy should incl
K.5 least password length, complexity, validity period, as well as number of accef
unsuccessful login attempts.

K.6 Userpasswords must be storedy I a KIF aKSRé FT2NX @

Twofactor authentication shouldoreferably be used for accessing systems that proc
K.7 personal data. The authentication factors could be passwords, security tokens, USE
with a secret token, biometrics etc.

Device athentication should be used to guarantee that the processing of personal d:

K.8 i .
performed only through specific resources in the network.

Relatedto ISO 27001:2013 A9 Access control

4.2.2 Loggingand monitoring

The use of log files is an essentiatigity measure that enables identification and tracking of user actions
(with regard to the processing of personal data), thus supporting accountability in case of an unauthorised
disclosure, modification or destruction of personal data. Monitoring offileg is important for identifying
potential internal or external attempts for system violation

Log files should be activated for each system/application used for the processing of pe

L1 data. They should include all types of access to data (waaljfication, deletion).

Lo Log files should be timestamped and adequately protected against tampering
' unauthorized access. Clocks should be synchronised to a single reference time sourct

L3 Actions of the system administrators and system operst including
' addition/deletion/change of user rights should be logged.

La There should be no possibility of deletion or modification of log files content. Access 1

log files should also be logged in addition to monitoring for detecting unustisltg.
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L.5

A monitoring system should process the log files and produce reports on the status
system and notify for potential alerts.

Related to ISO 27001:2033A.12.4 Logging and monitoring

4.2.3 Securityof data at rest

Data at rest is da that is not actively moving from device to device or network to network such as data
stored on a hard drive, laptop, flash drive, or archived/stored in some otherTterefore, this category of
measures is mainly related to the processing of persalzdh in databases or other relevant systems
(including cloud storage)t alsorelates to the processing of personal data by employees with the use of
specific workstations or other device&DPRecognizes the ability of pseudonymization to help protibet
rights of individuals while also enabling data utillinder aticle 32,one of the measures mentionadthe
GLIESdZR2Yy @ YATFGA2Y FYR SYyONRBLINIiA2Yy 2F LISNBR2YLlIf RI

4.2.3.1 ServefDatabasesecurity
Servers and databases consist the backbone of the informatistemprocessing personal datdhey
mustbe securityhardened to ensure a secure operating environment

M.1

Database and applications servers should be configured to run using a separate accou
minimum OS privileges to function correctly.

M.2

Daabase and applications servers should only process the personal datarthattually
neededs to process in order to achieve its processing purposes

M.3

Encryption solutions should be considered on specific files or records through softwi
hardwaie implementation.

M.4

Encrypting storage drives should be considered

M.5

Pseudonymization techniques should be applied through separation of data from ¢
identifiers to avoid linking to data subject without additional information

M.6

Techngues supportingprivacy at the dathase level, such as authorized queripsyacy
preserving data base querying, searchable encrypgtm, should be considered.

Related to ISO 27001:2013A. 12 Operations security

4.2.3.2 Workstation security

Thismeasurd & YI Ayf & NBflIGSR (G2 GKS &S OdaNdhérdlevicealyis A 3 d
important for enforcing specific security policies and restricting users from performing certain actions that
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could compromise the security of the IT systeng(aleactivating of antivirus programs or installation of
unauthorised software).

N.1 Users should not be able to deactivate or bypass security settings

N.2 Anti-virus applications and detection signatures should be configured on a weekly basi:

N.3 Users should not have privileges to install or deactivate unauthorized software applicat

The system should have session timés when the user has not been active for a cert

N.4 . .
time period.

Critical security updates released by the opergtisystem developer should be install

N.5
regularly.

N.6 Anti-virus applications and detection signatures should be configured on a daily basis.

It should not be allowed to transfer personal data from workstations to external sto

N.7 . .
devices (e.g. UK DVD, external hard drives).

Workstations used for the processing of personal data shprdterablynot be connected to
N.8 the Internet unless security measures are in place to prevent unauthorised proce
copying and transfer of personal data store.

Full disksoftwareencryption should be enabled on the workstation operating system dril

Related to ISO 27001:2013A. 14.1 Security requirements of information systems

4.2.4 Network/Communicationsecurity

Network security ismportantfor the protection of personal data, both with regard to external connections
(e.g. to the Internet)as wellinterconnection with other system@&xternal or internal) of the organization.

Whenever access is performed through the Internet, communioattoould be encrypted

ol throughcryptographic protocol§TLS/SSL).

Wireless access to the IT system should be allowed only for specific users and proces

02 should be protected by encryption mechanisms.
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Remote access to the IT system shouldeneral be avoided. In cases where this is
absolutely necessary, it should be performed only under the control and monitoring of

03 specific person from the organization (e.g. IT administrator/security officer) through pre¢
defined devices.
0.4 Traffic toand from the IT system should be monitored and controlled through Fireasadls
' Intrusion Detection Systems.
05 The network of the information system should be segregated from the other networks
the data controller.
06 Access to the IT systemaiid be performed only by prauthorized devices and terminal

using techniques such as MAC filteringN@twork Access Control (NAC)

Relatedto ISO 27001:2013 A.13 Communications Security

4.2.5 Backups

A back up system is an essential means of redogdrom the loss or destruction of data. While some system
should be in place, the frequency and nature of back up will depend, amongst other factors, on the type of
organisation and the nature of data being processéxder GDPRracle 32the aspecthe dability to restore

the availability and accessto personaldata Ay LJ NI 2F GKS RIFGF &aSOdzNR G @
data processor.

Backupand data restorgrocedures should be defined, documented and clearly linked

P roles and esponsibilities

P2 Backua shou_ld be given an appropriate Ievql gf physical and environmental protection
consistent with the standards applied on theginating data

P.3 Execution of backups should be monitored to ensure completeness.

P.4 Fullbackups should bearried out regularly.

P Backup media should be regularly tested to ensure that they can be relied upon for

emergency use

P.6 Scheduled incremental backups shoulddagried out at leasbn a daily basis

P.7 Copies of the backughould be securely stored in different locations.
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In case a third party service for back up storage is used, the copy must be encrypted

P.8 . .
being transmitted from the data controller.

P.9 Copies of backups should be encrypted and securetgdtoffline as well.

Related to ISO 27001:201:3A.12.3 BackJp

4.2.6 Mobile/Portable devices

Mobile/Portable devices can extent the level of services offered by the data controller but increase exposure
to theft and accidental loss. In the case of nielalevices, such as smartphones or tabjeisers might also
applythem for personal usandspecial carenustbe taken to ensure that businedatais notcompromised.

Mobile and portable device management procedures should be defined and documer

i . .

Q establishing clear rules for their proper use.

0.2 Mobile devices that are allowed to access the information system should beegigtered
' and preauthorized.

03 Mobile devices should be subject to the same levels of access control procedures (to
' data processing system) as other terminal equipment.

0.4 Specific roles and responsibilities regarding mobile and portable device management
' should be clearly defined.

05 The organization should be able to remotely erase personal data (relafesigoocessing
' operation) on a mobile device that has been compromised.

06 Mobile devices should support separation of private and business use of the device

through secure software containers.

Q.7 Mobile devices should be physically protected agatinsft when not in use.

Q.8 Two factor authentication should be considered for accessing mobile devices

t SNE2Yy L+t RIGF aGd2NBR i GKS Y20AtS RS¢

Q9 operation) should be encrypted.

Related to ISO 211:2013 - A. 6.2 Mobile devices and teleworking
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4.2.7 Applicationlifecycle curity

Duringall phases oapplication development lifecycléhe organizationmust ensurethat data protection
compliance including personal data security, is taken into sideration.In article25 GDPR introduces the
principles of data protection by design and by default which require data controllers to design and
implement processing activities with data protection in mind while applying the strictest privacy settings.

During the development lifecycle best practises, state of the art and well acknowledge

R.1 .
secure development practices, frameworks or standards should be followed.

Specific security requirements should be defined during the early stages of the

R.2 .
development lifecycle.

Specific technologies and techniques designed for supporting privacy and data protec
R.3 (also referred to as Privacy Enhancing Technologies (PETS)) should be adopted in ar
the security requirements.

R.4 Secure codlig standards and practises should be followed.

During the development, testing and validation against the implementation of the initie

R.5 ; .
security requirements should be performed.

Vulnerability assessment, application and infrastructure peatéin testing should be
R.6 performed by a trusted third party prior to the operational adoption. The application sh
not be adoptedunlessthe required level of security is achieved.

R.7 Periodic penetration testing should be carried out.

Information about technical vulnerabilities of information systems being used should b

R.8 obtained.

Software patches should be tested and evaluated before they are installed in an

R.9 . .
operational environment.

Related to ISO 27001:20:3A.12.6 Technical vulnability managemen& A.14.2 Security

in development and support processes

4.2.8 Data deletion/disposal

The purposef disposal/deletionis to irreversibly delete or destroy the personal data so that it cannot be
recovered. The methdd)used must, thereforematch with the type of storage technologycluding paper
based copiesWhen disposing obsolete or redundant equipmghie data controllermust ensure that all

data previously stored on the devices has been removed prior to dispasebrding toarticle 6 GDPR
personal data should not be retained for longer than necessary in relation to the purposes for which they
were collected, or for which they are further processed. In some cases, data subjects are also entitled tc
request deletion prior to the endf the maximum retention period.
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Softwarebased overwriting should be performed on all media prior to their disposal. In
S.1 OFasSa 6KSNB GKAAa Aa .ypBysicaldestuatibrosho8ld be/ 5 Q&
performed.

S.2 Shredding of papeand portable media used to store personal dathall be carried out.

Multiple passes of softwarbased overwriting should be performed on all media before

s3 being disposed.

If athird paryR & & S NIBAJD Sezurely Ni&pose ohedia or paper baserkcords a
S.4 service agreement should be in place and a record of destruction of records should be
produced as appropriate.

Following the software erasure, additional hardware based measures such as degaus
S.5 should be performed. Depending on the eaphysical destruction should also be
considered.

If a third party, therefor data processor, is being used for destruction of media or pape
S.6 based files, it should be considered that the process takes place at the premises of the
controller @nd avoid offsite transfer of personal data.

Related to ISO 27001:2013A. 8.3.2 Disposal of media & AL.2.7 Secure disposal or-re

use of equipment

4.2.9 Physicakecurity

Physical security isqually important to the technologgriented security masures as physical access to
the information systentanbe the foundation forthe overallsecuritystrategy.

The physical perimeter of the IT system infrastructure should not be accessible by

T.1 .
authorized personnel
T2 Clear identification, thraghappropriate means e.dD Badges, for all personnel and visitc
’ accessing the premises of the organization should be establistseappropriate.
T3 Secure zongshould be defined and be protected by appropriate entry controls. A phy
) log bookor electronic audit trail of all access should be securely maintained and monit
T.4 Intruder detection systems should be instaliedall security zones
T.5 Physical barriers should, where applicable, be built to prevent unauthorized physicsta
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T.6 Vacant secure areas should be physically locked and periodically reviewed

T7 An automatic fire suppression system, closed control dedicated air conditioning systel

' uninterruptible power supply (UPS) should be implemented at the server room
T.8

External party support service personnel should be granted restricted access to secure

Related to ISO 27001:2013A.11 ¢ Physical and environmental security
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5. Conclusions

The Digital Single Market Strategyexpected tamaximise thegrowth potential of the European Digital
Economyand European SMEs, which comprise a big part éféivever, as nowadays products and services
are created and delivered through a value chain based on IT technologies and information ,sharing
organizationamust guaranteean adequate level of protectiofor the personal data they collect, process
and store.Although security of personal data has always been a legal obligation for data contribiéers
imminent Genegal Data Protection Regulatiominforces tke relevant provisions (both in substance and
context), extending at the same time this responsibility directly also to data procesbilessembracing a

risk based approacfThis contextual analysis of risks however, cannot be easily performed or evaghbrou
down to the level of an SME due to the broad differences among the aspects that have to be taken into
account and the familiarization required with all GDPR provisions.

Considering the specific characteristics of SMEs, such as limited recoursesilabiayaof qualified
personnel and specific sectorial regulatory provisideslISA aimed to support them, through practical
guidelines, onhow to calculate the risks for personal data processing and adguropriate security
measures The approach und&ken should not be considered as exhaustive but rather as an attempt to
bridge the gap between the legal provisions &MEsinderstanding and perception of risk

On top of the aforementioned work, a number of challenges were also identified at a br&hHevel and
respective conclusions were drawn for all involved stakeholders, as follows

No one-sizefits-all approach

GDPRprovision for a rislbased approach is horizontal as there are not exemptions or light weight
approaches based on the organimat size, availability of recourses and capabilities. Similar to larger
organizations, SMEs have to identify the level of risk, depending on nature, scope, context of processin
along to the types and volumes of data procesdddwever as personal data messing operationdiffer

among data controllers, so will the overall risk based approsblth extends beyond the data security
provisions

Guidance Needed

The GDPR provision goes beyond the mere adoption of specific security measures, supporting th
establishment of a thorough informatiosecuritymanagement system for the protection of confidentiality,
integrity, availability and resilience of personal data.However SMEs are not fully acqint to the
perception of riskrom the personal data perspdet andthey could benefit from a more guided approach

that will bridge the gap between the legal provisions and their understanding and perception oStisk.
guidance should be based on best practises and innovativgdisciplinary approaats for séf ¢evaluating

the effectiveness.

Competent EU bodies and Data Protection Authorities should develop practical guidance documents
will be able to support and assist different types of data controllers.
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European research community and competent Ebdiees should shift their focus on promoting EU polic
implementation through innovative solutions and development guidelines.

Demonstrating Compliance

Certification, marks and seals have servéor yearsas usefulindicators of adherence to pralefined
principles and characteristic&DPRunder articled2, recognizeshem as acceptable mechanisrassessing

the level of data protection andemonstrating complianc® YLK aA & A& 3IAGBSYy G2 GK
as on the one hand they are graduallyyiaj more and more on third party technologies, products and
services and on the other hand, GDPR compliance can also constitute a competitive advantage. Building
the experience ofEuropean Privacy Séaland the ongoing discussions on Buropean ICT sadty
certification framework for products and services described i@OM(2016) 411, a harmonisegscalable

and transparentlata protection certification mechanismith relevant standards should be established.

The European Commission should liaisélwData Protection Authorities and competent EU bodies ar
define the scheme and the operation of European data protection certification mechanisms, seals
marks.

Communication andAwarenessRaising

With less than two years befor@ DPRorovisionscome into force,EU organizations arenly starting to
consider the changes they should undertake and broaden the perspective of their existing information
security and business strategy. However, thdéent of change requirednd how changes will affect the
organization cannot be foreseen. Organizations should therefereommunicatel the need forshifting
approach along to the requirements asgecific guidelines or recommendations.

The European Commissipnompetent EU bodies and Data Protection Authoggishould and Competen
EU bodies Data Protection Authorities and EU bodies should draw up and implement a strateg
communicating both the principles and transition compliance steps to GDPR provisions.

WWWw.europeanprivacyseal.eu

http://ec.europa.eu/newsroom/dae/document.cfm?doc_id=16546
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