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Terminology

The term CERC (Computer Emergency Response CapabilitiesIC&RE®Bdustry Control Systems

CERYwill be used throughout this document to depict the capabilities that a Computer Emergency
Response Team (CERT) needs to develop in order to providesseividhe protection of ICS and

ICS networks. For better readability by avoiding repetition of abbreviations a couple of synonyms will

be used, dependmp o n t he CO{ERCz &r V(iic.ees.” ‘tloCSdepi ct t ho
responsi bi | hetovwerall mamatgoba QERT irt tleat context, etc.).

Executive summary

Industrial Gontrol Systems (ICS) armdispensablefor a number of industrial processes, including
energy distribution, water treatment, transportation, chemical, government, defeand food
processesThough until a few decades ago ICS functioned in discrete environments, nowadays they
tend to be connected to the InternetThis enables streamlining and automation of industrial
processes, but carries with tihe risk ofexposure tocyber-attacks. The ICS are lucrative targets for
intruders like criminal groups, foreign intelligence, phishers, spammers or terrorists. Therefore, the
ability to respond to and mitigate the impact of ICS incidents is crucial for protecting critical
information infrastructure and enhancingybersecurity on a national, European and global level.

This document israinitial attempt to provide a good practice guide for the entities that have been
tasked to providedCSComputer EmergencyResponseCapabiliies (ICSCERC). On the other hand,

this guide does not have the ambition to prescribethe EU Member States which entities should

be entrusted with provision of IGSERGervices

This document builds upon the current practice of CBRiFsresponsibilitiesfor ICSnetworks and
also onthe earlier work of ENIS8n abaseline capabilities scheme for nationgivernmental(n/g)
CERTsConsequentlyit employs a similar approach in addressing the topics relevant fo€ EF&C
provision by using fourcategoriesof baseline capabilities: mandatservice portfolicand operations
in relation to ICSCERGnd, last but not least, cooperatiowith the other ICS stakeholders. These
four categories of capabilities are mutually interdependent.

In the chapter oomandate capabilitiesthe guide delves into formal processes foe establishment

of ICSCERC. It mentions factors that need to be taken into account when buildigBR@ather
than building response capabilities fdordinary ICT systemsThe guide also addresses the
advantagesand disadvantages of concrete types tie mandate ICS sectaspecific, national,
regional and global. It defines the constituencies forr@ERC and offers a variety of international
sources of inspiration for the mandate and etlformal aspects of IGSERC.

Operational capabilities (technicaljocuson actual ICEERC services to be provided, especially
the main phases dhe incident management cycle. The guide also briefly touches upon the question
of how to maintain, develp and improve IGEERC once it has been established.

The chapteron operational capabilities prganisational) deals with operationaaspectsequired for

the provision of ICEERC services aatbowith dedicated personnel antheir qualifications. The
guide highlights the importance of training and further education for the staff responsible for ICS
CERC and also raises the topic sfiigablehosting organisation for IGEERC.

The chapteron co-operational capabilitiessummargsesthe main reasons foon-goingcooperation
between CERT9roviding ICEERGCservicesand other ICS stakeholders. In theentext, the
peculiarities of both national cooperation (with ICS providers, vendors or CERTSs in the country) and

! http://www.enisa.europa.eu/activities/cert/support/baselineapabilities
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crossborder coopeation (international initiatives in the area of ICS protection like CIGRE, ESCoRTS,
IEEE and others) are discussed.

Wherever appropriate, examples of current practices related to handling ICS incidents are
presented.However, i should be noted that estdished CERTs in Europe still have very limited
experiencein and contact with ICSCERGservices For these reasons, this guide needs to be
considered diving document which willneed tobe updated in accordance with wider deployment

of ICSCERC in Europe. ENISA is ready to provide support to the teams respongitdepforision

of ICSCERGervices It already provides online training material for the CERTS relating to attacks on
critical information infrastructure (scenario 13 6ERT training ateriaf).

2 http://www.enisa.europa.eu/activities/cert/support/exercise
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1 Introduction

1.1 Aim and scope of the document

The objective of thiguideis to provide good practice to build a ComputEmergency Response
Capabilitiesfor Industrial Control Systems (KCERC). It aims support those teamsthat will be
entrusted withthe provision of ICEERC in the EU Member States, and for the governments that
consider assigninga mandate for IGEERCo a team The aimof the guide is not to make
recommendations on whiclbodies should be resposible forthe provision of ICEERCSuch a
decision is within the competence of the EU Member States.

Theguide builds on the currergoodpractice of CERTRat are tasked withdealing withlCSsecurity
incidents and on earlier work of ENISA drefining baseline capabilities for n/lg CERT&e four
categories of baseline capabilities (mandate & strategy, services, operation, cooperation) defined
previously by ENISA describe gropedy functioning CERT areith someadjustments the basis of

this document.Section 2, the core of the guide, examines in detail the four categories of baseline
capabilities required for the establishment and effective provision 6fJERGervices

Subjectmatter stakeholderswere consulted A number of CERTs in Europe avatldwide were

asked to respond to a survey on aspects of the abueationed four baseline capabilitiein the

area oflCSprotection. Several subsequent interviews wemnduded with the representatives of

the crucial stakeholders: CERTS, ICS asset owners and vendors. The main and most interesting ideas
and opinions of these stakeholders are highlighted throughoutibeument

1.2 European policy environment with regard to I&E€IRC andQitical
Information Infrastructure

Industrial control systems often constitute Critical Information Infrastructures.{THe EU and its
Member Statesare aware of theincreased exposure of ICS to outside malicious attacks. At the
European levehe EU Member States are working on countermeastmgsrotect CIFAn important
step wasthe adoption of the Directive on European Critical Infrastructtie®2008. The Directive
established a procedure for identifying addsignating European Critical Infrastructures (E@kl a
common approach for assessing the need to improve their protection. Howdhe=Directive has a
rather sectorialscope and refers only to the energy and transport sectors. In 201t# Directive

®ENISA, Baseline Capabilities for National/ Governmental CERTs (2009); Deployment of Baseline Capabilities of
National /Governmental CERTSs: Status Report, 2012

* Critical information infrastructure was defined in a Green Paper on a European Programme for Critical
Information Infrastructure Protection, COK2005) 576 final, aSncluding those physical resources, services,
and information technology facilities, networks and infrastructure assets which, if disrupted or destroyed,
would have a serious impact on the health, safety, security or economiebeially of Citizens or the effective
functioning of governments

° https://ec.europa.eu/digitalagenda/en/news/policycriticatinformation-infrastructure-protection-ciip

® http://europa.eu/legislation_summaries/justice_freedom_security/fight_against_terrorism/jl0013_en.htm

" Critical infrastructure was defined in a Green Pape a European Programme for Critical Information
Infrastructure Protection, COM(2005) 576 final,iasluding those physical resources, services, and

information technology facilities, networks and infrastructure assets which, if disrupted or destrogeat

have a serious impact on the health, safety, security or economiebg&ell of Citizens or the effective

functioning of governments
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was comprehensively reviewetliAs a result, the scope of the Directive may be extenitethe
future to other sectors that reljreavilyon CllandICS.

There have been a number ofinitiatives by European institutionsdealing with the topic of ClII
Protection (CIP). In 2009 the European Commission adoptedCammunication on Critical
Information Infrastructure protection (ClIPj The Communication included an action plan for both
the EU Member Stategovernmentsand the private sector. It was basecd dive pillars: (i)
preparedness and prevention, (ii) detection and response, (iii) mitigation and recovery, (iv)
international cooperation and (v) criteria for European Critical Infrastructures in the field of ICT.

Two years later another communication svagublished on the results achieved in meeting the
objectives of the action planrCommunication on CIIP okAchievements and next steps: towards
global cybersecurityd® The European Commission took stock of the results achiseethr and
announced followup actions. This Communication concluded that purely national approaches to
tackling security and resilience challenges are not sufficient, and that Europe should continue its
efforts to build a coherent and cooperative approach asrthee EU.

In its Conclusions on Cltof 27 May 2011the Council of the European Union stressed, among
other things, the need to fosteccooperation amongMember States by developing incident
cooperation mechanisms between thein. additiontwo ministerial conferences on CliRere held

in 2009 Tallinn Estonia¥and in 2011 (Balatonfiired, Hungafy)n Tallinn the debate(‘Tallinn
process) started on the general direction of the European efforts towards an increased network and
information security forCIIP The conference in Balatonflired aimed to take stock of progress made
and lessons learned (reflected in the abewmentioned Council conclusiond).also discussedays

to engageall relevant stakeholders and in particular the private sector.

In 2012 the European Parliament adopted eesolution on the European Commission's
Communication on CIIP oHAchievements and next steps: towards global cyksscurityd* The
resolution included recommendations that have subsequeb#gn incorporatednto the EU Cyber
Security Srategy and into the accompanying proposal for a Directive on network and information
security®® The EU Cyber Security Strategy explicitly mentions that the Commission and EU Member
States will'increasepolicy coordination and informatin sharing through the international Critical
Information Infrastructure Protection networks such as the Meridian netwddooperation among
competent authorities for network and information security and others

8Seea working document of the European Commisgitip://ec.europa.eu/dgs/home
affairs/pdf/policies/crisis_and_terrorism/epcip_swd_2012_190_final.pdf

o http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF

% http://eur -lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:01 6 3NFRDE
http://iwww.europarl.europa.eu/meetdocs/2009_2014/documents/sede/dv/sede150611cceybersecurity /se
del50611cccybersecurity_en.pdf

12 http://www.mkm.ee/eu-ministeriakconferencein-estoniainitializedtallinn-processto-securecriticat
information-infragructure/

' http://www.newspusher.com/EN/post/1302809162/EN-telecom-ministeriatconferenceon-ciip-
balatonfured.html
 http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=R¥2012
0237&language=EN&ring=A0D12-0167

1o http://www.eeas.europaeu/policies/eucybersecurity/

16 http://www.meridian2007.org/Default.aspx
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In this strategy the Europea@ommission asks ENISA to:

1 Assist the EU Member States in developing stroational cyber resilience capabilities
notably by building expertise on security and resilience of industrial control systems,
transport and energy infrastructure;

1 Examine in 2013he feasibility of Computer Security Incident Response Team(s) for
Industrial Control Systems (KCSIRTS) for the Ethe task that lead to the development of
this guide)*’

The overall EU policy on CIIP has resulted in a number of concrete achievenseatsll@w-up to

the Communication on CIIP (see footnd the European Forum for Member States and the
European Publidrivate Partnership forResiliencé® were established.In addition two pan-
Europeancyber exercise§Cyber Europe 201band 2012°% and one EQUS cyber exerciséCyber
Atlantic in 2011") have taken place. The objective of these exercises was to trigger communication
and collaboration between EU Member States when responding to-ksgke attacks affecting ClI.

In 2010 ENISA publishedrinimum set ofbaseline capabilitieand relatedpolicy recommendations
for National/ Governmental Computer Emergency Response Teams (GERfImction effectively.
In 2012, ENISA took stockthe progress made angpdatedpolicy recommendation&

In recent years ENISA has researcbederalissues redted to CIIP, witlan emphasis on improving

the protection and resilience of ICS. In December 2011, it published a r@potécting Industrial

Control Systems: Recommendations for Europe and Member St&fasith extensive analysis of

the ICS protection in Europe and beyond. It also includes ICS security standards and guidelines
(Annex Ill) as well as a list of initiatives in ICS security (Annex IV).

EUMember Statedhave also made progress in adoptingtional cybersecurity and CIIP strategies.
Usually, thenationalcybersecurity strateg deak with CIIP issue® while a separate strategy is less
common. Germany is an example of a Member Stad¢ has botha ‘general cyber security strategy
anda srategyon CIIP?

Y This task is in fact analogous to earlier work by ENISA in the area of baseline capabilities for n/g CERTs
18 https://resilience.enisa.europa.eu/ep3r

19 http://www.enisa.europa.euéctivities/Resiliencand-ClIP/cybercrisiscooperation/cyber
europe/ce2010/ce2010report

% http://www.enisa.europa.eu/activities/Resilieneand-ClIP/cybercrisiscooperation/cybereurope/cyber
europe2012/cybereurope-2012key-findingsreport-1

2 http://www.enisa.europa.eu/activities/Resilieneand-ClIP/cybercrisiscooperation/cyberatlantic/cyber
atlantic2011

2 http://www.enisa.europa.eu/activities/cert/support/baselineapabilities

% http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticaiinfrastructureand-services/scada
industriatcontrolsystems

**ENISA maintains a selection of national cyseeurity strategies at
http://www.enisa.europa.eu/activities/Resilieneand-CIP/nationalcybersecuritystrategiesncsss/national
cybersecuritystrategiesin-the-world.

» http://www.bmi.bund.de/cae/serviet/contentblob/598732/publicationFile/34423/kritis_englisch.pdf
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2 Recognised practices for ICERC

As ICSbecome increasingly interconnected and thus more vulnerabland a greater target of
cyberattacks®® it is also becoming more important that ICS computer emergency response
capability (ICEERC) is in place to counter these threatsQERC can be developed and offered by
many different entities, including CERTs, governmental asgaons, nongovernmental
organisations and private corporations. Incident handlirgya core ICS capabilitthat must be
provided by any such actor, but the specific nature of the ICS sdwmerrity arena means that teams
with ICSCERQ@ill often also serve other functions such as shgrand distributing information
about ICS cybegecurity incidents or collecting statistics about ICS incidents.

The challenges in developing these capabilities have many similarities to those faced in the broader
ICT environment, but also key differenaas be observed ICSCER®ave to be built up witihose
differences in mind. Still, the overlap between the capabilities needed for responding to ICS cyber
incidents and ICT cybarcidents means that the experiences and best practicesedfestablished

CERT teams can serve as a valuable resource for the developmenGERCS

ICSCER®G@nay require different resources and objectives, but they will have a common need to be
built up based omood commorpracticess r om ‘ nor mal ’ CERT wor Kk

ICSCERC can be built up based on four main elements as explained below, which are in line with the
baseline capabilities scherfe

Tablel: Elements of ICEERC

Element Description

(1) Formal Capabilities| Covers the necessary processes and procedures concerning the fun
roles and responsibilities of actors #te ICSCERC is being develope
what the mandate should include, how long the mandate should last,
why a mandate is impdtant and needed.

(Mandate, role and
responsibilities)

2 Operational| Concerns the services and activities that an entity with-CERC
Capabilitiesg Technical| responsibilities should develop, the follewp steps to developing thes
services, the investment required in terms of time andowgses, and
specifically how to develop incident response capabilities.

(3) Operational| Includes a working regime for entities providing-lCERC, developing tf

Capabilities ¢ | necessary internal expertise for ICS cybecurity, and traimg

Orgarisational programmes and policies.

(4) Cooperation ang Addresses stakeholders which the entities providingGERC should se

Capabilities to cooperate with as the capability is being established and thered
describeswhy cooperation is necessary, and hdoevapproach potentia
partners.

1t is important to note that even systems that are not connette external networks can be targets of
attack.

*" By ICT environment, this document is referring to computers, computer networks, and other
communications systems, but without a specific focus such as industrial control systems.

2 ENISABaselineCapabities for National / Governmental CER2809);Deployment of Baseline Capabilities

of National /Governmental CERTSs: Status Report, 2012
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Figurel: Fourmain groupsof CERCapabilitiesin ICS

Source of ICEERC Responsibilities

-

Formal capability

Cooperatiorcapability . _

Overview of Development oiCSCERC

Pageb



2.1 Mandate considerations for IGEERC

A mandate for building IGSERGnust clearly and fully cover functions, roles and responsibilities
that fall under the four groups of Id&ER@epicted inFigurel. A mandate shoultlke the nature of
ICS cybemncidentsinto accountwhile respecting and ideally complementing a country's existing
cybersecurity structures and legislation.

2.1.1 Industrial Control Systems versus Information Communications Technology

ICS and ICT cybigrcidents can have different characteristics that should be taken into account as
ICSCERC servicese being developed. Asfandamentalmatter, system performance (availability),
confidentiality and data integrity are generally regarded as primary goalseinGi worldHuman

and environmentalsafety are major considerations for ICS cyksgcurity providersdue to the
nature of the processes being contied, although system availability and dadad systenintegrity

are also important?

Furthemore, while cyberattacks on both industrial control systems and ICT infrastructures can have
significant and damaging consequences, industrial control systems are commonly associated with
specific critical infrastructure sectors. The EC's 2008 Directive on Européaal Gfrastructures
establishes a procedure for identifying and designating European Critical Infrastructures and an
approach for improving their protectiofl.As a result, ICS cybsecurity carbecome more critical

given the potential of many ICS cyksecurity incidents to have a major impact outside of the ICT
domain; for example, a cybattack on a power plant's control systsmould cause a number of
possible safety and health issues, whereas an ICT -eytaexk would be less likely to cause such
issueqalthough itmay do salepending on the sector attacked

CERT respondent: "The very fact that the incident affects ICS and critical informa

infrastructure makes the incident severe and attaches high priority to its handling."

ICSesponsibilitiesshould be developed taking into account a number of factors that can distinguish
ICS cybesecurity efforts fromtraditional CERTapabilities, although it should be recaggd that
cyberattackson ICTcan also cause significant harm aeduire development ofobustcapabilities:

Table2: Distinguishingcharacteristics of providingCSCERE

Distinguishing Characteristic Example

Impact on supply chains, broade ICS cybeattacks are more likely to cause significant dam
economy; due to the nature of the sectors where control systems

found. For example, a cybattack that takes an electrice
power station offline, even for a limited amount of time, col

* See Guide to Industrial Control Systems (ICS) Security, Recommendations of the National Institute of
Standards and Bénology, US Department of Commerce, 2011 (available at
http://csrc.nist.gov/publications/nistpubs/80@2/SP80e82-final.pdf)

% See Directive on European Critical Infrastructures, 2008 (availabtepafeur -
lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:345:0075:0082:EN:PDF

%L See Guide to Industrial Control Systems (ICS) Security, Recommendations of the National Institute of
Standards and Technology, US Department of Commerce, 2011 (savailabl
http://csrc.nist.gov/publications/nistpubs/80@2/SP80e82-final.pdf)
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cause sigriicant economic damage and create the potential
injury and/or loss of life.

Challenge of building IC| Developing IGEERQCequires attention to specific device
expertise and knowledge protocols, and network infrastructures that may not
required for traditional CERs Further, cybessecurity issueg
impacting control systems are more likely than broader
cybersecurity issues to affect a spc sector, which makes
more challenging for IGSakeholdergo build up expertise ang
knowledge.

Challenge of finding qualified IC| The fact that ICS cybeecurity is often tied to a specifsector
employees of Cll can make it more challenging to firsditable and
experienced staffor CERTs providing protection E2SCERC
than for traditional CERTsvhich are based more on gener
principles and skills.

ICS can involve extremel The sensivity of information pertaining to ICS can ma
sensitive information vendors andother ICS stakeholdersless willing to share
information about ICS cybesecurity incidents, which in tur
can make it more challenging to provide {CIBRC services.

ICS cybesecurity infrastructure | There have been significant efforts to develop best pract
is less developed than for ICT across the ICT sector, ranging from transnational efforts sug
FIRST to regional efforts such as Trusted Introducer or ENI
nationatlevel ndional / governmental CERTs. A number
orgarisations which are dedicated to improving ICT cyk
security exist, including sew-specific groups and IG#ayers
such as US IGERT, but such efforts are not as common or,
in the early stages when it aoes to ICELERC

CERT respondent: "Despite bearing a lot of similarities with traditional IT systems, tr
are dJSOA I £ L/ { F Stb &) dedtdok indastrikife;l bl profodols; [and] ¢)

devices. Ordinary CERTs do not possess the knowledge of how the infrastructures ¢
networks areorganised or how the protocols and devices work."

/

The process for building up KCER@ust take these factors into account, and these factors serve as
the basis for managing a mandate.

2.1.2 Obtaining amandate

A mandate should provide the basis for understanding what a team's responsibilities are when it
comes to ICEERCHaving a clear mandate fisndamental for providers of IGSERQGo gain the

trust of constituents and other IGS$akeholdersThis is particularly important in the ICS context for
establishing the necessary levels of puplitvate cooperation (e.g., overcoming ICS vendors'
hesitarcy to share information with providers of KCERGervicesdue to their concerns about legal
liability for improperly disclosing information).

A number of factorsnustbe taken into accountvhile creating a proper mandate:
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A country's current cybesecuity strategy (develop IGSERG line with this)

The mandate of the country's nationdl governmental CERTddvelop the mandate

advantageous to the development of KCERL

i Other existing regulations and communications regarding CIIP (proceed in line with
European and national legislation in this area)

1 The scope of mandatesifteams already exercising KCER earn from existing examples
both in and outside Europe)

1 The vews of ICStakeholderswho will be part of the constituency regarding the scope of

the mandate (engage these playavhile defining the mandate)

= =

Consideration of the abowvmentioned factors should help to ensure that an JCERC mandate
matches the need®f the constituency and thdCS communityas a whole and helps the CERT
providinglSGCCERGervicedo establish and gaitrust andlegitimacy withboth its constituency and
other relevant institutions such as its government dhd CERT community.

As metiioned before:ICS is a specific area with unigue challenges, and it wilbbeasyfor ICS
CER® be developed in a way that meetse expectations of the organisations responsible for their
development, of government, and of constituendis suggess that ICSCER@ a teamshould be
developed with simplicity and directnessn mi nd ( “start small , think

Figure2: ICSCER@andate considerations

Government/ Host Team Responsible fdCS .
Organgation CERC Constituency
AExpectations AUncertainty about Scope (Roleand Responsibilities)
AResources ALack of Trust
AFormal Processes and Mandate ALack of Recognition of Capabilities

Unfortunately, there are relatively few existing tearpsoviding ICSCERGerviceswith publicly
available mandatefor use as aeference.lCSCERT in the United States is one prominent example
of a CERT that has been established to handle ICS-sgberity issues and has taken the lead in
publishing best practices lated to developing IGSERC

A number of European CERT oligations have(to some exten} developed ICEER@Nd provide
ICS cybesecurity services to their constituents, including:

f CERFI(Finland)**which has an informal mandate in the area of industrial control systems
cybersecurity issues, and is hosted by FICORA, the Finnish national regulatory authority;

f Danish govERT(Denmark)* which also has an informal mandate in the area of ICS eyber
secuity issues as an n/g CERT;

% Seehttp://www.ficora.fi/en/
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f Federal Office for Information Securitf@Germany)**which has a formal mandate in the
area of ICS cybesecurity granted to it by the German Parliament.

 CERZPT (Portugal)®® which provides some IGSERC services to its constitag despite
having no formal mandate.

2.1.3

Rangeof the mandate

Therange of the mandate for CERTs with ICS responsibiitsesneeds tobe determinedis the

focusglobal, parEuropean, regional, national or sed@? ICSCERC can be valuable at any of these

levels. Each type odngehas advantages and disadvantages:
Table3: Potentialrangeof ICSCER@andates

Range

Advantages

Disadvantages

Sectoral

Capabilities will serveectorspecific
ICSstakeholdersandcan easily
develop intoa forum for sharing of
information and best practices given
the constituency's common interests

Can be more challenging to mana
without a geographic component t
the range ICS stakeholders from
different countries face differen
regulatory and legal environment
linguistic challenges can also arise.

National

ICS players from the same coun
will face common regulatory and leg
environments; the focus on a sing
market makes it easier to focus
what types of ICEERGeed to be
developed.

ICS players might have little
common and little reason {(
cooperate besides sharing a comm
country; a national span makes i
more important that the right entity
is providing IGEER®@ avoid political
and other wrangling.

Regional /
European

Pan

ICSCERGwith a regionalfocus can
create synergies and facilitat
information  sharing across E
Member States; this can be positi
for providing training, harnessin
greater resources and providin
services such as the gathering
statistics. The  experience

institutions such as ENISA can also
leveraged to good effect. Furthe
private providers (companies
offering services in this area typica
operate across borders in differer
countries, so crosborder incident
managemat could be easier tc
implement  from a  practica
perspective.

Regionalevel CERs with ICS
responsibilitiesface challenges fron
different legal and governments
systems, which can make cooperati
harder to achieve; ICS players mig
be more hesitant about sharing
information in regional forurathan in
a national forum where there is clea
responsibility for information
security. Further, nationa
governments often exert authority
over CII, which can make it mo
challenging to establish effectiv
regional or parEuropean inciden
response capabilities forthe ICS
cybersecurity arena.

Global

Globatlevel mandates foCERTS witl

Globallevel mandates can creat

¥ Seehttp://fe -ddis.dk/cfcs/CFCSDocuments/rfc2350_govcert. pdf
3 Seehttps://www.bsi.bund.de/EN
*See http://www.cert.pt
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ICEERCresponsibilities can create
synergies, facilitate the sharing

good practices and information acro
the widest possible group of IC
stakeholders and in principle offer
access to grdar resources, althougl
obtainingthoseresources may still b

challenging.

issues associated with regulatory a
legal frameworksCERCFurthemore
national governments often exel
authority over ClI, whicltkan make it
more  challenging to establis
effective global incident respons
capabilities forthe ICS cybesecurity
arena.

European CERT teams surveyed for the purpose of this document expressed a slight preference for
mandate rangesf either nationalor sectoriallevel:

Figure3: Preferredrangefor ICSCERGsurvey results

m State
m Regional

Sectorial

Number of answers6 (Q: What is the optimaknge of ICSCERC?Gfaphshows results from survey asking
European CERT actors with-lCER@esponsibilitiesvhat in their opinion ighe preferablerangefor amandate
in the field oiCSCERC serviges

It is worth considering whether dedicated FCERTSs should be created at Member State or EU level.
The advantages of these types of state BJ-level incident response capabilities dedicated to ICS
cybersecurity issues are cleaa state- or EUlevel mandate would provide the chance for an
orgarisation to develop IGEERCat a high level and establish mationatlevel (or higher)
constituency.Available resources are a consideration for whether it makes sense to provide a
mandate for developing IGSERGt these levelsjf resources are limited, it may not be easy to
argue persuasively for separating out a dedicatedCERT instead of positioigj it within a Member
State or Etlevel body with existindtraditional) CERT capabilities

2.1.4 Defining theconstituency

The constituency is the overall customer base to which a team with ICS incident response
responsibilities provides its servicdsleally, the constituency should be defined as precisely as
possible.

Within the ICS ecosystem, there are a number of types of players which are at the core of ensuring
ICS cybesecurity efforts, which should be considered when determining the constituency. A
mandate can require IGSERGervicedo be provided to several types sfakeholdersincluding:
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1 Public ICStakeholders ICSCERGerviceswill be offered to governmental bodies (assets
owners), whether at a national level (e.g. national security) oremlocaised level (e.qg.
operations of specific plants). Generally, public institutions will be more open to
cooperation with teams charged with developing CERCand are likely to take a more
cooperative approachStakeholders from public sectare atthe heart of the ICS cyber
security ecosystem because many sectors with control systems fall within the public sphere
andagovernmentusually has a greanterest inprotection of its national CII.

1 Private ICStakeholders Private ICStakeholderslay an important role in the broader ICS
cybersecurity ecosystem in terms of incident handlingSCERGerviceswill need to be
offered to companies (e.g. assets provides)teamsresponsible folCER@roviding them
will have to invest more in relationght and trust-building with thesestakeholders as they
are usuallymore hesitant to share information or to report ICS cybecurity incidentsin
order to reflect legal obligation forrjvate stakeholdersto cooperate with teams with ICS
responsibilitiesreporting of incidents needs tbe formallydefined inthe mandate.

1 ICS vendordqalso part of the private ICS stakeholders, but due to their special role singled
out in the considerations)CSCERGerviceswill have tobe offered to thecompanies that
sell, install and maintaimdustrial control systems. These actors neagnhave their own
ICSCERGIevelopedand therefore may be particularly reluctant to cooperate with other
entities offering ICSCERGervices ICS vendors arespecidly key constituents for teams
with ICSCERGQesponsibilitiesbhecause of their important roles in terms of providing asset
owners and providers witlservicelevel agreements (SLA), vulnerability patches, updates,
and upgrades of systems.

Teams offering IGSERGervices may decide to limit tha to constituents of a certain sector ¢o a

particular company's customers. If the scope of a mandate is limiteduch a wayhen it is

important that it covers all the key players (public actors, private actof3$ Ivendors) within that

sector. Likewise, care should be taken that a mandate igowbroad as to make the constituency

completely unwieldy. When a mandate covers multiple or all Cll sectors, it shealdo considexd

how to involveall stakeholderdrom all of these sectors idefiningthe mandate and considering the

services and role of the team with KCERCThis is particularly challenging due to the different
nature of sectors (for example “energy” and “hea

2.1.5 Seekingnput for mandate

Teamsresponsible for developing I€ERGervicesneed to investigateo third parties for input
regarding their mandates and development of capabilitids. mentioned, lere are stillvery few
orgarisations offering ICEERGervicesor ICS best practices comparisonto more genergl CERC
traditional CERT$ut input from other parties is invaluable

There are a number of org@ations with worldwide, European, national sectorial scopethat
could offer input to a team seeking to develop {CBRGervicesThese includ®:

1 CIGREA global orgaisation dedicated to the exchange of information and best practices
about power stations!

1 International Atomic Energy Agencihe IAEA offers meetings and good practices related to
the security of nuclear energy fatigs®

% For an extensive list of 8securityrelated initiatives see the Annex IV of ENISA reffamtecting Industrial
Control Systems: Recommendations for Europe and Member States
http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticainfrastructureand-services/scada
industrialcontrolsystems/annexv

37 Seehttp://www.cigre.org/What-is-CIGRE/Activities
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1 ENISAThe European Network and Information Security Agency provides a variety of best
practices regarding ICS cyksrcurity as well as recommendations and good practices for
establishing incident response capabilitie€Europe™

1 ESCoRTIheEuropean Network for Security of Control and Real Time Sysééms to
foster progress towardsybersecurity of industrial control systems in Europg dssisting
the EU as a whole (e.g. authorities, industry, manufacturers, etc.) in developing informed
positions and in shaping current and future efforts related to control systems security
standardisatior{®

1 European Network for Cyber SecuritheENCS is a cooperative association that creates and
brings together knowledge and resources to secure Europgticat infrastructures. **

1 ICSCERTThe US IGSERT is widely regarded as the leading dedicate€@ BRI worldwide,
and offers a variety of resources including good practices and training materials, as well as
significant experience in providing KCER® its constituency?

1 Centre for the Protection of National Infrastructufehe United Kingdom's CPNI provides
protective security advice and advice for security planffng.

1 US Department of Energ¥he United States' DoE offers a variety of documentsgauti
practices for IGEER®

1 US Department of Homeland Securifyhe DHS provides recommended practices with
regard to ICS security and is the host oiigation for US IGEERT®

9 Institute of Electrical and Electronics Enginedise IEEE produces a $iigant amount of
literature on engineeringelated topics’

All of these orgaisations could be sources for teams charged with developingCERGervicesas
they try to establish a mandate and promote thGERGervicedo their constituencies

2.1.6 Importance ofmandate

The current practice in Europe is thaational/ governmental CER3 responsible forprovidinglCS
CERGervicesare not given a formal mandate. Instead, they are often provided with a broader
mandate that covers all of their activiti€gcluding ICSCERGervices)o the extentthat they are
“expected to developthe capabilities This may reflect the extent to which KCERGervicesare

still viewed as just an extension of these n/g CERT teams' core responsibilities, rather than as an area
which requires the development of a separate group of capabilifies.

This approach may work for some tedn@ERCbut it can also create challengdor them if their
CERG@®nandateis not specific enough to support cooperation between them and their private sector
constituents. This couldbe especially challenging for teams responsible for developingC ERE
when an existing entity already provid6SSCERC serviceBhis may occur if an entity plays a larger
role in cybersecurity in the country and haalso other responsibilities. In particular, mandatory

¥ See http://www.iaea.org

% Seehttp://www.enisa.europa.eu

““See ESCORTS, Security Control and Realtime Systems, Survey of Existing Methods, Procedures, and
Guidelinesavailable athttp://www.cen.eu/cen/Sectors/Sectors/ISSS/Focus/Documents/D21.pdf
4 Seehttps://www.encs.eu/

a2 Seehttps://www.encs.eu/

*® Seehttp://ics-cert.uscert.gov/

* Seehttp://www.cpni.gov.uk/

*® See http://www.doe.gov

*® Seehttp://www.dhs.gov/

" See http:www.computer.org

8 Analysis based othhe survey conductedio provide input into thidocument
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reporting requirements to such entities may conflict with the more voluntary model of coojperat
favoured by teams with IGSERCespecially with private actors and ICS vendors.

As discussed previously in this study, the nature of ICS -sgoerity threats and the potential
reluctance of privatesector ICS players and vendors to cooperate withte with ICSEEERG@nake
establishing a baseline supporting cooperation especially important. Thus, a team charged with
developing IGEERGervices that does not have a clear mandate may struggle to achiest,
legitimacy and cooperation with key I16t8keholders

In the longer run, having a formal mandate for+t€ated activitieswill benefit teams because it will

offer a clear and speciftommitmentto their responsibilities and how they should interact witie

various ICStakeholders In addition having a formal mandate means having formal legislative and
legal support for the activities of a team with 1@Sponsibility In turn, with formal processes in

place that must be respected, KCERGervicesmust be developed within certain guidelin€ghe
increasing prominence of ICS cysecurity matters will make it more worthwhile to ensure that
teams with ICS responsibilities have a clear mandate for these activities and the necessary support
and tools to carrghem out
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2.2 ICSoperational capabilities: Technicatonsiderations

When buildingup operational capabilitypne main challenge is to determine, tehich ICSCERC
services are suitable for the constituendyis decision must be supported by a good understanding

of the constituency gk, type of services which could be delivered, resources available, and, last but
not least, the scope of the mandate.

Services provided in the initial stage of such a development of ICS incident response capabilities will
depend on a number of factorgdluding:

I The mandate and mission;

1 Available resources (human and financial);

1 Size and scope of the constituency and its needs;

f The current services provided by the teamtside thelCS constituency (synergié8)

Current practice shows that teanaéming atestablishing CSCERGervicegypically provide several
other CERT services well reactive services, proactive services, and management services with a
focus on incident handling, vulnerability coordination, raising awareness among constituents, and
training>

Figure 4: Servicgsortfolio for ICS constituency

Teamwith ICSCERC

Vulnerability

o Awareness Raising Other Services
Coordination

Incident Handling

Within these categories of services, teams can offer any number of more specHield@8
services. For example, US-ICERT provides four core areas of functionality to its constituents:

“valid only if the CERT is already mandated with building ICS incident response capability.
* Results of survey of European CERT players carried out in conjunction with this document, asking those with
ICSCERCs about the specific types of ICS services they offer to their ICS constituencies.
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Figure5: US ICEERBervice offering*

ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

Conducting Technical Analysis of

Alerts and Advisories
Malware, etc.

Coordinating, Monitoring

Incident Response Services A
Vulnerabilities

In 2013JRCERT, which was charged witilding ICS incident response responsibilities recently,
provides three IG&lated services: incident handling suppostulnerability coordination and

awareness raing for ICS assets ownéfdhe team intends to improve its incident handling
capabilities and is considering providing-gsite and offsite services to ICS asset owners in the

future.
Figure6: JRCERT IG®rvice offering®

[CCY

JPCERTI—TA3—Latia—

Incident Handling Vulnerability

Services Coordination Awareness Raising

Interestingly, current practice in Europe shows that teawith ICSCERGesponsibilitydo not
universally provide either incident response service or vulnerability assessments for ICS, even though
these ae generally considered to be core services of any CERT*{&mthe other hand, many of

these teams with IGEERCprovide more ‘passivé services such as issuing alerts, incident
coordination, and technology watch. This may reflect strategic decisions by these teams to establish
themselves by first developing their capabilities in eadeprovide services or it may suggest that
these teans have limited resources (financial and personnel).

*L|CSCERT Year in Review, 2012, U.SCEFST, at p. 3

°2 Seehttp://www.jpcert.or.jp/english/cs/controlsystemsecurity. html

%3 Seehttp://www.jpcert.or.jp/english/cs/controlsystemsecurity.html

> Analysis based on survey conducted in conjunction with this report
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Figure7: Serviceprovided by CERTespondentsproviding ICSservices

Penetration Testing
Security Audits
Vulnerability Assessments
Education and Awareness
Advisory Distribution
Announcements

Incident Response

Technology Watch

Incident Coordination

Alerts/Warnings

0% 20% 40% 60% 80% 100%

Number of answers6

Q: What services, if any, do you provide in relation to ICS?

It is crucial that the teamsvith ICS responsibilities decide offering servicesonly after having
discussedwith their constituents (ICS providers/asset owners) and ICS vendors (sexetiem2.4

on cooperation). At the momerit is problematic thatlT security vendorsften have insufficient
understanding of ICS environments when they are trying to sell their products. According to ICS
security experts, vendors often try to apply security designed for protecting data in a traditional ICT
network, which hasnany aspects not apypihg toa network of ICS devices. For example, in the ICT
network environment a malwarenfectedcomputeris often simply taken off the networkThe same
approach in an ICS environment couybtentially lead to a catastrophe in a power plant,
manufacturingfacility or oil and gas pipeline. Therefoi®LAs must be given a strong priority with
regard to vendors®

2.2.1 CERTBervices to develop good technical capabilitites ICS

Even after taking into account the differences betwee8 HDd ICT, teams developil@SCERGHill

have to decide what services they will provide to their constituency. This section provides a brief
overview of some of the services that are and can be provided in the ICS area. It also explains how
the nature of ICS cybeecurity influences these services, and looks at current practices from
existing teams to deliver services in ICS area.

*For more iinformati on vseened otrtse seretni calse c'lluTe |l seescsuroint yi n
(http://www.csoonline.com/article/733873/itsecurityvendorsseenascluelesson-industriatcontrol
system3
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2.2.1.1 Incident handling

Incident handling is a core service that every CERT must provide, and should also be considered a
core service in the ICS areaven thoughincident handling servicgin the ICS context are often
challenging to develofas mentioned beforelSomereasons fotthis beinga challenging tasknclude

for example the difference itype and priority of incidents, different standards aptbcedures to

deal with and manage them, the type and size of the network and (national, regional or global)
distributed network nodes (ICS objects).

Often ICSnetworks are autonomous, completely separatedstandalone, sometimes distributed
systems aarss the network (with different ICS/security solutions and vendors), following different
legalregulations, policies and strategies across the national borders. In addition, what couants as
incident handling service can be perceived differently by diffelactors, e.g. as incident response,
coordination, onsite support, or advisory services. There are also other aspects to consider while
deploying ICEERC as mentioned at the beginning of this chapter: the scope of the maamtthte
current services prodied by the existing team or requirements for the personnel.

There are several problems that can arise in the context of incident handling that can be specific to
the ICS arena, and in particular tend to affect parties' willingness and ability to shanmaitibn
with a team responsible for incident handling in this area:

1 Concerning ICS vendors: obtaining timely information about ICS incidents, vulnerabilities
and patches could be challengingtifs not clearly defined irsLA for specific ICS products;

T Concerning ICS providers /ISPs: ICS edmmirrity incidents are sometimes not discovered in
a timely manner due to providers' lack of proper security detection capacity;

1 Concerning ICS asset owners: there could be a lack of trust or willingness to ateoper
especially if the team's responsibilioies
reportingincidents in Cll area).

There is broad agreement that there is not yet sufficient sharing of information about ICS cyber
security events. Stithere does not seem to be significant support for mandatory reporting of ICS
incidents affecting critical infrastructure by ICS providersother actorg to governments or other
entities with ICSCERQesponsibilities This makes it more complicated tarcy out ICSCERC
responsibilities, and should be taken into account by teams trying to develop strategies for
deploying their capabilities with these players.

The problem of encouraging parties to share information makes it more important that teams with
ICSesponsibilitieknow which parties to turn to when handling incidents:

f CERTsffer advisories about emerging security risks or about incidents seen elsetyhere

1 Vendorsoffer security patches and updates, and are good resources for general information
about ICS technologies and equipment;

1 ICS Asset ownershould beinvolved in discussionabout how to improve their business
models, which includes taking into account obtaining ICS eséaurity services;

1 ICS Service providéiSPsshould share informatbn about network outages andyber
security incidents and can help minsa the impact of these incidents to the extent
possible;

1 Other teams with ICEERGCcan be valuable in terms of obtaining information about
challenges they have faced and best practices, as well as potential cooperation in terms of
responding to a particular incident.

*®In Europe provided for example by CHRDr CERBUND.
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Teams with IGEER@esponsibilities need to take on the challengeggodwinginto a trusted partner

to these other types of players when it comes to the incident handling service provision. Reluctance
to share information about incidents will keeconstant challenge for any team mandated with ICS
incident response capalhigs.

Respondent from thelCSsector. "The main hindrance [to effective incident handling] i
the possibility of being heavily penaéd for disclosing such information, which results i

loss of credibility and value for the company. The way to ovem® this would be to
establish a norgovernmental (CERT) entity dealing with ICS incidents."

CERT respondent: "It is important that ICS vendors, operators, and ISPs are all involy
the incident handling process. Vendors often do not discloseiafbrmation, although

they have to provide patches and work on mitigation of the incident. Operators tend
ask CERTSs for assistance. Therefore, CERTSs are perfectly fit to act as an intermedia
coordinator of incident handling management."

Theincident handling process should involve as many of the parties discussed above as possible,
including ICS vendors, operators, and service providers, as well as the impacted party and the ICS
CERC team. Because of the challenges involved with incidedliri@nit is an area in which teams

with ICSCERGesponsibilitiescan demonstrate their value, importance and experience to their
constituents. Thus, it is very important that they develop strong and consistent incident handling
capability in the arela

N~

As mentioned previously, ICS incident handling service could encompass a number of actions:
1 Providing technical support to the victim of an attack;
1 Guiding the attack victim to recovery;
1 Developing a process for protection in the event of similar futuracks;
1 Alerting other potential attack targets without disclosing confidential information;
9 Assessing and relating the incident to other events (with the help of authorities).

Another challenge teams with ICERQCesponsibilities faces that some ICS adsewners do not
havewell definedcybersecurity incident response processagplace

Incident Detection

An initial task for teams responsible for providing incident handling serviceaisoigireinformation
about anon-going cyberincident affecting an industrial control system. There is usually no legal
responsibilityfor ICS asset owners, vendors, or network service providers to report incidents, and
these players may not be comfortabhdth sharing this information.

This makes it important for theeams with IC8esponsibilitieso demonstrate trustworthiness and
transparency and instil confidence their abilities to handle data and information witkufficient
confidentiality.

There are a number of stefisat can be takerio make it less burdensoe for the players tshare
information.
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9 Incident detection services (on the site of asset providemcident detection is usually
within the responsibility of the ICS asset provider. The incident detection infrastructure
shouldbe in place orsite of these stakeholders. A team with I&Sponsibilitiescan provide
advice about the security settings (risk assessments, if needed, for example)

91 Incident verification A team with ICEER®@eeds to be able to verify that an incidentois-
goingby discussig it with the reporting partyandthrough data analysis. Current practice is
to use various means of communicating with other players, includingp®8icted
websites, PGncrypted emails and telephone cails.

1 Acaquiring data It is important that teamffering ICSCERGerviceshavethe correct and
complete set ofdata about an ICS cybeecurity incident to respond appropriately.
Common data points that should be collected include: the type of ICS incident (accident,
virus, etc.),data aboutthe posside attacker the system and hardware impacted, a brief
incident description and the incident's impact. It is advisable that teams follow common
CERT incident reporting formats with adjustments for ICS incidents.

1 Coordination Coordination is an importarglement of efforts to respond to detected ICS
incidents. Teams with IG&ERGhould coordinate with a variety of players, including: the
impacted ICS orgasation, the team's own host org#sation, vendors, operators, network
service providers, or relevagovernmental bodiesContact information should be regularly
checked and updated. It is also important that teams developingCER@isseminate their
contact information on a regular basis to their constituency.

91 Incident response toolsA team with ICEER@esponsibilityhas to have the necessary tools
to handle an incident. Fdraditional CERTs, ENISA has grouped tools into seven functional
groups, which also make sense for ICS cyimdent response efforts, given that
interviewees say that the paesses for responding to an ICS incident are generally similar to
those for an ICT incideni.

*"The practice also shows that ICS players (providers or owners) are not very faitiijaor equipped with
the security level of communication (e.g. PGP encryption).

For mor e i nf or mat iCtearinghosise e for EINIde®tA ' Handling Tools at
http://w ww.enisa.europa.eu/activities/cert/support/chiht
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Figure8: ICSncident handling tools’
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Note: Activities related to detection of an ICS incident are usually the responsibility of the ICS piivadés.
why the teans with ICSCERGervicescould havefor example an advisory or coordination role in this regard
(tusually doesn’t have the access to the network itsel

Incident Containment

At this stage, the teams with IERC need to taka active part in the whole process of incident
management. Thegspeciallyneed to assess the impact of the incident on the critical infrastructure
in the country andensure(in collaboration with the ICS asset owner or provider) that the incident
does not pread further andavoidgreater damage.

Once information about an ICS cyksscurity incident has been obtained, the necessary steps must
then be taken to respond to the incident, according to the initial priority of the incidEmé initial
priority has to be assigned kgn ICS incident reportesuch asa system administrator of a particular
industrial control system (following defined incident categorisation policy). Then, based on more
general knowledge or incident escalation procedure (e.g. othepi@&ders are complaining about
identical/ similar incidents) the priority can be changedised.

Containment can be especially important in the industrial control system environment because of
the special considerations associated with ICS securityding among other&:

1 Performancerequirements Industrial control systems are tiragritical by nature in terms of
the levels of acceptable delay and jitter, which means that attacks on ICS need to be
contained as quickly as possible.

9 Availability requirements. ICS processes are oftenntinuous in nature, which means that
there cannot be outagesr that outagesshould be planned in advance.

1 Riskmanagement requirementsICS cybesecurity incidents can threaten human life and
injury, endanger public health or confidence, raise regulatory compliance issues, and cause

%% http://www.enisa.europa.eu/activities/cert/support/incidentmanagemen{(Section 8.9
® National Institute of Standards and Technology, US Department of Commerce, Guide to Industrial Control
SystemgICS) Security, Sectiorl32011)
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the loss of equipment or valuable intellectual property, all of which make containment
critical.

As a reult, the necessary steps to prepare to respond to incidents must be taken. In particular,
processes and policies are needed for:

f Handling evidence The nature of ICS cybsecurity incident§'means that evidence will
have to be handled which is confideslti sensitive, or proprietary in nature. Thus,
consideration must be given about how to handle such evidence so as to not lose the
support and trust of constituent.

1 Documentation Incident response processes need to be documented properly. This is
important both for confidence and capability building, and also helps prepare records for
analysis and lessons learnt from previous cases.

1 Roledistribution: Effectively containing an ICS incident means havingdeéhed roles and
responsibilities among diffent players that are involved and responsible for the successful
containment.

Incident Remedy

Remedial actions for an ICS cysecurity event should include mitigatinke incident's short and
longerterm impact on the affected orgasation, escalating the response as necessary, and ensuring
that the right lessons are learned so thhe sameincidentdoes not happen agaims with other
aspects of responding to ICS cylsecurity incidents, the nature and the possible criticality & IC
cyberincidents should be taken into account when the incident remedy or escalation procedures are
being set up.

Mitigation is generally a core objective of remedying an incident. Impacted ICS providers mostly
escalate the incident only when it is sevezaough to seriously affect their productioko the

remedy depends on several aspects, for example on the incident severity (affecting energy supplies,
transport flows or even people’s | ivdaggescabcr i ti c
DDoS attack), etdncident mitigation can be a core activity that can helpbimth minimise an
orgarisation's loss and mitigate the weaknesses that the attacker exploited.

In order for this service to bring real benefits to the constituents, iinigortant that the necessary
arrangements are made on the part of interested stakeholders. Teams need to have in place
resources andn operational mode for responding to and mitigating the impact of ICS incidents. The
ICS providers need to have effective maaisms and processes for incident detection and
potentially sharing of the incident data with KCERC teams. The ICS vendorstasean important

role to play: to provide patches and improvements to their solutions in line with evolving nature of
cyberattacks on ICSAs a result ICS and the infrastructure need to be configured correctly
(hardening) and access rights need to be assigned adequately.

Due to the nature and potential consequences of ICS egbeurity incidents, responses to incidents
may nesd to be escalated either within their host orgsations (company) or to the appropriate
reporting bodies (e.g. governmental entity responsible ¢gbersecurity over CIIP, if applicable).
The nature of threats to industrial control systems might have a huge impact on different assets.
When public safety or environmental damage is at issue, remedying the incident or preventing

o1 http://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticainfrastructureand-services/scada

industriatcontrolsystems/canve-learnfrom-scadasecurityincidents
2 For example, it concerns evidence handlinghef Indicators of Compromise (1oC).
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worse case scenarios from acang will mean bringing other parties into the discussion. As with
other aspects of ICS cybgecurity responses, this means that there must be a plan in place for
escalating the response to an incident befitreauses great damagé®

Remedying an 1G§bersecurity incident also means not allowing it to happen again. There is both
an information sharing and analytical side to this. It means hapingedures in placéor sharing
information about cybeincidents, while taking into account legitimaterdmentiality concerns of

ICS orgaisations, vendors, and other impacted players. One of the formats used for automatic
sharing of information on incidents in a unified way is OperffOC.

Incident Closure

Closing off an ICS cybecident is the last st of the incident handling process. Some aspects of
incident closurgsuch asartifact handling etc) may be difficult to provide due to lack of resources.
Even within the' t r a d CERT ecamenlinity many national and governmental CERTs do not offer
artifact handling service¥.Thus, cooperation with the host orgmation and reaching agreements
with sources of funding will be an important part of efforts to develop these specific services. The
importance offor exampleartifact handling serviceshould rot be underestimated, as they can help

to understand why an ICS cybszcurity incident occurredand, in consequencerevent it from
happening again

Other aspects of incident closure, includidgseminatn o flessons learned are less resource
intensive, but still require the investment of time and manpower togb@nnedand implemented.
The incident closure has to be closely coordinated among teams withegp8nsibilitiesand ICS
providers (doing followup onsite modifications to their ICS likeconfiguration). ICS vendors need to
be involved after lessonshave beenlearned in orderto upgrade and modify ICS solutioaad
becomemore resilientto cyber threats.

It is important thatteams withICSesponsibilitiekeep records of ICS incidents and provide periodic
summary reports. These summary repaate a valuable source for updating natioralbersecurity
strategies ingeneraland strategies for critical (information) infrastructure protection in particular.
On a European level ivould be useful to have overall European statistics ond€&irity as well
These could take a similar form to that used for reportiAgticle 13 incidents in the Member
States®’ Providing comprehensive statistics will be welconbyd CSCERC teams, vendors, providers
and asset owners alike, which have up to now relied mostly on reports frol@ERS in the US.

2.2.2 Maturity of capabilities and further improvement of operational services

Consideration should be given at an easlgige asto how to improve and further develop technical
capabilities (service portfolio) once a team responsible for developingc EREls off the ground.

The shifting nature of cybehreats facing industrial control systems necessitates this, as does the
fact that constituencies will expect more as they feel more comfortable in their cooperation.

% One recent example of such a disaster recovery plan for critical infrastructure:
http://www.state.il.us/iema/disaster/pdf/IDRP/IDRP_AnnexH.pdf

*Detailed information on ENI SA’ fonalrcontinigendy plans ig dvalablec r i s i s
at http://www.enisa.europa.eu/activities/Resilieneand-ClIP/cybercrisiscooperation

® http://www.openioc.org/

®sSee conclusions of ENISA’s report on Baseline C
http://www.e nisa.europa.eu/activities/cert/support/files/statuseport-2012
See ENISA's Annual I n dtip:dvew enisaearppa.eutactivRiés/Rdsiliemeang o r t

ClIP/Incidentseporting/annuatreports
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Further development of IGSERGhould consider two main areas:

1. Deepening and improving services already offered. In particular, this will mean refining and
improving the processes for handling ICS cyde=urity incidents, as this is a core service to
provide.

2. Broadening the scope of services offered. Constituents will want more services as they grow
comfortable with the roles of IGSERGwvailable to them, whetér these services are in
areas such as providing training courses or beginning to offer specific services (e.g. artifact
handling) associated with the incident handling process.
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2.3 ICSoperational capabilities Organsational considerations

Operational considerations for teams with ICS capabilities stfoaltson making sure that the right
support is in place for the IG&&ERGervices including having the right personnel, providing training
that reflects the ICS environment and ensures th&ff have the right skills and knowledge, and
working with the host orgaisation to make positioning of the ICS capabilities as beneficial as
possible.

2.3.1 When to provide services for IGSvhich operational mode to choose?

As is the case for CERTs deplvith‘t r a d i ICT sysiems, teams with |@&Sponsibilitiesmust
consider incident handling to be a core service, to an even greater extent because ICS failures
resulting from attacks, human errors and otheausesoften haveimmediate effects on as$s and
potentially lives. Examples include energy catastrophes such as oil spills, floods, leakages of
dangerous chemicals, major rail incidents, or power outages. Therefore, a 24/7 reachability regime
for incident reporting and handling is a necessity tlis part of reactive services, because of the
possible critical impact of an incideatcurringin the ICS environment.

However for the other groups of services provided by CEf®I®activeservices and security quality
management servicéy the operating regime can be business hours only. In the case of some
services like technology watch, the operational regime could be defined and agreed in cooperation
with private companies, including ICS technology vendors.

When deciding upon the operational mode, it is important to consider whether such a model is
already in place at the team entrusted with providing-ICERGervicesor whether this will need to

be built up from scratch and with additional resources. Thigralso the need for IGSERC teams to
determine whether existing CERT IT software and solutions can be appli€@related incidents.

For most ofthe typical CERT services tluan often be the case only for specific services like
penetration testingor reverse engineering the settings might be different.

Last but not least legal aspects have to be taken into account. This may prove the most challenging
task as protection of ICS is related to national security matters and the legislation in this aezg i
specific—as is the accompanying information process, which is usually lghsjtive

2.3.2 The ight personnel forthe ICS environment

Having quality staff is critical for developing and providingGERGervices. Human resources
requirementswill depend on factors such as mandate, constituency, available resources, regulatory
and business drivers, and operational hours. Staffing correctly means finding individuals with the
right experience and capabilities as well as reaching a size sufticieatry outthe mandate.

In terms of division of responsibilities and roles, there are different potential team sizes and divisions
of responsibilities that can be used. The structure to be used by a particular team should be based
on considerations suchs its mandate, its host orgmation, the services it is providing, resources
available to it, and the services that it plans to provide in the future. For example, arhiecident
handling service in a particular operational mode is being offered,op@ed and resources must
reflect this. Moreover, it should be kept in mind that as ICS capabilities are in the early stages of
being developed, resources and personnel may need to be distributed differently than when higher
levels of operational maturitydve been reached.

There is no one solution for dividing staff’ s
responsibilities. As a general matter, there are additional specifications to the ordinary CERT team

% For a detailed definition of CERT/CSIRT servicestp#iwww.cert.org/csirts/services.html
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composition (e.g. for CIIP strategy apalicy as well as ICS risk analysis and contingency planning),
as these are core matters where ICER@re being created. Beyond this, technical expertise with
ICS skills and knowledge will be needed to ensure that incident handling and other seratss re

to ICS can be provided at a high level.

The general process for hiring staff for developing-@ERGervices will be similarto that for
traditional CERTS, but the specificity of the ICS context should be kept in mind. In particular, staff for
teamswith ICSCER@esponsibilitiesshould have speciged knowledge and skills that relate to the
aspects of providing ICS cykscurity capabilities discussed previously in this document. Most
important for developing IGSER®@vill be reaching a base level staffing either with these skills or

of individuals who are capable obtaining the skills to provide the ICERGervicedo be offered.

CERT respondent: "There axery specific knowledge domains associated with contr
systems versus commodity cyber infrastructure. Not only technical, but busin
knowledge as well. It is important to understand the economic drivers of an industr
sector in order to effectively wrk with them to improve their cyber security."

CERT respondent "Despite bearing a lot of similar characteristics with traditional
systems, there are special ICS features that incident handlers must be knowledgeable

Respondent fromICSsector. "While, for example, forensics analysis is the same, |

incident handlers must possess the knowledge and capabilities to deal with specific
PLC and RCU."

/4

The hiring process for staff on teams responsible for developing EER&Is an important matter

that should be given sufficient consideration. In particular, the process should acknowledge the fact

that staff will be dealing with Cll matters and helping ICS players handle incidents thathkeave

potential to cause significardamage. This means that staff should be vettiedroughly during the
recruitmentpr oces s, and consideration should be givert
perform under pressure and willingness to be-aall for incident handling and responsé reon-

working hours. This is important not only for the development ofGER®n a team, but also for

making sure that ICS vendors, industry players, and even governmental agencies are comfortable
working with the team as it establishes {CERGervices

N

Preemployment screening methods provide a good tool for the hiring processerRpboyment
screening is a type of check that employers conduct either before they offer a candidate a job or
during the hiring process. The types of screenings includer@airbackground checks, credit checks,
employment history verification, education verification, and driving record checks or other specific
on-demand checking. However, this pgenployment screening should be done only forsedected
candidates fulfillig the main requirements: the technical knowledge and experience. In some cases

69 http://en.wikipedia.org/wiki/Programmable_logic_controller
" http://en.wikipedia.org/wiki/Remote_Terminal_Unit
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additional certificates might be requested (e.g. allowing access to confidential information), which
are issued by authorised bodies (usually ministries of the interior/homeesiy.

It must be decided whethean existing teanshould becommissionedwith developingICSCERC
servicesor a new teamshould beset upfor this. Staff from existing CERTs can be entrusted and
appointed, particularly for matters which are not necessalCSspecific, including the typical CERT
operations and capabilities related to distributing information. The use of shading of staff
between teams is desirable from several perspectives, including-seestg, administrative
knowledge sharing, anlduilding capital for the team with IGSER@t other orgarnsations.

2.3.3 Training personnel fothe ICS environment

Training for ICS environments should be given significant consideration, as it is a core part of efforts
to develop ICEERGervices. The firstmatter to be considered is who can be offered training. Of
course, teams with IGSER@vill need to offer sufficient training opportunities, but they shoualdo
consider working with other members of the ICS community when it comes to training. For exampl
ICS vendors, asset owners, and providers all need continual traisingllto keep their staff ugo

date on ICS cybesecurity matters. Thus, it will often make sense for teams developing ERE
services tocollaboratewith thesestakeholdersyhich creates mutual benefitsCollaboratiorcan be

useful in creating the type of 1&€®listic grounds for discussion that could have significant benefits
not only for the team with ICE£ERGervices in developing its capabilities but also for helping to
build cooperation between it and ICS players in its market.

Beyond an IGSpecific view, teams with IGERCresponsibility can also consider whether
cooperation with established CERImildbe useful in providing training. Thigaditional CERTSs are

often better established, have longer track records of offering training to their staff and
constituents, and may have more resources. Of course, this cooperation will typically be most
fruitful in areas where ICT and ICS activities and services overla@BRIts may find that their staff

also benefit from building up knowledge about industrial control systems. This is especially the case
wherethel CS agenda falls under one team’'s responsib

The specific nature of providing KCERGervices has to b considered, though. In particular, the
impact of ICS cybesecurity incidents can differ, as discussed in this document, and the methods to
be taken to mitigate these impacts will be different as well. Moreover, the ICS technical environment
is often an autonomous, internal network, which means that cyisecurity threats carshow
different characteristicérom conventionallCT systemand networks There arealsosoftware- and
hardwarespecific protocols that are used for ICS, and training for ICS-sgbarity capabilities has

to take these specifications into accouas well These factors can make it more challenging to
provide training in the ICS area than in the traditional ICT domain.

As a result, training opportunities for staff must be conshkasiought out by teams responsible for
developing IGEERGervices, especially when resources are limited. Cooperation with CERTs and
other organisations which provide training in this area can lower the costs of the actual training, as
can virtual trainng progranmes. For example, the SANS institute offers a number of virtual training
programmes in the IC@rea which could either be used by teams with {CER@esponsibility or as

a basis for developing similar offering€ENISA also provides extensiwaine training material for
CERTSs including virtual images, handbooks and toolsets for students and lettlilésstraining

and exercise material is provided fremd can, on request by a EU Member State, be applied by
ENISA trainers

& Seehttp://www.sans.org/vlive/sessions
& http://www.enisa.europa.eu/activities/cert/support/exercise
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2.3.4 Suitable hostingorganisation for ICS incident response capabilities

Thehost orgarsation has a strong influence on the development ofGER(becausets power and
position in the national CIIP policiesid processegan streamline measures aimed at enhancing
cybersearrity. It can also allow more flexibility when dealing with incidents (e.g. escalation
procedure). It can be considered as an advantage if the host organisation of a team with ICS
responsibilitieshas an important position as regards planning and executionational policies in

ClIP. This is especially true while escalating incidents, vehdmect line of communication to
national bodies responsible for CIIP plays a crucial role.

Different institutionscould act ashosting orgarisations for teams chargewith developing ICSERC
For capabilities aimed at theational level, n/g CERTs (@ther their host organisations) are just
one of the optionsavailable The wellestablished teams with IG8sponsibilityare usually parts of
and/or funded by organigions withcoordinaingroles in national policies on CIIP (see below).

The baseline organisational needs of teams with@ERGervicesmight be similar tahose ofan
existing CERT, including ensuring that they receive sufficient funding from #teotgansation,
have welldefined lines of responsibility and reporting, legal suppartd determining whetherthey

can use their host orgasation's experience, expertise, and resources for their effective and efficient
operation.

The teams that now egi at national level, that havéCSresponsibility(for examplel CSCERTh the
US)provide interesting insights into potential ways to posititiose teams US ICEERT's host
orgarisation for exampleis the National Cybersecurity and Communications Integration Center
(NCCIC), which is under the auspices of the Office of Cybersecurity & Communications (CS&C), which
is embedded within the Department of Homeland Security (DHS).

The orgaisational chart ér the DHS, CS&C and NCCIC is shown below:
Figure9: US DH®rgarisational chart

U.S. Department of
Homeland Security

Mational Protection &
Programs Directorate

Office of Cybersecurity
& Communications

Stakebolder Naotional
Office of Cybersecurity Federal Motwark

Emergency a v Mabwor Secusity
i TRt ard Communications
Communicaticns 2 Intagration Casnber Resilience Deploymant

3 Available athttp://www.dhs.gov/aboutnationalcybersecuritycommunicationsntegration-center
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As another example in Jap#@S cybesecurity is not separated out from the responsibilities of the

n/g CERTJRCERMCC operates its IGEERC servicess an element ofts * t radi ti.onal’
JPCERT/CC (almost fully funded by MBWinistry of Economy, Trade and IndustAgupports its
constituency with several types of ICS cybecurity services, including incident handling, ICS
product vulnerability coordination, and awareness raising.

In Europe the current practice shows that {CBERGerviceshave been developed eitér within the
n/g CERT itself (Slovenia, Denmark) or within an asgaon closely related to the n/g CERT
activities (Portugal in academic and also de facto national CERT, Germany in Federal Office for
Information Security, FORTH in Greece as a CH®Ihost orgaisation characteristics regarded
most positively by the teams with IG8sponsibilitiesnclude

9 If the host organisation is not a regulator or military agency, it is easier for the teams to
develop and maintain strong trust relationships Wi@S vendors, industry sectors and other
private sector organisations.
It turns out that the best collaborative relationships are voluntary, not mandatory.
It is an advantage to use reputation, experience, expertise, contacts and infrastructure of the
hog organisation ircybersecurity and ICS.

= =

CERT respondentWe are a government institution that does not aim at making a pragit

the industry partners appreciate this a lot."

™ http://www.meti.go.jp/english/
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2.4 How and why to develop good @perative incident response
capabilitiesfor the ICS sector

2.4.1 Importance of cooperation

A cyberincident impacting an industrial control system can have a significant negative impact not
only on the organisation itself, it can also harm national security, cause injuy death of
orgarisation employees or community members, damage equipment or the environment, or disrupt
supply chains. ICS information infrastructure has become more interlinked in recent years, to an
extent that IC®rgarisationsthemselves may not evebe fully aware. This means that threats can
rapidly cross boundaries betweemgarisationsand even nationg’

The attacks may batentional and targetedlike the weltknown Stuxnef, a piece ofmalicious
software detected in 2010, which focuses spealficon &menssoftware and hardware, modifying

the logics of Siemens S7 PLC microcontrollers and hiding this from the supervisory software
application/ operators. Unintentional consequences or collateral damadem other attacks (not
particularly targetd at the ICS) likevorms, viruseor even simpldCS failures may, for example,
cause havoc in railway and other transport flol¥But there are alsanintentional incidentscaused

within ICSorgarisations while for example testing new software on operational systems or
unauthotised changes to system configuratidh.

This reality makes cooperation at any level crucial and indispensable for teams which have incident
response responsibility over the |@8tworks. The gpointedteam must serve as a single point of
contact for all IC8rgarisationswithin its constituency. Further, this team should be a wetjarded
incident responder and a trusted disseminator of important information. This makes developing
trust with other similar teams and their constituencies very important, as well as cooperation
between them and other (ICS) partnessch asational bodies responsible for CIIP policies and ICS
assets owners, provider and vendors. Trust is to be based owiniaspects of collaboration, as for

the constituents it is importanto instigatecollaborationasan open partneship, rather than to put

in place a strict regulatory regime with sanctioning powers.

ICSespondent: "The high level of trust is crucial for effective incident handling."

" For more information on previous ENISA studies in the areatefdependencies see for exampl€yber
Security Aspects in the Maritime Secténttps://www.enisa.europa.eu/activities/Resilieneand-ClIP/critical
infrastructureand-services/dependenciesf-maritime-transportto-icts), ‘Emergency Communications
Stocktaking (https://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticalinfrastructureand
services/emergencgommunicationsstocktaking, ‘Good Practices for Resilient Internet Interconnections
(https://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticalinfrastructureand-services/inter
x/resilienceof-interconnection3 or the already mentionedProtection of ICS: Recommendations for Europe
and Member Statés(https://www.enisa.europa.eu/activities/Resilieneand-ClIP/criticalinfrastructure-and-
services/scadéndustriatcontrol-systems$

"® Falliere, Nicolas, Murchu, Liam O and Chien, ¥82.Stuxnet DossieBymantec. 2011

"Tsang, Ros€yberthreats, Vulnerabilities and Attacks on SCADA netw20RS.

®As a result a power plant maye shut down for longer periods, a plane may crash or a satellite may be
misplaced. See the articl&éhe Role of Software in Recent Catastrophic Accidanthe IEEE Reliability Society
Annual Technology Report 200%tp://paris.utdallas.edu/IEERRSATRdocument/2009/200917.pdf).
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The importance of cooperation at both a domestic and international level muset®grised and
implemented at an early stage when building the capabilities. In ide&lurostances, the
cooperation links should be well defined and workable with CIIP policy bodies, law enforcement
agencies and the intelligence community to coordinate incident response efforts among federal,
regional and local governments, when necessary.

However the priority is to establish and maintain collaborative relations with all ICS, assets owners
and vendors concerningroviders within the constituencyccording to theservice portfolio. In
addition, cooperation needs to be extended to other C&RiTorder to share IG®8lated security
incidents and mitigation measurés.

Including all these stakeholders will contribute to strengthening the resilience of national critical
(information) infrastructures, and thus national securignd to mitigatingthe impact of the ICS
incidents based on the lessons learned. Broader exchange of best practices among the teams with
ICSresponsibilityis necessaryo improvethe incident response capabilities of these systems in the
future.

2.4.2 Choosing partners foraoperation at the national level

The underlying objective and focdsr teams with ICS responsibilitpust be to protect critical
information infrastructure and support the seamless functioning of tf@% are indispensable for
this infrastructure. It is butmost importance to understand the difference in approaches to solving
incidents in traditional ICT systems and those affecting@€%aid out in this report)While for ICT
systemsconfidentiality and integrity might be the main concern, for ICS ehfggtors pertain to
human safety, environmental impacts and the process itself (loss of equipnpeotiuction).
Therefore availability ranks highest among the three fundamental characteristicylodérsecurity

in this area. This aspect needs to be retibel in cooperation between teams with KCERC and
relevant stakeholders.

The cooperation activities will often involve many actors, including governmental bodies, law
enforcement agencies (LEA), CERTSs in the country, and mostly private sector comgalitigsadth

ICS. The cooperation with national CIIP authorities must be formally established and based on
national CIIP strategiesnd regulations. With private or senprivate ICS constituents the
cooperation is generally voluntary which makes it importat for the team to demonstrate
trustworthiness, reliability andperationalincident response capabilities.

ICS asset owners and services providers

Cooperation and communication with ICS providers and asset ownalsoisrucial. Unfortunately,
lack of knowledge about a team's existence or its capabilities can make it more challengimg for
team to benefit from cooperative efforts at a domestic level wittese partners So, the first task
(much more important than in # case of other cooperative partners) is to promote awareness of
their own existence and their value proposition for the constituents.

The informal nature of cooperation and maintaining trbstsed personal contacts is advisable, again

more so than in thease of other cooperative partnensased on theobservedpractice for effective

service delivery and a fruitful bilateral collaboration. This relates especially -git@wisits of 1IGS

CERC team’s personnel tike transi @ coraral systeams i vailwayrosdir f a c i |
traffic, power plants, dams, chemical factories, food processing) in order for the technical personnel

to get acquainted with specific features of li@She constituency3aff who maintairs the systems

® see  Control Systems  Security  Program, -GERT, available at http://icscert.us

cert.gov/sites/default/files/DHS_CyberSecurity |ICSCEERTSheet/8.pdf
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(e.g. system dministrators, PLC operators) should be educated in the more general issogisesf
security and incident handling.

One challenge that is likely to arise is to establish a good operational incident reporting mechanism
with the ICS providers. In the shortrite, it will not be easy to mandate such cooperation because of

a generabkepticism lack of knowledge or trust ithet e a discreetnessThe outlined cooperative
approach which is based more or less on a voluntary model (after the industry players dobecom
aware of the ICEERC sxistence and especially its usefulness) is probably the best way to start. In
the longer term, teams with IGSERGhould work with the national policymakers and ICS asset
owners and providers to discuss whether mandatory incideporting could improve the practice

and bring any additional value to the operations.

ICS vendors

Gooperation and timely information sharing with ICS vendors is also very important. ICS vendors face
their own challenges in terms of convincing theiistomers of the importance of ICS cyisecurity,

and have to be realistic in that their customers' interest levels in ICS -sgloerity matters can
depend primarily on whether they have already been impacted by a eydogurity incidenbr not.

ICS vendrs must focus on ensuring the security of their products and services, and it is important
that teams with ICEERGervicesunderstand how vendors are trying to accomplish this to improve
their cooperation and lines of communication. Vendors can doithisnumber of ways, but broadly
speaking, they will try to:

91 Integrate security features into their devices and then help their customers maintain
security througtservicelevel agreements (SLA);

f Implement security standards (e.g. ISA4EX343, formerlyISA 995° and compliance
requirements (e.g. North American Electric Reliability Corpordfigtical Infrastructure
Protection (NERCIP) compliance requirements);

1 Provide best practices to their customers on how to implement security features to their
products;

9 Provide follow-up services to their customers, including patches and vulnerability
announcements’

To the extent that teams with IGSERC capabilities can form positive relationships with vendors, this
can be beneficial to their efforts to offer quigliand timely ICS services (like alerts and warnings) to
their constituency.

N/g CERTSs and other CERTs

The relationship with the n/g CERT in its country is especially importaspecially where IGSERC
servicesshould be provided at a national lev@lheir activities must generally be coherent and
streamlined (complementary to each other if feasibligy examplein the case oftoordination of

incident management process It is up to the Member States to decide whether teawith ICS
responsibilityshould be separate entities, divisistof existing n/g CERTs or work under any other
arrangements. But as n/g CERTSs are regarded as a single point of contact for other CERTs within the
boundaries of their countries and globally, it is desirable thatGER teamsalsojoin the CERT
communities Via these platforms they will be in a better position to exchange information on
‘general ICT incidents and ICS in particular as some industrial CERTs may also take part in the
activities of these platforms.

80 http://www.isa.org/autowest/pdf/IndustriatNetworkingand-Security/Phinneydone.pdf
81 Analysis based on interviews with vendors conducted in conjunction with this.study
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CERTrespondent "The implementation method and placement of countermeasures ¢
defences may be different [for IGGERC teamshnd the business domain mawlso

impose different or stricter requirements towards reliability and availability

N

National bodies responsible for CIIP agenda

As ICS in sectors like energy, water treatment, transport, chemicals and others constitute a part of
critical infrastructure, it is a necessity that the team responsible for ICS area establishes and
maintains a good relanship and cooperation with all relevant bodies responsible for CIIP at
national level. This cooperation can be defined in national CIIP strategies and regulations. The
criticality of ICS requires that such cooperation can be activated as fast as pafbla serious
incident affecting ICS, and therefore critical infrastructure, is detected. Possible arrangements for
the cooperation could take a form afcybersecurity council or national crisis committee. The teams
with ICSCERC will probably not have the main decisi@mking role, but should have an advisory
role, because of the incident response expertise.

Law enforcement agencies

Cooperation with law eforcement agencies (LEA) is another key domestic relationship. As the
attacks on critical infrastructure cahave criminal aspects (sabotage, act of terrorism or other
hostile political motives), the police and the judiciary also need to be involvethdtessary to bear

in mindthat the information flow will probably be mostly unidirectionafrom the team to LEAs as

is documented by current practi®0On the other hand, the team should regard this cooperation as
one ofits crucial partnership due tothe possible impact of ICS incidergs the teamshouldbe a
valuable source of information and expertite LEAs. For example, the abewentioned Stuxnet

can be considered as a reference modedltep-by-step guideline for a future generation ofalware
against ICS.

2.4.3 Cooperation at cros$order level

ICS cybesecurity and threats raise specific issueschingon sensitive matters such as national
security that are less common with traditional ICT cyagacks. This makes information sharing
harder to achieve, especially across borders, and will in turn place a signieaetit to trust. It
needs to be saithat with the interlinking of ICS across borders the complexity of cooperation and
especially legal implications increase

Cyberattacks on industrial control systems may easily occur across national borders and impact
orgarisations with operations in nany different countriesThe attacks include massive distributed
denial of service attacks (DDoS), efforts to penetrate networks undetected, DNS poisoning, SQL
injection attacks or malware infections. The aims of the attacks vary from shutting down sesvice
operations to the theft of services and data or extortion attempts. According to a stadthe
Crossfire: Critical Infrastructure in the Age of Cyber Warducted by McAfe#® the most sensitive

see ENI SA' s report on i nformation sharingat bet wee
http://www.enisa.europa.eu/activities/cert/support/fightagainstcybercrime/supportingfight-against
cybercrime/cooperatiorbetween-certsandlaw-enforcementagenciesn-the-fight-againstcybercrimea-first-
collectionof-practices/at_download/fullRepar

8 http://www.mcafee.com/us/resources/reports/rgn-crossfirecriticakinfrastructure.cyberwar.pdf
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critical infrastructures in energy anmhturatresource industries (such as water and sewage plants),
are some of the least secure. Executives at water and sewage facilities also reported having the
lowest level of security measures in pldé&specially when these facilities are located cluse
national borders (for example dams and water reservoirs), incidents affecting their control systems
may have serious repercussions for critical infrastructures in more Member States. However, the
immediate geographic distance is of less importance whecomes to attacks and disruptions
relating to power plants or transport flows.

Thus, incident responses may need to be coordinated across countrsgmaironsed between ICS
and other actors in a number of different countries. Further, best prastior responding to and
preventing attacks on industrial control systefrecomeless and less countigpecific. These factors
favor cooperation at the crodsorder leve) as is also necessary when dealing éilye-scale cross
border ICT incidents.

Thiscooperation can create efficiencies in facilitating response for teams witheKp8nsibility for
exampleas regards mitigation of incident impacts tresverenergy supplies and cros®rder high

speed railway transport. Resources of the tegongviding ICSCERGervicescould be limited, and
capabilities need to be built up to face challenges resulting from the attacks on ICS. This means that
best practices need to be taken note of and used, and ICS knowledge should be built as efficiently as
possible Knowledge sharing with other existing and experienced teams and industry players is one
relatively straightforward way to accomplish this.

On an international level, there are a number of challenges to cooperation on ICSsegoeity
matters. Teamsvith ICSesponsibilityare not as widespread or agell-known astraditional CERTS,

so there is not a robust network of similar players or a wide European community in place as teams
develop their ICEERCHowever as pointed out earlier in this documenttilising the expertise and
experience of existing CERT communities would be beneficial for a team chargetC&@ERC
services

A number oforgarisations offer international forums or facilitate cooperation among ICS pla¥ers
Organsations that focuson ICS security matters such as CIGRE or even broader CERT community
orgarisations such as FIRST and industry associations can be useful resources, and could be
important to the development of operational and effective incident response cooperation at an
international level.

A respondent from thelCSsector roted very good cooperation within NAMUR, ai
international user association in the chemical and pharmaceutical processing industt
where information is shared among attendees.

Another respondent roted that his teamis a member of FIRST and that its customers we
willing to discuss IG&lated matters with it in this forum.

8 For more information se@.1.5and footnote36.
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CERTs witan ICSCERC agenda are not always members of EuroSCSIE or any other European and
global initiativedealing with ICS and its cybsecurity aspects. Teams to be tasked with-GERC
servicescould welcome such discussions and forums and shoulddaleetive part in them. Thus,
participating in international ICS forums and developing relationships witérdeams could be a
fundamental part of efforts by teams with KCERCo develop andto better serve their
constituents. Besides, it is recommendtthit such teamseek recognition among the wider CERT
community. Membership to or accreditation at FIRS Trusted Introducef® although not
specifically focused on ICS, can be a very gtegto gainingecognition and acceptance by experts

in the area of incident response capabilities. Some of the industry players are already engaged in
theseorgarisationsand initiatives via their incident response teams.

At the same time, it is logical to establish mutually beneficial bilateral relations with teams in other
countries. Some of the teams that can been as demonstratingood practices in IGSERCni
Europe and beyond have been mentioniadhis document. Other examples will inevitably follow as
moreteams with ICELER@re established and attaia certain degree of maturity.

8 https://www.trusted-introducer.org/index.html
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3 Conclusions

This document provided an overview of many of the importemtsiderations for a team charged
with developing ICEERGervices, with a special viean incident management capabilities. As
stressed throughout the document, there are some unique challenges associated with providing
cybersecurity services for indtgal control systems, but the process can be made more
manageable by followinglentified good practices for CER&sd taking into account experiences
which exist already in Europe and globally. Information sharing and cooperative eé#figrts
indispensal# elements of the development efforts.

The responsible team needs to bear one paradigm in mind, which is different for ICS compared to
traditional ICT systems. It is the priority aspect on the tksanded CIA security scale:
confidentiality, integrity,availability. While fotraditional ICT systemifie main priority is integrity,

for ICSavailability ranks highest. This has a lot to do with the fact that ICSnalispensabldor the
seamless operation of critical infrastructu@yberincidents affecting ICS can have disastrous effects

on country’'s economy and peopl e’ spafalysetrarsport They
nationally and internationally and causeologcal catastrophes. In order to face these challenges, it

is of utmost importance that the team is equipped with d@ifle capabilitiesof a ‘typical well-
functioning CERT but with additional adjustmentstfar ICS environment.

As protection of critical infrastructure (and thus of ICS) is a mattenadibnal interest, often
embedded in national CIIP strategies and regulations, there should dlean mandatedefined,
especially for incident management activities. The main constituents will be large ICS players (energy
companies, transport companies, chemigadustry, food processing), which, unlike constituents of
traditional CERTs, sometimes do not have sufficient expertisgharsecurity. On the other hand,

the established CERTs do not necessarily understand or have a deeper knowledge efpeaifior
technical aspects of ICS.

Incident handling is a core servidbat every CERT must provide, and should also be considered a
core service in the ICS ardacident handling service in the ICS contaili be challenging to
develop, as a result of (for exate) the type and priority of incidents, different standards and
procedures to deal with and manage, the type and size of the network and (national, regional or
global) distributed network nodes (ICS object&h initial challenge for teams responsible for
providing incident handling service is to get information about an ongoing égbrtent impacting

an industrial control system. There is usually no legal duty for private ICS asset owners, vendors, or
network service providers to report incidents, arigese players may not be comfortable sharing this
information. This makes it importarihat a team demonstrates trustworthiness and transparency

and builds confidence in its abilities to handle data and information with complete confidentiality.

Thehiring processfor staff on teams responsible for developing HCEBERGervicesis an important
matter that should be given sufficient consideration. In particular, the process should acknowledge
the fact that staff will be dealing with Cll matters and helping players handle incidents that have
the potential to cause significant damage. This means that staff should be véibedughlyin the
recruitment process, and consideration should be given to factors su@masn d i sabdityta | ’
perform under presure and willingness to be esall for incident handling and response at ron
working hours. This is important not only for the development of@ERGervicesin a team, but

also for making sure that ICS vendors, industry players, and even governmeeidaiesgare
comfortable working with the team as it establishesservices

The importance otooperation at boththe domestic and international levemust berecognsed
and implemented when building the incident response capabilities. In ideal circumstances, the team
partners with CIIP policy bodies, law enforcement agencies and the intelligence community,
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coordinates incident response efforts among federal, regionabcal involved partners, and works
with ICS asset owners, operators, and vendors on regular basis. Additioleaiys should
collaborate with other ICS players and CERTSs to shamelB@&]1 security incidents and mitigation
measures. Including all thesgakeholders will contribute to strengthening the resilience of national
critical (information) infrastructures, and thus national secyrégd to mitigating the impact of the
ICS incidentBroad exchange ofood practicesamong teams with IG@sponsibity is necessary for
improving incident response capabilities in the future.

Page36



Next steps

This document needs to be considered adratial attempt to provide a good practice guide for the
teams to be tasked with incident response capability for industrial control systems. For this reason it
is a living document that will be periodically updated in line with the evolaylgersecurity
lands@pe and, of course, also in line with experiences of the EU Member States in deploying this
capability in their respective countries. In addition to existing activities isuCtdas providinGERT
training materia] ENISA is ready to facilitate the exobga of the good practices via aggregate
reports, analysis and CERT workshops. ENISA also welcomes and encouragggestion®f ICS
stakeholders fromthe public, private and nosprofit sectors with the objective to improve and
update this guide.
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