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Executive summary

TheEP3REuropeanPublicPrivate Partnership for Resilienoggsestablished in 2009 and was the
very first attempt at PafEuropean level to use RublicPrivate PartnershipRPP to addresscross

border Security and Resilien@®ncernsn the Telecom Sectomhe EP3Rparticipantsinitiated many
discussions, saw a lot of commitment, and produced interesting conclusions. It also revealed some
further needsin the security and resilient fieldnd also some gaps tee filled in order to reaxh a

higher maturity levebf the Telecom Sector

TheEP3R closedown in April 2013, after 4 years of existence and practically 3 years of operations.
The impactof the veryfirst European Publid®rivate Partnershifor Resiliencdiad to be assessed and
lessonshadto be drawn for futuresimilar initiativesand other fundedadions for improving European
resilience

Generally, thePPP approachs judged to be particularly appropriatefor addressing complex
cooperationproblems within multistakeholder scearios. Thecase of EP3R is mirrored overségs
the National Council of ISAQ#nformation Sharing and Analysis Cenjraad many other similar
initiatives Thisunderlinesthe appropriateness of the PPP approach to addoeggperationissuesas
complex as the security amdsilienceones

Thelargenumber of PPP experience®rldwide has confirmed the value suchapproachalso for its
flexibility and appropriateness for today emerging challengeduding cyberattacks mitigation,
criticalinfrastructure protection and security and resiliengieinformation and communications

This studyproposes toinvestigate the gap between expectegptimal features ofa PublicPrivate
Partnershipfor Resilienceand itsimplementationin the EP3Rand bases its conclusionsboth on
literature contributions and oma directcollectionof information(i.e.interviews and surveysyith key
EP3Ractual and potentiastakeholdergi.e. Chiefinformation security officers Securitysenior experts
of both publicand private Elropean organisatiorjs

The specifi@aim ofthis analysisvasto:

- Reviewthe experienceof PublicPrivate Partnerships in théelecom and information
technologysector,

- Understand how a PPP addresshe needsof improving the network and information
securityat PanEuropean level

- Assess howuchcooperationplatformscanpositivelyimpacton security andesilience

1 http://www.isaccouncil.org/aboutus.html
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Involved stakeholdersoth through interviews and questionnairémvesuggestedeveraimportant
obsewations:

AN
PublicPrivate Partnerships are regarded as a valuable option useful to address different types of comp
problems

)\

PublicPrivate Partnerships do not have a single consolidated set of key features, but they can be
to the circumstances and to the issue at stake

I

I

i

PublicPrivate Partnership approacheshbalance the decisiomaking role in favour of the private
stakeholders

The effectiveness of the PublRrivate Partnership approach is strictly related to the degree of owner
of the project outcomes perceived by participant stakeholders

A bottomrup approach is essential to properly face the identified topics, to achieve the expected results
initiative and to maintain a constant interest of particpants

4

Accordingly, theEP3R key drivers weféeam building, “trust consolidatior, “clear and focused
objectives identificatioh, and“tangibleand specific outcomes definitidnbut a cleaer definition of
purpose and stable and agreed terms of reference were advocated by interviewees for a more
effective, consistent and reliable cooperatiorechanism

In 2011 ENISA published a Good Practice Guide on Cooperative Models for EffectiveaRiPPs
implemented thesuggestedeatures inthe EP3R for the second half of its existence.

Themainconclusioms highlight thatthe PPRnodelfor information sharing in the field of ICT security
deserves to be considered as an experimene toits different posible setup combinations. The

general perception among the respondents the interviews carried out in this studys that the
outcomesotheEP3 R wer e “parti al |cgnsideseths an énaocaragmg guttome Thi s
for a very firsplatform of this kind, and an incentive for adapting the setup of features in future PPP
implementations.Some issues were raised by participants who stepped out after the first two years
ofthe EP3R existence (202011)not having the opportunity tactively partcipate whenthese issues

have been addressed and assist tathe evolution of the platform in its last two years (202213).

Finally, a large majority of respondents demonstrated strong affinity of the additional value associated
with such an approacand are supportive of such model.

The study allows to draw a number of recommendations:

- Setup and use agile PPRxlapting rapidly to changes means that working groups should be
small, their scope focused and detailed, and with a closeddzte;

- Incentivise Industry initiatives and participatiomy providing financial and human resources
support;

- Define at the earliest stage simple Hotrmal rules and governance

- Publish anadvertise successful results

2 http://www.enisa.europa.eu/activities/Resilieneend-CIP/publicprivate-partnership/nationalpublic-
private-partnershipsppps/goodpracticequide-on-cooperatvemodelsfor-effective-ppps
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1 Introduction

In the past few decades, information and communicationsdoee t he backbone of
Critical Information and Communication Infrastructures (Glts)acrucial component oéconorric

and socal systemsworldwide and a fundamental assefor social life, private business and public
services As consequencéhe Telecomsector grew insize and complexityeading in Europeo a
situation of market fragmentatiowhere also main industry playeoperatein several countries.

In this context, acoordinated crossborder multi-stakeholder approacttan help to address the
challenges of the qtection of ClisSuch protectiorshould beconsidered at three levels: Strategic
level, Governancéevel, and Management (or Operationgvel While international regulations and
national legislations refeto the strategiclevel, ICT providergare mainlyinterested in managinthe
Clislifecycle This governance issue led to the developmenaaboperation mechanisms including
publicprivate partnerships (PPPa)the European legl to bridgethe gap betweerthe strategic and
management leveldt isessentiato improve resilience and security of the Gliso taking into account
the crossborderperspective

In this study, nany essential drivers have been identifiedtime ownership perceptiorof the project
outcomesof the participant stakeholderand inthe PPAnodel

- Addressed topics

- Leadershimpproach

- Effortfor the involved stakeholders
- Qostsfor the involved stakeholders
- Geographical scope

- Interactionmodel

- Type of involved stakeholders

- Profile of participats ofthe involved stakeholders;
- Expected outcomes

- Inclusion rule

- Participation rule

Systematic crosdorder cooperationmay improve the effectiveness ofsecurity and resilience

measures while lowering their cod¥larketdynamicsdo not alwaysrovide suffigent incentives for

private operatorsn the Telecom sectdp invest in security and resilience of COsordination among

relevant public and private stakeholddterefore could bean importantassets both at national and
international level

The devedpment of a European culture of PPRwr security and resilience of Clks an iterative
process This reportisa critical assessmenf the experiencecollectedin thefirst iteration of a PPP in
the field, theEuropean Public Private Partnership for ResiliB&8R

1.1 Objectives

Thisreportanalyseathe opportunitiesand challengesf the first European publiprivate partnerships

in the field of networkand informationsecurity and resilience in Europibe European Publi®rivate
Partnership for Resiliend&EP3Rin whichmainly participated stakeholders belonging to the Telecom
and Information Technology sectors

The intentionof this report isto draw a pictureon:

- Theaffinity of respondents witlsecurity and resilience issues;
- Theoutcomes oPPRIn the Teleconand Information Technologgectorsin comparisorwith
those focused omwther sectors €.g.transport, energy, healtffinance);
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- The needs for a publgrivate partnershigo improvenetwork and information securitgnd
resilience

- Other network and information securignd resiliencenitiativesin the area of Cél (different
from the EP3R).

Moreover, giventhe role of Member States andhe Europeaninstitutions aimedto guarantee an
efficient and effectivedeliveryof public utility servicesthe proposed analysis focadso on security
and resilience issues related to G$strategic assetef the European economy.

1.2 Methodology

In order to understand how the approacli BPPgontributesto increasel security and resilience of
Clls the following methodso collect informationamong stakeholders operating in tl#J)27 Member
Stateswere used

- An online questionnairesubmitted to Chief Security Officers, Chief Information Security
Officers, directors/chiefs/responsible of the Security Department/Area and
directors/chiefs/responsible of the ICT Department/Ataslonging to operators iffelecom
and Information Technology sectors as well asofmerators of ICFeliant sectors €.9.
transport, energy, healtifinance).

- Telephone interviewgwith the EP3Rarticipantstakeholders

- Furthertelephoneinterviews with outsidersn orderto determine which key characteristics
of a PPP seem valuable to th&T mdustry.

Finally, information andlata collectedfrom the respondents to the questionnaire and from the
participants to the interviewsvere analysed in order to address the above mentioned research
objectives.

1.3 Structure of thisreport

Thisreport summarsesthe most relevanfindingsof the interviews andhe questionnairesExcluding
the introduction, main contents are structured four chaptersaimed at

- Describing he ICT ndustry perception of PPR€hapter 2);

- Analysingthe EP3R Experience, its history and developni@hapter 3);

- Reporting doservationdrom the interviews and questionnairé€hapterd);

- Providingrecommendatiois for future cooperation initiatives in the network security and
resilience such aBPP4Chapters).
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2 Industry perception of Public-Private Partnerships

Overthe past few decadedCTthreats and concernsosein complexity while resources available to
handle them decreasedn this scenarigthe traditional approach-.e. delegatingissuesof collective
interestto public managementhasdemonstratedsomestructural limitations Public administrations,
are not exposed to failureisksand provide collectiveservicesdisconnected from anprofit-making
strategy.Private sector entiiesown and managénfrastructures of ollective interest (such as Qlls
andcannot bearmlonethe cost ofsecurity andresilience

The New Public Managemertheory has tried to overturn this tendency by introducing a market
oriented management notiorinto the public sector The basic assumptiois that a marketoriented
managenentwould have led to greater cosifficiency for governments, without producing negative
effectsin terms ofobjectives and outcomés

Since thenPublicPrivate Partnerships havbeen used to introduce markepracticesin areas
traditionally dominatedby nonmarket playes, e.g.the delivery ofinfrastructural servicesand the
provision of public goods When establishingPPPs forprojectfinancing, public administration
representatives ar@ware thatthe private partnes will run the project under @rofit-maximising
strategy.

For this reportcooperation mechanismsave been considered and investigatetichall those that
fit the broad scopeas definedin the report on Cooperative models for effectiieublicPrivate
Partnership

aw! t t orgahised reldtighship between public and private organisations, which establishes

common scope and objectivésuses definedrolesarp 2 N YSGK2R2ft 238 (%2

Furthermore asone of theessentiabenefitof the PPP approach is ftexibility, one of the main goal
of thiswork isto identify which PPBhodel wouldbe the most effective tamprove Clisecurity and
resilience according tthe indications of participanstakeholders

2.1 Types of ooperation mechanisms

Thedialogueestalishedwith the stakeholders fromnridustry reveatd that information sharingand
cooperation on specific issuggere common activitiefor the most of theirPPP experiences.

As the interactions get global and increasingly complex, approaches based orstakétiolder
involvementbeame the sole option to effectively addre$wrizontalissuesrelated to security and
resilience Thusin this field,the nature ofcooperationhasevolvedfrom problem solving tshared
strategy building. file mainpurposeremains thecreationof economies of scale.

Results ofhe direct interaction with participant stakeholdeb&longing to Telecom anaformation
Technologysectorsconfirm this patern. As shown below, respondentis the questionnairedeclared
that cooperationinitiatives arepresent and based oimformationsharing(37%)or on cooperation on
specific issuefb3%)

S HOOD C. , “A Publ i c Ma nPulgieAdmeimstratidn@® (Sprid), 139, ¥M8lasons . ", in

*MENARD C. PrilvatRutPlare¢ nership obsol ete? Ass e3heRoutipdge he

Companion to PPR012
5 ENISACorporative models for effective Public Private Partnership: Good Practice ZRitle
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No forms are used

Information Sharing
37%

Cooperation
established for
specific issues

53%

Figurel ¢ The main PPB/pesused amondgCTrespondents

2.2 Previous experiencef the respondentsan PPP Initiatives

Anoverview ofvariousPPP experiencalowsa preliminaryassessment aifferencesand similarities
with the investigateccooperationmodel, a synthesisof recurrent weaknesssand strengtls related
to each PPP approach aadidentification ofconnectedgoodpracticesand lesson learntn order to
achieve these goalshé questionnaire has beedesignedto include all type of publieprivate
initiativesregardlesof their typesand aims.

As the majority of respondenteclaredto have had experience with PPPs in the last 5 y#i%) a
reasonableassumption ighat in the Telecom and Information Technology sectors PPP initiatives can
be considered as a wedktablished coperation mechanism

Figure2 ¢ Answers to the questioriHas your Organisation been involved in any kind of PPP in the past 5 years?
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As shown irFigure2, new types of PPP emerged. The original project financing approach (i.e. delivery
of large infrastructures) is no longer the sole model used. PPPs in the Telecom and Information
Technology s&ors for information sharing (29%) and-adc cooperation on specific issues (35,5%)
can be considered as a weltablished ollaborationmechanisn®.

35,5%

29,0% 29,0%

6,5%

Project  Cooperation on Information No Form Used
Financing Specific Issues Sharing

Figure2 - Respondents' previous PPP experientes

2.3 Industryindicationson PPP needs

The hformation collectedthrough the questionnairallows alsoto draw indicationsof the desired
featuresof a PPRor network and Information security and resiliencéd key elements that regional
cooperation could be a fundamental driver toenhance European compgtieness Furthermore,
industry representativedelt that significant resultsn this domaincan no longer arise from private
stakeholdersor publicactorsalone In this contextPPPs become a pillar networkandinformation
Security and Resiliengmod practices

In order to achieve these goals, human and relational casgitalild be consideredn essentiahsset
to be exploied in PPPs

8 A clarification on the low value related to the number of PPPs in project financing is néed@BPs for project

financing are commonly used for theeeation of large physical public infrastructures (e.g. roadspmvision

ofcollective services (e.gealthcare assistance), opportuigisto adopt this type of interaction are structurally
lessthanthos¢ o create “soft infrastructures” (e.g. coopera
"QuestionnaireQu e s t i Which fdrm df PPP is usually dse your activity sectof?
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According to the information collecteidom the respondents belonging to the Telecgmformation
Technology Transport, Energy, Health, Fhance sectors the following features of a PPBhould be
included in an effectiv&EuropearPPP fonetwork and informatiorsecurity and resilience

1.

Leadershipwould be effective if based om managementapproach agreed among
participants. The establishment of a responsibilistructure is essential also to monitor
participants’ effort

Fundingshould bebaed on parti ci p amengsvéssuenfas avnerskip oh n d
project objectivesreduction ofthreat exposure benefits from amulti-stakeholders approach
may be usedo increase to benefit/cost ratio of participants

Expected outcomeof the initiative should be at European level, even if potential benefits
could arise from addresgintheissueat national levelSeveral issueselated to security and
resiliencein seseem to require a approachas wider as the national one

Inclusion Rulesshould be properly definedaking into account also feasibleptions for
enhancing participatio both on invitation andon spontaneouscandidaturesor expression

of interest

Participationshould bdimited to effective and proactive contribution to the general effart

order to ensurecoherence between goals and resutfsthe partnership.

As slown inFigure3, five main questions (Why, Where, how, What, Who) were useddatify the

key features foan effective PPBnd represent them in a simified scheme

TOPIC GEOGRAPHICAL LEADERSHIP. EXPECTED PARTICIPANT
ADDRESSED SCOPE SYSTEM OUTCOME PROFILES
Information and Transnational : Collective Added All relevant
Communication Collaboration Value for stakeholders
security and J'edby Information and
resilience established. Communication
security and
WNTERACTION management resilience INCLUSIONRULE
STRATEGY
roles Invitation and
Bl ETE : — Individual initiative
and i
Virtual interaction FUNDING ~ el
- Threats PARTICIPATION
o 2 integrated RULE
Part;c:pcfn ts approach
efforts/time - Efficiency Effort contribution
improvement based
o A VAN J

C N/ ) ( aYs I

Figure3 ¢ Keyfeaturesof a PPHor network and Information security and resilience
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2.4 Benefitsof PPPs

Over the past 20 yearghe roles and responsibilies of theindustial playersof Telecom and

Information technology sectofsave remained abstracA gap existetetweenthe perceptionof the
industry players’ secur ity anand thesesgistingiregutatoly dut i €
indications

In this respect, PPRsuld be als@ bridging solutiometweenindustrial playersaandpublicauthorities
enabingfour advantagesn thiscooperationmechanism

‘ Improved goal alignment between public authorities and private sector players

. Enhanced trust among participants of public and private side

‘ Shared approach to obtain common outcomes for a given effort

Figure4 - Key Objectives of a PR#Eth industrial players of the Telecom and Information Technologctors

Within this mechanisnprivate sectoplayers mayactin line with public needand requirementand
interact for thedecisiormakingprocess, whilghe public sectoplayersincreasetheir awarenessof
emergingchallengesand market dynamicsMutual inputfrom the public and private sidgivesthe
opportunity to create synergies and improve resource allocatdsoin light of a moe rational
selection of prioritiegeading toaso-called soft regul ati on”

According to lhe answergrovided by respondenighe most relevant advantage of a PPP approach is
the opportunity to exchange information, knowledge, expertise and good practices (25%). The
opportunity to influence the decision making process is perceived by tt0%6 of the respondents
which considered PPPs also effective for netwaglopportunities (17,90%)

IMPROVE RESOURCE ALLOCATION EFFI

INVOLVE DIFFERENT TYPES OF STAKE 10,70%

INFLUENCE BOTH PUBLIC AND PRIVATE DH
MAKING PROCESS

16,10%

IMPROVE INSTITUTIONAL READINESS / EFFI

SHARE AND REDUCE PRGRIEINTED RIS

EXCHANGE INFORMATION, KNOWLEDGE, EXH
AND GOOD PRACTICES

CREATE NETWORKING OPPORTU 17,90%

SAVE COSTS / IMPROVE INVESTMENTS EF

Figure5¢! y 4 6 SNJ (2 (whiéh cdulizBeithie @styfeletrant advantage of the PPP approach?
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In particular, additional consideratiorshould be mentioned also taking into account qualitative
indicationscollected

- PPPset upthe opportunity to havea directinsight on specific issgdy the point of view of
the participantstakeholdes in a trusted environmeninstead of relying orsecond hand
information.

- Networking opportunitiesre crucial forinteractionsinside and outsid®PP®pportunitiesof
direct peerto-peer dialoguemay represent an important added value for participant
stakeholders

- Potential @ins in luman and relational capitare considered thanost relevant advantage
coming from his type of interaction.

According to the results dhe questiomaire, existingPPPmodek and objectivesieed to be further
developed A wide majority of respondents declared that their expectations were fulfilled only
partially (60%)No one reported tlat the publieprivate interactionwasa failing approach thatasto

be discouragedndunsatisfiedrespondents providedeveral suggestions to improtkeir outcomes

m No

mYes

m Partially

Figure6c! ya g SNJ (2 (HevE PRPsiBodutds@edteddpositive outcomes for your organisatioi?

Theoverallresult isof particular interest becausi# representsa paradigmshift. The alded valueof
PPPgelates not mostly tothe consolidation ofhuman relations. The objective has shifted from
maximising the immediate revenue t@nsuing long term opportunities based orcooperation
activities

Page8
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2.5 Purposeand European perspective

Examples of the effective PPP approasin the Telecom and Information Technologgntextalready
exist at national leveln fact, different types oPPPmechanismdiave experimented and triedith
different purposes Successfudxample&were mentioned

- The Superfast Cornwdlproject (UK);

- TheAsturcori® (ES);

- The public outsourcing provision dfroadband infrastructuresealied by the Auvergne
Region! (FR);

- TheMetrowebproject for the management of internet physical infrastructures and routes has
been established as a joint venture between a public subject (the A2a publicly owned
electricity company) and a private act$2i and Intesa Sanpaolo). Metroweb network covers
a 2700 km metropolitan are@limost the entire municipality of Milgnand its operationss
leasedto different telecomcompaniegIT)*?

Asthese examplesonfirm,the project financing PPBpe has been applied with success at national
leveland it will probablybecomeone the main drives for the achievement of th@bjectives of the
Digitd Agenda On the other sidethe realisation of similainitiatives at European level remains
extremely compex.

On the contrary widescope PPPs focusing oriormation sharingand specific cooperation targets
may be easily set uat the European levellhey wouldillow participansto share experiences which
public authorities angbrivate actors can directlydmpt and exploit and further develop also later on
at National levelDue to the sensibility of the topics rdlag to security and resilience (both for
national public authorities and private companiespperationPPPss the most promising approach.

2.6 Reasons preventing participatiomn PPPs

When consideringnformation collected fromother sectors transport, energy, healthfinancé,
respondentsdeclaredthat they have not been involved in any sort of PPP in the last 5 y@aey
identified which factors impeded their direct involvementn these cooperation initiativesThe
guestion had a double purpos& understandwhy respondentswas not involved in a PPBRnd, if
involved before the last 5 years, to understamty they leftthe initiative

8 Examples have been selected on the base of an EPEC study oertiewtichincludesa wider sample of
case studiese.g.EPE@roadband. Delivering next generation access through PPP.

9 Private Design Build and Operate PBPtlie provision of Next Generation broadband (FTTP and FTTC) in the
Cornwall area. For more informatipseehttp://www.superfastcornwall.org

10 public Design Build and Operate PPP for the provision of iRffagtructures in the Asturias region; to the
date EUR 55 million have been invested.

11 public outsourcing PPP for the provision of higleed broadband (at least 512kbit/sec) for a period of 10
years, basing on a 38,5 million EUR budget.

12 For furtherinformation, seehttp://www.metroweb.it
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PPP ARE NOT USUALLY USED IN THE ACTIVITY
OF YOUR ORGANISATION

PPP ARE NOT USUALLY USED IN THE CO4
WHERE YOUR ORGANISATION OPERA]

Four Years of Paauropean Public Private Cooperation

ECTOR
35,7%

TRIES
3

YOUR ORGANISATION WAS NOT PROPERLY INF[\:)RMED

ON THE PPP GOALS AND EXPECTED OUTCO,

YOUR ORGANISATION DID NOT CONSID
PARTICULAR VALUE FOR PPP EXPERI

PPP PARTICIPATION IMPLIED SHARING OF STR
CONFIDENTIAL INFORMATION

THE RATIO BETWEEN TIME SPENT AND EFFECT]
WAS INADEQUATE

IES.

R ANY .

ATEGIC/ 7 19,

VE GAINY 7 194

Hik

21,4%

21,4%

Fgure7¢! ya g SNJ G2 (Mhiéh wigrdzBeiréngolsyimpéding the participation to PRP?

As shown irFigure?, alarge majority of respondents did not participate to a PPP because thipee
of initiatives are not common in thiesector of activityMore than 20% of theaspondents declared
that these initiatives are not used in the countries in which the orgatidn operatesThese results
confirm thatthe PPP approach is nequallydistributedboth in consideredsectorsand in theMember

States

The opinionthat PPP initiatives are uselessoremains Several respondents claimed that

- The hck of information or visibility on the PPP initiativeself or of its specific

objectivegexpected outcomes

- Difficultyin sharing ofconfidential information

The perceptionthat information sharings adeterrent factor should not be considered as a structural
weakness of theéPPPapproach. Trust building is arguablyone of the mostcrucial issuesto be
addressed either by consolidateelationships or by establishing formal guarantee systems.

Mechanismsto improve @operative behaviour gbublic and private stakeholders should be identified
in order tocreate PPP initiativeshichaddress common issuesid benefit froma multi-stakeholder
approach Furthermorean increased awareness of currdPPPs initidves mayenablecooperation

and interest in shared managementa@mmon go

als
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3 EP3Ra European PPP on Networks Resilience

Initiation (2009)

The EP3RE(Qropean Public Private Partnership for Resillerwas established in 2009in
COM(2009)149 ofEritical Information Infrastructure Protection (CHP)otherwise known a<CIIP
Action PlanThe initial aim of this partnership was to establish a sustainable-txasker caoperation
devoted to address the CIIP Action Plan fundamental pillars. Thetigje of the EP3R were:

& Encourage information sharing and steteking of good policy and industrial practices to

foster common understanding;
- Discuss public policy priorities, objectives and measures;
- Baseline requirements for the security aedilience in Europe;
-LRSY(GAFe YR LINRPY2(0S GKS R2LIIAZ2Y 2F“322R o0l &

TheCIIP Action Pterepresent an important milestone in the implementation of the strategy for a
Secure Information Society, COM(20@&)2. The approach chosen by the Commission maglyto
engagehe public and private sector in a multilateral, open and inclusive dialogue for partnership and
empowermentin order to achieve théve pillars of theCIIP Action Plan

- Preparedness andrevention

- Detection and response

- Mitigation and recovery

- International Cooperation

- Criteria for European Critical Infrastructures in the ICT sector

The overall goal of the EP3Ras to cope with theClIP Action Plaprescriptions(with ad-hocworking
groups organized taaddress specifissue$ and he EP3R scope itself evolved othex years in order
to better fit needsand policy evolutions

Early days (2002011)

Bearing in mind these objectives, in 2010 the ER@Rdevoted to information sharing and etk
taking of good policy and industrial practicds aimed at improving the consistency and the
coordination of policies for secity and resilience in Europe.

It was originally structured on thre®orking GroupgWG) Security Experts were invited from
National and pan European Telecom operators, Internet Service Providers, industrial associations,
Standardsation Bodies, Competent Natial Authorities, manufactures and solution provideE®3R
intended toreach aregional scope (initially, EU27) withe participation of a number of selected
operators chosen among theategoriesmentionedpreviously

13 Commission of European Communiti€QMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE
COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THEOEOMHMIREEHQNS Critical

Information Infrastructure ProtectioriProtecting Europe from large scale cyattacks and disruptions: enhancing
preparedness, security and resilience", COM(2009)149, Brussels.

14 As stated in the ENISA web pauép://www.enisa.europa.eu/activities/Resilieneand-ClIP/publieprivate-
partnership/europearpublic-private-partnershipfor-resilienceep3r

15 Commission of European Communiti€QMMUNICATION FROM THE COMMISSION TO THE EUROPEAN PARLIAMENT, THE
COUNCIL, THE EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE DBtiHtHe\RIBGEON,

Secure Information Siety¢a 5 A F £ 2 3dzS % LI NI y S NEGVK2006)R5L,Bruselsll2 6 SNY Sy (i ¢
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Adopting the simpfied schemebasel on the five main questions (Why, Where, how, What, Who)

already usedo describe thekey features for an effectiveHR, the EP3R set up can be summeadas

follows (sed-igureB).

With respect to the fivekey elementddentified as to be included in an effective European PPP for

4 )

4 Ya Y4 )

TORIC GEOGRAPHICAL| =Bl = EXPECTED PARTICIPANT
ADDRESSED SCOPE SYSTE| OUTCOME PROFILES
Public and private
EU27 level rdinati AEncourage ICT stakeholders
Followtup to the Guutinzie information
policy initiative on among sharing
Critical Information participants ADiscuss public INGL.US:IQMRUL
Infrastructure g‘n?—m%eﬂ@;(m'\l policy priorities, Sz;sat\rr:?tzgc:?\s
) TRAT 7 izati
Protection (CIIP) R %bégcszﬂ\:(ee: and e -
Mailing lists £ UNDINC ABaseline relevant ICT
Teleconference 0 &V requirements for stakeholders
Workshops "“'e’:"""_s o Clis security and
time/direct cost: e S— PARTICIPATION
APromote the RULE
adoption of good Trust based
practices for Clls participation
security and
resilience
(& VAN VA ¥ \_ VAN W,

Figure8 ¢ Main key features of the EP3R

network and information security and resilience, EP3R presented:

1.

wn

»

An Improvedmodel (20122013)

I YR

LINEY2(GA2Y

A leadership approach based on coordinaticmong participants that were sked to join
thematic working groups/orkingmainly on a virtual basigsing online collaborationmailing
lists, call conferences or remote workshops.
Afundingschemebased ortime and efforts of theinvolved stakeholders
An expected outcomestrictly related toinformation sharing, policypriority identification,
Clls security standardRSFTAYAGA 2 Y
practices.
Thepatrticipation (of involved stakeholdersyasvoluntary, inclusiveand based on trust
Inclusion rulewas set up on grofile of the stakeholder Stakeholdersadmitted had to belong

to security sectors of National and pan European Telecom operators, Internet Service
Providers, industrial associations, Standardization Bodies, Competemniiatuthorities,
manufactures and solutioproviders.

2 ¥

The evolution ofp a r t i meedséona note topiefocusedand impactoriented approached to
implementstructuralchanges after mi€2012.Since early 201&lsothe managemenmechanisnof
working groupswas already modified significantlyEP3R introduced nominatetoderators

organisedfrequent teleconferences angrovidedalternative additionalmeetingopportunities(e.g.
combiration ofplenarysessionsvith working group sessions tliay before or aftex. These came to

force fromApril 2012 (in Rome).

According to th&aP3R Activity Report 201BetweenAugust 2011 and March 20%2veraldiscussions

were on-going ineach working group:
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1 Working Group 1 addressed the Critical Information Infrastructure Priotecpproach and
delivered recommendationwithin the ICT Criteria NeRaper Relevant onsideratiors came
also ona methodology to classify assets supportigsinfrastructures;

1 Working Group 2 gathered Hardware Manufacturers, Supply Chain operatatsfedecom
Operators todefine” qui ¢ k wi n seliabilityaesilientp and detault security levels
of equipment;

1  Working Group 3b proposed to implement a paaropean botnefighting programme, along
with key recommendations on how to proceed;

1 Working Group 3e reflected mainly on the preparedness d&Preliminary Emergency
Communication and recommendeithe establishmentof a European Crisis Coordinati
Contact list.

Several topics emerged from each of the 3 initial aga$ gradually evolved into smallsub-groups.

The Work Programme 2013 acknowledged those observed changes, and already in September 2012,
Task Forces were created to address those emerging topicEF3iVork Programme 2013 reports
that @ a dzOK LINiB a&Ndved @luring the April 2012 Experts Meeting which was held in Rome.
C2dzNJ LI2aAdAz2y LI LISNAR KIFI@S 6SSy LINRPRdAdzZOSR YR KI @
Yearly Statement{...] Several conclusions arose after the Rome Meeting, to allow foaturing of
the work organisation, and therefore achieve a higher degree of reflection during the working sessions.
The natural next step was to divide each topic into smaller taskgned tb-6 Experts maximum,
and later have themreviewedin an EPR plenary sessiof...] Such a model presents a series of
advantages:
- Shorter Time to Delivery for recommendations;
- Greater flexibility in addressing current issues, and prioritising the work based on its natural
dependencies;
- Sense of ownership of thepic by Experts working on it;
- The opportunity to address the trust related issues of effective information sharing in EP3R
and beyond;
- . SGGSN) dzaS 2F {dzo2S00 al GGSNI 9ELISNILAQ GAYS |
knowledge.

[...] While keeng the coverage of the initial Terms of Reference (ToR), the structure of the Working
Groups [hasraduallyd SSy NBLX I OSR 6& avYlftfSNI ¢lal C2NOSadé

The organisational change wasnplemented to allow a better trust building ando improve
s t a k e haorindtreentsnthe overall collaboratiomnvironment.

Overallperception of the initiative

A set of Interviews addressed EP3R participants from both early and later years. Another set of
interviews was also conducted with persons who observed the developwofetite EP3R or were
indirectly involved. The overall experience of EP3R participants was considered positive and
appreciated. Several aspects of sumoperation initiative have been indicatad be improvedin
orderto actually achieve impastnd reacheffective outcomes

Among the questionnaire respondentmly 23% participated in the EP3R. Almost half of them
participated to more than one working grop3%)
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m No
m One EP3R Working Group
More than one EP3R Working Group

Figured9c¢! ya g SNJ i 2 (HeS yolj @S Beériirvolvedsihe activities of the EP3R €

Taking into accounthe fact that the EP3Mvas exclusively dedicated Telecom and Information
Technology sectorsnost of participantsreported agenerallack of information on the initiativeits
goals ad outcomes

No repondents reported that reason® leave EP3Rvere related with the confidentiality of the
information to be sharediespitethe presence of competitorsr due toan inappropriate selection of
stakeholders to be involved 5% of therespondentdid not congiler the EP3R activities of particular
interest, while 8%o0f them clearlystated that the ratio between the effort required and the effective
gain wasunderbalanced. Another 15% of respondents reported that the EP3R was not opened to
operators of their sedr.

In light of these resultst seemghat EP3R participanfsartiallyvalidatedthe outsider perception that
the actualexperiencewas not fully coherent with thanitial objectives othe EP3R establishment.

THE RATIO BETWEEN TIME SPENT AND EFFEC
WAS NOT ADEQUATE

YOUR ORGANISATION DID NOT CONSI
PARTICULAR VALUE EP3R EXPERIE

YOUR ORGANISATION WAS NOT PROPERLY INK
ON THE PPP GOALS AND EXPECTED OUTCQ

EP3R WAS NOT OPEN TO THE ACTIVITY SE(
YOUR ORGANISATION

EP3R PARTICIPATION IMPLIED SHARING OF
STRATEGIC/CONFIDENTIAL INFORMATION

EP3R PARTICIPANTS WERE COMPETITORS QF YOUR
ORGANISATION

THE DOMAIN OF INTEREST OF YOUR ORGANI$ATIO

EP3R PARTICIPANTS WERE NOT RELEVANT A(‘TORS’\LIN ‘

Figure10¢! ya s SNJ (2 (Miéh wigrdaBeiréndolsympeding thearticipation to EP3K ¢
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The actual assessment of the ER3Rative doesnot correspond to thebjectivesof its creatorsAlso
taking into account interview answers, maawticalities expligcly emerged:

1. Llack of participants,

2. Unclear perception of the objectives, and

3. Instability of both the organizational structure and the core set of involved participants.

Focusing orthe eleven key feature taken intaccount in the analysed PPP modéhe “Addressed
topi cs” f eat uraegeragesceoreconfirmidg thatewsvorkbbaadinformation security and
resiliencewasa concrete need for the majority of the involvethkeholdersOn the opposite, the
feature “Expecwas sindhedomeswgestinghat, on average, @ticipants
were unsatisfied with the results achieved.

Expected outcomes

5
Participation rule 4,2 Addressed topics
3,5
3
Inclusion rule > Leadership approach
Profile of participants of Effort for the involved
involved stakeholders stakeholders
Type of involved Costs for the involved
stakeholders stakeholders
Interaction model Geographical scope

Figurell ¢ Assessment of the EP3R experience
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3.1 Addressed topics

Even ifNetwork andInformation security and resilienceere considered on average the most
appreciated aspect frorthe EPRrespondents

Many of then howeverreported that the generalobjectives and the topis themselveswere not
initially properly detailed EP3R participantieclaredthat pre-defininga set of tgics and askinthem

to selectthe most interestingpnewas different froman expectedottom-up approachthe proposed
flexibility of choice in a limited set of options wperceived as a lack gfsionregarding theconcrete
objective of theproposedinteraction.

The implementation of the Task Forcasempted to address that issue 2012, busome espondents
saw this asanother wayto obtain the samepre-defined outcomes. Actual perception of EP3R
participants is the opposite of the desired effedtiring aninterview,one participantpointed out that
“Prioritisation was corrediut there was aneed to find wagto cope with thesettledobjectives ando
avoid importanton-goingOK | y 3S & ¢ @

The buildup of the Task Forces on top of the existing ihdi@as was supposed to achieve the goals
of the ToR initially agreed by the EP3R constituency in June 2010 and reacloatfioae

Among participantshere was also a dichotomy of opinionsome repored that topics were pre
defined and some others that they were unclearnot fixed In 2012 EP3R suffered an important
turnoverof participants ananajor change its approachSeveral* n e w ¢ feltleatrtapits were
predetermined since they simply iehited themas result of the suggestions of tkarlyparticipants

‘ Observation 1: Objectives should be appropriately selected and clearly stated. ‘

| Observation3: A bottom-dzLJ | LILINE I OK Sy Kl y08a LI NIAOALI yjiaQ 24

Observation 4: Preliminary feasibility assessmertf the expected outcomescan improve the
effectiveness of the strategy selectdd reach them

Observation8: Addressed opics should be selected amonthose related to protection ofCritical
Information Infrastructures

3.2 Leadership approach

According to the literature overview, the leadership appro&bne of the most relevant criticalities
in each PPP experience.

In the specific casef EP3Rthe lackof the evidence ininfluencingand in having a direct role in the
regulatoryand policyenvironment ofthe European institutionsvas perceived aa major obstacle to

achiewe any reasonable impact and@[  O1 2F | dziK2NAG& | yR locahf A(e

environmeng.

In otherwords,the management approach based on the definition of objectives by the public actors
and on their achievement relying on cooperation activities among (private) stakeholders, was
perceived as a potentidimitation for the impact of the EP3Rctivitiesat policy andegulatorylevel
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‘ Observation5: Managementwith defined rolesenhances responsibilitand commitment ‘

\ Observation6: Action sharing can be preferable to information sharing under certain circumstar‘ces

Observation1l: Leadership approach should be based arordination among public and privatg
stakeholders

3.3 Effort for the involved stakeholders

The effort requested to each EP3R participant a@sedon theirtime andactive commitment in the
activitiesmainly duringthe meetings (both virtual and in presence) and in contributing to shared
documents The perceived lack of potential impact of ER&fected participation and started laigh
membership turnover. Thigreventid the creation of stable personal networksid led most of the
respondentdo declare thathe initiative wasnot valuable from theeconomicpoint of view

‘ Observation12: Funding strategy shouldrovision forparticipanttime and effort investment ‘

3.4 Costs for thanvolved stakeholders

Participationto EP3R activitieed todirect costs (i.e. travel costs to attend the meeting in presence)
Cost-opportunities (i.e. time of the human resources working for a company invested in contributing
to the EP3R debatayere based onresources of the involved ateholders A generalperception
among participantsvas thatfunds available to sustain direct costs may have had a positive impact on
the number of participants and thedcommitment

‘ Observation12: Funding strategy shoulgrovision for participant€lime and effort investment

3.5 Geographical scope

To the question about thappropriate gographicalscopefor a cooperative initiative such as the
EP3Rnone of the respondenthas reported a geographical perspective different from the regional
one.

There ismuch neededhttention to be paidto coordinate efforts at regional level in order teach in
Europe economies of scale results in security and resiliemegparable to thosebtained in the most
advanced countries (i.e. the USA, Japan)

On the other siderespondents mentionedlsothat an effective coordinatiorof nationalinitiatives
couldhave a greateand more concretémpact thanoneat regional levelln this perspective, one of
the participants to the interviewsuggested thaéa multiple approachcombiningnational PPBwith
a regionalmultinational coordinationnitiativeswould bedesirabl& @

Observation 7Regulatory provisionshouldbe established at regional level

Observation9: Geographical scopghouldreach regional coveragavolving all theEU28Member
States
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3.6 Interactionmodel

The interactionmodel proposed fothe EP3R initiativevas based on bothin presence andirtual
meetings

The generahim of suchinteractionwasto identify a trade-off betweenthe need ofbuilding stable
personal networks and trust among stakeholders and the intentibnontaning effort in time and
direct costsof participants.Answersprovided by respondenteevealed thatthe relevance oface to
facemeetingsin buildinga trust environment was underestimateRespondentgenerallyrequested

as a neednore frequentin presencaneetings althoughin 2012 EP3R hosted 4 meetings (3 combined
plenary/TF meetings) and in 2013 participants kicked off face toifatask Force getings.

Observation10: Interactionmodel should necessarily include=gularmeetingsin presence

3.7 Type of involved stakeholders

The EP3R experieneaslimited to public and private takeholders othe Telecom and Information
Technology sectorsperating in Europe

Neverthelessa significant number afespondentanentioneda lack ofpresenceof the larger players
from the private sectorThisfact had in turn a negative impact dhe attractiveness of the initiative
also for small and medium s¢aholders.

Among the respondents to thquestionnaire Figure12 showsparticipation in different types of PPP
initiatives including EP3RB5% of the respondents were involved in some forms of PPPs in the last 5
years. Almost all of them participated in aqmeration initiatives focused orinformation and
communicationsecurity and resilienckbut less than half of them experienced the EP3R

Has your organisation been involved in any kind eiatc07—

i ?
PPP in the last 5 years ~ 65%

Has your organisation been involved in a PPP t(FiceaF"i=—oa—— 43% =No

improve information and communications securit
and resilience in the last 5 years ? 57% EYes

Has your organisation been involved in any ERBEGTTFT—————————————

ivity ?
activity 23%

Figurel2 ¢ Involvement in different types of PPPs of the respondensthe questionnaire

This result provides indicationsn the involvement of the same stakeholders in initiatives similar to
the EP3Rwvhich wereorgansed at national levellt revealsexistingengagements ircrosssectors
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cooperation activities For this reason, in order to increase participation and commitmierseems
more appropriate to betterspecif objectives and expected outcorae@ather than tocenlargethe set
of types of stakeholders that can be involved.

Observation2: Ownership of theunderlying project is a fundamental driver othe LJ- NIi A QA LJ y (i &
commitment

3.8 Profile of participants of the involved stakeholders

TheEP3R involved by invitatiaakeholdersof the Telecom and Information Technology sectuus
participants were directly gminted by the involvedrganisations

Suggested profiles of participants wehigh profile professionals such as ICT Manager, Security
Managers, Information Security Manage@hief Security Officergnd Chiefinformation Security
Officers, directors/cléfs/responsible  of the Security Department/Area and
directors/chiefstesponsibleof the ICT Department/Areaf the involvedstakeholders The appointed
representativesvere asked to take part in the dvking Groups (in the first EP3R period) or in Task
Forces (in the second EP3R periadjvities. The open and inclusive nature of ERB&Rvedseveral
members ofeach stakeholders tgarticipate in different Working Groups or Task Forcesme
participants to the interviewstressedhat inthe cases in Wichmore than one persomwasinvolved

in the EP3R activitighere was a loss of th&nowledgein the workingteam in case of alternance of
the persons and an additional lack of trust in cas&eduentchange of the representativés afinal
result, cotribution of stakeholders and consequembmmitment was partially fragmented and
dispersed.

Observation 14: Participant®rofile should include both publisectordecision makers and private
sector high level securitynanagers

3.9 Expected outcome

Respondentdo the questionnairefelt that the objectives selected within EP3R were initially not
aligned withthe needs of privateector stakeholdersThe three initiainvestigationareas defined in
the Terms of Reference of EP3R wegeup in June 20Q during theEP3R plenary meeting

Later, participants turnover led to a partial disconnection between those initial goalsand
requirements of new participants to the EP3R activiti#his observation was shared among
participants angin February 2012an entire EP3R plenamgeetingwas again organised to 1@pen

the discussion arounthe Terms of Reference. Discussions were held and the development of a new,
specific and detailed Work Programme was approv¥eadingn December 2018 the publicationof

a series of Position Papers.

In any casegallparticipantsreported that EP3R was lacking a way to enfaheedesired outcomsin
a way or another. Severakspondentsmentioned thatthe lack of knowledge othe regulatory
environment at national levelffectedthe understanding of the potentiddarriers andultimately, the
provision of effectiveaecommendations.

‘ Observation 1: Objectives should be appropriately selected and clearly stated. ‘

‘ Observation6: Action sharing can be preferable toformation sharing under certain circumstancds
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‘ Observation 7Regulatory provisionshouldbe established at regional level

Observation 13: The most desirable outcome would be the delivery of technical/organizational
solutions

3.10Inclusion rule

The involvement of participanisasbased both on individual invitatiolo targeted geratorsandon
openexpression of interest of stakeholders belonging to the selected types

Such inclusiormechanismhad an adverse effecthe EP3Rappeared asnformally establishedThis
affected the commitment of the stakeholders resultimga lack of a stablgroupof participants.This
observation was alreadyadein 2011 new rules were adoptetb mitigate this negative effeatith
the creation of the Task ForceBheprocesstook time to become really visible and EP&Rivities
were closed before reaching the desired results.

Observation 15: Involved dgakeholders should be organizations with specific predefined
characteristicsand approved by aelevantpart of the PPRarticipants

3.11 Participation rule

Participationin EP3R reliedn voluntary commitment with no formal obligatisifior participants to
effectively contribute to theproposedactivities proposedAs considered a weakness point, most of
the respondentgroposedseveralideas to address thigoint:

- The establishment of a guarantee system to improve commitment and trust among
participants(seeAnnex @,

- Theobligation ofparticipants to agre®n a detailedcommitment in particularrelated tothe
confideniality of thesharedinformation.

- The definition of an access rule based the proof of an actual, effective and active
participation

In light of the 2012 structural changé the EP3Rcommitment was expected to continue. The actual
behaviourseemedto be slightly different: aslreadyshown inFigure9, half of EP3Rarticipantstook

part in more than one Working Group. This createaganisationalssue: since working sessidns
presencewere held inparallel these participants took part in the end to the group which was the
mostinteresting forthem. No indications were provided on tlieasonof their choice and if it was a
behaviourled by the bpic discussed in a specific meeting or by other factors. In any case the effect
was negative on the creation of a shared trusted environment and on the achievement of the expected
outcomes themselves. Al so accor diopemtion intiatives,h e r
trustwaspointed out by all respondents as the fundamentduirementon which tobuild up fruitful
interactions.

Observationl6: Participation rule should be based on formal membershipd subordinate to active
involvementin the working groups
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4 QObservations

The aims and the relevance of the EP3R experieic@ppropriately understood and effectively
reported in theanswers of the questionnaire and in tipea r t i dntepviaws (Tl initiative was
terminatedasorganisational featurestarted to maximis theexpected outcomesf the interactiors
among the participarg of thepublic and privatesectors

Along the yearsEP3R has changed its configuratiasthbin terms of internal organ&ion and
participants involvement: in these evolutions, participants were contingently asked to declare their
willingness to participate inooperationactivitiesand to takedecisiors on which activity tasupport

As the participation was set on voluntary basis and on individtiale investment, theEP3Rkey
governancdeaturesshould be considered correfriom the theoretical point of view.

Thepresentedresults should notliscouragdrom establishing later neWwPP approaasbut rather
encourage refinements andprovements

In particular, he overview ofin existing PP&llows theidentification ofconsiderationgor an effective
PPP and in particular

1. The publieprivate partnershipmodelis strongly exploited among different sectdia its
added valuen relational capitahndfor its contribution in information sharing

2. Effective mblic-private partnershipsare based ontrust buildingwhich can be achieved by
establishing guarantee systems ordygatingp a r t i congokdatédelations;

3. Sharing of objectives and exped outcomesamong the involved stakeholderglps to build
a working community able to face the emerging challenges in an integrated manner

Accordinglythe assessment of EP&Rtiative leads to the followingeneral remarks:

1. The applicatiorof a widescope PPP model for the EP3R experience was the first valuable
attempt to involve relevant stakeholders belonging to the Telecom and information
Technology sectors on the issue of Network and Information security and resilience.

2. Creation of thematic Working Groups, in the first period, and Tasks Forces, in the second
period, aimed at building restricted groups in order to give to opportunity to focus on topics
of interest and toenhancetrust building among participants

3. Percepton of participants of the EP3R and éspectedoutcomes was far from the original
intentions; the main weakness points of the initiativerere the lack ofwell-defined
participationrules,the soft leadership approach, the limited interaction opportunitesl the
unclear definition of expected concrete outcomes.

Thisresultsencourags future PPHAmplementations which could refirthe model through an athoc
tailoring ofits key features

Respondentsprovided in addition to the structured answeseveral additional comments that
composed aset of observationsThe following tablesynthesise the most relevant and important
ones, i.ethose which should be consideratthe creation offuture initiatives
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1.0Objectives should
be appropriately
selected and darly
stated

2. Ownership of the
underlyingproject is
a fundamental driver
ofthe LJF NIi A OA
commitment

3. A bottom-up
approach enhances
LI NI A OA LI y
ownership and
engagement

4. Preliminary
feasibility assessment
of the expected
outcomes can
improve the
effectiveness of the
strategy selected to
reach them

5. Management with
defined roles
enhances
responsibilityand
commitment

Bothliterature review andtelephone
interviews confirmed the relevanc
of clear setof well specified anc
properly selected objectives
Participants are more motivated to
invest their time and effort if the goa
to be achievedsconcrete andn light
with their needs.

The degree of commitment o
participants is sictly relatedto the
perception of theownershipof the
underlying projectaproper selectbn
and sharing ofthe outcomesto be
achieved and the output to be
produced canavoid any lack o
commitment from participants

The involvement of participants it
the selection of objectives an
expected outcomess a cruciafactor
for the success of a PRjuaranteeing
participation and commitment.

A preliminary feasibilityassessmeni
analysis can improve PF
effectiveness byefiningwhether the
proposed approach can provide
added valueand by identifying the
most convenient specifications of th
identified key features

Managementwith definedroles can
enhance the responsibilit
perception among participants
making clear to whom they are liabl
to. In addition PPP activities shoul
be led byparticipantsof recognsed
professionakeputation. This directly
and indirectly affectspar t i c
resporsibility andcommitment.

Advantages

Enhancement of

commitment
Concrete and achievable outputs
Pitfalls

Fragmentation of the general
objective in multipleand too
specificgoals with problems to
rebuild a general framework

Advantages

Stronger
commitment

Pitfalls

parti

Potential difficulties irconciliaing
public and private interests in a
unique sharedaind comma
project
Advantages
Enhance

Pitfalls

parti ci

More complexty in thedecision
making process

Advantages

More effective séction ofthe
specification of the PPP key
features

Improvement of resources
allocation

Pitfalls

Additional fme and effort costs

Advantages
Enhanced responsibility perceptio
Pitfalls

Dependencypaths respect tadhe
selectedleaders
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6. Action sharings
preferable to
information sharing
under certain
circumstances

7.Regulatory
provisions should be
established at
regional level

8. Addressed bpics
should be selected
amongthoserelated
to protection of
Critical Information
Infrastructures

9. Geographical scope
should reach regional
coverage involving all
the EU28 Member
States

Where objectives and purposes a
clearly £t up, action sharingnay be
preferable to information sharing
This approacleould beconsideredof

high valuefor security and resilience
issues related recovery andrigis

management.

The lack ofregulatory homogeneity
amongthe EU28 Member States a
systemic weakness and a cost 1
private actors in terms of adaptiv
efforts. The standardization ¢
regulatory requirements related to
Network and Information security
and resilience would enhanc
regional interactions.

The major issue at stake is Critic
Information Infrastructures
Protection. After the identification
about potential risksaffecting Clisa
coordination strategy among the
public and private playerseemsto
be the most appropriateapproach
also to raise awareness on thepics
of interest.

The interdependent framework of
reference for the Network anc
Information security and resilienc
needsa more integrated and regione
approach in order to effectivel
address emerging challenge§he
regional scopés consideredhe most
appropriate one even though
important difficultness should be
faced to translate  national
experiences in &uropearinitiative.

Advantages

Lower riskof sensible information
lossperceived byparticipants

Concrete result achievement
Pitfalls

Immediate response instead of
consolidaedinteractions

Mainly based on bilateral
agreements

Advantages

Regional securitgnd resilience
enhancement

Pitfalls

Initial relevantadaptive costgor a
regulatory framework different
from the national one

Advantages

Improvementof protection of
infrastructural assets and services
provided throughClls

Pitfalls

Objectiveachievable only on long
term perspective and active
involvement of many actar
managing/ owning Clls

Advantages

European peparedness
enhancement

More effectiveresponse to security
threats and to resiliencehallenges

Pitfalls
Additional management effort

Issues in facingdterogeneityin
the national contexts
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10. Interaction model
shouldnecessarily
include regular
meetings in presence

11. Leadership
approach should be
based on
coordinationamong
public and private
stakeholders

12.Funding strategy
should provision for
participantsQ G A Y
effort investment

13. The most
desirable outcome
would be the delivery
of technical/
organizational
solutions

14.t I NI A OA LJ
profile should include
both public sector
decision makers and
private sector high
level security
managers

Meetings in presenceare the best
option to improve trust and to
consolidate commitment among
participants.

Within coordination among public
and privatestakeholders, leadershi
of public actorsvould be preferable.
Management roles covered by
professionals with  recognised
reputation may improvep ar t i ¢
commitment and responsibility.

Par t i diingaadetfost seem to
be the mostpragmaticsolution also
by maintaining low the cost of
interaction and by guaranteeing
participation of stakeholders reall
interested in the  foreseer
cooperation activities.

Among he most desirable concret
outcomes technical or orgarsational
solutions in terms of security ani
redlience were identified Action
sharing can bea preferable option
especiallywhen sensible information
sharing is needed A specific
operative outomeis preferred to a
generaltheoreticalone.

High-profile professional in the
security and resilience domain shou
be involved. Thir decision making
position in the organisation to whicl
they belong to allow them to take
pro-active behaviours in the PPP.

Advantages
Trustimprovement
Commitmentconsolidation
Pitfalls

Highdirect costsfor participants
Advantages

Improvement ofcommitmentand
responsibility

Effective impact of the cooperatior
initiative onpolicy/regulatory
decision makers

Pitfalls

Potentialmisalignmenif the
public actors requirements with
the private actors needs

Advantages
Lowcost PPRnitiatives
Pitfalls

Dependency of theooperation
effort from commitmentof the
involved stakeholderandtheir
possibility to sustain direct and
indirect costs

Advantages

Tangible operative outconseand
solutions

Pitfalls

Difficulties to achievgeneral
objectives

Advantages

High probability to obtairwoncrete
outcomes and strong commitment
of the stakeholders

Pitfalls

Limited availability oéffort out of
the organisation to which they
belong to
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15.Involved Inclusion should be based c¢ Advantages
stakeholders should participants appr ov al

. . . Focus on common issues of
be organizations with open strictly tothe stakeholders ol

specificpredefined the identified sectors.Homogeneity Interest

characteristicsand of stakeho!l der s Pitfalls

approved by a focus on common issués which all Limited number éparticipants
relevantpart of the participants havehigh interest to

PPPparticipants face.

16. Participation rule  Participation based on aformal Advantages

should be based on  membershipand on proof of active

formal membership  contribution help to avoido involve

and subordinate to participant not interested to

activeinvolvementin  contribute but mainly to benefit from Perception of the possibility to

the working groups ~ the activities in the PPP (i.c achieve concrete outcomes
information sharing) Pitfalls

Improvement of thecommitment
of participants

Higher management effort
Figure13- Observations and lessons learnt for future initiatives
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5 Recommendations fofuture initiatives

The key recommendations for the future pertain for four main areas:

Implement agile PPReghich can adapt to new needs and topics;
Incentivise Industry initiatives;

Define simple but formal rules and governance;

Publish and advertise successful results.

Use Agile PPPs

While the global constituency of the EP3R Veage(more than 250 registered participants), the most
attractive aspect rapidly became the constitution smaller groups of activparticipants(i.e. the
Working Groupy For this reason, while keeping-dmnual plenary meetings (mostly for the review
and aceptance of the produced workgxperts participated to the actual works of th&/orking
Groups and theifask Forces on a more regular baseating a trusted relationships among the group
participants

The US and UK examples also support thiglel sucha PPP is most likely successful when it is
composed of several hiveghich can host and bear severalfdient topics, but with similamethods
Only then the cost effectiveness reaches its optimum.

Thesuccessaof EP3R in theecurity and resilience doamnshould take the form of a platform where
ISACsWorking Groups ant@lask Forces can be created very rapidly when the need arises and have a
short lifespan Their scope should be focused and limited, and they should be assigwedlear
objective to reagh. Such a platform could be athaired by European Officials and fogjor industry
players

Incentivise participation in PPPs at industry level

While the bottomup approachshould beused to trigger activities in a PPP platform, the lack of
support ofindustry playerscould be a major barrier to a generalisation of this practice.

The engagement must be twofold:

- Initiatives can arise bottomp, ortop-down, or both;
- Financial and Human Resourcagport needsto be approved and engaged.

A formal partnershimeeds to be agreed and establishebly relevant European Officials anghjor
industryplayers on thébaseof afuture commitment anda concreteactivity plan.

Adoptformal PPPsulesandgovernance

A properleadershipteamshould be appointed to manage ti&PPandto setup basic ruleshat will
allow participants to understand the objective, the expected outcomes and how contribute to. them

Participantsthemselvesneed to understand théey features of the PP®. In addition, he empirical
observation of tle governancemodel of successful PPPs in therld allowed to design a typical PPP
skeleton

Future PPP platfornshould adoptand documenits governance model based arstructure similar
to the proposed one based d?PPP key features

16, This approach was already published in December 2011 on the ENISA Good Practice Guide on Cooperative
Models for Effective PPPs(http://www.enisa.europa.eu/activities/Resilieneand-ClIP/publieprivate-
partnership/nationalpublic-private-partnershipsppps/goodpracticeguide-on-cooperatvemodelsfor-

effectiveppps
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Advertisesuccessfuinitiatives

Largergeographical coverage, engagement of tight participantsto take part in such a future
platform would require the increase of the attractiveness of its resditss means thate initiative
and theimpact achievedhould beproperly advertised angublicised

This requires the implementation of two preliminary activities:

- AnIimpact Assessment of any activity carried out within the Platform, i.e. the assurance that
the recommendations or reports issued were followed by effeaad reallife
implementations;

- Asurveying mechanismvaluating trend oBatisfactionof participants andeputationout of
the platform.

Initiatives conducted within suclplatforms needto be properly evaluated, and the effecthouldbe
assesseon a yarly basis to ensure that the time investedgmrticipantsachieved gositiveimpact
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Annex A: An insight on oversesCIIP approach: the National Council of ISACs
and the Framework to Reduce Cyber Risks to Critical Infrastructure

Security of critical infrastructures has traditionally be an issue of main concern not ontiiefdyS
government but also for national private operators.

The National Council of ISA@sfdrmation Sharing and Analysis Cenjresa volunteer group of IS€&
representativesvho meet monthly since 20Q3Their objective is tdevelop trusted relationshipamong

sectors and address common issues and concerns. The ISACs are trusted entities established by Critical
Infrastructure owners and operators, whose anigl primary business was to provide comprehensive
sector analysis to be shared among relevant stakeholders, including government. Services provided by
ISACs include risk mitigation, incident response, alert and information sharing. The mission ofdhalNati
Counci | isotd advargdpbysical ahd cyber security of critical infrastructures of North America by
establishing and maintaining a framework for valuable interaction

In light of this purposes, the National Council of ISACs works for aieaton of drills and exercises, real

time sector threat level reporting and emergency classified briefing. Furthermore, duriftdgnie of
national significance, the Council hosts a private sector liaison at the Department of Homeland Security
(DHSJn the National Infrastructure Coordinatingentre(NICC).

Among the initiatives sponsored by the National Council of ISACs it is worth to point out the case of NICCIC
(National Cyber security and Communication Integration Cemth@se mission is to addreshreats and
incidents affecting the Nation’ s <critical i nfor ma
concerrs the LevelTop Secret/Sensitive Compartmented Informa(ie8/SCINICGC operates at steady

state (by promoting informationtsring and data and situational awareness of its participants), during

incident response phase.Q. joint incident management) and in eescalation phase (decisionakers

support).

Furthermore, in July 2013 t he UedbStandaasamkETechmloghe par t
(NIST) released its draft outline Bneliminary Framework to Reduce Cyber Risks to Critical Infrastructures

The objective addressed is to kioK the establishment process of a voluntafilgsed Cyber Security
PublicPrivae Fr ame wor k w haibmdd mix bflcdmpaniesynéif-proét organizations, and

government agencies across different sectors As st ated in the document, t|
l ead and coordinated by t IprevateNsec®Tinputselgsizes haveebeen , wi ||
identified as of primary concern for the Framework attentior,t h &ck of standards, guidelines, and

practices to address privacy and civil liberties issues, as well as the scarcity of helpful metrics for an
2NBFYATFGA2y Q& O@dSNITH®OdgNTnliedr a$ ¥ faS Omi AigsSytS@ aset up
consistent interaction scheme able to deal with cyber security risks, innovation, emerging challenging and
awareness raising. Finally, the interactionastre gy wi | | be barsspodse mmubligar t i ci
y2GA0Saz RA&OdzaaArzy i g2N] akKz2Llda wX8& RANBOG O2YYdzy
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Annex C: Consolidation of therelationships and guaranteesystem

Consolidation of the relationships

 Consolidatiorof existingrelationsamongparticipants(createdinsideor outsidethe PPPhelpsin the
establishmenbf atrustedenvironment

« Reduction of the frequent turnover of participants, involvement of experts with a highlevel
experienceand attitude in workingon collectivedecisioamakingprocedureshelpsto createinterestin
other stakeholderout of the PPP

 Setup of regularmeetingsin presencehelpsto foster mutual trust, to shareinformation, knowledge
andexperienceandto stimulatenew solutionsfor commonobjectives

¢ A guarantee system setting up basic rules of unishment of passiveand unfair behaviours of
participants is essentialto setup a collaborative interaction. All participants to the cooperation
activitiesshouldsubscribet.

« An ex novo gurantee systemshould be setup accordinglyto the main features of the collaborative
mechanism A guaranteesystemcan help to overpassinitial mistrust among participantsimproving
mutualagreemenandcommitment

« Applicationmethodsof basicrules of the guaranteesystemshould be defined and integratedin the
governancef cooperationinitiative. Managemenshouldbe in chargeof applyingpunischments
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